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CopepxxaHune

Yto HoBOroO

CpaBHeHwme dyHKLI NPUIOXKEHNS B 3aBUCUMOCTY OT CREACTB YNpaBneHu1s

KomnnekT nocTaBku

Pa6oTa B Kaspersky Security Center Web Console n Kaspersky Security Center Cloud Console

OcHoBHble hyHKLMM yNpaBneHns MobunbHbiMU YeTRolicTBamu B Kaspersky Security Center Web Console n Cloud Console

O npunoxenuu Kaspersky Endpoint Security ana Android

O npunoxenun Kaspersky Security nna iOS

O nnarviHe Kaspersky Security for Mobile (Policies)

AnnapatHble 1 NporpamMMHble TpeboBaHs

V3BecTHble Npobnembl 1 pekoMeHaaLmm

PasBepTbiBaHWe pelueHnd A9 ynpaBaeHus MobunbHeiMun ycTpoiicTBamu B Kaspersky Security Center Web Console nnm
Cloud Console

MNoproToska Kaspersky Security Center Web Console n Cloud Console k passepTbiBaHmiO

HacTtpoiika CepBepa agMUHNCTPUROBAHIIS Af18 NOAKAOUYEHNS MOBUbHBIX YCTPOCTB

HacTpoiika lwno3a coenHeHmns Ang NoaKIoYEHNS MOBUIIbHbIX YCTRONCTB K CepBepy aaMuHUCTpupoBaHus Kaspersky
Security Center

CospaHve rpynnbl 8AMUHUCTRUROBAHUS

CosnaHve npaBuia aBTOMATUYECKOro NepeMeLl,eHns YCTRONCTB B rRyNNy aAMUHNCTPUROBAHNS

PasBepTblBaHME NaarvHoB ynpasneHna

YcTaHOBKa NnarnHoB yNpaBAeHns 13 cnvcka AOCTYNHbIX OVUCTRUBYTVBOB

YcTaHoBKa NarvHoB ynpaBaeHns ns AUCTpubyTriea

PasseprlsaHme MOBUILHOrO NpUICXKeHUd

PasBepThiBaHne MobunbHOro npunoxexnda ¢ nomoulsto Kaspersky Security Center Web Console nnn Cloud Console

AkTrBaLMga MOBUILHOIO MPUNOXKEHVA

[penocTtaBnerve HeobxoayMbIX paspeLueHuii npunoxexuto Kaspersky Endpoint Security ana Android

YnpaeneHue ceptudurkaTamu

[NpocmoTp cnivicka cepTudmrkaTos

3apaHvie NapameTpoB cepTudukaTa

CospaHve ceptudukata

ObHoBsneHve ceptudukaTa

Ynanenue ceptudukata

O6meH nHdopmaumeii ¢ Firebase Cloud Messaging

YnpaBneHuve mobusnbHbiMU ycTpolicTBamu B Kaspersky Security Center Web Console 1 Cloud Console

[onkntoyeHne MobunbHbIX YcTpocTs Kk Kaspersky Security Center

OTnpaBka koMaH4, Ha MOBU/IbHbIE YCTROWCTBA

YnaneHve mobunbHbIx YCTpoUCTB 13 Kaspersky Security Center

YnpaBneHve rRYNN0oOBbIMU NONTVKaMW

_rF_)VFlI'IOBbIe NONNTUKW ON4 ynpasneHn4d MOBUIbHBLIMW YCTPONCTBAMY

[pocmoTp Pe3ybTaToB NPUMEHEHUA NOINTUKA

CospaHue rpynnoBoi NOAUTUKM




3meHeHme rpynnoBovi MOAUTUIKA

KonuvpoBaHue rpynnoBo NoAnTyKK

[NepeHoC NOANTVKI B ARYIYIO FRYANY 8AMUHNCTPUPOBAHIS

YnaneHvie rpynnoBon NOANTUKA

Onpenenervie napameTPOB NOAUTUKA

HacTpolika aHTUBMRYCHOU 3aLLMThl

HacTpolika noCcTogHHOW 3alpThI

HacTpolika aBTomaTnyeckoro 3anycka aHTI/IBI/IF_)VCHO|7I NROBEPKM MOBUILHOIrO YCTDOIZCTBG

HacTpolika o6HOBNEHNS aHTUBMRYCHbIX 6a3

HacTpolika 3almTbl AaHHbIX NPY NOTERE UK Kpaxke YCTROMCTBa

HacTpoiika KOHTRONS NRUIOKEHNIA

HacTpolika KOHTPONY COOTBETCTBUA MOBUIIbHBIX YCTRONCTB TPeboBaHVSM KOPNOPaTUBHOM 6e301acHOCTY

BkntoyeHve v oTkAoYeHne npaBua COOTBETCTBUA

PepakTnpoBaHme npaBuia COOTBETCTBUA

[HobaBneHvie npaBmna COOTBETCTBUA

YnaneHve npaBua COOTBETCTBUSA

Cnncok KpUTEPUEB HECOOTBETCTBUS

Cnucok nencTeumn npu o6Hapy>KeH|/||/| HEeCOOTBETCTBUA

HacTpoiika nocTyna nonbsosartenei kK Beb-camram

HacTtpolika orpaHnyeHui dhyHKLA

3awura Kaspersky Endpoint Security ana Android ot ynanerus
Kaspersky Security Network

ObmeH nHbopmaLmeii ¢ Kaspersky Security Network

Bkntouerme v otknouermne Kaspersky Security Network

O6wmeH nHdbopmaumeii ¢ Google Analytics ang Firebase, SafetyNet Attestation, Firebase Performance Monitoring un
Crashlytics

HacTpolika yBeoMIeHW Ha MOBUIbHBIX YCTRONCTBAX

O6HapyxeHVie B3/ioMa YCTROWCTBA

3apaHve NapameTpoB NNLIEH3VPOBAHVIS

HacTpolika cobbiTuii

Harpyska Ha ceTb

Pabota ¢ KoHconbio apMmnHucTpurposaHung Ha 6ase MMC

OCHOBHbIE CLIeHapuU NCNONb30BaHKA

O Kaspersky Security a9 MOBUIbHbIX YCTRONCTB

O npunoxerun Kaspersky Endpoint Security ana Android

O Kaspersky Device Management ong iOS

O nnaruxe ynpasnexus Kaspersky Endpoint Security ans Android

O nnaruxe ynpasnexus Kaspersky Device Management nna iOS

AnnapatHble 1 NporpamMMHble TpeboBaHs

I3BecTHble Npobnembl 1 pekoMeHaaLmm

PassepTbiBaHme

ApxuTeKTypa pelleHns

TuinoBble cxembl pasBepTbiBaHNA KOMMJIEKCHOIO peLleHnd

Cxewmbl passepTbiBaHuda Kaspersky Endpoint Security ang Android




MNoarotoBka KoHCOMM aAMUHUCTRVROBAHWS K Pa3BERTLIBAHNIO KOMMIEKCHOrO REeLLeHNs

HacTpolika napameTpos CepBepa aIMVIHUCTRUPOBAHMS A0S NOAKIOUYEHNSA MOBUbHBIX YCTRONCTB

HacTpoiika lwno3a coenHeHmns Ang NoaKIoYEHNS MOBUIIbHbIX YCTRONCTB K CepBepy aaMuHUCTpupoBaHus Kaspersky
Security Center

CospaHuve rRynnbl aAMUHNCTPUROBaHUA

Co3snaHvie npaBwia aBTOMaTUYECKOro nepeHoca yCTDOI7ICTB B rpynny anMUHUCTRYPOBaHUA

CospaHve MobunbHOro ceptudrkaTa

YcTaroska Kaspersky Endpoint Security ang Android

Paspeluenuns

YcTaHoska Kaspersky Endpoint Security ang Android no ccbinke Ha Google Play

YcTaHoska Kaspersky Endpoint Security ana Android B pexxume device owner

[pyrue cnocobbl yctaHoBkM Kaspersky Endpoint Security ang Android

CospnaHue v HacTPOliKa MHCTaNNILMOHHOIO NakeTa

Co3snaHve aBTOHOMHOIO NakeTa YCTaHOBKM

HacTpolika napameTpoB CUHXPOHM3aLMN

AxTuBaumsa npunoxexus Kaspersky Endpoint Security ang Android

YcTtaHoska iOS MDM-npodhuns

O pexumax ynpasneHus iOS-yctporictsamu

YcTaHoBka Yepes Kaspersky Security Center

YcTaHOBKa NAarMHOB YNpaBneHus

O6HoBneHve npedblinyLeli Bepcum Kaspersky Endpoint Security ang Android

YcTtaHoBka 6onee paHHeit Bepcuun Kaspersky Endpoint Security ana Android

O6HoBneHne NpefplAyLLINX BEPCUN NNArMHOB yNpaBaeH1s

Ynanenue Kaspersky Endpoint Security. ang Android

,D,I/ICTGHLI,I/IOHHOG yoaneHne npuaoxeHund

PaspelueHune nonb3oBaTtenam yoanaTtb npunoxeHume

YnaneHve npunoxeHns nosib3oBaTenem

HacTpolika 1 ynpasneHve

Hauano pa6oTsl

3anyck 1 0CTaHOBKa NPOrpamMmbl

CospaHve rpynnbl aAMUHNCTPUROBaHUA

[QYI'II'IOBbIe NOAVTUKM A0S yNRaBNeHns MOBUNbHLIMM yCTDOI7ICTBaMI/I

CospaHve rpynnoBo NOANTUKMA

PaboTa ¢ peBusvgamu rRYNNOBbLIX NOANTUK

Ynanexue rpynnoBon NOAUTUKA

OrpaHuyeHvie nNpae Ha HaCTDOVIKy_I'pyrII'IOBbIX NoANTUK

3aupuTa

HacTpolika aHTuBupycHo 3awimThl Android-yCcTpolicTB

3awmTa Android-yCTRONCTB B UHTERHETE

3alunTa faHHBIX 0pU NOTEPEe UK Kpaxe YCTPOUCTB

OTnpaeka KomMaHa Ha MobuibHoe YCTDOVICTBO

PasbnokumpoBka MOBUILHOrO YCTROMCTBA

LndpoBaHre naHHbIx




Ynanervie nanHHbIx Ha Android-ycTpolicTBax Nocne HeyAa4YHbiX NOMbITOK BBOAA MNapond

HacTpolika HagexHocTV napons pasbnokMpoBKY YCTPONCTBA

HacTpolika HapexHocTu napons pastnokmposku Android-ycTpoiicTea

HacTpolika HagexHocTv napong pasbnokuposkn iOS MDM-ycTpolicTB

Hactpotika VPN Ha Android-ycTpolicTBax (Tonbko Samsung)

HacTtporika VPN Ha iOS MDM-ycTpoicTBax

HacTpolika CeTeBoro akpaHa Ha Android-ycTpoiicTBax (Tonbko Samsung)

3awmTa Kaspersky Endpoint Security ana Android ot ynanexus

HacTtporika rnobansHoro HTTP-npoken Ha iOS MDM-ycTponcTBax

[HobasneHve ceptudmkatos besonacHocT Ha iOS MDM-ycTporicTBa

[ob6asnenue npodung SCEP Ha iOS MDM-ycTpoiicTBa

KoHTponb

HacTpolika orpaHnyeHuii

Ocobble pekoMeHaaLmr And ycTponcTs nop ynpasnerHem Android 10 v Bbile

HacTtpoiika orpanunyuenuii ans Android-ycTpoiicts

HacTtpolika orpanunyennii ong iOS MDM-ycTpoiicTB

HacTpolika nocTyna nonb3oBaTenei k seb-caitam

HacTtpolika noctyna k Be6-caritam Ha Android-ycTpolicTBax

HacTtpolika noctyna k Be6-caiitam Ha iOS MDM-ycTpoiicTBax

KoHTponb cootBeTcTBUS Android-ycTRolicTB TpeboBaHNaM KOPNopaTMBHON 6e30nacHOCTH

KoHTponb npunoxexuia

KoHTponb npunoxeHuii Ha Android-ycTpolicTBax

KoHTponb npunoxenunin Ha i0S MDM-ycTpoincTBax

YcTaHoBKa 1 yaanexve npunoxenuii anga rpynnsl i0OS MDM-ycTpoiicTs

HacTpoliika oTobpaxerus Android-ycTpoiicTts B Kaspersky Security Center

YnpaeneHue

HacTpoiika noaxntouerns k cetn Wi-Fi

Hopkntoyerve Android-ycTtpolicTs k cetut Wi-Fi
Hopkniouerve iOS MDM-ycTpoticTs k cetu Wi-Fi

HacTpolika anekTpoHHOW NoYThI

HacTtpoiika noytosoro sulvika Ha iOS MDM-ycTpolicTeax

HacTpovika noytoBoro quivka Exchange Ha iOS MDM-ycTpoiicTBax

HacTpoiika noutoBoro guivika Exchange Ha Android-ycTpoiicTBax (Tonbko Samsung)

YcTtaHoBKa KopHeBbix ceptudukaTos Ha Android-ycTponcTeax

YnpaBneHve CTOPOHHMM MOBUIbHBIMM MPUIOKEHUAMMN

HacTtpoiika yBenomnenuii Kaspersky Endpoint Security ang Android

OopkntoueHmne iOS MDM-ycTporiicts k AirPlay

MonkntoueHvie iOS MDM-ycTpoiicTts K AirPrint

HacTpolika Toukn noctyna (APN)

Hactpoiika APN Ha Android-ycTpolicTBax (Tonbko Samsung)

HacTporika APN Ha iOS MDM-ycTpoircTBax

QO paboyem npodune Android

HacTtpolika paboyero npodung




[obasneHue yyeTHoln 3anvcu LDAP

[obaBneHve yyeTHO 3anncu kanenaaps

,ﬂOGaBﬂeHI/Ie yquH0|7| 3anncn KOHTakKToOB

HacTpolika nogavcku Ha kanexaapb

[obaeneHve Be6-kn1nos

[Hob6asneHue wpudTos

Pexxum device owner

OrpaHuyerme pyHkumiA Android Ha ycTporicTeax

YnpaeneHvie HacTpoiikamn Google Chrome

HacTpolika pexuma knocka

Ynpaenenvie Exchange ActiveSync ans Gmail

HoakntoueHne k NDES/SCEP-cepsepy.

KomaHabl Ans MOBUIbHbBIX YCTRONCTB

Hauano pa6oThl

Kak ycTaHoBUTb NpuaoxeHne

Kak akTuBrpoBaTh NpuaoXeHue

Kak nookntountb ycTpoiicTBo Kk Kaspersky Security Center

Daiin AppConfig

Harpyska Ha ceTb

YuacTtue B Kaspersky Security Network

Obwmen nndopmativer ¢ Kaspersky Security Network
BkrtoyeHue v BeikntoueHme ncnonb3osarus Kaspersky Security Network
WcnonbsosaHue Kaspersky Private Security Network

[penocTaBneHve faHHbIX CTOPOHHVIM CepBUCaM

Obwmen nHdopmaumeri ¢ Firebase Cloud Messaging

O6wmeH nHdbopmaumeii ¢ Google Analytics ang Firebase, SafetyNet Attestation, Firebase Performance Monitoring un
Crashlytics

Mpunatre nononHuTenbHbix MNonoxeHwi rmobanbHO aaMUHUCTRATOPOM
Samsung KNOX
YcTaHoBka npunoxerus Kaspersky Endpoint Security ans Android ¢ nomoupto KNOX Mobile Enrollment
Cospanue npodung KNOX MDM

[obaenenue ycTporicts B KNOX Mobile Enrollment

YcTaHoBKa NpuaoXeHns

HacTpoiika KNOX-koHTeliHepoB

O KNOX-koHTelHepe

AxTuBauma Samsung KNOX
HacTpolika CeTteoro akparHa B KNOX

HacTtporika noutosoro quivka Exchange 8 KNOX

Opunoxenns

[paBa Ha HACTPOWKY. FPYANOBbLIX NOANTUK

KaTteropuu npunoxeHnuii

VcnonbsosaHue npunoxerns Kaspersky Endpoint Security ana Android

BosmoxHoCTU npunoxeHuna

O630p rNaBHOro okHa

3HaYoK B CTROKE COCTOAHMS

[poBepka ycTpoicTBa N0 pacnmcaHumo




VsmeHeHue pexuma 3almThl

O6HoBNEHWE aHTUBUPYCHbIX 6a3

O6HoBneHve 6a3 Mo pacnncaHuo

[elicTBurg B cnyyae Kpaxu nm NoTepu yCTPONCTBa

Be6-Ounbtp

[onyyeHvie ceptudukata

Cunxponwusaumg ¢ Kaspersky Security Center

AkTtuBaumg Kaspersky Endpoint Security ans Android 6e3 ncnonbsopanus Kaspersky Security Center

YcTaHoBKa NpunoxeHus B pexmme device owner

BktoueHve crneuvanbHbix BosmoxHocTer Ha Android 13 vnv Bbilie

O6HoBREHNE NRUNOXEHNS

YnaneHve npunoxeHus

Npunoxeruns ¢ "noptdenem”

Opunoxenne KNOX

VcnonbsosaHue npunoxerns Kaspersky Security ana iOS

BosmoxHocTu npunoxeHna

YcTaHOBKa NpUnoXeHns

AKTVBaLIA NRUNOXEHNS

O630p rNaBHOro okHa

O6HoBNEHNE MPUIOXEHNS

Ynanenve npunoxexHvs

O JIMLeH3MOHHOM cornalleHnn
O nuueHsumn

O nonnucke

O kntoue

O kone akTuBaLun

O ¢aiine knoya

[penoctaBneHue naHHbix B Kaspersky Endpoint Security ana Android

OpenoctaBneHue nanHbix B Kaspersky Security ang iOS

Cnocobbl noNy4YeHns TEXHNYECKOV NOAAERXKKI

TexHunyeckasa nopnepxka Yyepes Kaspersky CompanyAccount

VIcTouYHMKIM MHbOpMaLm o nporpaMmme

[noccapuin
IMAP
i0OS MDM-npoduib
iOS MDM-ycTpoincTBO

Kaspersky Private Security Network (KPSN)

Manifest-caiin

POP3
Provisioning-npodunb
SSL

ABTOHOMHbI NaKeT YCTaHOBKM

Anmununctpatop Kaspersky Security Center




AKTuBaLING NporpamMmbl

AHTUBURYCHble 6asbl

Beb-cepsep Kaspersky Security Center

Bupyc

[pynna aopMuHUCTRUPOBaHKS

[pynnoBas 3anava

Banpoc Certificate Signing Request

VHCTanngumoHHblli naket

KapaHTuH

KaTeropun "labopatopum Kacnepckoro”

Kopn akTmBaLmmn

Kon pas6nokuposku

KOHTpOJ‘Ib COOTBETCTBUA

JIvLieH3MoOHHOE cornallieHne

JlvueHsunga

[1narvH ynpaeneHns nporpamMmmvomn

MNopnucka
[Nonuntuka
[pokcu-cepeep

Paboyee mecTo anmmHmncTpaTopa

Pabounii npodunb Android
Cepeep iOS MDM

CepBepbl obHoBneHW "labopaTopuun Kacnepckoro”

Cpok nencTBuyd INLIeH3UN

YCTpoWcTBO B pexunme supervised

Daiin knoyva
DuimHr

NHdopmaLms o CTopoHHEM Koae

YBenomneHns o ToBapHbIX 3HaKax

CnipaBka o115 9To BEpCUn peLleHns 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaumio. AkTyanbHas nHbopMaLIg O pelleHn focTynHa B cnpaske Kaspersky Secure Mobility,
Management 412



https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

Cnpaska Kaspersky Security ons MobunbHbIX YCTPONCTB

Pelwerue Kaspersky Security ans MoGWIbHBIX YCTPONCTB NpefHasHauYeHo ANs 3aLWThl U YNpaBieHuns
KOpropaTUBHbIMU MOBUBHEIMY YCTPONCTBaMM, @ TakKe JINYHBIMU MOBUIbHBIMU YCTPONCTBaMMU, UCMOMNb3YEMbIMY
COTPYOHUKaMV KOMMaHUM B KOPMOPATUBHbIX LIENSX.

KomnoHeHTb!l 1 dyHkumm Kaspersky Security ans MobunbHbix ycTpoicTs 3aBmcaT oT koHconu Kaspersky Security
Center, ucnonbadyemoli B kavecTse UHTepdelica 3amTbl 1 YNpaBaeHnst MOBUbHbIMI YCTPONCTBaMU.

BbibepuTe Hy>XHbIA pasnen crnpasky B 3aBUCUMOCTM OT 1cronb3yemoii koHconn Kaspersky Security Center:

e KoHcosb apMUHUCTpUROBaHNS Ha 6ase KoHconm ynpaeneHus Microsoft (MMC)

e Kaspersky Security Center Web Console nnv Kaspersky Security Center Cloud Console

B oToenbHbIx pasgaenax cnpasku onmncaHsl GYHKLIN 1 onepaumm, LOCTYMHbIE MOSb30BaTENSIM NPUNOXEHN
Kaspersky Endpoint Security nng Android n Kaspersky Security nng iOS.

CnipaBka o115 3Toi BEPCUN peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHoOpPMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.



https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

YTo HOBOIO

Kaspersky Secure Mobility Management 1.0

B aTom penunse mbl 06HOBMAM NnariHbl KoHconn agMrHUCTprpoBaHns Ha 6a3e MMC, no6aBrB MHOXECTBO PYHKLNL
LNSl HACTPOVIKM KOHTPOMS KOPMOPaTUBHBIX MOBUIbHBIX YCTPOCTB.

B nnaruH ons ynpasnerus Android-ycTpolicTBamu 6binin fo6asneHsl cnegytolme GyHKLMN:

* [punoxerune Kaspersky Endpoint Security ans Android Tenepb nognepxvBaeT yCTpPONCTBa, paboTatoLme B
pexume device owner. Bbl MoxeTe creHepupoaTb QR-Kop Ans yCTaHOBKM NMPUNOXeHWs B pexume device
owner, NO3BONSAIOLLEM HAaCTParBaThb Pa3fNYHbIE NapamMeTpbl YCTPOCTBa.

* DyHkumm ans Android-ycTpoicTBs B pexume device owner:
e OrpaHnyeHns GyHKLMIA onepaumoHHoi cnuctemsl Android. OrpaHuyeHns 3aTparmBatoT:

*  dYHKLMN yCTpOCTBa (Hanpumep, cbpoc HacTpoekK A0 3aBOACKMX, CHUMKM 3KpaHa, Bbi3oBbl 1 SMS-
coobueHnq);

* MPUIOXEHNS (HaNPVIMeP, NCMONb30BAHNE PasNYHbIX MPUIOXEHNI 1 NapaMeTPbl YCTaHOBKM
MPWNOXEHWNI);

® MamsaTb (HanNprMep, yCTaHOBKa BHELLHNX HOCUTEeNen 1 nepepaya darinos yepes USB);
e ceTb (Hanpumep, cetn Wi-Fi, MobunbHble ceTnt 1 HacTpolikn VPN);
® Cny>6bl reonokaumm (MICnonb3oBaHNe MEeCTOMONOXEHNS Y USMEHEHVE HAaCTPOEK MECTOMONOXEHNS).
* YnpaeneHue HacTpolikamn Google Chrome.
® Pexum knocka (¢ 04HUM U HECKONBKMU MPUTOXKEHUSIMU).
* YnpasneHue HacTpoiikamu Exchange ActiveSync ang Gmail.
¢ [logkntoueHre k NDES/SCEP-cepBepy.
e YcTaHOBKa KOPHEBbIX CEPTUPUKATOB Ha YCTPOCTBAX.

* Tuxasl ycTaHOBKa 0693aTeNbHbIX MPUIOXEHWIA 1 YAANeHNe 3anpeLLeHHbIX MPUNOXEHUIA, yKa3aHHbIX B
npasunax KoHTpons npunoxeHuia.

* BO3MOXHOCTb yOansTb NpUIoxeHns, 3abnoknposaHHble KoHTponem npunoxeHunii.
e DyHKUMM LS HACTPOIKM Naposiei pa3bnokmpoBKky akpaHa Ha Android-ycTpolicTeax:
e MoXHO 3aaBaTb pasnnyHbie TPeboBaHNS K Maporio.
* MOXHO ynpaBnsTb NCMONb30BaHEM BMOMETPUYECKNX METOL0B Pas3bnoKMPOBKN.
* MoxHO onpenensTs CPOK UCMONb30BaHWS Maposs U KONMYECTBO HEMOBTOPSIOLLMXCS Maponel B XypHare.

* MoxHo 3agaBaTb Naporb Pa3bnokMpoBky B KOHCONM aagMUHUCTPUPOBAHNS Y MPUHYAUTENBHO N3MEHSTb ero
Ha ycTponcTBe.
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* Hogble onuum gnga yctponcts Samsung KNOX:

e 3anpeT pexum paspaboTuvka.

e 3anpeT oTnpaBku 0TYETOB O cOosx B Google.
* Hosble dyHKkUMM ong HacTpolikn cetein Wi-Fi:

e [lopoepxkka npoTokona 6esonacHocTy 8021.x EAP 1 BO3MOXHOCTb HaCTPOWKYM €ro NapamMeTPOoB 3aLUUThI
(Hanpumep, meTopa EAP).

e MoxHo onpegenuTtb cnincok ceTtell Wi-Fi, kK KoTopbIM paspeLleHo NoaKItovaTbCs aBTOMaTUYECKN U CKPbITh
oCTarbHble CETW Ha YCTPOWCTBE NOMb30BaTENS.

* HoBble onuunm Ang yaaneHns BCex JaHHbIX Ha MOTEePSHHOM Ui ykpageHHoM Android-ycTpolicTse nocrne
HECKOIbKMX HEeYOaYHbIX MOMbITOK BBOAA NMaposis pa3brioKMpOBKML.

e [lob6aBneHve Be6-KIMMNOB Ha YCTPOMCTBAX.
B aTom penunse Takxxe nobasneHbl HoBble GyHKLMM B mnarvH gns ynpasneHus iOS MDM-ycTpoiicTeamu:

* HoBblii KOMMOHEHT KOHTPOJIb COOTBETCTBMS, KOTOPLIN MO3BOSIIET KOHTPONMPOBaTL COBMOAEHNE TpeboBaHMiA
KoprnopaTueHoi 6esonacHocTn Ha iI0OS MDM-ycTpoiicTBax 1 NPUHUMAaTb PasnnyHble Mepbl.

* MoxHo ynpasnaTb npunoxeHnsamu Ha iOS MDM-ycTpolicTBax Ha OCHOBaHWUM CMICKOB Pa3peLLleHHbIX U
3anpeLLeHHbIX MPUNOXEHNIA.

* [lo6aBneHbl HOBble KOMaHAbI:
e CHpocuTb Naporb.
e 3annaHupoBaTb o6HoBneHne OC.
e HacTtpouTb Bluetooth.
* HoBsble dyHkUMM ans HacTpoiikn VPN-coennHeHwin:
e [lopnepyxka npoTokona IKEv2.
* MoyHO HacTpouTb BktoueHe VPN-coenmHeHns gna na3bpaHHbIx JoMeHoB Be6-caliToB B Safari.
* HoBas onuys ans HaCTPOVKN MPUHYAUTENbHOIO MCMOMIb30BaHNS NMaposis Ha YCTPONCTBE.
* HoBble onuunm ong ynpasneHns GyHKLMSMI onepaLioHHON CUCTEMBI Ha YCTPOCTBax B pexurmMe supervised:
e OTnoxeHHoe 06HOBIEHNE ONePaLMOHHON CUCTEMBI.
* Ynpaenenue goctynom k USB-ycTpoiicTeam.
* YnpaeneHue HacTporikamu Wi-Fi, VPN n NepcoHanbHol Toukn gocTyna.

* YnpasneHue ncnonb3osaHiem NFC.

1"



HaunHas ¢ penunsa 1.0, Kaspersky Security nns MobunbHbIX yCTPOUCTB 60siblue He MOAAePXMBAET yrpaBneHne
MOBWIIbHBIMU YCTPOMCTBaMU C MOMOLLbIO NMpoTokona Exchange ActiveSync (ynpasnenne EAS-ycTpolicTeamu).
BmecTo aToro Bbl MoXeTe obecneunTs B3aumopeiictane ¢ Cepeepom Exchange uepes HacTpolikvi NoanTukm ons
Android-ycTpoiicTs 1niOS MDM-ycTpoiicTs. Ecnv Bbl XoTUTe NpofomKaTh YNpaBnsTb YCTPOWCTBAMU C MOMOLLLbIO
npoTtokona Exchange ActiveSync, ncnonb3yiite 6onee paHHue Bepcun pelueHns Kaspersky Security ans
MOBWbHBIX YCTPONCTB.

CnpaBka 45isl 3Toi Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHnn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 41=.
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CpaBHeHVe GyHKLMIN NPUNOXEHVS B 3aBMCIMOCTY OT CPEeACTB YNpaBneHns

[ns ynpaeneHuns mobunbHbiMy ycTpolicTBamu B Kaspersky Security Center MoxHO ncrionb3ys cnegytoLume

cpencTea:

¢ KoHconb agMmuHcTpupoBaHug Kaspersky Security Center Ha 6a3e Microsoft Management Console (MMC)

e Kaspersky Security Center Web Console

* Kaspersky Security Center Cloud Console

B cnenytoueli Tabnmue npriBefeHo cpaBHeHne GyHKLINIA, LOCTYMHbIX AN KaXKAOro U3 CPEACTB yrnpaBieHus.

[ocTynHoCTb GyHKLMI NPUNOXEHVS B 3aBUCMMOCTU OT CPEACTB YNpaBieHNs

YnpaeneHve ycTtpoiicteamu Android

YnpaeneHue yctpoiicteamn iOS

[o6aBneHne ycTpONCTB MO CChike Ha
Google Play

[ob6aBneHne yCTpONCTB C MOMOLLbIO
ccbinky B App Store

[o6Basnenve ycTpoiicTs iOS ¢
nomoLpto npoduns i0S MDM

[o6aBneHvie ycTpoiicTs nyTem
CO30aHNs MHCTaNSLMOHHOIO NakeTa

OTnpaBka KoMaHg, Ha MOBbHble
yCTpoKcTBa

YaaneHue MoBUbHbIX YCTPOWCTB 13
Kaspersky Security Center

Beinyck nouToBeIx cepTudrkaToB
Beinyck VPN-cepTtudukaTos
Beinyck Mo6unbHbIx cepTrdukaTon
Bbinyck MobunbHbIX cepTudukaTos
cpencteamn Cepeepa
aAMUHNCTPUPOBaHUS

Bri6op daiinos cepTudrkaTon

WHTerpaums ¢ nHdpacTpykTypoi
OTKPBITbIX K/tOYel

[ocTyn k napameTpam rpymnnoBbIx
NONMUTKK Ha OCHOBE poneit

HacTpoiika cuHxpoHu3aumm
MOBUMbHbIX ycTpoicTs ¢ Kaspersky
Security Center

KoHconb Web Console
aAMUHUCTPUPOBaHUS
O6uwwme
HoctynHo LHoctynHo
HoctynHo HoctynHo
(c nomoLbio (c nomoLpto npunoxeHns Kaspersky
ceptudrkata APNs) Security ans iOS)

YnpaBneHne Mo6UbHbIMI YCTPOCTBaMM

HocTtynHo HocTtynHo
He pnocTynHo HocTynHo
HocTynHo He nocTtynHo
HocTtynHo He pocTtynHo
HocTynHo
HocTynHo (3a ncknoyeHve koMaHapl
CdooTorpaduposatb)
HocTtynHo
(Tonbko ymaneHune n3 cnicka
HocTynHo ycTporicTs. [punoxeHne

Heob6xoAVMo yaanuTb C ycTpolicTea
BPYUHY!O.)

YnpaeneHue ceptudukatamm

[ocTynHo He pocTtynHo
HocTynHo He pocTtynHo
HocTynHo HocTynHo
HoctynHo HoctynHo
HocTtynHo He pocTtynHo
[ocTynHo He nocTtynHo

YI'IpaB.HeHI/Ie nonnTukamMmun

HocTtynHo He pocTtynHo

OCTYMHO
Hocty HocTtynHo

13

Cloud Console

HocTynHo

NoctynHo
(C MOMOLLBIO NMPUNOXEHUA
Kaspersky Security ans iOS)

HocTtynHo

HocTynHo

He nocTtynHo

He nocTtynHo

HoctynHo

(3a vcknoyeHne komaHgbl

CdodoTorpaduposatsb)
[ocTtynHo
(Torbko yaaneHue 13 cnincka
ycTpoiicTs. MNprnoxeHune
HeobxoAVMO yaanuTb C yCTpoCcTBa

BPYUHY!O.)

He poctynHo
He nocTtynHo

HocTynHo

HocTynHo

He pocTynHo

He poctynHo

He noctynHo

[ocTtynHo



HacTpoiika aHT1BMpPYCHO MpoBepKHn HocTynHo HocTynHo [ocTynHo
Ha MOBUMbHBIX YCTPOICTBAX

HacTtpolika 3amTsl MOBUbHBIX

. HocTynHo HocTynHo HocTynHo
ycTpolicTs OCTyNHO OCTYNHO Y.
HacTtpolika 0BHOBNEHNS aHTVBUPYCHBIX
6as P Py HocTynHo HocTynHo HocTynHo
HacTpoiika salwmTsl faHHbIX Npu

o [ocTynHo [ocTynHo HocTynHo
noTepe 1N Kpaxe ycTpoicTea
HacTpoiika noctyna nonb3osartenei k [ocTynHo [locTynHo [locTynHo
Be6-caiitam OCTynHO OCTYyMHO v
HacTpoiika KOHTPONS MPUNOXEHWIA HocTtynHo HocTtynHo LocTtynHo
HacTpoiika KoHTpons COOTBETCTBUS HocTynHo HocTynHo HocTynHo
HacTpotika pabourx npoduneit

. OCTYMHO He pnoctynHo He noctynHo
Android Rocty Y 4
HacTpoiika nogknoueHns k cetn Wi-Fi HocTynHo He noctynHo He nocTtynHo
Samsung KNOX HocTynHo He pnocTynHo He nocTtynHo

Mpoune dyHkUMN

LleHTpan1aoBaHHOE NpUHATUE YCNOBHIA
JIMLEeH3moHHOrO cornallenmns B HocTtynHo He pocTynHo He noctynHo
Kaspersky Security Center

HacTtpoiika Kaspersky Private Security

OCTYMHO He noctynHo He pnocTtynHo
Network Rocty. pocty AocTy

CnipaBka o115 3To BEpCun peLleHns 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEePXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility,
Management 4.1=.
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KomMnnekT nocTaBku

B cocTas puctpubyTtumsa Kaspersky Security ons MobumbHbIX YCTPOCTB MOTYT BXOAWTb Pa3fNYHble KOMIMOHEHTbI B
3aBVICUMOCTH OT BblBpaHHOW BEpCUM MPOrpamMmbl.

YnpasneHune mobunbHeiMn ycTpoiicTBamu B Kaspersky Security Center Web Console

e on_prem _ksm_devices xx.x.X.X.zip

ApxuB, cogepxxawmii daiinbl, HeobxoayMble ana ycTaHoBku nnarvHa Kaspersky Security for Mobile (Devices):

e plugin.zip

ApxuB, conepxalumin nnarvH Kaspersky Security for Mobile (Devices).

e signature.txt

®daiin, cogepxxawmii nognvick nnarvHa Kaspersky Security for Mobile (Devices).

e on_prem _ksm policies xx.x.X.X.zip

ApxuB, cogepxxawuii daiinbl, HeobxoayMble ana ycTaHoBku nnarvHa Kaspersky Security for Mobile (Policies):

e plugin.zip

ApxuB, conepxxalumin nnarvH Kaspersky Security for Mobile (Policies).

e signature.txt

®daiin, cogepxxawmii nognmce nnarvHa Kaspersky Security for Mobile (Policies).

YnpasneHne mobunbHbiMn ycTpoicTBamu B Kaspersky Security Center Cloud Console

[na ynpaeneHns mobunsHeiMm ycTpolicTBamu B Kaspersky Security Center Cloud Console He Hy»HO ckaumBaTb
ANCTPUBYTUB. Hy>XKHO TONbKO cospaTh yyeTHyto 3anuck B Kaspersky Security Center Cloud Console.
[ononHuTensHasa nHdopmaLs 0 co3naHnm yYeTHOW 3anncu npuseneHa B Crpaske Kaspersky Security Center

Cloud Console®.

YnpasneHne MobunbHbIMK ycTporicTBamu B KOHCONM agMUHUCTpUpoBaHng Ha 6aze MMC

e Klcfginst_en.exe
®aiin ons yctaHoBKkW nnariHa ynpasnenus Kaspersky Endpoint Security ons Android, npeaHasHaveHHoro ons

yrpaBfeHns NporpaMmMoli C MOMOLLBIO CUCTEMbI YaaneHHoro agMuHucTpupoBaHus Kaspersky Security Center.
e Klmdminst.exe

®aiin ons yctaHoBKkW nnarvHa ynpasnenns Kaspersky Device Management ons iOS, npefHasHaueHHOro asis
yrpaBneHns NporpaMmMoli C MOMOLLIO CUCTEMbI yaaneHHoro agMHcTprpoBaHunsg Kaspersky Security Center.

®daiin npunoxenns Kaspersky Endpoint Security gns Android

KES10_xx_xx_xxx.apk — nakeTHbin daiin Android gns npunoxerus Kaspersky Endpoint Security nns Android.

HononHnTenbHble dainbl
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* sc_package_xx.exe

CamopacnakoBbIBalOLLMIACS apxuB, copepxaluuii dalinsl, Heobxoammbele ans yctaHosku Kaspersky Endpoint
Security ans Android nyTem cosnaHns MHCTanNSLUMOHHbIX NakeToB:

e adb.exe, AdbWinApi.dll, AdbWinUsbApi.dll

dalinbl, HeobxoOMMble AN9 CO30aHNA MHCTaNNSLUMOHHBIX NaKeToB.

e installer.ini

KoHurypaLmoHHbili daiin ¢ napameTpamu nogknoueHns k Cepsepy aaMUHACTPUPOBAHWS.

e KES10_ xx_xx_xxx.apk

MakeTHbli dain Android gns npunoxenus Kaspersky Endpoint Security ans Android.

e kmlisten.exe

YTunuta gnsg OCTaBKN MHCTaNISLUNOHHBIX MakeToB C KOMMblOTEPa adMNHNCTPAaTOopPa.

e kmlisten.ini

KoHdurypaLmoHHbii daiin, cogepyallmii napameTpbl yTunuTel kmlisten. exe.

e kmlisten.kpd

®dalin, copep>kalumii onmcaHmne nNporpamMmbl.
e SigningUtility.zip

ApxuB, copepxallumin yTUnuTy 4ns noanMcaHns ouctpubyTreos npunoxeHns Kaspersky Endpoint Security ans
Android 1 koHTeliHepoB ans iOS-ycTpolicTB.

KomnnekT OOKYMEHTaunn

e Cnpaska ons Kaspersky Security ang MobunbHbIX yCTPONCTB.

CnpaBka 45isl 3TO Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYHO
nHpopmaLmio. AKTyanbHas MHGoOpPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility,
Management 4.1
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Pabota B Kaspersky Security Center Web Console n Kaspersky Security
Center Cloud Console

B aTom pasnene cnpaskun onvcaHa salyTa 1 yrpasrieHe MobubHbIMU yCTponcTBamu ¢ nomoLupto Kaspersky
Security Center Web Console (nanee takxxe Web Console) n Kaspersky Security Center Cloud Console (nanee
Takke Cloud Console).

CnpaBka sl 3TO Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKAaTb YCTapEeBLLYHO
nHpopmaLmio. AkTyanbHas MHopPMaLs O peLleHn JocTymnHa B crpaske Kaspersky Secure Mobility
Management 412

O6 ynpaBneHun MmobunbHbeiMu ycTporicTBamu B Kaspersky Security Center
Web Console n Cloud Console

Bbl MOXeTe ynpaBnaTb MobubHbIMU ycTpoiicTBamu B Kaspersky Security Center Web Console n Cloud Console,
NCMONb3ys CNeayoLLe KOMMOHEHTbI:

e Mpunoxenue Kaspersky Endpoint Security gna Android

Mpunoxerne Kaspersky Endpoint Security gna Android o6ecneurBaeT 3awmUTy MOBUIbHBLIX YCTPOWCTB OT BED-
Yrpos, BUPYCOB 1 APYrX NPOrpamMm, MPEACTaBNSIOLLMX YrpO3bl.

* lMpunoxenue Kaspersky Security ana iOS

MpunoxeHune Kaspersky Security ans iOS obecneuvBaeT 3awmTy MOBUIBHBIX YCTPOWCTB OT ULLINHIA 1 BED-
yrpos.

¢ [Mnarun Kaspersky Security for Mobile (Devices)

MnaruH Kaspersky Security for Mobile (Devices) npenoctasnseT uHtepdelic ans ynpaeneHns MobuibHbIMI
YCTPOWCTBaMM 1N YCTaHOBMNEHHBIMU Ha HUX MOBUAbHBIMU NpuioXxeHnsamy ¢ nomolpto Kaspersky Security Center
Web Console 1 Cloud Console.

* [MnaruH Kaspersky Security for Mobile (Policies)

MnaruH Kaspersky Security for Mobile (Policies) nossonseT onpenenatb napameTpbl KOHGUIypaLmm yCTPONCTB,
noakmtoveHHbix k Kaspersky Security Center, ¢ TOMOLLpO rpynnoBbIX MOANTHK.

MnarvHbl IHTErpUPYIOTCS B CUCTEMY yAaneHHOro aamMuHUCTprpoBaHus Kaspersky Security Center. Bel moxeTe
ncrnonb3oBaTb Kaspersky Security Center Web Console nnu Cloud Console pns ynpasneHus MoBuibHbIMA
YCTPOWCTBaMU, a TakKe KIIMEHTCKUMY KOMMbloTEPaMU 1 BUPTYarbHbIMU cucTeMamu. [ocne nogkioyeHns
MOBUNBHBIX YCTPOCTB K CepBepy agMUHVCTPUPOBAHNS OHY CTAHOBSATCS yrpaBnsemMbiMun. Bel MoxeTe yaaneHHo
KOHTPONMPOBaTh yrnpaBsfsemMble yCTPOMCTBa.

CnipaBka Ans 9TOW BEPCUN peLLeHns Borblile He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTymnHa B crpaeke Kaspersky Secure Mobility
Management 41%.
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OcHOBHble PyHKLIM yrpaBnieHns MobunbHbIMu ycTpolicTBamu B Kaspersky
Security Center Web Console n Cloud Console

Kaspersky Security ons MobunbHbIX yCTPONCTB NPefocTaBnsgeT cnemytoLme GyHKLMN:

Paccbinka cCooBLLEHWIA 9NEKTPOHHON NOYTbI A8 NOAKIoYeHNs MOBUbHbIX ycTpolicTe Android k Kaspersky
Security Center ¢ ncnonbsoBaHnem cchinok ans 3arpysku npunoxexuns Kaspersky Endpoint Security ons
Android n3 Google Play.

Paccbinka cooBLLEeHW SNeKTPOHHOM NoYTbl A5 NOAKIoYeHNS MobubHbIX ycTpoiicTs iOS k Kaspersky Security
Center ¢ crnonb3oBaHNEM CCbINOK Ans 3arpy3sku npunoxeHuns Kaspersky Security ana iOS ns App Store.

[ncTaHumMoHHoe nopkntoveHne MobunbHbIX ycTpoiicTs k Kaspersky Security Center 1 opyrim CTOPOHHUM
EMM-cuctemam (Hanpumep, VMWare AirWatch, Mobilelron, IBM Maas360, SOTI MobiControl).

YnaneHHas HacTpolika MOBWIBHOrO MPUIOXEHNS, @ TakXKe yaaneHHas HacTpolika CEPBMCOB, MPUIOXEHWIA 1
dYHKUMIA MOBUIIBHBIX YCTPOWCTB.

[rcTaHumoHHas HacTpolika MOBUIbHBIX YCTPONCTB CornacHo TpeboBaHKaM KopropaTyBHOM 6e30MacHOCTH.

MpenoTBpalleHne yTeuek KoprnopaTBHON NMHPOPMaLIMN, XPaHSLLENCs Ha MOBUIbHbBIX YCTPONCTBAX, B Clyyae 1x
kpaxu unm notepu (AHTM-Bop). MopaepxusaeTcs Tonbko ans yctpoincts Android.

KoHTponb cobniofeHns TpeboBaHmii kopriopaTBHoO 6e3onacHocTu (KOHTpob COOTBETCTBYA).
MNMonpepxnBaeTcs Tonbko Ans yctporicTs Android.

KoHTponb 3aLLmMTbl OT OHNANH-YrPO3 1 KOHTPOSIb MCMOMb30BaHNS MHTEPHETa Ha MOBUIbHBIX ycTpolicTeax (Beb-
DunbTp).

HacTpolika yBegomneHuii, oTobpaxkaeMblx Nosb3oBaTesio B npunoxeHnsx Kaspersky Endpoint Security pns
Android n Kaspersky Security ong iOS.

YBegoMeHne agMUHICTpaTopa o CTaTyce 1 cobbiTusX B paboTe npunoxeHuii Kaspersky Endpoint Security ons
Android n Kaspersky Security ons iOS B Kaspersky Security Center nnm no anekTpoHHon nouTe.

KoHTponb nameHeHuii napameTpoB NOANTYKA (MCTOPUS PEBUSIIA).

Kaspersky Security st MOBUIbHbIX YCTPOWMCTB BKIIKOYaET CrenytoLLe KOMIOHEHTbI 3alLMThl U YIpaBieHus:

AnTrBUMpYC (ons Android-ycTpoicTs).

AHTn-Bop (ans Android-ycTpoiicTs).

Beb-Dunbtp (ns Android 1 iOS-ycTpolicTs).
KoHTponb npunoxerunii (ons Android-ycTpoiicTs).
KoHTponb cooTBeTcTBUA (A9 Android-ycTpoicTs).

O6Hapy>eHune root-npas Ha ycTpolicTBax Android 1 o6HapyxeHue jailbreak Ha ycTpoiicTeax iOS.
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CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn JOoCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

O npunoxeHunn Kaspersky Endpoint Security npns Android

Kaspersky Endpoint Security ang Android 3awmiiaeT MoBurbHbIE YCTPOCTBa OT BEG-Yrpo3, BUPYCOB 1 APYTiX
nporpamm, MPeACTaBNSOLLIX YTPO3bl.

Kaspersky Endpoint Security ons Android BkntoyaeT crnefytoume KOMMOHEHTbI:

* AHTUBMpPYC. DTOT KOMMOHEHT OBHAPYXNBAET 1 yCTPaHSET Yrpo3bl Ha YCTPOWCTBAX, MCMOSb3Ys aHTUBUPYCHbIE
6a3bl 1 obnauHyto cnyxby Kaspersky Security Network. B cocTtas AHTMBMpPYCa BXOOAT creaytoLume
KOMMOHEHTbI:

e 3awwmTta. O6HapyXMBaeT yrposbl B OTKPbITbIX dalinax, NpoBepseT HOBbIE MPUNOXEHWS 1 MPeaoTBpaLLaeT
3apaxkeHne yCTPONCTBa B PeXUMeE peanbHOro BpeMeHW.

¢ [MpoBepka. 3anyckaeTcs no TpeboBaHMIO Ans BCell GpalinoBo CUCTEMBI, TONMBbKO AJ18 YCTaHOBIEHHbIX
NPUNOXeHUIA, BbIbpaHHoro darina unm nanku.

e OG6HoBneHne. [103BONSET 3arpy>aTb HOBblE aHTUBUPYCHbIE 6a3bl MPUIIOXEHWS.

* AHTU-Bop. SawyaeT nHbopmaLmio Ha YCTPOCTBE OT HECaHKLIMOHNPOBAHHOMO JOCTYNa B Criyyae noTepu uim
Kpaxkun ycTponcTBa. [103BongeT oTnpaBnsdTb Ha YCTPONCTBO CNEeAyioLLe KOMaHab!:

* OnpepeneHne mecTononoxeHusl. [llonyyeHre koopaHaT MECTOMONOXEHWS YCTPONCTBA.
* BocnpounseepeHue 3BykoBoro curHana. YCTPOnNCcTBO U3faeT rpOMKUIA CUrHan TPeBori.

e YpaneHue gaHHbIX. YOoaneHune KOpnopaTnBHbIX OaHHbIX, yTObHI 3alnNTUTb KOHCI)VI,D,eHLI,I/IaJ'IbHy}O VIHCI)OpMaLI,I/HO
KoOMMnaHunn.

* Beb6-®unbTp. [No3BonseT 6MokMpoBaTh BPeAOHOCHbIE BEG-CaliThl, LIeNb KOTOPbIX — PacnpoCTPaHUTb
BPELOHOCHIN Kof,. Beb-DunbTp Takke BrnokupyeT nonaensHble (bUwrHroBblie) Beb-caliTol, Lefb KOTOPbIX —
yKpacTb KoHdUAeHUManbHble AaHHbIe NMonb3oBaTens (HanprMep, Naponu oT MHTEPHeT-6aHKa U NNaTeXHbIX
CUCTEM) 1 MOMNY4YNTb JOCTYN K ero drHaHCcoBbIM cueTam. Beb6-DunbTp nposepsieT Beb-caliTel nepes oTKpbITMEM,
ncnonb3ys obnayHyto cnyxoy Kaspersky Security Network. Mo pesynbtatam nposepku Be6-OunbTtp
paspeLllaeT 3arpysky Beb-caiiToB, MPU3HaHHbIX HALEXHBIMU, 1 BroKUpyeT Be6-caliTbl, IpU3HaHHbIE
BpefoHOCHbIMU. Be6-DunbTp Takxe nopaepxuvsaeT GunbTpaLmo Beb6-caliToB No KaTeropusm, onpeneneHHbIM B
obnauHoli cnyx6e Kaspersky Security Network. 310 nossonseT aiMMHUCTPATOPY OrpaHnunTb LOCTYM
nonb3oBaTenel K HEKOTOPbIM KaTeropusm Be6-cTpaHuL, (Hanprmvep, K Beb-cTpaHuLam 13 kateropun "AsapTHble
nrpsbl, NoTepen, Totanmsatopbl’ nim "ObLieHne B ceTn’).

e KoHTponb npunoxeHwuii. [lo3BonseT Bam yCTaHaBNMBaTb Ha YCTPONCTBO PEKOMEHLOBaHHbIE 1 0Bs3aTeNbHbIe
NPUNOXEHNS C MOMOLLBIO MPSIMOI CChINKN Ha AUCTPUBYTYB 1nm cebinku Ha Google Play. C nomotsto KoHTpons
NPUNOXEHWNIA Bbl MOXETE YAansTb 3anpeLLeHHbIe MPUNIOXEHNS, KOTOPbIE HE YAOBNETBOPSIOT TPe6oBaHNAM
KopropaTuBHOl 6e3onacHOCTH.

* KoHTponb cooTBeTCTBUS. DTOT KOMMOHEHT MO3BOMSET NPOBEPSTH YrpaBasemMble YCTPONCTBa Ha COOTBETCTBME
TpeboBaHNSAM KOPNopPaTUBHON 6Ge30MacHOCTI 1 HakaabiBaTb OrPaHNYeHVs Ha onpeneneHHble GyHKLMM
HECOBMECTUMbIX YCTPONCTB.
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Bbl MOXeTe HacTpouTb KOMMOHeHThI NpunoxeHus Kaspersky Endpoint Security gns Android B Kaspersky Security
Center Web Console 1 Cloud Console, 3anaB napameTpbl FRYNMNOBbLIX NOAUTYK.

CnipaBka A5 3To BEpCun peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEePXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLa O peLleHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

O npunoxeHunn Kaspersky Security onga iOS

Mpunoxerune Kaspersky Security onsa iOS obecrneuvBaeT 3awmTy MOBUIBbHBIX YCTPOCTB OT GULLNHIa 1 BEG-YTrpo3.
Kaspersky Security ons iOS npepgocTtasnseT cnenytoLume knouesble GyHKLNM:

* Be6-PunbTp. [osBonseT 61okMpoBaTh BPEAOHOCHbIE BEG-CaliTbl, LieNb KOTOPbIX — PacnpoCTPaHNTb
BPEeOOHOCHbIN kof, Beb-®DunbTp Takke brokupyeT nopaenbHble (GUWMHroBble) Beb-caliTol, Liefb KOTOPbIX —
yKpacTb KoHdVAeHUManbHble AaHHbIe NMonb30BaTens (HanprMep, Naponu OT UHTEPHET-6aHKa U NAaTEXHbIX
CVCTEM) 1 MONYYNTb AOCTYM K ero $puHaHCoBbIM cueTaMm. Be6-DunbTp nposepsieT Be6-caliTel nepen OTKPbITUEM,
ncnonb3ys obnayHyto cnyxoy Kaspersky Security Network. [Mo peaynstatam nposepku Be6-PunbTp
paspeLluaeT 3arpy3ky Be6-caiiToB, MPU3HaHHBIX HAOEXHbIMU, 1 BroKMpyeT Beb-caliTbl, MpU3HaHHbIe
BpPenoHOCHbIMU. Bbl MoxeTe HacTpouTb aToT koMnoHeHT B Kaspersky Security Center Web Console n Cloud
Console, onpenenvs HAaCTROWIKYM FRYONOBbIX NOANTUK.

* OG6Hapy>eHue moandukaumm npowmeku (jailbreak). Ecnn npunoxenne Kaspersky Security pns iOS
obBHapy>BaeT Moandukaumo npowwmsku (jailbreak), To oTobparxaeT KpuTndeckoe coobLueHne n nHbopmMupyeT
Bac o npobnewme.

CripaBka On1st 370l BEpCUM peLLeHs 6onblle He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLms O peLleHn JocTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

O nnarnHe Kaspersky Security for Mobile (Devices)

MnarvH Kaspersky Security for Mobile (Devices) npegocTtasnseT uHtepdelic ans ynpasneHns MooubHbIMN
YCTPONCTBaAMUN 1 YCTAHOBMNEHHBIMI Ha HX MOBUIbHBIMN NPUIOXeHMsMY ¢ nomMoLlpto Kaspersky Security Center
Web Console n Cloud Console. MNnaruH Kaspersky Security for Mobile (Devices) no3sBonseT BbINoNHSATL cnepytoLime
oencTans:

* nopakaYaTh MobusbHble YyeTponcTBa K Kaspersky Security Center:;

® ynpaBndrb cepTuduKkaTamm MOBWIbHbIX YQDOI?IICTB;

* HacTpaveath Firebase Cloud Messaging (Tonbko ans yctpoiicts Android);

® OTMPaBAATb KOMaHAbl Ha MOBWbHbIE YCTROWCTBA (TONbKO Ang ycTporicTe Android).

MnaruH Kaspersky Security for Mobile (Devices) MmoxHo ycTaHoBUTb Npu HacTpoiike Kaspersky Security Center
Web Console. MNpu ncnonssosaHum Kaspersky Security Center Cloud Console, Bam He Hy>HO ycTaHaBnMBaTb 9TOT
nnarvH. JononHntensHas nHopmMaLs o CLieHaprsX pa3BepThiBaHNs 4Ns PasinyHbIX TUMOB KOHCONEN npriBedeHa B
paspene CueHapum pa3BERTLIBAHUS.
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CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn JOoCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

O nnarunHe Kaspersky Security for Mobile (Policies)

MnaruH Kaspersky Security for Mobile (Policies) nossonseT onpenensTs napameTpbl KOHPUrypaLmmn yCTPONCTB,
nopktoveHHbix kK Kaspersky Security Center, ¢ nomoLpto rpynnosbix nonutuk. MNnarvH Kaspersky Security for
Mobile (Policies) nossonseT BbINONHATL CriefytoLLe OelicTBIS:

® co3haBaTb rpynnoBble NOANTUKI 6e30MacHOCTY MOBUIIbHbIX YQFDOVICTB;

* yOaneHHO HacTpavBaTb NapaMeTRbl RabOThl MPUAOXKEHWS HA MOBWIIbHBIX YCTRONCTBAX MoSib3oBaTENEN;
® MosyyaTb OTYETbI U CTATUCTUKY O paboTe NPUIIOXKEHNS Ha MOBUIBbHBIX YCTPOMCTBAaxX NoNb3oBaTenel.

MnaruH Kaspersky Security for Mobile (Policies) moxHo ycTaHoBWTb Npun HacTpolike Kaspersky Security Center
Web Console. MNpu ncnonssosaHum Kaspersky Security Center Cloud Console, Bam He Hy>HO ycTaHaBnMBaTb 3TOT
nnarvH. JononHuTenbHas nHopmMaLys O CLieHaprisX pa3BepThiBaHKs ANs PasinyHbIX TUMOB KOHCONEN NpriBeneHa B
pasnene CLieHapuy pas3BepRThIBaHN.

CnpaBka 4nisl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHoOpPMaLs O peLleHn JOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 41

AnnapaTtHble 1 NporpamMmMHble TpeboBaHNs

B aToMm paszene nepeuncneHsl annapaTHble 1 NporpaMMHble TpeboBaHWS K KOMMAbIOTEPY afMUHUCTPATopPa,
ncrnonb3yemMomy ang yctaHoku nnarvHoB Kaspersky Security for Mobile (Devices) n Kaspersky Security for Mobile
(Policies) B Kaspersky Security Center Web Console n Cloud Console, a Takxe annapaTHble 1 NporpaMmMHble
TpeboBaHNS MOBUbHBIX MPUOXEHWIA.

AnnapaTHble 1 NporpamMMHble TPeboBaHNS K KOMMbIOTEPY aaMUHMCTPaTopa

[nsa yctaHosku nnarnHoB Kaspersky Security for Mobile (Devices) n Kaspersky Security for Mobile (Policies),
KOMMbIOTEP aaMMHMCTPAaTOPa AO/MKEH COOTBETCTBOBATDL annapaTHbiM TpebosaHuam Kaspersky Security Center.
[ononHutensHasa nHpopmMaums o6 annapaTHbIX 1 NporpaMMHbIX TpebosaHusx ans Kaspersky Security Center
rnpvBefeHa B crenyowmx JoOKyMeHTax:

e Ecnu Bbl ucnonbayeTe Kaspersky Security Center Web Console — B Cripaske Kaspersky Security Centert.

e Ecnu bl ucnonb3ayeTte Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center
Cloud Consolet.

[na ncnonbsoBaHusa nnaruHos Kaspersky Security for Mobile (Devices) n Kaspersky Security for Mobile (Policies) B
Kaspersky Security Center Web Console, aTa koHconb fomkHa BbiTh YCTaHOBNEHA Ha KOMMbOTEPE
agMVHMCTpaTopa.
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[na ncnonbsoBanus nnarnHos Kaspersky Security for Mobile (Devices) n Kaspersky Security for Mobile (Policies) B
Kaspersky Security Center Cloud Console Heobxoaumo cosnaTs yueTHyto 3anmck B Kaspersky Security Center
Cloud Console. [lononHutensHas MHGopMaLms O CO3AaHUN YYeTHON 3anncy npvseaeHa B Cripaske Kaspersky
Security Center Cloud Console.

Takxxe npunoxeHune Kaspersky Endpoint Security ons Android moxeT paboTaTb B COCTaBe CrefyoLlmx CTOROHHMX
EMM-cucTewm:

¢ \/Mware AirWatch 9.3 v BbiLLe.

Mobilelron 10.0 v BbiLLE.

IBM MaaS360 10.68 v BbiLue.

Microsoft Intune 1908 v BbiLLE.

SOTI MobiControl 14.1.4 (1693) v BbiLLe.

AnnapaTHble 1 NporpamMMHble TPeboBaHNs K MOBDUIILHOMY YCTPOWNCTBY NOb30BaTENS ANg
ycTaHoBku Kaspersky Endpoint Security ang Android

Kaspersky Endpoint Security ons Android nmeeT crnegytoLLme annapaTHble 1 NporpaMMHble TpeboBaHS:
* cMapTdOH UM NNaHLWeT ¢ paspeLleHem akpaHa oT 320x480 nukcenel;
e 65 Mb cBO6OOHOIrO MECTa B OCHOBHOW NaMsITV YCTPOCTBA;
e Android 5.0-13 (Bkntouaa Android 121, nckntouaa Go Edition);
* apxuTekTypa npoleccopa x86, x86-64, Armb, Armé, Arm7, Arm8.

I'Ipvlno>|<eH|/|e yCTaHaBNMBaeTCH TOJIbKO B OCHOBHYIO NamM4yaTb YCTpOI‘/JlCTBa.

AnnapaTHble 1 NporpamMMHble TPeboBaHNs K MOBUIIbHOMY YCTPOWCTBY NOb30BaTENS ANg
ycTaHoBku Kaspersky Security ong iOS

Mpwnoxerne Kaspersky Security ons iOS umeeT cnenytowwme annapaTHble TpeboBaHNS:

e iPhone 6S nnn 6onee noanHeli Bepcum

e iPad Air 2 unn 6onee nosgHel Bepcum
Mpunoxerune Kaspersky Security onsa iOS nveeT cnepytowme nporpamMMHbie TpeboBaHNS:
¢ iOS 141 unn 6onee nosnHel Bepcum

e iPadOS 14.1 nnn 6onee nosgHel Bepcumn

Mpunoxerne Kaspersky Security ans iOS He MoxeT paboTaTb KOPPEKTHO, ECNN Ha MOBUTBHOM YCTPONCTBE
opHoBpeMeHHo 3anyLeH VPN-knneHT ¢ akTeHeiM VPN-noaknoyeHnem.
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CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLMs O peLleHn 4OCTYyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

13BeCTHbIE NpOBIEMbI U peKOMeHOaLNN

Kaspersky Endpoint Security ons Android n Kaspersky Security ons iOS nmetoT HekoTopble N3BecTHble Mpobremsl,
KOTOPbIE HE ABNSHOTCS KPUTUYHBIMI LN5 pabOoThl 3TUX MPUIOXKEHWIA.

N3BecTHble owmbku Kaspersky Security gna iOS

e [Mpunoxerne Kaspersky Security ans iOS He MmoxeT paboTaTb KOPPEKTHO, ECNN HA MOBWBHOM YCTPONCTBE
opHoBpemMeHHo 3anylieH VPN-knneHT ¢ aktneHbIM VPN-nogknoveHnem.

NaBecTHble owmnbkn Kaspersky Endpoint Security ans Android

N3BecTHbIe Npobnembl Npu yCTaHOBKE NPOrpamMmbl

* Kaspersky Endpoint Security ans Android ycTaHaBnMBaeTCs TONbKO B OCHOBHYIO NMaMsiTb YCTPOCTBa.

* Ha ycTpolicTBax nog ynpasneHnem Android 7.0 npu NonbITKe BbIKMIOYNTL NpaBa agMuUHUcTpaTopa ons Kaspersky
Endpoint Security ons Android B HacTpoiikax ycTpoicTsa MOXeT npounsoliti cboir, ecnu ons Kaspersky
Endpoint Security nns Android 3anpelueHo HanoXeHne NoBepx APYrix OkoH. [pobnema cBsi3aHa C U3BECTHbIM
nedektom B Android 7 2.

e [lpunoxerune Kaspersky Endpoint Security ans Android Ha ycTporicTeax nog, ynpasneHuem Android 7.0 v Bbile
He nopaepPXrBaeT MHOTOOKOHHbIA PEXUM.

e Kaspersky Endpoint Security ana Android He paboTaeT Ha Chromebook-ycTpoiicTBax non ynpasneHvem
onepaumoHHo cuctemsl Chrome.

e Kaspersky Endpoint Security ons Android He paboTaeT Ha YyCTpOICTBax ¢ ornepaLyoHHol cuctemoli Android
Bepcumn Go Edition.

* [lpu ncnonbsosaHuy npunoxeHus Kaspersky Endpoint Security ang Android co ctopoHHuMn EMM-cuctemamn
(Hanpumep, VMWare AirWatch) 0ocTymnHbl TObKO KOMAOHEHTbI AHTUBMPYC 1 Beb-PunbTp. AOMUHUCTPaTOPR
MOXeT HacTpaunBaTb NnapameTpbl AHTUBUpPYca 1 Beb-DunbTpa B koHconn EMM-cuctemsl. [Mpu aTom
yBeLOMIIEHNS O paboTe NPUOXEHNS BOCTYMHbI TOMbKO B MHTepdelice npunoxeHns Kaspersky Endpoint
Security ons Android (OTueThl).

13BecTHblE I'IpO6J'IeMbI npn obHOBNEHUM BEPCUV NPUITOXEHNSA

¢ Bbl MmoxxeTe 06HOBUTH Kaspersky Endpoint Security ons Android Tonbko 1o 6onee HOBOW BEPCUM MPUTOXEHMS.
O6HoBuUTb Kaspersky Endpoint Security ang Android no 6onee ctapoli Bepcu HEBO3MOXHO.

N3BecTHble Npobnembl B paboTe AHTUBMPYCa
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* |13-3a TexHnYeckux orpaHnueHnii Kaspersky Endpoint Security gns Android He MoxeT npoBepsTb Galinbl
paamepom 2 ['b n 6onee. Bo Bpemsi npoBepki NpunoxeHne nponyckaeT Takve daiinbl 1 He yBeaoMNsSeT Bac,
ecnu Takune daiinbl Bbinv NPOMyLLEHbI.

* [Ins pononHNTENbHOM NPOBEPKM YCTPOCTBA Ha HOBbIE YrPO3bl, MHPOPMALINS O KOTOPbIX eLLe He BOLUNa B
aHTVBMPYCHble Basbl, TpebyeTcs BklounTb ncnonb3oBarne Kaspersky Security Network. Kaspersky Security
Network (KSN) — nidpacTpykTypa obnayHbix Cny>x0, NpefocTaBnsiolas AOCTYN K ornepaTUBHON 6ase 3HaHWi
"NabopaTtopun Kacnepckoro” o penyTauun ¢aiinos, Beb-pecypcoB 1 NporpaMMHOro obecnedeHuns. s
ncnonb3osanns KSN TpebyeTcs noaknoyeHne MoBUIbHOro YCTPONCTBA K MHTEPHETY.

* lHorna o6HoBREHME aHTMBMPYCHbIX 6a3 ¢ CepBepa agMUHUCTPUPOBaHNS MOXET 3aBEPLUMTLCS OLLMOKON Ha
MOBUIIbHBIX YCTpOlicTBax. B aTom cnyyae 3anycTuTe 3aaady OBHOBNEHUS aHTUBMPYCHbIX 6a3 Ha Cepaepe
aaMUHNCTPUPOBaHNS.

* Ha HekoTopbix ycTpoiicTeax Kaspersky Endpoint Security ans Android He obHapyxu1BaeT ycTpolicTBa,
nopknoyeHHble no USB OTG. BeinonHWTb aHTUBMPYCHYIO MPOBEPKY TakmMX YCTPONCTB HEBO3MOXHO.

e Ha ycTpoiicTBax ¢ onepaumoHHoii cuctemoin Android 11 v Beiwe npunoxerne Kaspersky Endpoint Security gns
Android He MmoxeT ckaHupoBaTb nanku Android/data n Android/obb 1 o6HapyrBaTb B HVX BpeooOHOCHbIE
NpOrpamMmbl U3-3a TEXHUYECKNX OTRAHNYEHUIA &

* Ha ycTpolicTBax ¢ onepaumnoHHoii cuctemoit Android 11 1 Bbillie nonb3oBaTento HEOBXoAMMO NPEfOCTaBUTb
paspeLleHre "PaspelunTb OCTYN Ha ynpaBneHre scemu dainamn’.

e Ha ycTpolicTBax nog ynpasneHnem Android 7.0 1 BbilLe MOXET HEKOPPEKTHO OTOBPaxaTbCs OKHO HAaCTPOWKM
pacnucaHns 3anycka aHTUBUPYCHOI NPOBEPKM (He OTOBpaxatoTCs anemMeHTbl ynpasneHus). [lpobnema ces3aHa
C n3BecTHbIM fedekTom B Android 7 &.

* Ha ycTpolictBax nog ynpasneHnem Android 70 npu BbINOMHEHNN 3aAa41 NOCTOSHHON 3aLUMTbI B PacLUMPEHHOM
PeXrMe He BbINOSHAeTCS OBHapy>xeHne yrpos B dalinax, XpaHsLwmxcs Ha BHeluHen SD-kapTe.

* Ha ycTtpoiictsax nog ynpasneHnem Android 6.0 Kaspersky Endpoint Security ons Android He o6Hapy>xvBaeT
3arpysKy BpefoHocHoro dalina B namsTb ycTpoicTea. BpegoHocHbIl dalin MoxeT ObiTb 0BHapy>KeH
AHTVBUMPYCOM Npw 3anycke daiina nnv Bo BpeMs aHTUBMPYCHOW NpoBepkn ycTpoiicTaa. [Npobnema cBasaHa ¢
n3BecTHbiM fedekTom B Android 6.0 2. [1na obecrneueHns 6e30nacHOCTM yCTPOCTBa PEKOMEHAYETCS
HacCTPOWTb 3arMycK aHTUBUPYCHOV NPOBEPKM MO pacnmcaHuio.

N3BecTHble Npobnembl B paboTe Beb-DunbTpa

* Beb-Punbtp Ha Android-ycTpolicTBax paboTaeT Tonbko B 6paysepax Google Chrome (Bkntoyas dyHKUMIO
Custom Tabs), Huawei Browser n Samsung Internet Browser.

e [1na paboTbl Beb-Ounbtpa TpebyeTcs BkMtoUnTb ncrnonb3osaHne Kaspersky Security Network. Be6-®unbTp
BnokupyeT Beb-caliTbl Ha OCHOBE AaHHbIX O penyTauun 1 kKaTeropun Beb-caliTos, koTopble cogepxatcs B KSN.

* Ha ycTpolicTBax nog ynpaeneHnem Android 6.0 ¢ ycTaHoBneHHbIM 6pay3sepom Google Chrome Bepcum 51 uvnm
Bonee paHHMX Bepcuii 3anpeLleHHble Beb-caliTbl MOryT He 6rnokunpoBaTbes Beb-Punbtpom, ecnv Beb-cant
OTKPbIT cregytowmmMm cnocobamu (npobrema ces3aHa ¢ n3BecTHbIM AedekTom B Google Chrome):

* 113 pe3ynbTaToB MOVCKOBOIO 3anpoca;
® 13 Crm1cka 3aknagok;
® 13 UICTOPUM MOUCKOBLIX 3aMPOCOB;

® Mpn ncnosib3oBaHnn qDYHKU,VII/I aBTO3arloJIHeHNS Be6—a,u,peca;
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® Mpuv OTKPbITUN BEB-caliTa Ha HoBo Bknaake B Google Chrome.

* 3BanpelueHHble Beb-caliTbl MOryT He briokupoBaTbes B 6paysepe Google Chrome Bepcum 50 nnm 6onee paHHmx
BEpCWiA, ecrniv Be6-caliT OTKPbIT 13 pe3ybTaToB MOUCKOBOro 3anpoca Google 1 B HacTpolikax bpaysepa
BkJItoueHa dyHkums O6beaUHNTDL BKIaAKU U npunoxeHund. [pobrnema cBg3aHa ¢ 3BeCTHbIM fedhekToM B
Google Chrome.

* Beb6-caliTbl 13 3anpeLLeHHbIX kKaTeropuii MoryT He bnokmpoBaTbes B Google Chrome, ecnv nons3osaTesnb
OTKPbIBAET VX N3 CTOPOHHUX MPUIOXEHUIA, HAaNpUMep, 13 NpunoxeHns IM-knnenTa. MNpobnema ces3aHa ¢
ocobeHHoCTIMN paboTbl cryx6bl CreumarnsHbix Bo3MoxHocTein ¢ dyHkumelri Chrome Custom Tabs.

* 3anpelueHHble Beb-caliTbl MOryT He briokmpoBaTbes B Samsung Internet Browser, ecnn nonb3oBaTenb
OTKPbIBAET X B GOHOBOM PEXMME U3 KOHTEKCTHOIO MEHIO WS U3 CTOPOHHIX MPUIOXEHWI, Hanpumep, 13
npunoxexuns IM-knneHTa.

e [1na pabotbl Beb-®unbTtpa Kaspersky Endpoint Security ons Android nosnxeH 6biTb yCTaHOBIIEH B KauecTBe
cnyx6bl CrieuanbHbIX BO3MOXHOCTEA.

* Ha HekoTopebIx ycTpoiicTBax Xiaomi ans paboTsl Be6-DunbTpa 0omKHbI 6biTh NPefocTaBeHbl paspeLleHns
"OTobpaxaTb BCrbiBatoLLme okHa" 1 "OTobpaxaTb BCrbiBatoLLye OkHa BO BpeMs paboTbl B GOHOBOM pexume”.

* PaspelueHHble Be6-caiiTbl MOTyT BriokupoBaTbecs B Samsung Internet Browser B pexxvme Be6-Ounbtpa
PaspelumnTb Tonbko nepeuncneHHbie Be6-caliTbl Npy 0OHOBEHUN CTPaHNLbl. Beb-caliTbl 6nokmpytoTes, ecnm
perynspHoe BbipaXkeHre COOEPXXNUT AOMNONHUTENbHbIE NapameTpbl (Hanpumep,
“https?://example.com/pictures/). PekomeHaoyeTca CMonb30BaTh PerynsipHble BolpaxeHus 6es
LOMONHNTENbHbIX NapamMeTpoB (Hanpumep, ~*https?://example.com).

e Ecnu ong Be6-OunbTpa BeibpaH pexrim 3anpelueHbl Bce Be6-caiithl, To Kaspersky Endpoint Security ans
Android He 6rokupyeT nouck B BumkeTe Google MNownck. BMmecTo atoro 6nokmpyeTcs LOCTyn K pesynbTatam
rowucka.

* Ecnn B paboyem npodune ans Beb-PunbTpa BoibpaH pexxum 3anpelueHbl Bce Beb-caliTbl, To Kaspersky
Endpoint Security ons Android nocTosHHO nepesarpy>aeT rnasHyto cTpaHuly Google Chrome, 6rokupyeT
Bpay3sep 1 MeluaeT paboTe yCTpolcTBa.

3BecTHble Npobnemsbl B paboTe AHTU-Bopa

e [1ns cBOEBPEMEHHO [IOCTaBKM KOMaHL, Ha Android-ycTpolicTBa NpunoxeHne ncnonbdyeT cepsuc Firebase
Cloud Messaging (FCM). Ecnn FCM He HacTpoeH, komaHabl 6yayT 4OCTaBfEHbl Ha YCTPOWCTBO TOMbKO MpK
cuHxpoHuzaumm ¢ Kaspersky Security Center no pacnvcaHunto, 3agaHHOMY B MONUTYVKE, Hanpumep, kaxable 24
yaca.

e [1na 6nokunpoBanns ycTpoiictea Kaspersky Endpoint Security ang Android ponxeH 6biTb yCTaHOBNEH B
KayecTBe adMUHUCTPAaTOpa yCTpolicTBa.

e Ha ycTpoiicTBax nog ynpaeneHnem onepaumnoHHon cuctemsl Android Bepcun 7.0 v Bbilue i1 61oKMpoBaHs
ycTpolicTa Kaspersky Endpoint Security ons Android fnomkeH 6biTb YCTaHOBMEH B KaUeCTBe CNy>KObl
CreupanbHbiX BO3MOXHOCTEN.

* Ha HekoTOpbIX yCTpoicTBax koMaHabl AHTM-Bopa He MoryT BbITb BbIMOHEHDI, €CNN Ha YCTPOCTBE BKIIIOYEH
pexuM aHeprocbepexeHns. OToT fedekT noaTeepxaeH Ha Alcatel 5080X.

* YT06bI ONpenennTb MeCTOMOJIOXEHME YCTPOICTBa C onepaumnoHHoi cuctemoit Android 10.0 v BbiLue,
HeoBXxoaMMOo NpefoCTaBnTh paspelleHne "Becerga” ansg LocTyna K MECTOMONOXEHNIO YCTPONCTBA.
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N3BecTHblEe Npobnembl B paboTe KOHTPOns NpunoxeHnia

e [1na paboTtbl KoHTpons npunoxerunin Kaspersky Endpoint Security ans Android pomnkeH 6blTb yCTaHOBMEH B
KauecTBe crny>6bl CrieumanbHblx BO3MOXHOCTEN. He mprmeHnmo k pexinmy device owner.

e [1n9 paboTbl KOHTpons NpunoxeHnin (kaTeropum NpUnoxeHnin) TpebyeTcs BKIIOUMTb Ucnonb3oBaHue Kaspersky
Security Network. KoHTpornb npunoxeHnii onpeaenseT KaTeroputo MPUIOXKEHNSI HA OCHOBE AaHHbIX, KOTOpble
copepxxaTca B KSN. [Ins ncnonbsoBarus KSN TpebyeTcs nogktoueHne MobusibHOro yCTpOoMCcTBa K IHTEPHETY.
[ns paboTbl KoHTpona npunoxeHnii Bol MoxeTe 406aBUTb OTAENbHBIE MPUIOXEHNS B CMIMCKIM 3anpeLLeHHbIX 1
paspeLleHHbIX NpunoxeHuii. B atom cnyyae KSN He TpebyeTcs.

* [lpu HacTpolike KOHTpONs NpunoXxeHuii pekoMmeHayeTcs CHATb pnaxok BnokunposaTb cucTeMHbie NPpUAoXKEHNS.
BnoknpoBska CUCTEMHBIX MPUNOXEHNI MOXET NpUBECTU K C60sM B paboTe ycTpoicTsa.

3BeCTHblE NPOGNEMbI NP HACTPOIKE HAAEXHOCTM Napons PasbnoKMPOBKA YCTPOCTBA

e Ha ycTtpoiictBax nog ynpaeneHnem Android 10.0 n Beiwe Kaspersky Endpoint Security npuBoguTt TpebosaHs
HaLEeXHOCTM Napons K OOHOMY U3 CUCTEMHbIX 3HAUEHWIA: CPEAHWIA NN BICOKUIA.

Ecnn Tpebyemas onvHa napons coctasnsgeT oT 140 4 CMMBOSOB, MPUTOXEHWE NpeaiaraeT Nnonb3oBaTesnto
YCTaHOBWTb Naposib cpenHelt HagexHocTn. OH fonxkeH 6biTb Nnbo undpobiM (PIN-kon) 6e3 NoBTOPSHOLLNXCS
VNN YNopsiLoYeHHbIX mocnenoBaTenbHocTel (Hanpumep, 1234), nnbo 6ykseHHo-LndposbiM. PIN-kon nnm naposb
LOJSKHbI COCTOSATb HE MEHee YeM 13 4 CLIMBOJIOB.

Ecnun Tpebyemas onvHa napons cocTtaBnseT He MeHee 5 CUMBOOB, NPUOXEHVEe NpeanaraeT Nonb3osaTento
YCTaHOBWTb NMapoJsib BLICOKOMN HaaexxHocTu. OH gomkeH 6biTe nnbo LmdposbiM (PIN-kon) 663 NoBTOpSOLLMXCS
W YNopsiLoYeHHbIX MocnenoBaTesisHocTel, nnbo BykseHHo-LmdppoBbIM (Napornb). PIN-koa aomkeH cocToaTb
He MeHee yYem 13 8 undp; Naporb AOMKEH COCTOSATb HE MeHee YeM 13 6 CIMBOJSIOB.

* Ha ycTpolicTBax nog ynpaeneHnem Android 711 npy HECOOTBETCTBUM Naposs Pa3broKNPOBKM TpeboBaHNSaM
KopropaTuBHo BesonacHocT (KOHTPOb COOTBETCTBUS) CUCTEMHOE MPUOXEHNe HacTpoiik MoxeT
paboTaTb HEKOPPEKTHO MPW MOMbITKE N3MEHUTb NMaposib pasbrnokunposkn na Kaspersky Endpoint Security gns
Android. MNpobnema cas3aHa ¢ n3BecTHbIM fedekTom B Android 711%. [1n9 nsmeHeHrs napons pasbnokpoBKy B
9TOM Cnyyae UCMosb3YyiNTe TONbKO CUCTEMHOE NpUoXeHe HacTpoiiku.

* Ha HekoTopebix ycTpolicTBax nog ynpasneHnem Android 6.0 1 BbiLLe MOXeT Npon3oiiT cOoii Npv BBOAE Napons
Pa3boKMPOBKM 3KpaHa, eCNv AaHHbIe Ha YCTPOICTBE 3awmndpoBaHbl. [lpobnema cBs3aHa ¢ 0COBEHHOCTIMM
paboTbl Cry6bl creLparnbHbiX BOSMOXHOCTEN Ha ycTpolicTBax ¢ npoLumskoi MIUL.

13BeCTHblE I'IpO6J'IeMbI, CBS13aHHbIE C 3aLLMTON OT yoaneHmnsd npunoXxeHns

e Kaspersky Endpoint Security ans Android ponxeH 6biTb YCTaHOBNEH B KAYECTBE aAMUHNCTPAaTOPa YCTPONCTBA.

e Ha ycTpolicTBax nog ynpasneHnem onepaumoHHoin cuctemsl Android Bepcum 7.0 v Bbille A5 3aLUUTh
npunoxeHns oT yoaneHus Kaspersky Endpoint Security ons Android gomkeH 6biTb yCTaHOBEH B KauecTBe
cnyx6bl CrieLanbHbIX BO3MOXHOCTEA.

* Ha HekoTopbix ycTpolicTBax Xiaomi n Huawei sawmTa Kaspersky Endpoint Security ons Android oT yoaneHus He
paboTaeT. [pobnema ceasanHa ¢ ocobeHHocTamu npoLumek MIUI 7 n 8 Ha Xiaomi 1 npotumeky EMUI Ha Huawei.

3BecTHblE NpOGNeMbl NpY HACTPOIKE OrpaHNYEHNIA yCTporcTBa

* Ha ycTpolicTtax nog yrnpasneHnem Android 10.0 v Bbilwe 3anpeT Ha ncnonb3osaHve cetelt Wi-Fi He
noaaepXrBaeTCs.
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e Ha ycTpoiictBax nog ynpaeneHnem Android 10 v Bbille NCMONb30BaHMe KaMepbl HeNMb3s 3anpPeTUTb NOTHOCTLIO.

* Ha ycTpolicTBax ¢ onepaumnoHHoii cuctemoin Android 11 v Beiwe Kaspersky Endpoint Security ons Android
LOMKeH BbITb YCTaHOBIEH B KauecTBe cry»6bl CrieumanbHbix Bo3amoxxHocTel. Kaspersky Endpoint Security ans
Android npepnaraeT Nonb30BaTENO YCTAHOBUTb MPUOXEHNE B KavecTse cyx6bl CrieumarnbHbIX
BO3MOXHOCTEN BO Bpems paboTbl MacTepa nepBoHaYanbHO HacTPoliky. [onb3oBaTenb MOXET NponycTUTb
STOT Lar Uu BbIK/IOUNTb CYy>0Y B NapameTpax ycTpoicTBa nosaHee. B aTom crniyyae He yaacTcs orpaHnynTb
MCMOb30BaHVe KaMepbl.

N3BecTHblE Npobnembl Npy OTNPaBKe KOMaH, Ha MOOWbHbIE YCTPONCTBa

* Ha ycTpoiicTBax ¢ onepaumoHHoin cuctemoin Android 12 v Beilwe, ecnv nonb3oBaTenio NpesocTaBneHo
paspeLleHie "VicnonbsoBaTb NpubnmanTensHoe Mmectononoxerne”, Kaspersky Endpoint Security ons Android
CHa4ana nbiTaeTcs onpenennTb TOYHOe MEeCTOMOMOXEHNe yCTpoicTBa. Ecnv aTo He yganocs, onpepengeTcs
NpUGNN3NTENbHOE MECTOMOMOXEHNE YCTPONCTBA, HO TOMLKO B TOM Cllyyae, eCnv faHHbIe O HeM Obin MoTyYeHbl
He 6onee 30 MVHYT Hasag, B npoTrBHOM crnyyae komaHaa OnpeaennTb MecToNoNoXeHNe yCTpoicTBa
3aBEpPLUNTCS C OLLINOKOA.

13BeCTHbIE I'IpO6J'IeMbI, CB43aHHble C onpeneneHHbIM MoOeNIaMn YCTpOIZCTB

e Ha HekoTopbIx ycTpolicTBax (Hanpumep, Huawei, Meizu, Xiaomi) TpebyeTcs NpefocTaBuTb MPUNOXEHWNIO
Kaspersky Endpoint Security ana Android paspelueHrie Ha aBToMaTUYECKUiA 3anyck Uimn BpyUHyo 4o6aBuTb ero
B CMCOK MNPUIIOXEHUIA, 3anyckaeMblix NMpw 3arpy3ke onepaumoHHon cuctemel. Ecnv npunoxeHve He nobaeneHo B
cnmcok, Kaspersky Endpoint Security ans Android npekpaliaeT BbiNonHaTb Bce cBou GyHKLMN Nocne
nepesarpysku MOBUIbHOIO YCTPOMCTBA. Takxe, eCiv YCTPONCTBO Obino 3a610KMPOBaHO, pasbnoknposaTth
YCTPOWCTBO C NMOMOLLbIO KOMaHAbl HEBO3MOXHO. Bbl MOXeTe pasbnokmpoBaTb YCTPOMCTBO TOMBKO C MOMOLLLbIO
0OHOPAa30BOro kofa pasbrnokMpoBKUL.

* Ha HekoTopbix ycTpolicTBax (Hanpumep, Meizu, Asus) nog ynpaeneHnem Android 6.0 v Beile nocne wrdpoBaHns
LLaHHbIX 1 Nepesarpy3ku ycTpoictea Android TpebyeT BBeCTU LdPOBOI Naposb Ans pa3bnokpoBKA
ycTpolicTsa. Ecnn nonb3osaTtenb NCnosnb3yeT rpadpuyeckmnii naposb Ans pasbnoknpoBKky, TpebyeTcs nepesecTu
rpaduryeckunii naponb B LdpoBoii. NogpobHee o nepeBofe rpadryeckoro napons B LdpoBOM CM. Ha caliTe
Cny>k6bl TEXHNYECKOM MOAAEPXKKM KOMMaHUM-NPOUN3BOAMNTENS MOBUIIbHOMO YCTpolicTBa. [pobnema cBsizaHa ¢
0CoBEeHHOCTIMYN paboThbl cry6bl CrieLmarnbHbIX BO3SMOXHOCTEN.

e Ha HekoTopbix ycTpolicTBax Huawei nog ynpasneHnem Android 5.X nocne yctaHoBku Kaspersky Endpoint
Security nns Android B kayecTBe cny6bl CrieLmarnbHbix BO3MOXHOCTEN 0ToBpaXkaeTcs HeBEPHOE COObLLEHNE
06 OTCYTCTBMN COOTBETCTBYHOLLMX MpaB. YToBbl CKPbITh 3TO COOBLLEHE, BKITIOUMTE NPUIOXEHNE KaK
3alUNLLLEHHOE B HACTPOKax yCTpOoMCTBa.

* Ha HekoTopbix Huawei-ycTpoiicTsax nog ynpasneHem Android 5.X n 6.X npu BKIIOYEHHOM pexxmme
aHeprocbepexeHus ans Kaspersky Endpoint Security ans Android nonb3oBaTtenb MOXET CaMOCTOATENBHO
3aBepLUNTb PaboTy NpunoxeHus. MNpn 3ToM yCTPONCTBO Nonb3oBaTens He 3alyiLeHo. MNpobnema cBsa3aHa ¢
OCOBEHHOCTSAMY MPOorpaMmMHoro obecneyerns Huawei. YTo6bl BOCCTaHOBUTb 3aLUMTY YCTPOWCTBA, 3anyCcTuTe
Kaspersky Endpoint Security ana Android BpyuHyto. PekoMeHayeTcs OTKIIOUNTb PEXUM SHEProchepexeHs
ons npunoxenuns Kaspersky Endpoint Security ons Android B HacTpoiikax ycTpoicTsa.

e Ha Huawei-ycTporicTBax ¢ npowwuskoli EMUI nog ynpasneHnem Android 7.0 nonb3oBaTeslb MOXET CKPbITb
yBegomrerve o ctatyce 3awmTtbl Kaspersky Endpoint Security ons Android. lNMpo6nema ceg3aHa ¢
0COBEHHOCTSMM NMporpamMmmHoro obecneveHns Huawei.

* Ha HekoTopbix Xiaomi-ycTpolcTBax Npu YCTaHOBKE B MOUTIVIKE ANVHbI Mapons 6onblue 5 cumBoios
nonb3oBaTesnto byneT NPeasIoXeHO N3MEHNTb Naposb Pa3bnokMpoBKY akpaHa, a He PIN-kop,. YcTtaHosuTb PIN-
KOL LnMHOM Bonee 5 cMBOSIOB HEBO3MOXHO. [Mpobnema cBa3aHa ¢ 0COB6EHHOCTSAMN NPOrPaMMHOro
obecneueHns Xiaomi.
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e Ha Xiaomi-ycTpolicTtBax ¢ npowwvekoi MIUI nog ynpaenernem Android 6.0 sHauok Kaspersky Endpoint Security
ons Android B CTpOKe COCTOSIHNS MOXET BbITb CKpbIT. [pobnema cBs3aHa ¢ 0COBEHHOCTAMM NPOrPaMMHOMO
obecneueHuns Xiaomi. PekomeHayeTcs paspelunTe OTobpaxeHe 3HauKoB yBELOMIEHNI B HACTPOKax
yBEeOOMITEeHUI.

* Ha HekoTopbix Nexus-ycTpoiicTsax nopg ynpaeneHvem Android 6.0.1 Bo Bpems paboTbl MacTepa nepBoHaYanbHOM
HacTpoiikn Kaspersky Endpoint Security ans Android HEBO3MOXHO BbliaTh HeobxoAMMbIE NMpaBa Ans
KoppekTHol paboTbl. lNpobnema cesisaHa ¢ n3BecTHbIM fedekTom B Security Patch gns Android ot Google. [Ins
KOPPEKTHOM paboTbl MPUNOXeHWs TpebyeTcs BpyUHYIO BblAaTb HEOOXOAMMbIE NpaBa B HACTPOKax yCTponcTaa.

* Ha HekoTopbix Samsung-ycTpolicTBax Nog, ynpasneHnem onepauyvoHHoin cuctemel Android 7.0 v Bbille npu
NOmMbITKE NOMb30BaTeNs HACTPOUTb HEMOAAEPXKMBaEMblE CNOCObbI Pa3bnoKNMPOBKM yCTpOICTBa (Hanpymep,
rpadunyeckmii naposb) YCTPONCTBO MOXET OblTb 3a6N0OKMPOBaHO, ECIN BbINONHEHbI CieyoLLNE YCOBUS:
BkJIloueHa sawmTa Kaspersky Endpoint Security ans Android oT yoaneHus n sanaHbl Tpe6oBaHWs K HAAEXHOCTN
napons pas3brnoknpoBk aKkpaHa. [1is pasbnokmpoBky ycTpoicTBa TpebyeTcs OTNpaBnThb Ha YCTPONCTBO
creuyanbHyto KOMaHay.

e Ha HEKOTOPbIX Samsung—yCTpoMCTBax HEBO3MOXHO 3arnpeTnTb NCMNOJIb3OBaHME OTNevYaTKoB NnanbLeB on4
pPa3broKMPOBKY aKpaHa.

* Ha HekoTopbix Samsung-ycTpolicTBax He paboTaeT Be6-OunbTp, ecnv yCTpoicTBO NOAKIIOUYEHO K CETU
3G /4G, Ha yCTpOCTBE BKIIIOUEH PEXIM aHEepProchepexeHns 1 orpaHnyeHsl GoHOBbIE faHHbIE. PekomeHayeTcs
BBIKMOUNTD QYHKLMIO OTK/IOUYEHNS1 GOHOBBIX MPOLECCOB B HACTPOVIKaX pexnma SHeprocOepexeHys.

* Takxxe Ha HEKOTOPbIX Samsung-yCTPOMCTBax NMpw HECOOTBETCTBUM MNaposs PasbnokMpoBKY TPeboBaHNSM
KoprnopaTueHo BesonacHocTn Kaspersky Endpoint Security nns Android He 3anpeLuaeT ncnonb3oBaHne
OTMNeyYaTKoB NasbLEB A1 Pa3broKUPOBKY aKpaHa.

* Ha HekoTopbIx ycTpoicTBax Honor n Huawei HEBO3MOXHO orpaHnynTb ncnonb3osaHne Bluetooth. Mpw nonbiTke
npunoxeHuns Kaspersky Endpoint Security pns Android orpaHnunTs ncnonbsosaHve Bluetooth onepaumoHHas
cucTeMa nokasbiBaeT YBEAOMSIEHVE C BapUaHTaMy OeACTBUA: OTKIOHUTb UMW Pa3peLlnTb 3TO OrpaHnyeHmne.
Takmm o6pa3om, Nonb3oBaTeNb MOXET OTK/IOHWTb OrpaHnyYeHne 1 NPoSomMKUTb ncrnonb3osaHve Bluetooth.

* Ha ycTpolicTBax Blackview nonb3oBaTenb MOXeT ouncTUTb NaMsaTb Ans npunoxerns Kaspersky Endpoint
Security ons Android. B pesynbTaTe 3awiuTa 1 ynpasneHne yCTpoCTBOM OTK/IOUYaeTCs, BCe 3alaHHble
napamMeTpbl CTAHOBATCS HeAeNCTBMTENbHBIMY, a NpunoxeHune Kaspersky Endpoint Security ons Android
yAanseTcs 3 creumanbHbiX BO3MOXHOCTEN. OTO CBA3aHO C TEM, YTO YyCTPONCTBA 3TOrO NPOV3BOANUTENS
npenocTaBnsaloT NpunoxeHnto "HepasHne akpaHbl” (Recent screens) paclumperHbie npasa. [punoxeHve MoxeT
nepeonpenensaTb 3HayeHus napameTpos Kaspersky Endpoint Security pns Android, v ero Henb3s 3aMeHNUTb,
MOCKOJbKY OHO SBMISIETCS YaCTbto ornepaLmoHHol cuctembl Android.

* Ha HekoTopbix ycTpolicTBax Google Pixel nog ynpasneHnem Android 11 1 Huxxe cpasy nocne 3anycka
npunoxeHuns Kaspersky Endpoint Security pns Android npovicxogunT ero cboii. 9To cBs3aHo ¢ npobnemoli B
Android®.

* Ha ycTpolicTBax Samsung cepuii Galaxy S23 n S24 moxeT He paboTaTb MOCTOSIHHAS 3aLUMTa.

\3BecTHble Npobnemsbl Npu paboTe Ha Android 13

e Ha Android 13 nonb3oBaTtenb MOXeT ncrnonb3oBaTh Lducnetyep 3agay OC, uTobbl ocTaHOBUTL paboTy Kaspersky
Endpoint Security B doHoBOM pexurme. OTo cBsA3aHO ¢ 3BeCcTHOW npobraemori B Android 13&.

* Ha Android 13 pa3spelLleHre Ha OTNpaBky yBeOOMIIEHWI 3anpalLnBaeTCS B Hauane HaCTPOMKN MPUNOXeHNs. OTo
CBSI3aHO C OCOBEHHOCTAMM onepaLmoHHol cuctembl Android 13.
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4ocTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

PasBepTbiBaHME peLleHns ong ynpasneHns MobuibHbIMN YCTPOWCTBaMU B
Kaspersky Security Center Web Console nnn Cloud Console

[ns ynpaeneHmns MobunbHbIMU yCTpolicTBamu ¢ nomolLbio Kaspersky Security Center Web Console nnu Cloud
Console HeobxooMMo pasBepHYTb peLLeHe /1S YNpaBneHnsl MOBUbHbIMY YCTPONCTBaAMU.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHPopmaLmio. AKTyanbHas MHGOPMaLKs O peLleHn JOCTynHa B crpaske Kaspersky Secure Mobility
Management 4.1&.

CueHapum pasBepTbiBaHUS

PassepTbiBaHune B Kaspersky Security Center Web Console

PasBepTblBaHWE peLLeHns s ynpaeneHns MobunbHeiMn ycTpolicTBamu B Kaspersky Security Center Web Console
COCTOUT U3 CNeayoLLMX Laros:

@ [onrotoska Kaspersky Security Center Web Console k pa3BepTbiBaHuio

Pa3BepTbiBaHME N1armHoB ynpaeneHmqa

© PasBepTblBaHNE MOBUILHOIO NPUNOXKEHUS

(HeobgasatenbHo, Tonbko ang Android) HacTtpolika o6meHa naHHbiMu ¢ Firebase Cloud Messaging

OTOT LWar peKOMeHAyeTCs BbIMOMHNTL A9 CBOEBPEMEHHON AOCTaBKM KOMaHL, Ha MOBWIIbHblE YCTPOCTBA 1
MPVIHYANTENBHOM CUHXPORM3ALMN MPY M3MEHEHNM NapamMeTPOB NOMUTUKN.

PassepTbiBaHme B Kaspersky Security Center Cloud Console

PasBepTbiBaHNE peLLEHNS A1 yNpaBneHus MobunbHbIMu yeTpolicTBamu B Kaspersky Security Center Cloud
Console cocTonT N3 cnepyioLLX Laros:

@ [onroToeka Kaspersky Security Center Cloud Console k pa3BepTbiBaHuIO

©® PasBepTblBaHNE MOBUILHOIO NPUNOXKEHUS

© (HeobgsarenbHo, Tonbko ansg Android) HacTpoiika o6meHa paHHbiMu ¢ Firebase Cloud Messaging
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OTOT LWar peKoMeHAyeTCs BbIMONHNTL A5 CBOEBPEMEHHOM AOCTaBKM KOMaHL, Ha MOBWIIbHblE YCTPOCTBA 1
MPVIHYANTENBHOM CUHXPORM3ALMIN MPY M3MEHEHNN NapamMeTPOB NOMUTUKN.

CnipaBka Ans 9To BEPCUN peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

[Noprotoska Kaspersky Security Center Web Console n Cloud Console k
pPa3BepPTbIBAHNIO

B aTom pasnene npvseneHbl MHCTPYKLUMN no nogrotoske Kaspersky Security Center Web Console n Cloud
Console k passepTbiBaHWIIO.

CnpaBka o515 370l BEpCum peLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpMaLKs O peLleHn SocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

HacTtpolika CepBepa agMUHUCTPUPOBaHNS AN NOOKIOUEHNS MOOUIbHBIX
YCTPOWCTB

YToBbl MOBUIIBHBIE YCTPOCTBa MO NnoaktoyaTbes K CepBepy agMUHUCTPUPOBaHNS, MEPEL, YCTaHOBKOW
NPUNOXEHNS Ha MOBWIIbHBIE YCTPOCTBa HEOBXOAMMO 33[aTb MapaMeTPbl MOAKIIOUEHWS.

e Ecnv Bbl cnonbayeTe Kaspersky Security Center Web Console, HacTpoliTe cBOMCTBa, Kak OMMCaHO HUXE.
e Ecnu Bbl ucnonbayeTte Kaspersky Security Center Cloud Console, napameTpbl NogKto4UeHs onpeaensioTcs npu

nepBoHavanbHol HacTpolike Kaspersky Security Center Cloud Console. [JononHuTenbHas MHpopMaums
npvBeneHa B crpaske Kaspersky Security Center @,

Y106kl HacTpouTs ceovicTBa Kaspersky Security Center Web Console an1s nogkito4yeHns Mo6uIbHOMO yCTpOoNCTBa:

1. B rnaBHom okHe Kaspersky Security Center Web Console HaxxmuTe Ha kHomnky HacTpoliika (.=).

OTkpoeTcs okHo cBolicTB CepBepa aAMUHUCTPUPOBAHWS.
2. HacTtpoiite nopTsl CepBepa aaMUHUCTPUPOBAHWNS, UCMOMb3yeMble A1 MOBUIIbHBIX YCTPOCTB:
a. Boibepuite pasnen [lononHUTenbHbIe NOPThI.
b. BkntounTe nepekntoyatens OTkpbiBaTh NOPT AN MOBUIbHBIX YCTPOWCTB.

c. B none MNopT ansi cuHxpoHu3aumm MobnbHbIX YCTPOMCTB YKaXuTe MOpT, MO KOTOPOMY MOBUIbHbIE
ycTpoiicTsa 6ynyT nogkntovatbcs kK CepBepy agMUHUCTPUPOBaHUS.

Mo ymonuarmio ykasaH nopt 13292.

Ecnun nepekniovatens OTKpbIBaTb NOPT A1 MOBUMbHBIX YCTPOWCTB BbIK/IOUEH WM MOPT AJ1S NMOAKIOUYEHS
yKasaH HeBepHO, MOBWIIbHbIE YCTPOICTBa He CMOryT noaksiouatbes kK CepBepy agMUHNCTPUPOBAHNS.
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d. B none MopT ang akTnBaLmm Mo6unbHbIX YCTPOCTB YKaXuUTe NOpT AN NOAKIOUYEHNS MOBUMbHbIX
ycTpoiicTts kK CepBepy agMUHUCTPUPOBaHNS ANS aKTUBALWMN MOBUIBHOrO MPUIOXEHNS.

MNo ymonuaruio ykasaH nopt 17100.

Ecnun ykazaH HeBepHbIi MOPT NMOAKIIIOUEHMS, MONb30BaTENN MOBUbHBIX YCTPONCTB HE CMOTYT aKTUBMPOBaTh
npunoxeHue ¢ nomoLlsto Cepeepa agMUHUCTPUPOBaHMS.

3. Mpu HEOBXOANMOCTI N3MEHWTE CEPTUPUKAT, CTIOMNb3YEMbI MOBUIIBHBIMN YCTPONCTBAMU A5 MOAKIIOYEHNS K
CepBepy afMVHUCTPUPOBAHKSL.

Mo ymonuaHuio ncnonbadyeTcs cepTudurkaT, cospaHHbIn npu ycTaHoske CepBepa agMUHNCTPUPOBaHYs. [pn
HeOoBXOAMMOCTI 3aMeHNTe cepTUdUKaT, BblaaHHbI CepBepoM agMUHUCTPUPOBAHIS, Ha OpYroi cepTudukaT
W NEPEBBINYCTUTE ErO.

YT06bl M3MEHNTL CEPTMUKAT, BLINOMHUTE Cnefytolimne AelicTBIS:
a. BbibepuTe pasnen CepTtudukatsi.

b. 3apaliTe HeobxoOVIMblE MapamMeTpsbl.

MoppobHas HbopMauns o cepTudurkaTax npreeneHa B Crpaske Kaspersky Security Center?.

4. HaxxmuTte Ha kHorky CoxpaHnTb, YTObbl COXPaHUTb 3MEHEHHbIE MapamMeTpbl 1 3aKpbiTb OKHO cBolicTB CepBepa
aIMVHUCTPUPOBaHMS,

MNocne HacTpOKM NapamMeTPOB NMOAKIOUYEHNS MOBUIIbHBIX YCTPONCTB MOXHO YCTaHOBUTb MPUIOXEHVE
Kaspersky Endpoint Security ana Android nnn Kaspersky Security ons iOS Ha Mo6unbHble YCTPOCTBA U
nooknounTb nx kK Cepeepy agMUHUCTPUPOBAHNS, UCTOMb3Ys yKa3aHHbIe MapamMeTpbl.

CnpaBka 4isl 9TOW BepCcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGopPMaLWs O peLleHn JocTyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

HacTpoiika wnio3a coeanHeHns Ans noakItoYeHNs MOOUIbHbIX YCTPOMCTB K
CepBepy agmunHncTpuposaHung Kaspersky Security Center

B aToM pasnene onvcbiBaeTCS HACTPOIKA LLMO3a COEAVHEHVS AN NOAKIIIOYEHNS MOBUIIbHBIX YCTPONCTB K
CepBepy aomurHncTprpoBaHus Kaspersky Security Center. HacTpolika BkntovaeT B cebs cnemytoLye Larm:

1. YcTaHoBKa AreHTa aAMVNHNCTPNPOBaHNA B Ka4eCTBe LWIto3a COeHEeHNA Ha XOCTe.

2. HacTpoiika winiosa coeguHeHns Ha CepBepe agMuHucTpupoBaHuns Kaspersky Security Center.

OTa cTaTbs codepXuT ob63op cueHapus. Bonee nonpobHas MHPopMaLms NpriBefeHa B LOKYMEHTaLMN
Kaspersky Security Center®.

TpeboBaHus

YT106bI W03 COEANHEHS KOPPEKTHO paboTasn ¢ MOBUbHBIMK YCTPOCTBaMM, AOMKHBI COBMIOAaTLCS CeayoLLImne
TpeboBaHus:

e [opT 13292 nonxeH BbiTb OTKPLIT Ha XOCTE CO LLUIKO30M COEOMHEHNS.
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e [opT 13000 gomkeH BbITb OTKPLIT Mexay LWno3om coeanHeHns 1 Kaspersky Security Center. Ero oTkpbiTie
Hapy>Xy 13 LEMUTNTaPU30BaHHOW 30HbI HE TPEeByeTCS.

* XOCT BOJXEH METb CTaTUYECKIIA agpec, 4OCTYMHbIN U3 MHTEPHETA.

YcTaHoBKka AreHTa aoMNHNCTPUPOBaHM4A Ha XOCT, BbIMOTHAOLLWI POSb WNO3a CoegHEeHN4

CHauana Heobxo4MMO YCTaHOBUTbL AreHT agMUHUCTPUPOBaHNS Ha BbIBpaHHOM YCTPONCTBE-XOCTE, KOTOpbIV ByaeT
BbICTYMaTb B KQUECTBE LLUMo3a coeanHeHrs. Bbl MoxeTe 3arpy3unTb NOJHbIV MHCTanNgumMoHHbIv nakeT Kaspersky
Security Center nnm yctaHoBuTb Kaspersky Security Center nokanbHO 2.

o ymonuaHuio yCTaHOBOYHbBIN dalin pacnonoxeH no cnegyowemy nytu: \\<server
name>\KLSHARE\PkgInst\NetAgent_<version number>

Y106b! yCcTaHOBUTE AreHT aaMUHVCTPYPOBAHMS B POV LLIIO38 COEAVHEHUS:

1. Banyctute MacTep ycTaHOBKU AreHTa agMUHUCTPUPOBAHNS 1 CiefynTe ero ykasaHusiM, OCTaBIsas HaCTPOKN
Mo YMOMYaHWIoO 4151 BCEX MapamMeTpoB, Moka He OTKpoeTcs OkHO Beibop CepBepa agMUHNCTPUPOBaHMS.

2. B okHe Bbibop CepBepa agMUHNCTPUPOBaAHUSI HACTPOWTE CrefyloLe napamMeTpbi:
e BeenuTe appec ycTpolicTBa ¢ ycTaHOBNEHHbIM CepBepoM aaMUHVCTPUPOBaHUS.
e OcTaBbTe 3Ha4YeHWs No ymonyaHuto B nonsx Mopt, SSL-nopTt v UDP-nopT.

e YcTtaHoBuTe dnaxok MicnonbsoBatk SSL pns coepuHeHus ¢ Cepeepom agMUHUCTPUPOBaHUS, YTOObI
yCTaHOBUTb coednHeHre ¢ CepBepoM adMUHNCTPUPOBAHNS Yepes 3aLLMLLEHHDBIA MOPT C UCMOIb30BaHNEM
SSL.

PeKOMeH,EI,yeTCﬂ HE CHMMaTb 3TOT ¢na>|<0|<, UTOObI COEAVHEHVE OCTaBaIOCh 3aLUMLLLEHHBIM.

e YcTtaHoBuTe dnaxok PaspelumnTtb AreHTy agMHUCTpupoBaHnsa oTkpbiTb UDP-nopT, utobbl ynpasnaTb
KNMEHTCKUMM YCTPONCTBaAMUN 1 MOMyYaTb O HUX MHbOpMaLWIO.

3. Haxxmunte ,D,anee n I'IpOI7ID,I/IT€ BCe Warn macrtepa o nogsneHmya okHa LLinio3 coegmnHeHus, ocTaBngs HaCTpOVIKVI
no ymMoJi4aHuIo.

4. B okHe LLUnio3 coeguHeHus Bbl6epI/ITe Mcnonb3oBaTb B kKauecTBe WJiio3a CoeguHEHUS B
,D,eMMﬂMTapMSOBaHHOVI 30He.

OTOT pexvM OAHOBPEMEHHO akTUBMPYET AreHT afMUHUCTPUPOBAaHNS B POV LLUMIO3a COeOVHEHNS U
nepekntoyYaeT ero Ha oxugaHne nogkntoveHunii ot Cepsepa agMUHUCTPUPOBAHNS, @ HE Ha YCTaHOBKY
noaknoveHns kK Cepaepy aagMUHUCTPUPOBAHMS.

5. Haxxmute [anee n HauHNTE yCTaHOBKY.

Tenepb AreHT aoMVNHNCTPUPOBaHNA YCTaHOBNEH 1 HAaCTPOEH B Ka4eCTBe LWIto3a CoOeaNHEeHWA.

HacTpolika wno3a coegnHeHns Ha Cepaepe agMmuHncTpupoBaHung Kaspersky Security Center

MNocne ycTaHOBKM AreHTa agMUHNCTPUPOBaHNS B KaYECTBE LLM03a COeAVNHEHNS HEOOXOAMMO NOAKOUNTL ero K
CepBepy aaMUHUCTpUpoBaHus. CepBep agMUHUCTPUPOBaHKS MoKa He OTOBpaXxaeT YCTPONCTBO CO LIO30M
coeauHEeHNs B CTICKe YNpaBsieMblX YCTPOWNCTB, MOCKOSbKY L3 COeAnHEHNs eLle He nopkiovancs k Cepeepy
agMUHUCTPUPOBaHKS. [o aTol NpuynHe HEOBXOAMMO L06aBUTb LWMIO3 COEANHEHWNS Kak TOUKY pacnpocTpaHeHns,
yTOObBI Y6eauTbes, uTo CepBep aagMUHNCTPUPOBAHVIS MHALMPYET NOOKOUEHNE K LUMO3Y COEANHEHWS.

32


https://www.kaspersky.com/small-to-medium-business-security/downloads/endpoint
https://support.kaspersky.com/KSC/14/ru-RU/6392.htm

Y106bI HACTPOUTB LLMO3 coeamHeHVs Ha CepBepe aaMyHVCTPYPOBaHUS:
1. JobaBbTe W03 COeANHEHNS Kak TOUKY pacnpocTpaHeHus B Kaspersky Security Center.
a. B nepese koHconu BeibepuTe y3en CepBep agMUHUCTPUPOBAHMSL.
b. B koHTekcTHOM MeHio CepBepa aaMUHICTPUPOBaHNS BelbepuTe NyHKT CBOMCTBA.
c. B okHe cBolicTB CepBepa agMUHICTPUPOBaHNS BbiIbepunTe pasaen Touku pacnpocTpaHeHus.

d. Haxkmute Ha kHorky Jo6aBuTb.

OTkpoeTcs okHo [lo6aBneHne Toukm pacnpocTpaHeHNs.
e. B okHe [lo6aBneHue Touku pacnpocTpaHeHUs BeiNofHNTE Cheayowme 4encTBUS:

* YkaxuTe IP-agpec ycTpolicTBa C yCTaHOBAEHHbIM AreHTOM aaAMHUCTPUPOBaHNS B nosie YCTPoMcTBO,
KOTOpOe 6yAeT BbIMOMHATL POsib TOUKN pacnpocTpaHeHuns. [1ns a1oro Boibepute nyHKT [,o6aBuThb W03
coeANHEHNS, HaXOAALWMIACS B AeMUINTapU30BaHHOM 30He, MO agpecy B PacKpbIBalOLLEMCS CMMCKE.

Beeoute IP—an,pec Lno3a coegHeHnsa nm M4 Wwno3a coenHeHnd, eCnm K HeMy MOXXHO NoJTyunTb
OOCTYn Nno MMeHn.

* B none O6nacTb AeCTBUS TOYKN PpacNpOCTPaHEHUSs), B packpbiBalOWLEMCS CrNCKe BbibepuTe rpynmny, Ha
KOTOpYto OyAeT pacnpoCTPaHITLCS W03 COeANHEHNs, a 3aTem HaxxmuTe OK.

f. B pasoene Touku pacnpocTpaHeHus HaxmmTe OK, yTobbl COXpaHnTb BHECEHHBIE N3MEHEHNS.

LLnto3 coegiHeHnq 6yp,eT COXpaHeH Kak HoBag 3anvcb nog MiMmeHem BpemeHHasl 3anncb ang wniosa
coeanHeHuns.

CepBep aAMUHUCTPYPOBaHWS NPaKTUYECKM CPasy NMomnbITaeTCs NOAKMOUNTLCS K LLMO3Y COEANHEHNS MO
ykasaHHoMy BaMu agpecy. [pn yoayHoMm NoakIioUeH!M NMS 3anMcu UBMEHUTCS Ha UMS yCTPOCTBa Lto3a
coefViHeHWs. DTOT NPOLECC 3aHNMaET A0 5 MUHYT.

Noka BpemeHHas 3annch A5 LWo3a CoOeauHEHNs NepeBoanTCs B IMEHOBaHHYO 3aniichb, W3 COeaNHEHNS
Takxe oTobpaxaeTcs B rpynne HepacnpepaeneHHble ycTpolicTBa.

2. CospaiiTe HOBYlO rRYOMY. 2 B rpynne Ynpaensiemble ycTpoiicTaa. B aTy rpynny OyoyT BXOAUTb BHELLHNE
yrnpaBnsemMble yCTponcTaa.

3. [lepemecTuTe W03 COEAnHEHNA & 13 rpynnbl HepacnpepeneHHbie ycTpoMcTBa B rpynny, KOTOPYIO Bbl CO34au
[NS BHELUHWX YCTPOWCTB.

4. HacTpoiiTe cBOWCTBA LUM03a COeAMHEHNS, KOTOPGIV Bbl Pa3BEpPHYNN:

1. B cBolicTBax CepBepa aAMUHUCTPUPOBaHIS, B pasaene Touku pacnpocTpaHeHus BoibeprTe LWo3
coeviHeHns 1 HaxmunTe CBOCTBa.

2. B paspene O6uwwme, B colicTBe MimeHa DNS-goMeHOB Touku pacnpocTpaHeHus, noa, KoTopbiMu oHa 6yaeT
AOCTYMNHa MOGU/IbHBIM YCTpoicTBaM (BktoyatoTesl B cepTudmkat) ykaxmte DNS-ms wnosa coeanHeHuns,
KOTOpOe ByneT UCMONb30BaTbCH AJ19 MOAKOUEHNS K MOBUTBHOMY YCTPOICTBY.

3. B paspene LLinlo3 coeanHeHust yctaHoBUTe criefytolme Gbnaxku, ocTaBnss HoMepa NopToB MO YMONYaHUIO:

e OTKpbITb NOPT A1 MOBUIIBbHBIX YCTpolicTB (ayTeHTudmkaums SSL Tonbko ana Cepeepa
agMNHNCTPUPOBaHUS).

* OTKpbITb NOPT AN MOBUNbHBIX YCTPONCTB (ABYCTOPOHHSS ayTeHTudMKauma SSL).
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4. Haxxmute OK, UToBbl COXpaHUTb BHECEHHbIE N3MEHEHVIS.

LLIno3 coeanHeHns HacTpoeH. Tenepb Bbl MOXeTe [,06aBNsTh HOBblE MOBUIbHBIE YCTPOMCTBA, YkasaB agpec Lno3a
coefvHeHus. HoBble ycTpolicTBa noseaTcs Ha CepBepe agMUHUCTPUPOBaHNS.

CnpaBka 45isl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKAaTb YCTapEeBLLYHO
nHpopmaLmio. AKTyanbHas MHOpMaLs O peLleHn SOcTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

Co3spaHue rpynnbl agMUHUCTPUPOBaHS

[pynnoBble NOANTYKA MCMONb3YIOTCS A1 LLEHTPannM3oBaHHON HacTpoliku npunoxennii Kaspersky Endpoint
Security ons Android n Kaspersky Security gns iOS, ycTaHOBNEHHbIX Ha MOBWIIbHBIX YCTPONCTBAX Mosib3oBaTeneil.

YTOObI NPUMEHNTb MOANTUKY K rpynne YCTPOWCTB, Neper, yCTaHOBKOV MOBWbHbIX MPUNOXEHWI Ha YCTPOUCTBa
norb3oBaTenen pekoMeHayeTCs co3aaThb ANg STVX YCTPOWCTB OTAENbHYIO rpynny adMUHUCTPUPOBaHNS B Marke
YnpaBnsemble ycTpouicTBa.

Mocne cosnaHng rpynnbl agMUHNCTPUPOBaHNA peKoOMeHOYyeTCa HaCTPOUTb aBTOMatu4veckoe nepemMeLLleHne B STy

YCTPOICTB NapameTpbl C MOMOLLLbIO MPYMMOBON NOMNTUKN.

YrobbI cozhartb rpyriry aaMUHVCTPVPOBAaHWVA, BbINOJIHATE C/iedyroLyne aevicTeus:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BribepuTe YeTpolicTsa >
Nepapxunga rpynn.

2. B cTpykType rpynn agpMUHUCTPUPOBaHWS BbIbepuTe rpynny agMUHUCTPVPOBaHMS, B KOTOpYto ByaeT nobasneHa
HoBags rpynna agMUHUCTPUPOBaHMS.

3. HaxxmuTe Ha kHorky [lo6aBnTb.

4. B oTkpbiBLLEMCS OKHE VIMs HOBOA rpynnbl agMUHUCTPUPOBAHNS YKaXMTe Ha3BaHMe rpynmbl U HAKMUTE Ha
KHOMKy [lo6aBuUTb.

B vepapxuu rpynn aoMUHUCTPUPOBaHMS NOSIBUTCS HOBas rpynna agMUHUCTPUPOBAHNS C YKa3aHHbIM IMEHEM.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

Co3paHure npaBuna aBToOMaTUYeCKOro NepemMeLLEHNS YCTPOMCTB B rpynny
aOMUHNCTPUPOBaHNS
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MobunbHble YCTPOICTBA, Ha KOTOPbIX YCTaHoBNeHo npunoxeHne Kaspersky Endpoint Security ons Android nnm
Kaspersky Security ons iOS, oTobpaxatotcsa Ha cTpariue O6Hapy>XeHue 1 pasBepTbiBaHUE >
HepacnpepeneHHble ycTpolicTea B Kaspersky Security Center Web Console nnu Cloud Console. [1nsg ynpasneHus
HOBBIMW MOAKIIOUYEHHBIMN YCTPOMCTBAMN MOXHO BRYYUHYIO NEREMECTUTbL UX B FRYMANY 8AMUHVCTRUROBAHUS N
co3paTb NPaBWio aBTOMaTUYECKOro pacnpeaeneHns yCTPoCcTB Mo rpynnamM agMUHICTPYPOBaHNS.

Y106bI CO3aaTL MPaBI/IO 8BTOMATUYECKOro PacrpeneneHnss MoObU/IbHbIX yCTPOVICTB 10 rpyrnam
aAMVHVCTPUPOBAHWS, BEIMOHUTE CEAYIOLUME AEVICTBYS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console Beibepurte O6Hapy>xeHue n
pa3BepTbiBaHME > PasBepTbiBaHUE N Ha3HaueHue > [1paBnna nepemMeLLeHNs.

2. B oTkpbiBLIEeMcs okHe HoBoe npaBuno HaxmuTe Ha kHomnky [Jo6aBuTb.
3. B none Nmsi npaBnna ykaxunte HasBaHne npasuna.

4. B none pynna agMUHUCTpUpOBaHus BoIbepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYHO ByoyT NepeMeLLeHb
MOBUIIbHBIE YCTPOCTBA NMOCE YCTAHOBKN Ha HIX MPUIOXKEHWS.

5. B paspene MNpumeHeHne npaBuna BuibeprTe BapriaHT BeinonHsaeTcs oavH pas ans KaXxaoro ycTpoicTea.

6. YctaHoBuTe dnaxok MepemelnaTtb TONbKO yCTPOCTBA, He NpUHaAiexaluye rpynnam agMUHUCTPUPOBaHMS,
4TOBbI B pe3ynbTaTe NPUMEHEHNS NpaBuia MobubHbIE YCTPOCTBA, MPUHaANexXaLlve ApyrmM rpynnam
aAMVHVCTPUPOBaHUS, He Bbln NepeMeLLeHbl B BbIOpaHHYIo rpymnny.

7. YcTaHoBUTE d)ﬂa)KOK BkniounTtb npaeswunio, YTObbI npaBsnIo NPUMEHANOCH Cpasdy Nnocsie Co3gaHng.

I'Ipanmo MOXHO BK/TIOUNTb MO3ye B Ntoboe BpeM4, CMNOoJib3Yy4y NepeKknodvaTeslb Ha CTpaHunue I'Ipanma
nepemeLleHns.

8. Boibepute Ycnosua npasuna > MNpuno>keHns 1 BbINONHATE CrefyoLLme OeNCTBIS:
a. BknounTe nepeknioyatens Bepcunsa onepauyoHHol cnuctems..
b. B oTKpbIBLLEMCS CNCKe OnepaLroHHbIX cucTtem BoibeprTe Android nnm iOS.

MNpaBuno 6yaeT NPUMEHSATLCS K COOTBETCTBYIOLLMM yCTpoicTBaMm. [119 cosaaHns npaemna HEobxoaMmo ykasaTb
X0Ts 6bl OOHO YCnoBYE.

9. HaxxmunTe Ha KHOMKY COXpaHI/ITb, yTOOLI CO30aTb npasuno.

HoBoe cosnaHHoe npaBuno otobpasmnTcs Ha cTpaHuLe MNpaeuna nepemelueHuns. CornacHo npasuny, Kaspersky
Security Center nomelLaeT BCe HOBblE MOAK/IIOYEHHBIE YCTPOCTBA B BbIOPaHHYIO rpynny aagMUHUCTPUPOBaHUS.

MoppobHas nHdopmaLwms 06 ynpasneHun rpynnamMmm agMUHUCTPUPOBaHNS 1 AEACTBUSX C HepacnpeneneHHbIMM
yCTpOCTBaMUN NPUBEAEHA B CNEAYIOLWMX AOKYMEHTAX:

e Ecnu Bbl ucnonbayeTe Kaspersky Security Center Web Console — 8 Cripaske Kaspersky Security Center.

e Ecnu Bbl ucnonbayeTte Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center
Cloud Console®.

CnipaBka o115t 3To BEpCun peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn 4OocTYyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.
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PGSBeprIBaHI/Ie naarnHOB YyrpaBieHnd

[nsa ynpaeneHnst MobunbHbIMK ycTpolicTBamu ¢ nomolusio Kaspersky Security Center Web Console fomnkHbl 6b1Tb
YCTaHOBIEHbI CNefytoLLe MarvHbl yrpaBneHns:

e [InaruH Kaspersky Security for Mobile (Devices).

e [narud Kaspersky Security for Mobile (Policies).

Mpw ncnonb3osanun Kaspersky Security Center Cloud Console nnarvHbl ynpasneHus ycTaHaBnmBaTh He
HY>HO. Hy>HO Tonbko coapnaTb yueTHyto 3anmch B Kaspersky Security Center Cloud Console.
[ononHntenbHas nHdopmaums 0 cosnaHum y4eTHOM 3anncu npviseneHa B Crpaske Kaspersky Security Center
Cloud Console®.

narvHel ynpaeneHnst MOXHO YCTaHOBUTb CIEAYOLLMY Criocobamu:

e C nomolubto MacTtepa nepsoHavansHoli HacTpolikn Kaspersky Security Center Web Console.

Kaspersky Security Center Web Console aBTomaTnyecku npeanoxuT 3anyctuts MacTep nepBoHauanbHow
HacTpoiikn nocne yctaHoBk CepBepa aaMVHUCTPUPOBaHMS NPV NepBOM MOAKIIOYEHU K HeMy. MacTep
nepBoOHaYanbHOW HAaCTPOIK MOXHO Take 3amnyCTUTb BPYUHYHO B IlO60e Bpems.

Bonee noppobHas nHpopmaums o MacTepe nepsoHavanbHol HacTpoiikn Kaspersky Security Center
npviBeneHa B crpaske Kaspersky Security Center®.

e C nomMollLblo civcka AoCTYNHbIX ANCTRUBYTUBOB B Kaspersky Security Center Web Console.

Cnncok JOCTYMHbIX AMCTPUBYTMBOB OBHOBSIETCS aBTOMATUYECKM MOCTE BbiNyCKa HOBbIX BEPCUIA MPUIOXEHNI
"NabopaTopum Kacnepckoro”.

e 3BarpysuTte OUCTpUbYTVBbI U3 BHELLUHENO CTOYHMKA 1 LoBaBbTe NnaruHbl ynpasneHus Kaspersky Security,
Center Web Console.

Hanpumep, ncTprbyTrBbl NNarMHOB ynpaBieHns MOXHO 3arpysunTb ¢ caiita "JlabopaTtopum Kacnepckoro”.

CnipaBka An1s 9TO BEpCUn peLleHns 6osbliue He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHPopmaLmio. AKTyanbHas MHGOPMaLKs O peLLeHn JOCTYmnHa B cripaske Kaspersky Secure Mobility
Management 41&.

YcTaHoBKa nnarmHoB ynpaBneHnda N3 Crnmcka AOCTYMHbIX ,EI,I/ICTpI/I6YTI/IBOB

YTO6bI yCTaHOBUTB M18rVIHbI YIPEBIEHYIS, BEIMOTHUTE CREAYIOLUMNE NEVICTBUS:
1. B rnaBHom okHe Kaspersky Security Center Web Console BbibepuTe NapameTpbl KoHconu > Be6-nnaruHsl.

2. HaxxmuTe Ha kHorky [lo6aBuTb.

OTKpoeTCcs CNMCOK akTyarbHbIX Bepculi npunoxennin "JlabopaTtopumn Kacnepckoro”.
3. YcTaHoBUTE MnarvHbl ynpaBneHus:

a. B cnncke pocTynHbIx NpunoxeHuii packpolite pasnen MobunbHble ycTpoiicTsa.
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b. BuibepuTe nnarvH Kaspersky Security for Mobile (Devices) 1 HaxxmuTe YcTaHOBUTb MaruiH.
c. Beibepute nnaruH Kaspersky Security for Mobile (Policies) n HaxxmuTe YcTaHOBUTbL NnarviH.

BynyT 3arpy>xeHbl AUCTPUOYTUBbI 1 YCTaHOBEHBI MnariHbl. [locne ycTaHoBkY 1 [o6aBneHns nnariHoB B
Kaspersky Security Center Web Console, 0To6pa3snTcst OKHO MOATBEPXAEHMS.

CnpaBka An1s 3Tol BEpCUn peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaumio. AkTyanbHas nHbopMaLIs O pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.12.

YcTaHoBKa nnarmHoB ynpaBneHnda na ,EI,I/ICTpI/I6YTI/IBa

Bbl MOXeTe 3arpy3nTb ANCTpubyTuB Ha calite "JlabopaTopun Kacnepckoro'.

Yrobbl ycTaHoBUTk rnarviH Kaspersky Security for Mobile (Devices) nz auctpunbyTvBa, BbiMo/IHUTe caeayoLme
AevicTens:

1. Ckonvpyiite daiinel plugin.zip n signature.txt ns apxusa ouctpubyTrBsa
on_prem_ksm_devices_xx.X.X.X.zip Ha paboyee MeCTO agMUHUCTPaTOpPA.

2. B rnaBHom okHe Kaspersky Security Center Web Console BoibepuTe MNapameTpbl koHconu > Be6-nnaruHb..
3. HaxxmuTe Ha kHorky MimnopTupoBaTs.

4. B oTkpbiBEMCS OkHe MimnopTupoBaTth HaxxmuTe 3arpy3uTtb ZIP-daiin 1 Bbibepute daiin plugin. zip.

5. HaxkxmunTe Ha kHorky 3arpy3nTb nognuck 1 Bolbepute darin signature. txt.

6. HaxxmunTe Ha kHornky [lo6aBnTb.

MnarvH Kaspersky Security for Mobile (Devices) 6yneT ycTaHosneH n nobasneH B Kaspersky Security Center
Web Console.

Y1obb1 ycTaHoBuTb nnarvH Kaspersky Security for Mobile (Policies) n3 anctpunbyTisa, BbinonHUTe crenyroLme
AevicTBUS:

1. Ckonvipyiite daiinel plugin.zip n signature.txt s apxusa ouctpubyTrBsa
on_prem_ksm_policies_xx.X.X.X.zip Ha paboyee MecTo agMUHUCTPaTOpa.

2. B rnaBHom okHe Kaspersky Security Center Web Console BeibepuTe MNapameTpbl KoHconm > Be6-nnaruHbl.
3. Haxxmnte Ha kHonky MimnopTuposaTb.

4. B oTkpbiBLEMCS OkHe mnopTupoBaTtb Haxkmute 3arpyauTb ZIP-daiin v Boibepute daiin plugin. zip.

5. HaxxmunTe Ha kHomKy 3arpy3uTb nognuchb 1 BbibepuTte daiin signature. txt.

6. HaxxmuTe Ha kHorky [lo6aBnTb.
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MnaruH Kaspersky Security for Mobile (Policies) 6yneT yctaHoBneH n gobasneH B Kaspersky Security Center
Web Console.

Bbl MoXeTe NpoBepunTb, yCTaHOBNEHbI N NAArvHbl yrnpaBieHns, MPOCMOTPEB CMMCOK YCTAHOBIEHHDIX MarvHOB Ha
cTpanuLe MapameTpbl koHconn > Be6-nnaruHbl.

CnpaBka Ons 370l BEpCum peLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHdopmaumto. AkTyansHas MHGopMaLwms o peLleHnn JocTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

Pa3Bepr|BaH|/|e MOOWUIbHOrO NPUNNOXEHN4

[nsa ynpaeneHnst MobunbHeiMK yeTpolicTBamu B Kaspersky Security Center Web Console nnn Cloud Console
HeobxoanMo passepHyTb NpunoxeHne Kaspersky Endpoint Security ons Android nnn Kaspersky Security ana iOS
Ha MOBWUIbHBIX yCTpolicTBax. [TprnoxeHns Ha MOBUbHBIX YCTPOCTBaX MOXHO pa3BepHyTb ¢ NoMoLLbio Kaspersky
Security Center Web Console nnu Cloud Console.

CnipaBka An1s 9TO BEPCUN peLleHns Bosblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

PasBepTbiBaHE MODUIBHOrO NpPUIoXeHns ¢ nomoupto Kaspersky Security
Center Web Console nnn Cloud Console

PasBepTbiBaHE MOBWIBHOrO NPUOXEHNS BbINMOMHAETCS HA MOBWIbHBIX YCTPOMCTBaX Nosb3oBaTesNei, yueTHble
3anvcu koTopbix fobasneHbl B Kaspersky Security Center. JononHuTensHas nHdopmaLms 06 yUeTHbIX 3anmcsx
nonb3oBaTteneit B Kaspersky Security Center nprseneHa B:

e Ecnu Bbl ucnonbayeTte Kaspersky Security Center Web Console — B Cripaske Kaspersky Security Center®.

* Ecnu Bbl ucnonbayeTe Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center
Cloud Console®.

Bbl moxeTe ncnonbaosatb nnaruH Kaspersky Security for Mobile (Devices), uTobbl ycTaHOBUTb NPUIOXEHNE U3
Kaspersky Security Center Web Console n Cloud Console, oTnpasuB ccbinky st yCTaHOBKM Ha MOBUIbHOE
YCTPOWCTBO.

* Ha ycTpolicTee Android nonb3oBaTenb nonyyaeT ccbiky Ha Google Play ons sarpysku npunoxeruns Kaspersky
Endpoint Security nns Android. YcTaHOBKa BbINOIHAETCS OBbIUYHBIM CMOCOBOM, MPUHSATLIM 419 NnaTdopMbl
Android. lNocne ycTaHOBKM NPUTOXEHNS NOMb30BaTENO HEOHXOOMMO NPELOCTaBUTb HEOBXOANMbIE
paspeLieHus.

Y HekoTopbIx ycTporcTs Huawei n Honor otcyTcTByloT cepuckl Google 1, cnepoBaTensHo, HeT AoCTyna K
npunoxerusam B Google Play. Ecn nonb3osatensam yctpoiicTs Huawei n Honor He ynaeTcs ycTaHOBUTb
npunoxeHune ns Google Play, um cnepyet yctaHoBUTb NpunoxeHve ns Huawei AppGallery.
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e Ha yctpoiicTtse iOS nonb3oBaTtesb NonyyaeT cChiky n3 App Store onsg sarpysku npunoxeruns Kaspersky
Security ons iOS. YcTaHOBKa BbINONHAETCS 0ObIUHBIM CIOCOBOM, MPUHATLIM Ans nnaTdopmbl iOS.

MNepen nopkntoyeHnem yctpoiictea iOS otnpasbTe agpec Kaspersky Security Center nonb3oBatesnio
YCTPOWCTBa, UTObbI MOBLICMTHL Be30MacHOCTb NoAKMoYeHs. [onb3oBaTenb yBUANT STOT agpec BO BPEMS
YCTaHOBKM MPUNOXEHNS 1 CMOXET OTMEHUTb COELIMHEHVE, ECNM OTOBpaXaeMblii agpec He CoBMaaaeT C
aflpecoM, KOTOPbI Bbl OTNPaBUIIN.

Ccbinka cooep>XuT criefytoLme OaHHbIE:
* napameTpbl cuHXxpoHu3aLumn ¢ Kaspersky Security Center;
® MOBUNbHBI cepTrdMKaT.
YTO6bI pas3BepPHY Tb MPUIOXKEHNE HA MOBWIBHOM YCTPOVCTBE:!
1. Banyctute MacTep nomknoyeHnst MObuibHOro YCTpOolCTBa:

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Beibepute YeTpoiicTea >
Mo6unbHble > YCTPOICTBA, @ 3aTEM HaXXMUTE Ha KHOMKY [Lo6aBuTb.

¢ B rnasHom okHe Kaspersky Security Center Web Console unn Cloud Console BoibepuTe MNonb3oBaTtenu n
ponu > MNonb3oBaTtenu. Beibepute nvs Nonb3oBaTens Uan rpynnbl Nofb3oBaTenei, KOTOPbIM Bbl XOTUTE
OTMPAaBUTb CChINKY AJ1 NMOAKOUYEHVSt MOBUTBHOTO YCTPOICTBAa, a 3aTeM BbibepurTe YecTpoiicTBa. Haxmute
Ha kHomnky [lo6aBuTb Mo6unbHOE yCcTpoiicTBO. B aToM crnyyae nponyctuTe war 3.

MpoiianTe BCe Warn macTepa, Haxvmas Ha KHornky Hanee.
2. BblbepuTe onepauyioHHYIo CUCTEMY YCTPOWCTB, KOTOPbIE Bbl XOTWTE 0,06aBUTb:
e Android
e iOS niPadOS

3. BeibepuTe nonb3osaTeneit 1 rpynnbl Nonb3oBaTenel, KOTOPbIM Bbl XOTUTE OTNPaBUTb CCbINKY A1 MOAK/IIOYEHNS!
MOBWBHOro YCTPOMCTBA.

4. BblbepunTe agpeca aneKTPOHHON NOYTbl, Ha KOTOpblE ClefyeT OTNPaBUTb CCbIKY:
* Bce appeca an1eKTpPOHHOI MNOYThI
* OcHOBHOW appec 3N1eKTPOHHO MOYTbI
¢ [lononHuTenbHbIA agpec 3NeKTPOHHOW NOYThI

e [lpyroi appec aneKTPOHHO NOYTbI

Ecnu Bbl Bbl6paJ'II/| OTOT BapWMaHT, HXE YKaXXNTe agpec SHGKTpOHHOIZ MOoYTbl.

5. OTobparxaeTcs NTOroBbIl BL CChIIKY.

Y6e,D,I/ITer, YTO BCE NMapamMeTpbl CCbINKW BEPHbI, 1 HAXXMUTE Ha KHOMKY OTI'IpaBI/ITb.

6. OTKpoech OKHO C noaresep>XaeHmem oTrnpaBku CCbIJTIKW 4114 ,D,O6aBJ'IeHVIFI MOBUIbHOrO YCTpOVICTBa.

HaxxmuTe Ha kHonky OK, utobbl 3aBepLunTh paboTy MacTtepa.
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Korpa nonb3osaTtenb ycTaHaBnmBaeT npunoxeHne Kaspersky Endpoint Security gng Android nnmn Kaspersky
Security ons iOS, ycTpolicTBO Nonb3oBaTens NosBMTCS Ha 3aknagnke YeTpoiicTea > MobunbHbie > YeTpolicTBa B
Web Console nnn Cloud Console. lMocne ycTaHOBKM NPUIOXEHNS Ha MOBUIbHBIE YCTPOCTBA Nonb3oBaTesel Bbl
CMOXeTe HacTpavnBaTb NapaMeTpbl YCTPONCTB 1 MPUTOXEHNI C MOMOLLbIO [RYMNOBbLIX MNOANTYK. Bbl Takke cMoxeTe
OTMNRaBNATb HAa MOBWIIbHbIE YCTROWCTBA KOMaH bl (TOMbKO Ang ycTpolicTs Android) ans 3alwmThl AaHHbIX B Clyyvae
noTepu UK KPaxm yCTPONCTB.

CnpaBka 45isl 3Toi Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHnn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 4.1

AKTVIBaLI,VIﬂ MOOWIbHOIO NPUNNOXEHN4

B Kaspersky Security Center nuiLeH3sns MOXeT pacnpOCTPaHITbCS Ha pasfnyHble rpynnbl GyHKLUMOHaNbHOCTI. [1ns
MOMHOLEHHOTO dYHKLIMOHMPOBaHKS NpunoxeHns Kaspersky Endpoint Security ang Android nnm Kaspersky Security
ans iOS HeobxoaMmMo, YToBbI NprobpeTeHHas opraHnsaumel niueHans Ha Kaspersky Security Center
pacnpocTpaHsnach Ha GyHKLUMOHANbHOCTb YNpaBneHne Mo6unbHbIMU ycTpoiicTBamu. OyHKLMOHaNbHOCTb
YnpaBneHne MobunbHbIMWN YyCTpoicTBaMM NpenHa3HaveHa A5 NOAKIIoUeHNS MOBUIbHbIX YCTponcTs k Kaspersky
Security Center n ynpasneHus nmmw.

HononHutensHas nHdpopmaums o nuueHanposarnn Kaspersky Security Center 1 BapraHTax nLeH3npoBaHns
npviBeeHa B:

e Ecnu Bbl ucnonbayeTte Kaspersky Security Center Web Console — B Cripaske Kaspersky Security Center.

e Ecnu Bbl ucnonbayeTe Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center
Cloud Console®.

AxTuBauums npunoxeHns Kaspersky Endpoint Security ans Android nnmn Kaspersky Security ons iOS Ha MobunbHOM
YCTPOWCTBE OCYLLECTBASETCS NyTEM NPEefoCTaBAEHNS NPUIOXKEHMIO MHPOPMaLMM O AeCTBYIOWEN TNLLEH3NN.
NHdopmaums o nmueHann nepenaeTcs Ha MOBUIbHOE YCTPOMCTBO BMECTE C MOMUTUKON MPY CUHXPOHN3aLMM
ycTpolicTBa ¢ Kaspersky Security Center.

Ecnn mobunbHoe NpunoxeHne He Bbino akTUBMPOBaHO B TeueHne 30 gHel C MOMEHTa YCTaHOBKU Ha MOBUIbHOE
YCTPOWCTBO, OHO aBTOMAaTNYECKM NMEPEKIIOUAETCS B PEXUM PaboThbl C OrpaHNYEHHON byHKLIMOHANBHOCTLIO. B aToM
pexunme paboTbl GONBLUMHCTBO KOMMOHEHTOB MPUIOXEHNS He paboTaeT. [py nepexoae B pexum paboThbl ¢
OrpaHnYeHHol GYyHKLMOHaNbHOCTBIO MPUIIOXEHNE NPEKPaLLAET BbINMOHATE aBTOMATUUYECKYIO CUHXPOHN3ALIMIO C
Kaspersky Security Center. [ToaTomy, ecnu npunoxeHne He 6bi1o akTUBMPOBaHO B TeueHne 30 fHel ¢ MOMeHTa
YCTaHOBKM, MOJSIb30BaTENO HEOOXOAMMO BPYUHYIO BbINOIHUTBL CUHXPOHMU3aumio yeTpoiicTBa ¢ Kaspersky Security
Center.

Ecnun Kaspersky Security Center He pa3sepHyT B BaLLeil OpraH3aLm UM HeLOCTYMNEH AJ1s MOBWbHbBIX YCTPONCTB,
nonb3oBaTeNM MOryT akTUBMPOBAaTb MOBUIBHOE NMPUIOXEHME Ha CBOUX YCTPOCTBAaX BPYUHYIO.

Y106bI aKTBMPOBATL MOBWIEHOE MPUIOXEHUE:
1. OTKpOliTE OKHO CBONCTB MOMNTUKM:

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoliicTea >
Monutnkmn n npodunun. B oTkpbIBLLEMCS CMINCKE rPYNMNOBbIX MOAUTUK BbIBEpUTE NONNTHKY, KOTOPYIO Bbl XOTUTE
HacTpPOUTb.
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¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTe YeTpolicTea >
Mo6unbHsble > YcTpolicTBa. Beibepute MobunibHOe yCTPONCTBO, NoanaaatoLlee nog AencTamne nonmTnki,
KOTOPY!O Bbl XOTUTE HACTPOUTb, @ 3aTeM BbibepuTe NONMTYKY Ha 3aknaake AKTUBHbIE NOANTUKA 1 Npodunu
NONNTUK.

2. Ha cTpaHuue cBoiicTB nonntuku BolbepuTe MapameTpbl npunoxeHui > JluueHsnn.

3. C nomoLLbio pacKpblBatoLLLerocs cnvcka Bolbepute TpebyeMblii NMLEH3VOHHbIN KoY B XPaHUIULLE KitoYel
CepBepa agM1UHNCTPUPOBaHNS.

I'Ion.po6Has1 |/|H¢op|v|a|_|.|/|q O IMUEH3NOHHOM KJlto4e 0T06pa>KaeTc9| B MONgxX HXe.

Ecnu BoiGpaTh daiin kntoua n3 xpaHunuia knodeli Kaspersky Security Center n oTnpaBuTb ero Ha yCTpOolCTBO,
Kaspersky Security onisiOS He cmoxeT ero ob6paboTaTh, MOTOMY YTO He MOAAepPXMBaeT Tako dopmaT
akTuBauun. Ytobbl akTrBmpoBaTh Kaspersky Security ons iOS, nobasbTe B Kaspersky Security Center
NALLEH3IIO B BUAE KOOA aKTUBaLMN.

Bbl MOXeTE 3aMEHNTb CYLLECTBYIOLLMI KIIOY akTUBaLWN Ha MOBWIIbBHOM YCTPOCTBE, ECIN OH OTIMYaeTCS
OT KJtoYa, BbIBpaHHOMo B packpbiBatoLLemcs cnincke. [lns atoro yctaHoBuTe dnaxxok Ecnm Ha ycTpolicTee
Mcnonb3yeTcs APYroii KoYy, 3aMeHUTE ero 3TUM KJIlo4oM.

4. Haxxmute Ha KHorky CoxpaHuTb, UTOObI COXPaHUTb U3MEHEHWS, BHECEHHbIE B MOSINTUKY, 1 3aKPbITb OKHO
CBOWCTB MOANTUKM.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEPEAHOW CUHXPOHM3aLUMM YCTPOCTBA C
Kaspersky Security Center.

CnpaBka 4isl 3To Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 4.1

[penocTaBneHne HeobxoanMblx paspeLueHnii npunoxeHunto Kaspersky
Endpoint Security gng Android

[nsg nocTyna k HekoTopbiM byHKLMGM npunoxenns Kaspersky Endpoint Security ons Android TpebytoTcs
paspeLueHus. Kaspersky Endpoint Security ons Android 3anpaluvBaeT oba3aTenbHble pa3peLleHns BO BpeMst
YCTaHOBKWM, @ Takyke nocre YCTaHOBKM 1 Nnepep, NCrnonb3oBaHem oTaesbHbIX GyHKUMiA. Bes npepocTasneHns
obsazaTenbHbIx paspeluennin Kaspersky Endpoint Security gns Android ycTaHOBUTE HEBO3MOXHO.

Ha HekoTopbix ycTpolicTBax (Hanpumep, Huawei, Meizu, Xiaomi) TpebyeTcs BpyUHyto, B HAaCTpOiKax
yCTpolicTBa, BobasuTtb Kaspersky Endpoint Security ans Android B cCIMcok npunoXeHnia, 3anyckaembix Mpu
3arpy3ke ornepaLunoHHol cuctembl. Ecnv npunoxxeHve He nobaeneHo B aToT cnvcok, Kaspersky Endpoint
Security ons Android npekpallaeT BbiNoIHATb BCe CBOU dyHKLMM MOCTe nepesarpy sk MobunbHOro
yCTpOWCTBa.

Ha ycTpoiicTBax ¢ onepaumoHHoin cuctemoin Android 11 v BbiLLe HEOBXOAMMO OTKIOUYNTE CUCTEMHYIO
HacTpOWKy YaanuTb pa3peLueHus, eCnv NPUIoXKeHNe He Ncrnosb3yeTcs. B npoTuBHOM criyyae, ecru
MPWNOXEHNE HE NCMOSb3YETCS B TEUYEHVIE HECKOMBKUX MECSILIEB, CUCTEMA aBTOMaTUYECK/ cOpachiBaeT
paspeLleHns, NpefoCTaBNEHHbIE MPUOXEHNIO MOMb30BaTENEM.
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PaspelueHne
TenedoH (ns Android 5.0 — 9.X)
MamsaTb (o693aTensHO)

[ocTyn Ha ynpasneHue Bcemu
daiinamu (ana Android 11 vnm
Bonee nosaHeli Bepcun)

YcTpoiicta Bluetooth
no6nusocTtu (Android 12 nnn
6onee nosaHeit Bepcum)

Yeepomnenus (ong Android 13)
PaspelieHune Ha paboTy B
$oHoBom pexkume (Android 12

nnn 6onee nosgHeli Bepcum)

AOMUHMCTpaTOp yCTpoiicTBa
(obazaTenbHOo)

Kamepa

MecTtononoxeHune

Cnel.wlaanble BO3MOXHOCTHN

PaspeLueHus, 3anpalumsaemelie Kaspersky Endpoint Security ons Android

DyHKLMS NPUNOXKEHNS
MoaxnioueHne k Kaspersky Security Center (noeHTudunkatop yctpolicTea)
AHTVBUpPYC

AHTUBMpPYC

OrpaHunyeHne ncnonb3osaHus Bluetooth

YBepomneHe Nonb3oBaTens o Npobnemax 6€30MacHOCTY 11 COBLITUSX MPUNOXEHUS

O6ecrneyeHue HenpepbiBHOV paBoTbl MPUNoXeHVs. Ecnvn paspelleHne He NPenoCcTaBneHo, MpunoxeHne

MOXET BbITb BbIrPY>XEHO U3 NaMATV N He CMOXET NnepesanyCTuUTbCA.

AHTV-Bop — 6nokuposka ycTporicTsa (Tonbko ans Android 5.0 — 6.X)

AHTU-Bop — BbINONIHEHNE CHUMKa GPOHTaNbHO KaMepoii

CospaHune cHUMKoB He nopaepxmBaeTcs B Kaspersky Security Center Web Console 1 Cloud
Console, ogHako npunoxeruio Kaspersky Endpoint Security ang Android TpebyeTtcs aTo
paspelleHyie, YToBbl 06eCrneunTb BO3MOXHOCTb YNpaBisiTh NMPUIOXKEHNEM CO BCEX KOHCONEN
Kaspersky Security Center.

AHTV-Bop — BocrnponsBefeHne 3ByKOBOro curHana
AHTV-Bop — cbpoc HacTpoek Ao 3aBOACKMX

3awumTa naponem

3almTa NpunoXeHus oT yaaneHnus

YcTaHoBKa cepTudrkaToB 6e3onacHoCTm

KoHTponb nprnoxenuii

OrpaHunyeHne ncnonb3oBaHus kamepbl, Bluetooth, Wi-Fi

AHTV-Bop — BbINONHEHWe CHMKa bpoHTanbHO Kamepoi

CospaHune cHMKoB He nopaepxusaeTcs B Kaspersky Security Center Web Console n Cloud
Console, ogHako npunoxeHuto Kaspersky Endpoint Security ans Android TpebyeTtcsa aTo
paspelleHyie, YToBbl 06ecrneunTb BO3MOXHOCTb YNPaBiaTh MPUIOXKEHNEM CO BCEX KOHCoNel
Kaspersky Security Center.

Ha ycTpoiicTBax ¢ onepauvioHHoii cuctemoii Android 11.0 1 Bbille Heo6XoAMMO Npu NOSBNEHN
3anpoca npefocTaBnTb paspelleHie “Tlpu ncnonb3oBaHUM NPUNOXEHNS".

AHTU-Bop — onpepeneHie MECTOMONIOXEHNS YCTPOCTBa

Ha ycTpoiicTBax ¢ onepauvioHHoii cuctemoii Android 10.0 1 Bbille HeOBXOAMMO NPU MOSIBNEHUN
3anpoca npenocTaBnTb paspelleHne "‘Beeraa’.

AHTV-Bop — 6nokupoBska ycTpoiictsa (Tonbko ang Android 7.0 v Bbiwe)
Be6-®unbtp
KoHTponb npunoxeHwii

3aLwmTa npunoxeHnus oT yaaneHus (Tonbko ans Android 7.0 1 Bbilwe)

OTo6paxeHue npenynpexaeruii Kaspersky Endpoint Security ans Android (Tonbko ansg Android 10.0 n
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OTo6paxkaTh BCrbiBawoLLee
OKHO (Ha HEKOTOPbIX YCTpOCcTBax
Xiaomi)

OTo6paxkaTb BCMbIBaloLLe
okHa npu paboTe B poHOBOM
pexume (Ha HEKOTOpPbIX
ycTpoicTeax Xiaomi)

BbILLE)
OrpaHuyeHyie ncnonb3oBaHys kamepbl (Tonbko Ang Android 11 v Beie)

Be6-®unbtp

Be6-Punbtp

CnpaBka Ons aTol Bepcum peLleHnst 6onblue He 0BHOBNSETCS, MOSTOMY MOXET COAEpPKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGopMaLsa O peLleHn 4ocTyrnHa B cripaeke Kaspersky Secure Mobility

Management 4.12.

YnpaeneHve ceptudurkaTamm

Mo6BwnbHble cepTudrKaTbl ICMOMb3YIOTCS O MOEHTUdMKaLMM Nonb3oBaTenell MobubHbIX ycTpoiicTs Ha Cepaepe

aaAMNHNCTPKPOBaHUA.

B Kaspersky Security Center Web Console n Cloud Console MOXHO BbINOSHSTL CReaytoLme LencTBUs ¢
MOBUMbHBIMU cepTUdUKaTaMm NoNb3oBaTeNeik:

e [pocmaTpuBaTb cepTdUKaTbl 1 X CTATYChl.

e Co3spaBaTb HOBble CEPTUPUKATDI.

* YoansaTb cepTuduKaTsl.

OBHOBNATL cepTUPMKATBI C UCTEKAIOLLYIM CPOKOM LEeACTBUS.

[ononHutensHasa nHdopmaums o ceptudukatax Kaspersky Security Center nprseneHa B:

e Ecnu Bbl ucnonbayeTte Kaspersky Security Center Web Console — B Cripaske Kaspersky Security Centert.

* Ecnu Bbl ucnonbayeTte Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center

Cloud Console®.

CnpaBka Ons 7ol Bepcum peLleHnsl 6onbliue He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility

Management 4.1&.

[lpocmoTp cnncka cepTndrKaToB

B Kaspersky Security Center Web Console n Cloud Console MoxHO npocmMaTpurBaTh MCNOMb3yeMble MOBWIIbHbIE
cepTuduKaTbl NONb30BaTENEN, X CTaTYChl U CBONCTBA.

Yrobbi rPOCMOTPETb CrNCOK UCIOJIb3yeMblX MOBUTIbHBIX CG,DTM(I)MK&TOB 10/1b30BATE/IEV, BbIMOSIHATE cnegyroLne

aevicTeus:
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1. B rnaBHom okHe Kaspersky Security Center Web Console nnun Cloud Console Buibepute YcTpoiicTea >
Mo6wnbHble > YcTpolicTsa.

2. BbibepuTe YnpaeneHue ceptudpukaTamm.

OTkpoeTcs cTpaHnLa MobunbHble cepTudmkaThl ¢ HPOpMaLmen 06 NCronb3yeMblx MOBUbHBLIX cepTUudrKaTax
nonb3oBaTenel. Bol MoxeTe NpocMoTpeTb nHdopmaLmio o cepTudurkaTe, Bbibpas ero B cTonbue Vimsa
nonb3oBaTens.

CnipaBka On1s 3To BEpCUn peLleHns 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn JocTyrnHa B cripaBke Kaspersky Secure Mobility
Management 412

3apaHve napameTpoB cepTudurkaTa

Bbl moxeTe ncrnonbaosaTtb Kaspersky Security Center Web Console nnmn Cloud Console, uTobbl HacTpouTb CPOK
LelicTBMS, aBTOMaTYECKOE OBHOBMEHVE 1 3aLLMTY NaponemM A1s MOBUIbHbIX CepTUdUKaTOB.

Y1061 358aTH NapameTobl MOBUIbHOrO CepPTUDUKATA, BbIMOIHUTE CIEAYIOLUME AEVICTBUS,

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BeibepuTe YcTpolicTsa >
Mo6wunbHble > YcTpolicTsa.

2. BolbepuTe YnpaBneHue ceptudukatamm.
3. Bolbepute MNapameTpbl cepTndumkaTos.
4. B oTkpbiBLEMcs okHe Co3aaTb MobunbHble cepTugUuKaTbl MOXHO HACTPOUTL CedyloLLme NapameTpbl:

e Cpok gelicTeus ceptudunkara (gHei)

Cpok peicteug ceptudukaTta B AHsX. [1o ymonuaHuio cpok geicTems ceptudrkata coctasngeT 365 gHeii. o
NCTEYEHNM 3TOrO CPOKa MOBUIIbHOE YCTPONCTBO HE CMOXET noakounTecs kK Cepeepy
aAMVHUCTPUPOBAHMS.

* [epeBbiNnycTUTb, KOrAA A0 OKOHYaHMWS cpoka AeicTBUS cepTudmKaTa ocTaHeTcs (AHel)

KonnuecTBo OHel o CTEUEHMS CpoKa AEICTBUS TEKYLLEro cepTudukaTta, B TeueHne koTopbix CepBep
aOMUHUCTPUPOBaHNS AOMKEH BbIMYCTUTb HOBLIV cepTudmkaT. Hanprumep, ecnn ykasaHo 3HaveHune 4, Cepsep
aOMUHNCTPUPOBAHIS BbiNyckaeT HOBbIN CepTUPUKAT 3a YeTbIpe OHS [O OKOHYaHNS Cpoka OeicTBIS
Tekywero. 1o ymonuaHuio ykasaHo 3HayeHve 1.

¢ [No Bo3MOXXHOCTHN nepeBbinyCTUTb cep'rmd)MKa'r aBTOMaTU4YeCKHN

o BO3MOXHOCTU NepeBbINyCK CepTUPUKaTOB BYLAET BbINMONHATECS aBToMaTYeckn. Ecnmn aToT napameTp
OTKJIIOUEH, CepTUPUKaTbI BOMKHbI MEPEBbINYCKaTbCS BPYUHYIO MO Mepe UCTEUYEHNS Cpoka 1x aeincTsauns. o
YMOSIYaHMIO 3TOT NnapameTp OTKIIIOYEH.

e 3anpoc napons npu yctaHoBKke cepTudurkara

Mpw ycTaHoBKke cepTuduKaTa Ha MOBUNbHOE YCTPOCTBO NONb30BaTeNto OyAeT NPeANoXeHO BBECTY Naporib.
Maponb ncnonb3yeTcs TONbKO OAMH Pas: Npy yCTaHoBKe cepTudrkaTa Ha MobubHoe yCcTpoiicTBo. MNaponb
aBToMaTunyeckmn dopmmpyeTcs CepBepoM adMUHUCTPUPOBAHNS 1 OTNPAaBNSETCS NOb30BaTEN!O MO
3NeKTPOHHOM nouTe. MoXHO ykasaTb AnvHy napons B none OanHa napons.

5. Ha>|<|v||/|Te Ha KHOI'IKy COXpaHVITb, l-ITO6I::I I'IpVIMeHVITb N3MeHeHNd N 38KprTb OKHO.
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YkasaHHble napameTpbl byayT ncnonbsoBaTbes Kaspersky Security Center ons cosgaHns, O6HOBNEHVS U 3aLUUThI
MOBUIIbHBIX CEPTUPUKATOB.

CnipaBka o5 3To BEpCun peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLa O peLleHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

CospaHve cepTudrkaTa

B Kaspersky Security Center Web Console n Cloud Console MmoxHo cosnaBaTtb MobubHble cepTudurkaTbl Asis
naeHTdVIKaLMm Nonb3oBaTeneli MOBUbHBIX YCTPOACTB.

Y1066 CO3aaTH MOBUIIbHBIVT CEPTUDYIKAT, BbINOTHUTE CEAYIOLLME AEVICTBUS

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BribepuTe YecTpolicTsa >
Mo6wunbHble > YeTpolicTsa.

2. BolbepuTe YnpaBneHune ceptudukatamm.

3. B oTkpbiBlemcs okHe Mo6unbHble cepTudukaTbl HXXMUTE Ha KHOMKY [Lo6aBuTb, 4TObLI 3anycTnTs MacTtep
cospaHna MobunbHoro cepTtudumkata. [ponanTe BCe LWarn MacTepa, Haxmmas Ha KHorky Hanee.

4. BbibepuTe nonb3oBaTeneli U rpynrbl Monb3oBaTeNnei, Ans ynpasneHns MobunbHbIMU YCTPONCTBaMU KOTOPbIX
ByneT NCcnonb3oBaTbCs HOBbIN cepTdUKaT.

5. YkaxxuTe MNapameTpbl ny6nukaumm:

* YT06bl yBEAOMUTL NONb30BaTENeli 0 HOBOM cepTudumkaTe, yctaHoBUTe dpnaxok YBeAoMUTb Nonb3oBaTens o
HoBOM cepTuduKaTe.

* YT106bI paspeLnTb NCMONb30BaHNe OAHOro cepTUdUKaTa HECKOSbKO Pas Ha OAHOM YCTPOWCTBE, yCTaHOBUTE
dnaxok Paspewwntb ncnonb3oBaHne ogHoro ceptudurkaTa HECKONbKO pa3 Ha OAHOM yCTpoiicTBe (ToNbKo
ans yctpoiicts ¢ Kaspersky Endpoint Security ans Android).

6. Boibepute Tun ayteHTudMKaumu:

° Bb|6ep|/|Te YueTHble faHHble (,D,OMeHHa‘;'l aBTopusauma nnnm nviga I'IOJ1b3OBaTeJ19|), yTO6bI MONb30BaTENM
nony4yann oocTtyn K CepTI/I(bVIKaTy, NCrnoJib3ys CBOW y4YeTHbIE OaHHbIe.

¢ Bbibepute OpHOpa30BbIli Naposb, YTObbl MOb30BATENM MOMyYani OCTYMN K CEPTUPUKATY C MOMOLLbIO
0OHOPa30BOro Napons.

OTOT BapuaHT OOCTYMEH, ECNN Ha NpeabIAyLLEM Liare Bbl He YCTaHOBUM draxok PaspewwmnTb
1cnonb3oBaHve ogHoro cepTudukaTa HECKOMbKO pa3 Ha OGHOM YCTpPOMCTBe (TONbKO ANg YCTPOMCTB C
Kaspersky Endpoint Security pns Android).

e BribepuTe MNaponb, 4Tobbl Nonb3oBaTeNM NosyYany SOCTYN K cepTudUKaTy C MOMOLLBIO Naposis.

OTOT BapuaHT LOCTYMNeEH, eCnv Ha NpeaplayLLeM Lware Bbl ycTaHoBUAW driaxok PaspelwumnTs ncrnonbsosaHune
opHoro cepTudumkaTa HECKONbKO pa3 Ha 0OAHOM ycTpolicTBe (Tonbko ans yctpolicTe ¢ Kaspersky
Endpoint Security gna Android).

7. B none OocTaBka cepTudukarta ykaxute cnocob goctasku ceptudukaTa:
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e Ecnn Ha npenbioyLem ware Bbl Bbiopany OaHopasoBbIii Naposb, BbibeprTe OOMH U3 CNERYIOLNX BAPUAHTOB:

* YT06bl OTMPaBUTL MAPOsb MO SMEKTPOHHON NMoyTe, BoibepuTe YBEAOMUTb NOSIb30BaTENS MO
3NEKTPOHHOW nouTe.

3aTeM BbIbepuTE NCMOb3YEMbIl aApeC 3NEKTPOHHON NMOYThI U BapuaHT [Jpyroil agpec aNeKTPOHHO
MoYTbI U YKaXUTe OPYroii agpec aNneKTPOHHOM NMoYThbl.

e YToObI YyBEOOMWTL NMONb30BaTENEl O Mapone Apyrumm crnocobamu, BbibepuTte MokasaTe naponb nocne
3aBepLueHus paboTbl MacTepa.

* Ecnu Ha npeppiayLem Lware Bbl Bbibpany YyeTHble AaHHble (AoMeHHasi aBTopr3aums unm nms
nonb3oBaTens), BbibepunTe NCMob3yeMblii afpec aneKTPOHHOM NoYTsl Un BapraHT [pyroii aapec
9NEKTPOHHOW NOYUTbI 1 yKaXuTe Apyroli anpec anekTPOHHON NoYThl.

8. OTob6paxaeTcs UTOroBbI BUL cepTudmKaTa.

YbenuTecs, UTo BCe napamMmeTpbl BEPHbI, 1 HAXXMUTE Ha KHOMKY CospaTb.

B pesynbTaTe, MacTep cospaHus mobunbHoro ceptugmkara chopmMmmpyeT cepTuduKaTt, KOTOPbI Nonb3oBaTenm
CMOTYT YCTaHOBUTb Ha MOBUNbHbIE YcTpoiicTBa. CepTudukaT OyneT AOCTyrNeH nocne crnepytoLlei
CUHXPOHM3aumn MobunbHbIX ycTpolicTs ¢ Kaspersky Security Center.

LHononHnTtenbHas I/IHd)OpMaLI,I/Iﬂ O co3pgaHunn CepTI/Iq)I/IKaTOB n HaCTpOMKe npaswn UX BbllyCKa rnpriBegeHa B
cnenyrwmx OOKyMeHTax:

e Ecnu Bbl ucnonbayeTte Kaspersky Security Center Web Console — 8 Cripaske Kaspersky Security Centert.

e Ecnu Bbl ucnonbayete Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center
Cloud Console®.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKs O peLueHn JocTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

O6HoBneHne cepTudrkaTa

Ecnun cpok aeincTeus ncnonb3yeMoro MobunbHoOro cepTudrkaTa CKopo NCTEYET, ero MOXHO OOHOBUTL C MOMOLLLbIO
Kaspersky Security Center Web Console nnun Cloud Console.

Y1066 06HOBUTE MOBUIILHBIVE CEPTUPUKAT, BbIMOSTHUTE CAEAYIOLUME AECTBUS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BribepuTe YeTpolicTsa >
Mo6unbHble > YcTpolicTBa.

2. BelbepuTe YnpaBneHue ceptudukatamum.
3. BbibepuTe cepTudukart, KOTOPbI Bbl XOTUTE OBHOBUTb, 1 HAXXMUTE Ha KHOMKY NepeBbinycTUTb.

Cratyc cepTtudvkaTta nameHmtcs Ha CepTundunkaTt nepeBbInyLLEH.
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CnipaBka o115 3To BEpCun peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

YnaneHue ceptudunkaTa

Bbl MOxxeTe yaanaTb MmobunbHble cepTudumkaTel ¢ momMoLlubio Kaspersky Security Center Web Console nnn Cloud
Console.

MNocne ynaneHns mobunbHoro ceptrdurkaTa YCTPONCTBO HE CUHXPOHM3MPYeTCcs ¢ CepBepom
aOMVIHACTPVIPOBAaHMS 1 M HEBO3MOXHO YMpaBnaTh ¢ nomolLbio Kaspersky Security Center. Ytobbl
BOCCTaHOBUTb YMNPaBieHe MOBUIbHBIM YCTPOVCTBOM, HEOBXOANMO NEREYCTAHOBUTbL HA HEM MPUIOXKEHNE
Kaspersky Endpoint Security anga Android.

Y106b! yRamTe MOGUIbHBIVI CEPTUGYIKAT, BLIMONHUTE CIEAYIOLME AEVICTBUS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BribepuTe YecTpolicTsa >
Mo6wnbHble > YeTpolicTsa.

2. BblbepuTe YnpaBneHune ceptudukatamm.
3. BeibepuTte cepTrdUKaT, KOTOPbIA Bbl XOTUTE YAANNTb, U HAXXMUTE Ha KHOMKY YAanuTb.

CepTudwvikaT ByneT yaaneH n ucuesHeT 13 cnmcka cepTudrkaTos.

CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

O6wmeH nHdopmaumeli ¢ Firebase Cloud Messaging

Kaspersky Endpoint Security ans Android ncnonb3syet cepsuic Firebase Cloud Messaging (FCM) ons
CBOEBPEMEHHOI [OCTaBKM KOMaHA, Ha MOBWbHbIE YCTPOCTBA U MPUHYANTENbHON CUHXPOHU3aLIMM NMPY N3MEHEHN
napamMeTpOoB MONTUKM.

Ins ncnonesosaHns cepsuca Firebase Cloud Messaging Heobxoanmo 3apaTb napameTpbl cepsurica B Kaspersky
Security Center Web Console nnu Cloud Console.

Yrobb! BkounTs Firebase Cloud Messaging B Kaspersky Security Center Web Console nnv Cloud Console,
BbIMOJIHATE C/IEAYIOLLNE AEVICTBUS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnun Cloud Console Buibepute YcTpoiicTsa >
Mo6wnbHble > CuHxpoHnsauusa Android-ycTpolicTs.

OTkpoeTcs okHo CuHxpoHusauus Android-ycTpoiicTB

2. B nonsx peHTndunkarop otnpasutens 1 Kniou cepBepa ykaxute napameTpsbl Firebase Cloud Messaging:
SENDER_ID v API Key.
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Firebase Cloud Messaging BkrtoueH.

Y106bI MOYYNTb AEHTUDUKATOP OTMPAaBUTENS U KITHOY CEPBEPA, BbIMOTHUTE CAEAYIOLUNE [eVICTBUS,
1. Bapeructpupylitech Ha nopTane Google.

2. MNepenpnTe B Google Cloud Platform.

3. CozpaliTe HOBbIV MPOEKT.

MopoxaunTe, noka NPoeKkT ByaeT co3aaH.
4. Hanpyte cooTtBeTcTBYtOWMIN naeHTudrkaTtop SENDER_ID npoexTa.
5. Bkniounte Google Firebase Cloud Messaging ans Android.
6. CnenyliTe MHCTPYKLUMSM Ha 3KpaHe, YTobbl Co3aaTh yyeTHble faHHbIe.
7. Ckonupyiite knoy APl 13 cBoMCTB cO30aHHbIX YYeTHbIX AaHHbBIX.

MonpobHas nHdopmaLms o6 onepaumsx B Google Cloud Platform npruseneHa B cooTBeTCTBYIOWEN
LOKYMEHTaLNK.

Tenepb y Bac ecTb 3Ha4eHUs napameTpos aeHTudmkaTop otnpasuTens 1 Kniou cepepa 415 HAaCTPONKM
Firebase Cloud Messaging.

Ecnun napameTpbl Firebase Cloud Messaging He 3aaaHbl, koMaHabl Ha MOBUTBHOM YCTPOWCTBE 1 NapameTpbl
NonUTUKM ByLyT LOCTaBMEHbI HA YCTPOWCTBA BO BpeMs CUHXPOHM3aLmn ycTpoiicTea ¢ Kaspersky Security Center
no pacnuncaHuio, yCTaHOBNEHHOMY B MONUTMKE (HanpuMep, kaxable 24 yaca). To ecTb KoMaHbl 1 napameTpbl
NOMNTVKM BYLyT LOCTaBMNEHbI C 3a4EPXKON.

B uensx obecneyeHnst ocHOBHOM yHKLMOHaNbHOCTN NpoaykTa Bel cornallaetech B aBTOMaTN4eCKOM pexnme
npepocTaBnsTh B cepauc Firebase Cloud Messaging yHUKanbHbIi geHTUbUKaTOP YCTaHOBKM MPUTOXEHNS
(Instance ID), a TakxXe cnepytoLLe faHHble:

* nHbopmaums 06 ycTaHosneHHoM [10: Bepcurs MPUNOXeHNs, MAEHTUPUKATOP MPUNOXEHNS, BEPCUS COOPKM
MPUNOXEHWNS, Ha3BaHMe NnakeTa NPUNOXEHUS;

* MHPOpPMaLMs O KOMMbIOTEPE, Ha koTopom ycTaHoBneHo 10: Bepcua OC, ngeHTdumKaTop yCTPONCTBa, BEPCUS
cepaucos Google;

* nHbopmaumns o FCM: noeHtrndurkaTop npunoxenns 8 FCM, nopeHtudurkatop nonbsosatens FCM, Bepcus
npoTokona.

Mepenava faHHbIX B cepBUchl Firebase ocyluecTenseTcs no 3awyeHHoMy kaHany. [locTyn K niopmaumm n ee
3alyTa perynmpytoTcs yCroB/SMN UCTONb30BaHKs COOTBETCTBYIOLLIX cepBrcoB Firebase: Ycrnosung 06paboTku
[OaHHbIX 1 6e3onacHocTu Firebase, KoHduaeHumansHOCTb U Be3onacHocTb B Firebase.

Yro6b! 3anpeTyTe 06MeH HGOopMaLmeli ¢ cepsricom Firebase Cloud Messaging, BbinosnHuTe creayrolme
aevicTeus:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnmn Cloud Console Buibepute YcTpoiicTsa >
Mo6wnbHble > CuHxpoHnsaumsa Android-ycTpolicTs.

OTkpoeTcs okHo CuHxpoHusauma Android-ycTpoiicTs

2. HaxxmuTe Ha kHonky C6poc.
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3. B oTkpbiBLUEMCS OKHE HaxkxmuTe Ha kHomky OK, utobbl noaTBepanTs copoc.

HacTtpoliku Firebase Cloud Messaging 6ynyT cOpoLLeHbi.

CnipaBka An1s 3TO BEPCUN peLleHns Borblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmaumio. AkTyanbHas MHbopMaLIs O pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.12.

YnpasneHne mobunbHbiMu ycTporictBamun B Kaspersky Security Center Web
Console n Cloud Console

Bbl MOxxeTe ynpaBnsaTb MobunbHbiMy ycTporicTeamu B Kaspersky Security Center Web Console n Cloud Console,
MCMoNb3ys [RYMNNOBbIE MONNTUKY 1 OTMRAEB/AT KOMaH/Abl Ha MOBWbHBIE YCTROWCTBA (TOMBKO ANS YCTPONCTB
Android).

[ns ynpaeneHuns mobunbHeiMn ycTpoiicTeamu B Kaspersky Security Center Web Console Heobxoanmo
YCTaHOBWTD MaarviHbl ynpasaeHun4d.

CnpaBka 4515 9To BepCum peLLEHs BosbLLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKAaTb YCTapEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

[NopkntoueHne mobunbHbix ycTpolicTB kK Kaspersky Security Center

[ns ynpaeneHns MobunbHbiM ycTpolicTBoM ¢ nomolubto Kaspersky Security Center Web Console nnin Cloud
Console ycTpolicTBa fomkHbl ObiTb NoaktodeHsl k Kaspersky Security Center. Bbl MoxeTe MpocMOTpeTb CRMCoK
MOBUIBbHBIX YCTPONCTB, noaknoveHHbIx k Kaspersky Security Center, B Web Console nnn Cloud Console Ha
3aknagke YctpoiicTea > MobunbHble > YcTpoiicTBa.

Mepern nopkntoyeHnem yctpoiictea iOS otnpasbTe agpec Kaspersky Security Center nonb3oBaTento
yCTpOVICTBa, YTOObI MOBbLICUTL HE30MAaCHOCTb NOOKTIOYEHUS. [lonb3oBaTenb YBUOWUT STOT agpec BO BpeM4
YCTaHOBKM MPUIOXEHIS 1 CMOXET OTMEHWTb COEMHEHME, ECIN OTOBpaXaeMblli afpec He COBMafaeT C
a[lpecoM, KOTOPbI Bbl OTMPaBUIIN.

Y106b1 MoakmounTs MOBUILHOE yCTPOVCTBO k Kaspersky Security Center, BbinonHUTE CAEAyoLLME AEVICTBUS
1. BanycTute MacTepa nogknoyeHnst MobUIbHOro YyCTpoCTBa:

* B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTte YeTpoiicTsa >
Mo6wunbHble > YcTpolicTBa, a 3aTeM HaxmuTe Ha KHorky [lo6aBuTs.

e B rnasHom okHe Kaspersky Security Center Web Console unn Cloud Console BoibepuTe MNonb3oBaTtenu n
ponwn > MNMonb3oBaTenu. Bb|6ep|/|Te M4 Nonb3oBaTend v rpynnbl I'IOJ'Ib3OBaTeJ'IeI7I, KOTOPbIM Bbl XOTUTE
OTMPaBWTb CCINKY A71st MOAKTIOUYEHNS MOBUIBHOIO YCTPOMCTBa, a 3aTeM BbibepuTe YecTpoiicTBa. HaxmunTe
Ha kHornky Jlo6aBuTb Mo6unbHoe ycTpolicTBo. B aToM crnyyae nponycTtuTe war 3.
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MpolionTe BCe Warn macTepa, Haxurmas Ha kHonky Hanee.
2. BoibepuTe onepaurioHHY0 CUCTEMY YCTPONCTB, KOTOPbIE Bbl XOTUTE OOaBUT:
e Android
e iOS niPadOS

3. BoibepuTe nonb3oBaTeneli 1 rpynnbl NONb30BaTENEN, KOTOPbLIM Bbl XOTUTE OTMPAaBUTb CChIIKY LS MOAKIIOUYEHMS
MOBUIBHOIO YCTpOCTBA.

4. BbibepuTe afpeca anekTPOHHOW NoYThl, Ha KOTOpbIE creayeT OTNPaBUTb CCbIKY:
e Bce apgpeca aneKTpOHHOW MouThbI
e OcHOBHoOW agpec 3N1eKTPOHHO NoYThI
e [lononHuTenbHbI agpec 3NeKTPOHHOW NOYTbI

e [pyroi appec anNeKTPOHHO NOYTbl

Ecnn Bbl Bbl6paJ'II/| STOT BapUaHT, HNXE YKaXnTe agpec 3ﬂeKTp0HHOI7I MOoYThbl.

5. OTobparxkaeTcs UTOroBbIl BUL, CChINKN.

Y6e,EI,VITer, UTO BCE NapameTpbl CCbIJIKM BEPHbI, N HAOXMNTE Ha KHOMKY OTI'IpaBVITb.

6. OTKPOETCS OKHO C MOATBEPXAEHMEM OTMNPAaBKM CChINKM A1 AO06aBNeHNs MOBUTbHOrO YCTPOMCTBA.

HaxxmunTe Ha kHorky OK, uTo6bl 3aBepumnTh paboTy MacTepa.

Korpa nonbaoBaTtens ycTaHaBnmsaeT npunoxerve Kaspersky Endpoint Security gns Android nnmn Kaspersky
Security ongs iOS, ycTpolicTBO Nosb3oBaTens NosBUTCS Ha 3aknanke YcTpolicTea > Mo6unbHbie > YCTpoiicTBa B
Web Console nnn Cloud Console.

CripaBka On1s 370l BEpCUM peLLeHs 6onblle He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLms O peLueHn JOocTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

[lepemelleHne HepacnpeaneneHHbIXx MOBUbHBIX YCTPOWCTB B rpynmbl
aAMUHNCTPUPOBaHNS

MoBunbHble YCTPOCTBa, Ha KOTOPbIX YyCTaHOoBNEHO npunoxerne Kaspersky Endpoint Security ang Android nnm
Kaspersky Security ons iOS, otobpaxatoTcs Ha cTpaHuue OB6Hapy>xeHne n paseepTbiBaHUE >
HepacnpepeneHHble ycTpolicTea B Kaspersky Security Center Web Console nnu Cloud Console. [1ns ynpasneHus
HOBBIMU MOAKIIOUYEHHBIMI YCTPOVCTBaMN MOXHO CO3aTb MNRaBWio aBTOMATUYECKOrO PacnpeaeeHns YCTRONCTB
Mo rpynnam agMUHUCTPUROBAHWS I BPYYHYIO MEPEMECTUTb UX B CRYNNY 8AMVHVCTRUQOBaHUS.

YT06bI NEpEMECTUTL HEpAacpeneIeHHOe MOBUIbHOE yCTPOVCTBO B rpyry aAMMUHACTPUPOBAHVS, BbIMOIHUTE
crenyroLme AevicTBus:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console Beibepurte O6Hapy>xeHue u
pa3sBepTbiBaHWE > HepacnpepeneHHblie ycTpolicTBa.

50


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

2. BelbepuTe yCTPONCTBO, KOTOPOE Bbl XOTUTE MEPEMECTUTL B FPYMNy aaMUHNCTPUPOBAHNS, Y HAXMATE
MepemecTuThb B rpynny.

3. B nosiBrBLUEMCS AepeBe rpynn agMUHUCTPUPOBaHKS BbibepuTe rpynny, Kyaa Bbl XOTUTE NepeMecTuTb
YCTPOWCTBO.

Mo>HO cospaTb HOBYIO Fpynny adMUHUCTPUPOBAHWS, BbIOPaB CyLLECTBYIOLLYIO rpynny 1 Haxas [,o6aBnTb
BJIOXKEHHYIO rpynny.

4. Haxxmute Ha kHorky MNepemecTuTb.

YCTpoicTBO ByneT NepeMELLEHO B YKa3aHHYIO rpynny agMUHUCTPUPOBaHWNS, U K HEMY NPUMEHUTCS CRYON0Bag
NoNVTLKA.

CrpaBka Ons 3Tol BEpCum peLleHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o peLleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

OTnpaBka koMaHg, Ha MObUNbHbIE YCTPONCTBA

Bbl MoxeTe oTnpaBnsaTb KOMaHAbl Ha MOBbUbHbIE ycTpolicTBa Android, Hanpumep, Ans 3aLUTbl AaHHbIX Ha
NOTEPSHHOM WNN YKPaAEHHOM YCTPOWCTBE, MW AN BbINOMHEHNUS MPUHYANTENbHON CUHXPOHU3aLMM YCTPONCTBa C
Kaspersky Security Center.

Bbl He MoxeTe oTnpaBnaTb koMaHabl Ha iIOS-ycTpolicTaa.

HOJJ.,EI.ep)KI/IBa}OTCQ cnenyowme KomaHabl:

* 3abnokupoBaTb yCTPOCTBO

MobunbHoe ycTpoicTBO 3a610KNPOBAHO.

* Pa36nokunpoBaTb yCTPOCTBO

Mo6unbHoe ycTpolicTBO pasbnokmposaHo. Ha ycTpoiicTBax nof ynpasneHem onepaLyioHHor CUCTEMDI
Android Bepcum 5.0 — 6.X nocne pasbnokmposkit MOBUIBHOrO YCTPOCTBA Naporb pa3brokMpoBKY aKpaHa
OyneT 3aMeHeH Ha "1234". Ha ycTpolicTBax nog yrnpasneHnem ornepaLmoHHol cuctemsl Android 7.0 v Bbilwe
nocne pasbiokMpPOBKN MOBUTBHOTO YCTPONCTBa Naposib pa3briokMpPOBKY aKpaHa OCTaHETCS MPEXHUM.

e CbHpocuTb HaCTPOIKU A0 3aBOACKUNX

YpaneHbl Bce faHHble C MOBUIIbHOMO YCTPOMCTBA, HACTPOWKM MOBUIBHOMO YCTPONCTBa COPOLLEHbI 0O
YCTaHOBEHHbIX MO YMOMYaHIO.

* YpanuTb KOprnopaTuBHbIE faHHbIe

YoaneHbl JaHHble B KOHTEMHepax 1 y4eTHas 3anmncb KOPropaTBHOM S1EKTPOHHON MOYTbI.

* OnpepenuTb MECTOMOJIOXKEHNE YCTPOACTBA

MecTononoxeHne ycTpoicTea ornpeneneHo 1 nokasaHo Ha Google Kaptax. OnepaTop MoO6UibHON CBA3M MOXET
B3MMaTb NnaTy 3a 4OCTYM B UHTEPHET.
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Ha ycTpolicTBax ¢ onepaumoHHoi cuctemoin Android 12 v Beile, ecrnvi Noib30oBaTeNo NPeLoCTaBNeHo
paspeLleHe "VicnonbsoBaTb NpubananTensHoe Mmectononoxerne’, Kaspersky Endpoint Security ans
Android cHavyana nelTaeTcs onpenenvTb TOYHOE MECTOMOMIOXEHWE YCTpolicTBa. Ecnn 3To He ynanocs,
onpepenseTcs NpubAN3nTeNbHOE MECTOMOMOXEHNE YCTPOMCTBA, HO TOMbKO B TOM CllyYae, eCiivi laHHbIE O
HeM 6binv nonyyeHsl He 6onee 30 MUHYT Hasag. B npoTueHom cryyae komaHaa OnpepenvTb
MeCTOMOJIOXXEHNE YCTPONCTBA 3aBEPLUMTCS C OLLMOKON.

* Bocnpoun3secTn 3ByKOBOIA cUrHan

Mo6wrnbHOe YCTPOMCTBO BOCMPON3BOANT 3BYKOBOW CUMHas. 3BYKOBOW CUrHaM BOCTPOW3BOANUTCS B TeueHre 5
MUHYT (NP HU3KOM YPOBHe 3apsaa 6aTtapen — 1 MUHYThb).

* CUHXPOHM3MpPOBaTb YCTPOICTBO

BbinonHsgeTcs cMHxpoHM3aLums MobunbHoro ycTpolicTea ¢ Kaspersky Security Center.

[ns BeinonHeHns komanz, npunoxeHuto Kaspersky Endpoint Security ona Android TpebytoTcs onpeneneHHble
paspeLueHrs. Bo Bpems paboTbl MacTepa nepsoHayanbHoli HacTpolikun Kaspersky Endpoint Security ans Android
npennaraeT Nosb30BaTeNio NMPEAOCTaBUTb MPUTOXEHNIO HeobxoOVMble MpaBga. [onb3oBaTenb MOXET MNPOMNYCTUTb
STU Warv Uan BeIKSIIOYNTb NpaBa B napamMeTpax ycTporcTea nodaHee. B aTom cnyyae BbiNonHeHVe KOMaH,
HEBO3MOXHO.

Ha yctpoiicTeax ¢ onepaumoHHoin cuctemoin Android 10.0 1 BellLe HEOBXOAMMO NPenoCcTaBUTh paspeLleHne
"Bcerpa" mns gocTyna K MecTOMOMOXEHUIO YCTpoicTBa. Ha ycTpoicTBax ¢ onepaumnoHHoii cuctemoin Android
11.0 11 BbILLE HEOBXOAMMO TakXXe NPefoCTaBUTb paspeLleHne "Tlpu NCronb3oBaHUM NMPUNOXEHNS" Ang oCTyna K
kamepe. B npoTtuBHOM criyyae komaHabl AHTU-Bopa paboTtaTth He bynyT. [Tonb3osaTtento ByneT nokasaHo
yBeAgoMIIeHe 06 3TOM OrpaHYeHN 1 ByOeT NPeAsioxKeHO NOBTOPHO NPEAOCTaBNUTb TpebyemMble paspeLleHuns.
Ecnv nonbsoBaTenb Bbibpan BapriaHT "Tonbko celiuac” Ans paspeLleHns kKamepsl, CHUTaeTCs, YTO JOCTYMN
NpeLoCTaBNeH NpUNoXxeHneM. PekoMeHOyeTcs CBA3aTbCS C MOb30BaTeNeM HanpsMyto Npu MOBTOPHOM
3anpoce pa3speLleHns ons kamepsl.

Y106bI OTMPABUTL KOMEHAbLI Ha MOBU/IbHOE YCTPOVICTBO, BbIMONIHATE C/EAYIOLUME AEVICTBUS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BeibepuTe YcTpolicTsa >
Mo6wunbHble > YeTpolicTsa.

2. BblbepuTe yCTPOINCTBO, Ha KOTOPOE TpebyeTcs OTNPaBUTb KOMaHAy, a 3aTeM HaxkmuTe KoHTponb 1in
YnpaBneHune.

3. B cnincke JocTynHble KOMaHAbl BbIbepuTe HYXXHYIO KOMaHLy 1 HaxxmuTe KHorky OK.
4. Haxxmute OK, ecnu npennaraeTcs noaTBEPANTL OnepaLmio.

YKasaHHag komaHaa 6y,u,eT oTnpaeB/ieHa Ha MobunbHoe YCTpOVICTBO, Takxe OTO6pa3VITC9I OKHO NOATBEPXAEHNS.

CnipaBka A5 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn JOCTYyrnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

YnaneHne mobunbHbix yeTpoincTs 13 Kaspersky Security Center
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Ecnun ynpaensTb onpeaeneHHsIM MOBUbHBIM YCTPOMCTBOM Bosblie He TpebyeTCs, ero MoXHO yaanuTb 13
Kaspersky Security Center ¢ nomotusto Web Console nnn Cloud Console.

Y1066 ynamte MobuibHoe ycTporicTBo nz Kaspersky Security Center, BbinoHUTe CaeayroLme SeicTBUS,

1. Yaanute MobunbHoe NpunoXeHve ¢ yCTPoNCTBa UK y6eamuTech, UTo NoMb3oBaTe b YAANUA NPUIOXKeHNe C
HY>XHOrO yCTPOMCTBA.

2. B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Bbibepute YecTpoiicTsa >
Mo6unbHblie > YcTpolicTBa.

3. BbibepuTe MOBUIIbHOE YCTPONCTBO, KOTOPOE Bbl XOTUTE YOANNUTb, U HAXMUTE Ha KHOMKY YaanuTb.
4. HaxxmuTte Ha kHonky OK, uTo6bl noaTeepanTh onepaLimio.

YcTpoiicTso 6yneT yoaneHo ns Kaspersky Security Center.

CnipaBka o115 3To BEPCUN peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4OCTYyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

YnpasneHve rpynnoBbIMy MOANTVKAMMU

B aTom pasgene onvicaHo ynpaeneHve rpynnosbivin nonntkamu B Kaspersky Security Center Web Console n
Cloud Console.

CnpaBka oisl 3Toi Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn SOCTYymnHa B crpaske Kaspersky Secure Mobility,
Management 4.1

[ pynnoBble NOAUTUKM ONg yrpaBneHns MOBUbHbIMK YCTPONCTBaMY

lpyrinosas nonvTika — 3TO eAnHbI Habop NapamMeTPOB ANS YrpPaBneHrs MOBUIbHBEIMY YCTPONCTBaMM, BXOASLLIMN
B rpynny agMUHUCTPUPOBAaHNS, @ Tak>Ke YCTaHOBEHHbIMI Ha YCTPOCTBaX MOBUIbHBIMY MPUIOXKEHVSIMU.

C nomoLLbto MONMTUKM Bbl MOXETE HAacTpanBaTb NapamMeTpbl Kak OTAENbHbIX YCTPOWCTB, TaK 1 rpynbl. [ns rpynnb
YCTPOWCTB NapamMeTpbl YNpaBieHNs MOXHO HaCTPOWTb B OKHE CBOCTB rpyrnnoBOM NOAUTUKN.

Kaxkablih napameTp, MpeacTaBneHHbI B MOMUTUKE, UMEeT aTpubyT "3aMoK”, KOTOPbI MOKa3bIBaeT, pa3peLleHo nn
N3MeHeHVe napamMeTpa B NMONTUKaX BIIOXEHHOrO YPOBHS Mepapxun (415 BNOXKEHHbIX FPYMM 1 MOAYUHEHHbIX
CepBepoB agMUHUCTPUPOBaHNS) 1 B NIOKasbHbIX MapamMeTpax NporpamMmbl.

3HauyeHVs NapaMeTpOB, 3aaHHble B MOUTUKE U B NIOKarbHbIX MapamMeTpax Nporpammel, coxpaHsatoTcs Ha CepBepe
aAMUHUCTPUPOBAHIS, PacnpoCTPaHIIOTCS Ha MOBUIbHbIE YCTPOMCTBA B XO4E CUHXPOHN3ALNM 11 COXPaHSIIOTCS Ha
YCTPOICTBaXx B Ka4eCTBe AEeNCTBYIOLLMX NapamMeTpoB. Ecnv nonb3oBaTtesb yCTaHOBUT HAa CBOEM YCTPOWUCTBE Apyrue
3HaYeHNs NapamMeTPOB, KOTOPbIE He Bbinv 3adUKCUPOBaHbI "3aMKOM”, TO MPU OYEPEaHON CUHXPOHM3aLMN
ycTpolicTBa ¢ CepBepom agMVHUCTPVPOBaHKS HOBbIE 3HAYeHVsl MapamMeTpoB byayT nepefaHsl Ha Cepsep
aAMUHUCTPUPOBAHIS 1 COXPaHEHbI B TOKasbHbIX MapamMeTpax nporpaMmMbl BMECTO 3HaYeHUlA, KOTopble Bbii
YCTaHOBMEHbI paHee adMUHUCTPaTOPOM.
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YT06bI NOAAEPXMBATL KOPMOPATMBHYIO 6€30MacHOCTb MOBUIIbHBIX YCTpoicTB Android B akTyanbHOM COCTOSHUN,
Bbl MOXETE KOHTPONMPOBaTb COOTBETCTBME YCTROVCTB No/b30BaTeneli TpeboBaHnaM KORNORaTUBHOW
6e30nacHoOCTU.

HononHutensHas nHPopmaLms o6 ynpaBneHnn NnoanMTKamm 1 rpynnamm agMuHUCTpupoBaHus B Kaspersky
Security Center Web Console n Cloud Console npvseneHa B cnenytoLLyx LOKYMeEHTaXx:

* Ecnu Bbl ucnonbayeTe Kaspersky Security Center Web Console — B Cripaske Kaspersky Security Center®.

e Ecnm Bbl ucnonbayeTe Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center
Cloud Console®.

CnpaBka 45isl 9To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGoOpPMaLs O peLleHn SOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 4.1

[lpocMOTp cnmcka rpynnoBbIX MOANTYK

B Kaspersky Security Center Web Console n Cloud Console MoxHO npocMaTpurBaTh rpynnoBble NOAUTUKY, X
cTaTyCbl 1 CBOCTBA.

Y106bI IPOCMOTPETH CIIICOK FPYNOBLIX MOTATYK,

B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BribepuTe YeTpolicTsa >
Monutuku n npodunn.

OTkpoeTCcs CrMCcOoK rPynmoBbIX MOMUTYK C KPaTKOM MHPOpMaLmeit o rpynnoBbix NonuTukax. Ha aToit ctpaHue Bbl
MOXeTe co3aBaTb, U3MEHATb, KONNPOBAaTb, IepeMeLLaTh 1 Y4anaTb rpynnoBble NONUTVKN.

CnpaBka o115 370l BepCum peLleHns 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHopMaLKs O peLleHn SocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

[lpocMOoTp pesynbTaToB NPUMEHEHWS MONMUTUKNA

B Kaspersky Security Center Web Console n Cloud Console MoxHo npocmaTpvaTh guarpaMmmy
pacnpocTpaHeHnst FpynnoBoV MOAUTUKA 1 MHGOPMaLLMIO 060 BCEX YCTPOMCTBaX, MOANaAaloLLMX No4 AeCTBIE
NOUTUK.

YT06bI MPOCMOTPETL PE3YILTaTbI PACMPOCTPEHEHMS rPYMNOBOM MOIMTUKY, BbIMNOTHUTE CAEAYIOLNE [AeVICTBUS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BeibepuTe YeTpolicTsa >
Monutnkun n npodunn.

2. B oTkpbIBLLEMCS CMNCKE IPYMMOBbIX MOAUTVK YCTaHOBUTE GriaXkok PshoM C HasBaHeM NONUTUKIA, 47151 KOTOPOIA
Bbl XOTUTE MPOCMOTPETb Pe3yNbTaTbl PaCNpPOCTPaHEHNS, 1 HaxXMUTe PacnpocTpaHeHne.
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OTkpoeTcs cTpaHuLa C pe3ynbTaTamMm pacnpocTpaHeHns nonnTrku. OHa copepXXunT obLLyto NHPopMaLmio O
nonnTvKe, AvarpaMMy pacrnpocTpaHeHnst NONNTUKL 1 Tabnuuy ¢ nHopmaLwmei 060 Bcex yCTponcTaax,
noanapatoLLVx nof AefcTBre 3To NONNTUKI. Bbl MOXeTe OTKPbITb OKHO CBOMCTB MONMUTUKM, HaXaB Ha KHOMKY
HacTtpounTtb nonutuky.

CnipaBka Ans 9ToW BEpCUn peLleHns Borblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHnn JocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.1.

CospaHune rpynnoBon NOANTUKIA

B Kaspersky Security Center Web Console n Cloud Console MmoxHO cospaBaTh rpynnoBble NonnMTUKA Lng
ynpaBneHnst MOBUbHBIMY YCTPONCTBaMU.

Yrobbi COo34artb rpyrirnoByto rNoJINTYIKY, BbINOJIHUTE C/iegytoLye AevicTBuS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnun Cloud Console Buibepute YcTpoiicTsa >
MonuTtuku n npodpunn.

2. B oTkpbiBLIEMCS crincke rpynnoBbix nonuTtuk Kaspersky Security Center HaxxmuTe Tekywmid Ny Tb 1 BbibepuTte
rRYNNYy aaAMUHNCTRUPOBaHNS, AN KOTOPO TpebyeTcs co3naTtb NONNTHKY.

Mo ymonuaHuto HoBas rpynnoBasi NoAMTIKa NPUMEHSETCS K rpynne Ynpaensiemble yCTpoicTBa.

3. HaxxmunTe Ha kHorky [lo6aenTtb, 4tobbl 3anyctuTs MacTep cosnaHus nonutuku. [NpolionTe Bce Warn mactepa,
Haxxmas Ha kHorky Oanee.

4. BoibepuTte Kaspersky Security for Mobile (Policies).

5. B none Nima ykaxxnTe nms HOBOV MONUTUKA. ECNn Bbl yKaXeTe 1M YXKe CYLLECTBYIOLLEN NOMUTUKK, K HEMY
aBTOMaTU4Yecky byneT nobasneHo okoHuaHe (1).

6. Boibepute cTaTyC NONUTUKIMAL

e AKTMBHa

MacTep coxpaHseT cosaaHHyto nonnTuky Ha Cepaepe agMHUCTpUpoBaHus. [Npu cnegytoLueii
CUHXPOHU3aLmn MoburbHOro yctpoiictsa ¢ CepBepoM agMUHUCTPUPOBaHNS NONMTUKa ByoeT
MCMOMb30BaTbCS Ha YCTPOMCTBE B KAUECTBE LENCTBYIOLLEN.

¢ HeakTumBHa

MacTep coxpaHseT cosfaHHyto NonnTuky Ha CepBepe aAMUHUCTPUPOBaHNS Kak pe3epBHYto. B panbHelwem
NOMTVKA MOXET BbITb aKTVBMPOBaHa Nno cobbiTuio. [pr HEOBXOAVMOCTY HEAKTUBHYIO MOINTUKY MOXHO
chenaTtb aKkTUBHO.

,D,J'I;I OfHOM nporpamMmmbl B rpynne MOXHO CO3a0aTb HECKOJIbKO NMOJINTUK, HO aKTUBHOM MOYXeT BbITb TOMbKO
OoaHa 13 HUX. I'Ip|/| CO34aHNM HOBOW aKTUBHOM MOSUTUKN npengpblayulada aktTBHaga NonnTyka
aBTOMaTUYECKN CTAHOBUTCS HEaKTUBHOI.

7. MOXHO BKOUNTb UM OTKIIOUNTL OBa napamMeTpa HacnenoBaHn4: HacnepoBaTtb napameTpbl pOJ:WITe.HbCKOIZ
NOJINTUKN N an/IHan/ITeﬂbHoe HacnepgoBaHue napamMeTpoB Ang Aoo4YepHUX NoINTUK:

55


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

e Ecnn ong povepHeli rpynnbl aOMUHVICTRUPOBAaHNS BKIIOYEH NapameTp HacnepoBaTb napameTpbl
poANTENbCKOI MONUTUKK, 8 B POAUTENBCKON NONMTUKE 3abNOKMPOBaHbl OTAENbHbIE MAPaMeTPbl, UX HENb3S
ByneT N3MeHUTb B MONNTKKE ANS fodepHeli rpynnbl. OoHako MOXHO MEHSTh NapamMeTpsbl, He
3a6n0KNPOBaHHbIE B POANTENBCKOMN MONNTIKE.

e Ecrm napameTp HacnepoBaTb napameTpbl pO,D,I/ITeﬂbCKOVI NONINTUNKWN OTK/TKOYEH O ,u,oulepHe|7| rpynnbl
AOMUHNCTPUPOBaHNA, MOXXHO MEHATb BCE NapaMeTpbl NOJINTUKK 4114 p,oqepHe|7| rpynnbl, fa>ke ecnv
HEeKOTOPbIE NX HUX 386J'IOKVIpOBaHbI B pO,EI,I/ITGJ'IbCKOVI nonnTunke.

e Ecrms pO,EI,I/ITeJ'IbCKOI\/'I rpynne agMnHNCTRPOBaHWA BKIKOYEH NapamMeTp an/IHYAI/ITeﬂbHoe HacnenoBsaHue
napameTpoB AJigd AoYepPHUX NONNTUK, ON4A Kakoonm ,D,O‘-IGpHGI7I NONMNTUKN 6y,u,eT BK/IIOYEH NapamMeTp
HacneposaTtb napameTpbl pO,D,I/ITeHbCKOI‘;I nonnTuku. B atom Cliy4ae He yoacTCy OTK/IHOUNTDb 3TOT NapamMeTp
ONA OOYEePHUX NONUTKK. Bce napamMeTpbl, 386J'IOKI/IpOBaHHbIe B pOD,I/ITeJ'IbCKOI7I NnonMTUKE, NPNHYONTENTIbHO
HacnenyTCyd B LOYEPHUX rpynnax, roe Mx HEBO3MOXHO N3MEHUTb.

* B nonutukax ans rpynnsl YnpaeBnsemble ycTpoiicTBa napameTp HacneposaTb napameTpbl pOANTENbCKOIA
NOMNTUKN HN Ha YTO HE BANSIET, MOCKOSbKY rpynna Ynpasnsiemble YCTPOMCTBA HE UMEET BbILLECTOSILLNX
rpynn v, cnegoBaTesibHO, He HaCNeayeT HKaKMX MOMNTYK.

Mo YMO4YaHMo napameTp HacnepoBaTb napameTpbl pO.EI,I/ITeﬂbCKOI‘/‘I AONNTUKW BKJTIOYEH, @ NapamMeTp
an/IHY,EWITeﬂbHoe HacnegoBaHue napamMeTpoB asng 4o4YepPHUX NOANTUK OTKIKOYEH.

8. MNpu HeobXOAMMOCTY MOXHO 3aaTb NapameTpbl Af1s HOBOV CO34aHHON NonnTuKK. [1n9 aToro nepeiignTe Ha
3aknagky MapameTpbl NpUAoXeEHNIA 1 BbINOMHUTE OEliICTBUS, onncaHHble B pasaene OnpefeneHne napamMeTRoB
OONNTUKM.

OT0 TaKXKe MOXHO caenaTb Mo3Xe.
9. HaxxmuTe Ha KHomKy CoxpaHuTb, YTOObI CO3A4aTb NONTUKY.

ByneT cospaHa HoBag rpynnoBasi NoAnTKa A8 ynpasneHs MOBUbHbIMUN YCTPOCTBaMU.

CnpaBka Ans 9Toi BepCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

\ameHeHme rpynnoBoi NOANTUKIA

B Kaspersky Security Center Web Console n Cloud Console MOXHO N3MeHsTb MapamMeTpbl FPynnoBbIX MOMUTUK.
YT06bI U3MEHUTB rPYNoBYIO MONNTYIKY, BEIMNOIHUTE CEAYIOLLNE AeVICTBUS:
1. OTKpoTe OKHO CBOMCTB NOMUTUKM:

* B rnasHom okHe Kaspersky Security Center Web Console nnn Cloud Console Beibepute YeTpoiicTsa >
Monutnkn n npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOANTVK BbIBEpUTE NOANTHKY, KOTOPYIO Bbl XOTUTE
HacTpPOUTb.

* B rnasHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoiicTea >
Mo6unbHble > YcTpolicTBa. Boibepute MobunbHOe yCTpONCTBO, MognafatoLLee nog, AelicTBUE MOANTIYKNA,

KOTOPYHO Bbl XOTUTE HACTPOWTDb, a 3aTeM Bbl6epI/ITe NOJINTUKY Ha 3aKnagke AKTVBHbIE MNONNTUKU 1 I'IpOd)I/I.HI/I
NOJINTUK.

56


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

2. B okHe cBolicTB nonuTuky BoibepuTe MapameTpbl nporpamMmel, a 3aTeM 3adaiiTe napaMeTpbl MOANTUKA, KakK
onvcaHo B pasgene OnpeaeneHne napamMeTROB NOANTUKMU.

MoXHO Take HacTpouTb obLLUye NapaMeTpbl, HacnefoBaHVe NapamMeTPOoB, 3anCb COBbITU 1
yBeAOMNEHVS, NPoduan NOANTYK U MPOCMOTPETL UCTOPUIIO N3MEHEHNI NonnTuku. JononHuTensHas
nHdopmaLms NprBeaeHa B cripaske Kaspersky Security Center®.

3. Ha>|<|v||/|Te Ha KHOI'IKy Coxpanrb, l-4T06bl COXpaHVITb N3mMeHeHnsd, BHeCeHHbIE B I'IOJ'II/ITVIKy, n 38KprTb OKHO
CBOWCTB MONNTUKI.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYayT HACTPOEHbI MOCTE OYEPEnHOW CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center.

CnpaBka sl 9Toi Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

KonnpoBaHue rpynnoBor NONUTUKK

B Kaspersky Security Center Web Console n Cloud Console MoxHO cospaBaTb KONy FpynnoBbiX MOANTUK.
Y1068/ Cco34aTb KOlMVKo T pyﬂﬂOBOﬁ TOJINTHKU, BbINOJIHATE CriedyroLlne ﬂeﬁc TBUS.

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BribepuTe YeTpolicTea >
MonuTtuku n npodpunn.

2.B OTKPbIBLLEMCSA CMNCKe rpynnoBbIX MONTUK YCTaHOBUTE cbna>|<0|< pPAA0OM C Ha3BaHEM NONNTUKNA, o4 KOTOpOI7I
Bbl XOTUTE CO34aTb KOMMIO, N HaXXMNTe KOI'II/IpOBaTb.

3. B nogBuBLLEMCSH Jepese rpynn agsMrnHnCcTpupoBaHA Bbl6epI/ITe rpynny, B KOTOpOI\/‘I Bbl XOTTE CO34aTb KOMMo
NOJNINTUKN.

Mo>xHO co3pgaTb HOBYIO Fpynny adMUHNCTPUPOBaHNS, BbiOpaB CyLLECTBYIOLLYIO rpynny 1 Haxkas [Jo6aBnTb
B/IOXXEHHYIO rpynmny.

4. HaxxmunTte Ha kHornky KonupoeaTb.
5. HaxxmunTe Ha kHonky OK, uTo6bl noaTBepanTb onepaumio.

B uenesoli rpynne 6yneT cosnaHa Konvs NOAUTUKL C TeM e nMmeHem. CTaTyc KaXkaol CKOMMPOBaHHON 1n
nepemMeLLLEHHON NONUTVKK B Lienesol rpynne 6yneT HeakTueHa. B nio6oe BpemMs MOXHO M3MEHUTb CTaTyC Ha
AKTUBHa.

Ecnun B LeneBoli rpynne yxe CyLecTByeT NoanTVKa C UMeHeM, COBMagaloL,eM C MMEHEeM HOBOM CO34aHHOWN 1
nepemMeLLEeHHOV MNONUTUKN, K UMEHW HOBOV CO3aHHON U NepeMeLLEHHON NONUTIKN ODaBNsaeTCs NHOEKC
(<nopspkoBbIA HoOMep>), Hanpumep: (1).
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4ocTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

[lepeHOC NoOAUTUKM B OpYrytO rpynny agMUHUCTPUPOBAHNS

B Kaspersky Security Center Web Console n Cloud Console MoxHO nepeHecTv MonnTUKY B APYTYO CRYNNY.
2OMUHUCTPVIROBAHWS.

YT06bI NepeHecTy MONNTYIKY B APYrYIO MYy aAMUHUCTPYPOBAHVS, BbIMOHUTE CIEAYIOLME AeViICTBUS,

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BribepuTe YcTpolicTsa >
Monutnkun n npodunn.

2. B oTKkpbIBLLEMCS CMNCKE FPYMMOBbIX MOAUTUK YCTaHOBUTE GriaXKoK pshoM C HasBaHeM NOMUTUKM, KOTOPY!O Bbl
XOTUTE NMepeHecTn B APYryIo rpynny agMUHUCTPUPOBaHWS, 1 HaxxmuTe MNepemecTuTb.

3. B nosiBrBLUEMCS OepeBe rpynn agMUHUCTPUPOBaHWS BbibepuTe rpynny, Kyaa Bbl XOTUTE NepeMeCcTUTb MNONTHUKY.

MoyHO co3paTb HOBYIO FPyMny agMVHUCTPUPOBaHMS, BoiBpaB CyLLECTBYIOLLYIO Fpynny 1 Haxxas [Jo6aentb
B/TIOXKEHHYIO Fpynmy.

4. HaxxmunTte Ha kHorky MNepemecTuTb.
5. HaxxmuTe Ha kHorky OK, uTobbl moaTBepanTL onepaLmio.

PGSYJ'IbTaT 3aBVNCUT OT CBOICTB Hacnea0BaHMs NOANTUKM:

e Ecnv nonutuka He HacnegoBaniach B ICXOOHOW rpyrnne, oHa 6y,u,eT rnepemMeLlleHa B LLeneByro rpynny.

e Ecnv nonuTrika HacnenoBanack B UCXOOHOM rpynne, oHa He ByaeT nepemMelleHa. BmecTo aToro B LieneBoii
rpynne ByneT cosnaHa Komnms nepemMeLLLaeMoi MOMUTIKNA.

CTaTyc KaXxgol CKONMPOBaHHOW UV NepeMeLLLeHHOM NONUTYIKW B LienieBoi rpynne 6yneT HeakTueHa. B nio6oe
BPEMS MOXHO U3MEHUTb CTaTyC Ha AKTUBHa.

Ecnv B ueneBoii rpynne yxe cylecTByeT NONMTUKa C UMeHeM, COBMafatoLL,eM C MeHeM HOBOV CO34aHHON 1iu
nepeMeLLEeHHOM MNONNTUKM, K UMEHN HOBOI CO3AAHHON U NepeMELLLEHHOM NONNTUKM A06aBNSeTCS NHOEKC
(<nopsiokoBbIi HoMep>), Hanpumep: (1).

CnpaBka Ans 9Toi BepCuin peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKs O peLleHnn JOCTynHa B crnpaeke Kaspersky Secure Mobility
Management 41&.

YnaneHue rpynnoBo MOANTVKY

B Kaspersky Security Center Web Console 1 Cloud Console MOXHO ygansTb rpynnoBble NOANTUKNA.
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MoxkeTe ynansaTb TONbKO MNOANTUKU, KOTOPbIE HE HAacNedyloTCS B TEKYLLEN rpynne agMUHUCTpUpoBaHus. Ecnin
nonmTVKa HacnedyeTCs, ee MOXHO yaanTb TOMbKO B rpyrnne BEPXHEro ypoBHS, AS1s KOTOPOU OHa bbina cosaaHa.

YT06b! ynamTe rpyrnoByto MOUTUKY, BbIMOTHUTE CAEAYIOLME AeVICTBUS:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnu Cloud Console BribepuTe YeTpolicTea >
Monutnkun n npodunn.

2.B OTKPbIBLLEMCSA CMNCKe rpynnoBbIX MONTUK YCTaHOBUTE ¢na>|<0|< PAA0OM C Ha3BaHEM NMONNTUKN, KOTOPYHO Bbl
XOTUTE yoanunTb, N HAOXXMUTE YoannTo.

3. HaxxmunTe Ha kHonky OK, yTo6bl noaTBepanTb onepaumio.

lpynnoBas nonuTtvika OyOeT yoaneHa.

CnpaBka sl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHOpPMaLs O peLleHn JOcTyrnHa B crpaske Kaspersky Secure Mobility
Management 412

OnpepeneHne napaMeTpPOB NONNTUKIA

B aTom paszene onvcaHo, kak 3agaTh napameTpbl nonutuk Kaspersky Security Center ons ynpasneHus
MOBUBbHBIMY YCTPONCTBaAMU.

I'Iapalvleprl NOJNIMTUKN MOXHO 3adaTb Kak npu co3naHuu, Tak 1 npun nsMeHeHun NonnTnKn.

CnpaBka ons aTol Bepcum peLleHnst 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHOpMaLKs O peLleHn JocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.1.

HacTpolika aHTVBUPYCHOW 3auThl

Bbl MOXeTe onpenennTb 3Ty napamMeTpbl NONTUKM TONbKO AN ycTpoicTs Android.

[ns cBoeBpeMeHHOro OBHaPY>KEHS Yrp0s3, BUPYCOB 1 OPYTX BPEOOHOCHbIX MPUIIOXEHUI CrieqyeT HacTPOUTb
MOCTOSIHHYIO 3aLLMTY 1 @BTOMaTUYeCKUiA 3arnyCcK aHTVBUPYCHOM NPOBEPKN.

Kaspersky Endpoint Security ons Android o6Hapy>uBaeT crenytoLLme TUrbl O6beKTOB:
® BUPYCbI, YEPBU, TPOSHCKIME NMPUTOXEHWS, BPELOHOCHBIE YTUNTDI;
® peknamHble MPUTOXEHNS;

® NPUNOXEeHUd, KOTOpble MOryT BbITb NCMONb30BaHbI 310y MbILUNEHHNKaMW 019 HaHeCeHW4g Bpena YCTpOVICTBy nnu
OaHHbIM NoJib30BaTeENS.
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W3-3a TexHnueckmx orpaHnyennii Kaspersky Endpoint Security pns Android He MoxeT npoBepsiTs daiinbl
pasmepowm 2 ['b 1 6onee. Bo Bpems NpoBepku NpuioxeHne nponyckaeT galinbl 60sbLIoro pasmepa n He
YBELOMIISIET O TOM, UTO Takune daiinbl Bblnn NPOMyLLEHDI.

CnpaBka 41sl 9TO BepCcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpMaLs O peLleHn SOcTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTpolika NOCTOSHHOM 3aLMThl

Bbl MoXeTe onpenennTb aTv napamMmeTpbl NONTUKM TONbKO AN ycTpoicTs Android.

YT06bI HACTPOUTL MOCTOSHHYIO 38LUNTY, BbIMO/IHATE CAEAYIOLLNE [AECTBUS:
1. OTKpoTe OKHO CBOMCTB MOMUTUKM:

¢ B rnasHom okHe Kaspersky Security Center Web Console nnu Cloud Console BbibepuTe YeTpolicTea >
Monntnkn n npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOAUTVK BbIBEpUTE NOANTHKY, KOTOPYIO Bbl XOTUTE
HacTpPOWTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Mo6unbHble > YeTpoiicTBa. Bbibepnte MoGUnbHOe yCTPOCTBO, MoANafatoLLLee Noa AeiCTBIE MOMNTIKY,
KOTOPY!IO Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIGEPUTE MNONUTUKY Ha 3aknanke AKTUBHbIE MOAUTUKA 1 MPobuIm
NONUNTUK.

2. B okHe cBolicTB nonuTukiy BoibepuTe MapameTpbl npunoxeHnii > basosag 3awmTa.
3. B paznene AHTUBUpYC HacTpoliTe 3awmTy dainoBol cucTemMbl MOBUIBHOTO YCTPONCTBA:

* YTOObI BK/IIOUMNTb MOCTOSHHYIO 3aLUMTY MOBUIBHOrO YCTPOWCTBA OT Yrpos3, ycTaHoBUTE dpriaxok Bknountb
NMOCTOSIHHYIO 3aLUTy OT BUPYCOB.

* YKaxuTe ypOBEHb 3aLUMThI:

* Yrobbl npunoxerune Kaspersky Endpoint Security ons Android npoBepsiio ToMbKo HOBbIE MPUIIOXEHUS 1
daiinbl n3 nanku 3arpysku, BoibeprTe MNpoBepaTh TONbKO HOBbIE MPUIOXKEHNS.

* YTOObI BK/IIOUNTH PACLUMPEHHYIO 3aLLUTY MOBUIBHOrO YCTPOMCTBA OT Yrpo3, BolbepuTe MNMpoBepaTb Bce
NPUNOXEHNS N KOHTPONMpPOBAaTb AelicTBrA ¢ dpalrinamn.

Kaspersky Endpoint Security ang Android 6yneT npoBepsTb BCe daiisbl, KOTOpbIE Mob30BaTeNb
OTKPbIBAET, USMEHSIET, MEPEMELLAET, KOMMPYET, YCTaHaBIMBAET 1 COXPaHSET Ha YCTPOCTBE, a Takxke
MOBUIIbHBIE MPUIIOXEHUS CPasy MOCIE UX YCTaHOBKN.

Ha ycTpoiicTBax ¢ onepauynoHHoii cuctemoit Android 8.0 v Bbiwe Kaspersky Endpoint Security ons
Android npoBepsieT daiisbl, KOTOpbIE MOMb30BaTENb U3MEHSET, MEePEMELLAeT, YCTaHaBVBaET,
coxpaHseT, a Takxe konuu daiinos. Kaspersky Endpoint Security gns Android He npoBepsieT daiinbl
MPW NX OTKPBITWN, @ TakXXe UCXOAHblE dalisibl NPy KOMUPOBaHNMW.
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* YT06bI BKIIIOUNTL AOMONHUTENBHYIO MPOBEPKY HOBBIX MPUNOXEHUIA A0 X MEPBOro 3amnycka Ha yCTPoicTBe
Momb30BaTeNs C UCMONb30BaHeM obnayHol cryx6bl Kaspersky Security Network, ycTaHoBrTe dnaxok
[ononHuTtenbHasa 3awmTta co ctopoHbl Kaspersky Security Network.

* YT06bI 32610KMPOBaTL PEKNaMHbIe MPOrpamMMbl, KOTOPbIE MOTYT BbITb MCMOMb30BaHbI 3/10YMbILLNIEHHVKaMI
LN9 HAHECEHVs Bpefa yCTPOCTBY UKW AaHHBIM NOMb3oBaTens, ycTaHoBuTe dpnaxok O6HapyxmBaTb
peknamHble NPUNoXeHNs, CpeacTBa aBTOA03BOHA U ApYrve NPUIoXKEHUs, KOTopble MOryT
MCMoNb30BaTbCS 3M10yMbILUNIEHHUKAMU A1 HAHECEHWS Bpeaa YCTPOWMCTBY U AaHHbIM Nosb3oBaTens.

4. B pasgene NapameTpbl aHTUBUpYCa BbiOepuTe AEICTBIE, BbINMOMHIEMOE NPY OBHaPYXXEHUN YTPO3bl:

* YpanuTb U COXpaHNTb pe3epBHYto Konuio ¢aiina B kKapaHTUHe

O6Hapy>xeHHble 06bekTbl OyayT yoaneHsl asTomatnyecku. OT nonb3oBaTtens He TPebyeTcs HUKaKmnx
JononHuTenbHbIX feicTeunii. MNepen ynaneHnem o6bekTa Kaspersky Endpoint Security ons Android cospaeT
pe3epBHYIO KONMio dalina 1 CoOXpaHseT ee B KapaHTUHE.

e Ypanutb

O6Hapy>eHHble 06bekTbl ByayT yaaneHbl asTomaTndecku. OT nonb3oBaTens He TPebyeTCs HUKaKNX
nononHuTenbHbIx aencTauii. MNepen yaaneHnem Kaspersky Endpoint Security ans Android otobpasut
BpPEMEHHOE yBefoMIieHe 06 0BHapyxeHn obbekTa.

e [lponycTutb

Ecnn obHapy>eHHble 06bekTbl Bbin nponyLueHsl, Kaspersky Endpoint Security ans Android
npepynpexaaeT nonb3osaTens o Npobremax B 3alLmTe ycTpoincTaa. [is kaxaoi NponyLL,eHHON yrpo3bl
npviBeAeHbl AeiCTBUS, KOTOPbIE MOXET BbINOIHWTL MONb30BaTeNb A1 ee YCTpaHeHus. Cnncok
NPOMYLLEHHbIX OO BEKTOB MOXET U3MEHNTLCS, HANPUMEP, ECIN BPEAOHOCHbIA daiin Obin yaaneH unm
nepemeLLeH. YTobbl NoNy4YnTb akTyaslbHbIli CIMCOK Yrpo3, 3arycTuTe NOSHYIO NPOBEPKY YCTPONCTBA.
[ns HageXXHO 3aLwmThl BalVX AaHHbIX YCTPaHUTe BCe OBHapY>KEHHbIE O6BbEKTHI.

5. HaxxmuTte Ha KHOMKY Coxpava:, yTObHI COXpPaHUTb N3MEHEHNYS, BHECEHHbIE B MOJINTUIKY, N 3aKPbITb OKHO
CBOWCTB MOSNTUKMA.

MapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCIE OYEPENHON CUHXPOHN3aLMN yCTPOCTBa C
Kaspersky Security Center.

CnipaBka Ans 9Toi BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.1%.

HacTpoika aBToMaTnyeCckoro 3anycka aHTUBUPYCHON MPOBEPKM
MOBWUIIBHOIO YCTPOWCTBA

Bbl MoXeTe onpenennTb 3Tv NapamMeTpbl NOANTUKM TONbKO AN ycTpoicTs Android.

YT06bI HACTPOUTE GBTOMATUHYECKIY 38ITYCK GHTUBYPYCHOVI MPOBEPKY MOBUILHOIO yCTPOVICTBE, BbIMOTHATE
crenyroLme AevicTBuS:
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1. OTKpOiTe OKHO CBOMCTB MOMNUTUKM:

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoiicTea >
Monutrku n npodnnn. B oTKpbIBLLEMCS CNICKE rPYNMOBbIX MONTUK BbIGEpUTE MOMNTIKY, KOTOPYIO Bbl XOTUTE
HaCcTPOUTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTte YcTpolicTea >
Mo6unbHsble > YcTpolicTBa. Beibepute MobunibHOe yCTPONCTBO, NoanaaatoLlee nog AeicTamne nonmTuki,
KOTOPY!O Bbl XOTUTE HACTPOUTb, @ 3aTeM BbibepuTe NONMTYKY Ha 3aknaake AKTUBHbIE NOANTUKA 1 Npodunm
NONNTUK.

2. B okHe cBolicTB nonuTukn BoibepuTe MNapameTpbl npunoxeHuii > basosag 3awumTa.

3. YTobbI 326M10KMPOBaTL PeEKSIaMHbIE MPOrPamMMbl, KOTOPbIE MOTYT 6bITb MCMOMb30BaHbI 310YMbILLIEHHVKAMN O
HaHeCeHVa Bpefa yCTPONCTBY U JaHHbIM NMonb3oBaTens, ycTaHoBuTe dnaxok O6Hapy>KrBaTb pekiamMHblie
ApunoXeHuqd, cpeacTtea aBToA03BOHA U Aapyrme npuioXxeHud, KoTopble MOryT NCnosb3oBaTbCq
3noyMbilWNeHHKamMun gng HaHeceHuqa Bpeaa yCTpOI7ICTBy 1 gaHHbIM Nosib3oBaTesid B pasnene I'IpOBepKa
yCTpOWCTBaA.

4. B cniucke OelicTBre npy o6Hapy>XeHUn Yrpo3bl BbIOepuUTe OAVH U3 CreayoLLMX BapUaHTOB:

* YpanuTb U COXpaHNTb pe3epBHYto Konuio ¢aiina B KapaHTUHe

O6Hapy>xeHHble 06bekTbl bynyT yaaneHbl asTomaTndecku. OT nonb3oBaTens He TPebyeTCs HUKaKNX
JOMONHNTENbHBIX AencTBuiA. [Nepen yoaneHnem obbekTa Kaspersky Endpoint Security ons Android cospaeT
pesepBHYto Konuio dalina 1 CoOXxpaHseT ee B KapaHTUHe.

e Ypanutb

O6Hapy>keHHble 06bekTbl ByayT yoaneHbsl asToMmaTndecku. OT nonb3oBaTtens He TpebyeTcs HUKaKmnx
LononHuTenbHbIx fecTeuii. MNepen yonaneHnem Kaspersky Endpoint Security ons Android otobpasnT
BpPEeMeHHOoe yYBeloOMIieHe 06 0BHapy>XeHU obbekTa.

e [lponycTutb

Ecnn obHapy>eHHble 06bekTbl Bbin nponyLieHsl, Kaspersky Endpoint Security ans Android
npenynpexaaeT nonb3oBaTens o npobnemMax B 3awwyTe ycTpolicTsa. [ Kax Ao NponyLLEeHHON yrpo3abl
npuBeAeHbl AECTBIS, KOTOPbIE MOXET BbIMOHNTL NONb30BaTesNb 4S9 ee ycTpaHeHns. Cnncok
MPOMYLLEHHbIX OO BEKTOB MOXET U3MEHNTLCS, HAaNPUMEP, ECIIN BPEAOHOCHbI daiin Obin yoaneH unm
nepemeLLeH. YTobbl MoNy4nTb akTyaslbHbIli CIMCOK YrpO3, 3arycTrTe NOSHYIO NPOBEPKY YCTPONCTBA.
[ns HageXXHO 3awmThl BalWVX AaHHbIX YCTPaHUTE BCe OBHapY>KEHHbIE OOBEKTHI.

e 3anpocuTb pelicTeue

Mpwrnoxerune Kaspersky Endpoint Security ang Android BelBoauT yBEOOMMEHNE, B KOTOPOM MO/b30BaTENtO
npennaraeTcs BolbpaTh AeliCTBME Hap 0BHapykeHHbIM 06bekToM: MponycTuTb NN YaanuThb.

BapuraHT 3anpocuTb AeicTBUE NO3BONSET NMONb30BaTENO YCTPOWNCTBA MNPY OBHAPYKEHMN HECKOIBKUX
O0BBEKTOB NMPUMEHUTb BbIBpaHHOE AeNCTBIME K Kaxxgomy daliny ¢ momMoLLbio dnaxka NpumeHuTb ko Bcem
yrposam.
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[ns oTobparkeHrs yBeLOMNEHNs Ha MOBUIbHBIX YCTPOMCTBaX NOA, yrpaBieHem onepaLioHHOM
cucTtembl Android Bepcium 10.0 v Bbiwe Kaspersky Endpoint Security onst Android nomkeH 6b1Tb
YCTaHOBIEH B kauecTBe cnyx6bl CrieumanbHbix BoamoxHocTeln. Kaspersky Endpoint Security ans
Android npepnaraeT nonb3oBaTesNio YCTaHOBUTb NPUIIOXEHVE B kKadyecTse cny>6bl CrieumanbHbix
BO3MOXHOCTEN BO BpeMs paboTbl MacTepa nepBoHaYanbHOM HacTpoliky. [Nonb3oBaTenb MoXeT
MPOMyCTWUTb STOT LUar UAn BbIK/IOUMTL CIy>6Y B MapameTpax ycTpoicTea nosaHee. B stom cnyvae
Kaspersky Endpoint Security onst Android BelBogMT cucTeMHoe okHo Android, B KOTOPOM MoMb30BaTesto
npennaraeTcs BolOpaTh AeNCTBUE Haf OBHaPYXXeHHbIM 06bekToM: [ponycTuTb v YoanuTs. YTobbl
NPVYIMEHNTb OeNCTBME K HECKOMbKM 06 bekTam Hy>xxHO oTkpoiiTe Kaspersky Endpoint Security.

5. B paspene MNpoBepka no pacnmcaHuio MOXHO HaCTPOVTb aBTOMAaTMYECKYIO MOSHYIO MPoBepKy dalinosoli
CUCTEMbI YCTPOWCTBA.

Bb|6ep|/|Te OOVNH N3 Cnefyownx BapnaHToB:

e BbikntoyeHa

MpoBepka daiinoBoli CUCTEMbI YCTPOCTBA He 3aryCcKaeTcs aBTOMaTUYECK M.

¢ Mocne obHoBNEeHUs 6a3

daiinoBas cMcTema yCcTpoicTBa OyAeT NpoBepATLCS aBTOMAaTUYECKM NPY KaXXAO0M OBHOBNEHU
aHTVBUPYCHbIX 6a3.

e Pa3 B aeHb
dalinoBas cucTema ycTpoicTBa ByOeT NPOBEPATLCS aBTOMAaTUUYECKIN KaX bl LEHb.

|_|pl/l Bbl60pe 3TOro BapmaHTa MOXHO TakXe yKa3aTb BpeMd NMNpOBEpPKN B nosie BpeMSI 3anycka.

e E)xeHepenbHoO no
®dalinoBas cucTema ycTpolicTBa ByaeT NPOBEPATLCH aBTOMaTUYECKN OANH Pa3 B HELETHO.

[Npwv BEIGOPE 3TOrO BapmaHTa B packpblBatOLLEMCS CMINCKE MOXHO Takxke BblopaTb AeHb Hepenu, koraa oynet
3anyckaTbC¥ NPOBEPKa, 1 YkasaTb NPOBEPKX B None Bpems 3anycka.

Ha Android 12 nnn 6onee nosnHern Bepcum NPUIOXeEHE MOXET BbINOMHNTL 3Ty 3a4ayy Nnosxe, Yem ykasaHo,
€CIIN YCTPOMCTBO HaXOAUTCS B pexXuMe 9KOHOMUMN 3apsiha baTapew.

6. Haxxmute Ha KHOMKY COXpaHI/ITb, yTObHI COXpPaHNTb NSMEHEHNH, BHECEHHbIE B MOJINTUKY, N 3aKPblITb OKHO
CBOWCTB MOSINTUKMA.

MapameTpbl Ha MOBUBHOM YCTPOUCTBE ByOyT HACTPOEHBI MOCE OYEPEOHON CYHXPOHN3aLMN YCTPOCTBA C
Kaspersky Security Center.

CrpaBka Ons 3Tol BEpCUM peLLeHs 6onblle He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopmMaLwms o peLleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

HacTpoiika 0bHOBNEHNS aHTUBMPYCHBIX 6a3

Bbl MOXeTe onpenennTb 3TV NapamMeTpbl MOANTUKN TONMbKO Ans ycTpolicTe Android.
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Y106bI HACTPOUTE OOHOB/IEHNS GHTUBYPYCHbIX 683, BbIMNOHATE C/EAYIOLUNE [AEVICTBUS:
1. OTKpoOITe OKHO CBOMCTB NOMUTUKM:

* B rnasHom okHe Kaspersky Security Center Web Console nnn Cloud Console Beibepute YeTpolicTsa >
Monutnkmn n npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOAUTVK BbIBepUTe NOANTHKY, KOTOPYIO Bbl XOTUTE
HaCTPOUTb.

¢ B rnasHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoiicTea >
Mo6unbHble > YeTpoiicTBa. Bbibepute MobUnbHOe yCTPOICTBO, MoANafatoLLLee Noa AeiCTBIE NMOMNTIKY,
KOTOPY!IO Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIGEPUTE MNONUTUKY Ha 3aknanke AKTUBHbIE MOAUTUKA 1 MPobuUIm
NONNTUK.

2. B okHe cBolicTB nonuTuky BoibepuTe MapameTpbl npunoxeHnii > O6HoBneHue 6as.

3. B paznene O6HoBneHne 6a3 HacTpoOliTe pacnuncaHe aBToMaTN4Yeckoro obHOBMEHNS 6a3 Ha ycTpolicTee
nonb3oBaTens.

Bb|6ep|/|Te OOVNH N3 Cnenyownx BapnaHToB:

e BbiknouyeHo

ABToMaTN4Yeckoe 0BHOBNEHE aHTUBMPYCHbIX 6a3 OTKIIIOUEHO.

* Pas B pgeHb
O6HoBMEHVE aHTUBUPYCHbIX 6a3 BbINOHAETCS KaXapli AeHb.

|-|pVI Bbl60pe 9TOro BapmaHTa MOXXHO TakXXe yKa3aTb BPpeEM4SA OBHOBEHVS B none BpeMﬂ o6HOBNEHUS.

e Pas B Hepenio
O6HoBMEHVE aHTVBUPYCHbIX 6a3 BbINOHAETCS pas B HEAESO.

|-|pVI Bbl60pe 9TOro BapmaHTa MOXXHO TakXXe yKa3aTb BPpeEM4SA 06HOBMNEHVS B nose BpeMﬂ o6HOBREHNS U AeHb
Hepennm, korga 6y,u,eT 3anyckaTbC4 obHoBNEHVE, B packpbiBatoOLLLEMC4H CrCKe ,D,eHb Hepenn.

Ha Android 12 nnn 6onee nospHen Bepcu MPUIoXKeHNe MOXET BbIMOMHUTL 3Ty 3agady Mosxe, YeM ykasaHo,
€C/N YCTPONCTBO HaXxoaMTCs B pEXUME SKOHOMUY 3apsaa baTapeu.

4. B pasgene NicTouHnk o6HOBREHMIN 6a3 yKaxxnTe NCTOYHNK OBHOBREHN, 13 koToporo Kaspersky Endpoint
Security ons Android 6yaeT nonyyaTb 1 yCTaHaBMBaTb OBGHOBNEHNS aHTVBMPYCHbBIX 6a3 MPUITOXEHMS:

e Cepsepsbl "JlabopaTopum Kacnepckoro”

Kaspersky Endpoint Security ons Android ncnonsayeT cepsep obHoBneHwin "JlabopaTopumn Kacnepckoro” B
KauecTBe NCTOYHMKa OBHOBNEHNI 419 3arpy3Kn aHTVBUPYCHBIX 6a3 Ha YCTPOMCTBO NoMb30BaTeNs.

e CepBep agMVHUCTPUPOBaHUS

[ocTyneH Tonbko npu ncrnonb3osaHum Kaspersky Security Center Web Console.

Kaspersky Endpoint Security ons Android ncnonbayeT xpaHunmwie CepBepa agMMHUCTpUpoBaHns Kaspersky
Security Center B ka4yecTBe MCTOYHVIKA OBHOBNEHNIA A1 3arpy3Ku aHTUBMPYCHbBIX 633 Ha YCTPOCTBO
nonb3oBaTens.

e [pyroi NCTOUHNK
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Kaspersky Endpoint Security ons Android ncnonb3yeT CTOPOHHWI CepBep B Ka4eCTBE NCTOYHMKA
OBHOBNEHWIA ANg 3arpy3ki aHTUBUPYCHBIX 6a3 Ha YCTPONCTBO Nob3oBaTens.

MNpw BbIBOpe aToro BapuaHTa ykaxuTe agpec HT TP-cepsepa B none Vcnonb3oBaTb apyroii cepeep B
KayecTBe UCTOYHNKA OOHOBNEHWIA aHTUBMPYCHbIX 6a3.

5. Yto6bl npunoxerve Kaspersky Endpoint Security ans Android 3arpy>xano obHOBNEHNS aHTUBKPYCHbBIX 6a3 Nno
3af@aHHOMY pacrnvcaHuio, Koraa yCTPOWCTBO Nonb3oBaTeNs HaXOANTCS B POYMUHre, B pasaene Paspelwatb
obHoeneHne 6a3 B poymuHre yctaHosuTe dnaxok O6HOBNEHNE aHTUBUPYCHBIX 6a3 B pOyYMUHre.

6. HaxkmuTe Ha kHorky CoxpaHUTb, UTOObl COXPaHUTb N3MEHEHMS, BHECEHHBIE B MOMUTUKY, U 38KPbITb OKHO
CBOWCTB MOSNTUKI.

MapameTpbl Ha MOBUNBHOM YCTPOUCTBE ByOyT HACTPOEHbI NMOC/E OYEePedHON CYHXPOHN3aLUMN YCTPOCTBA C
Kaspersky Security Center.

DYHKLMOHaNbHOCTb OBHOBNEHWI (BKNtOUYasi OBHOBIEHNS aHTUBUPYCHbIX CUMHATYP 11 OBHOBNEHWS KOLOBOW
6a3bl), a Takxke pyHkumoHansHocTb KSN 6yanyT HefocTynHbl B pelleHnn Ha Tepputopum CLLA ¢ 12:00 AM no
BocTouHOMY nieTHemy BpemeHu (EDT) 10 ceHTabps 2024 ropa B COOTBETCTBUM C OrPaHNYUTENIbHBIMU MEPamMU.

CnipaBka An1s 9TO BEPCUN peLleHns Bosblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

3apaHre napameTpoB pPas3bloKNPOBKM YCTPONCTBA

Bbl MOXeTe onpenennTb 3TV NapamMeTpbl MOANTUKN TONbKO Ans ycTpolicTe Android.

[ns obecneyeHns 6e3onacHOCTV MOBUIBHOMO YCTPOCTBa HACTPOWTE NCMONb30BaHKE Naposis, KOTOPbIN
3anpalLnBaeTCs NMpw BbIXOL4E YCTPOWCTBA U3 CMSLLErO PeXMMa.

Bbl MOXeTe YCTaHOBUTb OrpaHnyeHrst Npu paboTe nonb3oBaTens C YCTPOWCTBOM, EC Naporib Pa3brnoKMpoBKA
HEeLLOCTaTOYHO CMOXHbIV (HanpuMep, 3ab510KMPOBaTh YCTPONCTBO). Bbl MOXeTe YyCTaHOBUTL OrpaHnYeHns C
MOMOLLLbIO KOMMOHeHTa KOHTROMb COOTBETCTBUS.

Ha HekoTopbix Samsung-ycTpolicTBax NMof, ynpasneHnem onepauroHHoin cuctembl Android 7.0 v Bbille npu NonbiTke
Mosnb30BaTeNs HAaCTPOVTL HEMOLAAEPXKMBaEMblE CMOCOObI Pa3bIoKNPOBKM YCTPOCTBa (HanpumMep, rpadpuyeckinli
napo’ib) YCTPONCTBO MOXET BblTb 3aBM10KMPOBAHO, ECIV BbIMOMHEHDBI CMELYIOLLE YCMNOBUS: BKIOYEHa 3allTa
Kaspersky Endpoint Security nng Android oT ynaneHus 1 3afiaHbl TReO0BaHWS K HAAEXKHOCTM Naposs
pasbnoknpoBkK akpaHa. [Ins pasbnoknpoBKkn yCTpolicTBa TpebyeTCs OTNPaBUTb Ha YCTPOMCTBO CrieLanbHyio
KOMaHgy.

YT06bI HACTPOUTL HAAEXKHOCTb MaPOIIS Pa3bI0KUPOBKI yCTPOVICTBE, BLINOIHUTE CAEAYIOLUME AEVICTBUS:
1. OTKpOliTE OKHO CBONCTB MOMNTUKMA:

e B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoliicTea >
MonuTtukun n npodunun. B oTKpbIBLLEMCS CACKE rPYMNOBbIX MOMNTYK BbIGEPUTE NONTIKY, KOTOPYIO Bbl XOTUTE
HacTpOUTb.
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¢ B rnaBHom okHe Kaspersky Security Center Web Console nnm Cloud Console BbibepuTte YecTpolicTea >
Mo6unbHsble > YcTpolicTBa. Beibepute MobunibHOe yCTPONCTBO, NoanaaatoLlee nog AencTamne nonmTnki,
KOTOPY!O Bbl XOTUTE HACTPOUTb, @ 3aTeM BbibepuTe NONMTYKY Ha 3aknaake AKTUBHbIE NOANTUKA 1 Npodunu
NONNTUK.

2. B okHe cBolicTB nonuTuku BoibepuTe MNapameTpbl npunoxxeHuii > basosag 3awumTa.

3. YTOBbI NPUNOXEHVE MNPOBEPSNO HanM4mne Napons pa3bnokMPoBKY, B pasaene 3awmTa naposem ycTaHoBMTe
¢dnaxok TpeboBaTb ycTaHOBWTbL NAponb pa3bnokMpoBKM aKpaHa.

Ecnun npunoxeHne oBHapy>XUT, YTO Naposb Ha YCTPOMCTBE He 3a[iaH, MoMb30BaTesio NOTPebyeTcs ykasaTb ero.
[MNaposb ykasblBaeTCcs C y4eTOM NapamMeTpOB, 3a4aHHbIX aAMUHUCTPATOPOM.

4. YKaxuTe MUHMasbHOE KONMYeCTBO CUMBOJIOB B Maposie Nonb3oBaTens.
Bo3amoyxHble 3HaueHuns: oT 4 go 16 cumBoIoB.

[No ymonyaHmio mapornb Nonb3oBaTens COAepPXUT 4 cMMBONa.

Ha ycTtpolicteax nog ynpasneHnem Android 10.0 n Boiwe Kaspersky Endpoint Security npusoguT
TpeboBaHUS HAOEXHOCTM Maposs K OOHOMY U3 CUCTEMHbIX 3HAUEHWIA: CPEAHWIA UM BbICOKNIA.

3HaueHns ons ycTpoiicTs nog ynpasneHnem Android 10.0 v BbiLe onpeaenstoTCs Mo CremyoLyM NpaBuiam:

e Ecnn Tpebyemas nnviHa napons cocTasnsgeT oT 180 4 CMMBOSIOB, MPUIOXEHWE NpeasiaraeT Nob30BaTeNto
YCTaHOBUTb MNaposib cpeaHein HagexHocTy. OH fomkeH 6biTb Mo undposbiM (PIN-kon) 6e3
MOBTOPSHOLLMXCS VN YNOPSAL0UEHHbBIX MOcnefoBaTenbHocTel (Hanpumep, 1234), nnbo ByKkBeHHO-LIMbPOBbIM.
PIN-kon nnun naposnb BOMKHbI COCTOSATb HE MEeHee YeM 13 4 CMBOSIOB.

e Ecnun Tpebyemas AnvHa napons cCocTaBnseT He MeHee 5 CMBOSIOB, MPUIOXEHVE NpeaiaraeT Nob3oBaTento
YCTaHOBWTb Maposib BbICOKON HanexHocTW. OH gomkeH bbb Mnbo umdposbiM (PIN-kon) 6e3
MOBTOPSHOLLMXCS UIIN YNOPSLOUEHHbBIX MOcnefoBaTelbHocTel, 6o BykBeHHO-LdbpoBbiM (Mapornb). PIN-kog,
LOIKEH COCTOSATb HE MeHee YeM 13 8 Ldp; Naporb JOMKEH COCTOATb HE MeHee YeM 13 6 CYIMBOJSIOB.

5. Ecnv Bbl xOTUTE, UTOOBI Y MONb3oBaTens Obinia BO3MOXHOCTb UCMOMb30BaTh OTNeYaTKy NanbLeB As
Pa3broKMPOBKM aKpaHa, yCTaHOBUTE Gpriaxkok PaspelumnTb ucnonb3oBaHue oTrnevaTkos nansues (ons
ycTpolicTe ¢ Android 9 n HMxe). Ecrniv naponb pasbrokmpoBki He COOTBETCTBYET TpeboBaHNSIM
KopropaTuBHOM 6e30MacHOCTU, UCMOb30BaTh CKaHep OTMNeYaTKoB NasbLEB A5 pa3brokMpOBKY aKpaHa
HEBO3MOXHO.

Ha ycTpolictsax nog ynpasneHnem Android 10.0 v BbiLe ncnonb3oBaHWe oTrevaTka nanbLa ans
pPa3bnoKMPOBKN 3KpaHa He NoaaepPXKBaeTCs.

Kaspersky Endpoint Security ons Android He orpaHuyBaeT NCMNOMb30BaHWe CkaHepa OTrNeYaTKOB NasbLEeB
LS BXO[a B MPUIOXEHWNS U MOATBEPXAEHMS MOKYMOK.

Ha HekoTopbix Samsung-ycTpoiCcTBax HEBO3MOXHO 3arnpeTuTb UCMONb30BaHKEe OTMNeYaTKoB NanbLeB s
pPa3boKNPOBKYM aKpaHa.

Tak>e Ha HEKOTOPbIX Samsung-yCTPONCTBaxX MPY HECOOTBETCTBUM NMapPONs Pa3bioKNPOBKM TPEOOBaHNUSAM
KopropaTuBHoli 6esonacHocTu Kaspersky Endpoint Security oas Android He 3anpellaeT ncrnosnb3oBaHne
OTMeYaTKOB MNasbLeB A1 pasbnokMpoBKN aKpaHa.
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MNMocne nobasneHns oTneyaTka nanbLia B HACTPOWikax YCTPOCTBa NOMb30BaTENb MOXET pa3bnokMpoBaTh aKpaH
crnegyoLlwyMmn cnocobamu:

® MPUNOXWTb Narnew, K CKaHepy OTNeYaTkoB — OCHOBHOM CMOCO6;
® BBECTM Naposib Pas3bIoKNPOBKM — Pe3epBHbIii crnocob.

6. HaxkmuTe Ha kHorky CoxpaHUTb, YTOObl COXPaHUTb N3MEHEHWS, BHECEHHBIE B MOMUTUKY, U 3aKPbITb OKHO
CBOWCTB MOSANTUKI.

MapameTpbl Ha MOBUNBHOM YCTPOUCTBE ByOyT HACTPOEHbI NMOCE OYEPEenHON CYHXPOHN3aLMN YCTPOCTBA C
Kaspersky Security Center.

CnipaBka o115 3Toi BEPCUN peLLeHns Borblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO

nHpopmaLmio. AkTyanbHas MHopMaLKs O peLleHn JocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

HacTtpolika 3awmTbl AaHHbIX NPV NOoTepe UK Kpaxke yCTpoMCTBa

Bbl MOXeTe onpenennTb 3TV NapamMeTpbl NOANTUKM TONbKO AN ycTpoicTs Android.

[ns 3awmTbl KOPHOPATMBHBIX AAHHBIX B CllyYae NOTepy U KPaxxu MOBUIIbHOrO YCTPOMCTBa HEOBXOAMMO
HacCTPOUTb 3aLLUMTY OT HECaHKLMIOHNPOBAHHOrO AOCTYMa.

[ns 3awmTbl faHHBIX Ha YKpaaeHHOM Ui yTepsiHHOM ycTpoicTse npunoxeHne Kaspersky Endpoint Security
ans Android fomKHO BbITb YCTaHOBNEHO B kavecTBe ciyx6bl CrheumanbHbix BO3MoxHocTein. Kaspersky
Endpoint Security nns Android npegnaraeT nonb3oBaTesnto YCTaHOBUTL MPUTOXKEHVE B KaUeCTBe CIy>KObl
CneupanbHbiX BO3MOXHOCTEN BO BpeMs paboTbl MacTepa NepBoHaYarnbHOM HacTPoKu. [Tonb3oBaTenb MOXeT
MPONyCTUTL 3TOT LUAr UKW BbIKIIOUMTL CIYX6Y B MapamMeTpax yCTPONCTBa NO3aHee.

YT06bI HACTPOUTB 3ALUNTY AEHHBIX TPV MOTEPE WU/ KPEXe yCTPOUCTBE, BbIMOIHATE CEAYIOLUNE AECTBUS

1. OTKpoTe OKHO CBOMCTB MOMUTUKM:

* B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Beibepute YeTpolicTsa >
Monutukn n I'IpOd)I/I.HI/I. B OTKPbIBLUEMCYH CMCKE rpynnoBbIX NONNTUNK Bbl6epVITe NOJINTUKY, KOTOPYHO Bbl XOTUTE
HaCcTPOUTb.

e B rnasHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Mo6unbHble > YeTpoiicTBa. Bbibepute MoGUnbHOe yCTPOCTBO, MoANafatoLLLee Noa AeiCTBIE NMOMNTIKY,
KOTOPY!IO Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIGEPUTE MNONUTUKY Ha 3aknanke AKTUBHbIE MOAUTUKA 1 Mpobuam
NONNTUK.

2. B okHe cBolicTB nonuTuky BoibepuTe MapameTpbl npunoxeHnii > basosag 3awmTa.
3. B paspene AHTu-Bop HacTpoiiTe 61OKMPOBKY yCTPOCTBA:

* YkaxuTe KONM4yecTBO CMMBOSIOB B KOAE Pa3bioKMPOBKU.
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* YKaxuTe TEKCT, OToOBpaXkaeMblii, eCNn YCTPONCTBO 3ab10KMPOBaHO.

4. Haxxmute Ha KHorky CoxpaHuTb, YTOObI COXPaHUTb U3MEHEHWS, BHECEHHbIE B MONINTUKY, 1 3aKPbITb OKHO
CBOWCTB MONNTUKI.

MapameTpbl Ha MOBUIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEPEnHOW CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn SOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTpoiika KOHTPONS NPUIOXEHNIA

Bbl MOXeTe onpenennTb 3TV NapamMeTpPbl MOANTUKN TONbKO Ans ycTporicTe Android.

KoHTposb rpunoxeHnri — NpoBepka yCTaHOBEHHbIX Ha MOBWIbHOE YCTPONCTBO NPUSIOXEHWIA Ha COOTBETCTBIE
TpeboBaHNsaM kKopriopaTuBHol 6e3onacHocT. AoMuHucTpaTop cospaeT B Kaspersky Security Center cnivickm
paspeLUeHHbIX, 3amnpeLLLEHHbIX, 0653aTenbHbIX Y PEKOMEHAOBaHHbIX MPUIOXEHWIN B COOTBETCTBUM C TPeboBaHUSMY
KopnopaTuBHoO BeaonacHocT. B pesynbraTe paboTbl KoHTpons npunoxennii Kaspersky Endpoint Security
NPEenIoXNT NONb30BaTESNO YCTAaHOBUTL 0Bs3aTeNbHbIE N PEKOMEHA0BaHHBIE MPUMOXEHNS, @ TakxKe yaanuTb
3anpeLueHHble. 3anyCcTUTb 3anpeLleHHble MPUNOXEHNS Ha MOBUIBHOM YCTPOWCTBE NONb30BaTENS HEBO3MOXHO.

B Kaspersky Security Center Web Console n Cloud Console MOXHO ynpaBnsaTb MPUIOXEHNSIMA Ha YCTPONCTBaxX
nonb3oBaTeneil, NpYMeHsIs 3aaaHHble 3apaHee npasuia. KOHTponb NpunoXeHuii No3BonseT HaCTPOUTb ABa Tuna
NPaBWUIT: 471 MPUIOXEHWIA 1 AN KAaTEropuiA.

MpaBuno ang NpUIoXeHNA NPUMEHSETCS K ONPeaeneHHOMY npunoxeHunto, a MNpaeuno ang kateropuii
NPUMEHSIETCS KO BCEM MPUNOXEHNSM U3 3apaHee onpeeneHHon kateropum. Kateropum npunoxeHuii
onpegenstoTcs crneuvanmctamm "Jlabopatopum Kacnepckoro'.

YT06bI HacTpouTs KOHTPOIb MpUIoxXeHnH, BbiNoHATE CEAYIOLUNE AEVICTBUS:
1. OTKpOiTe OKHO CBOCTB MOMNTUKM:
e B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Monutnkm n npodunun. B oTKpbIBLLEMCS CMINCKE IPYMMNOBbIX MOAUTYK BbIBEpUTE NONNTHKY, KOTOPYHO Bbl XOTUTE

HaCTPOWTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnm Cloud Console BbibepuTe YcTpolicTea >
Mo6wunbHble > YcTpolicTBa. Beibepute MobuibHOE yCTPOMCTBO, NognafaroLLee nog, AelicTBUE NMOANTIYIKNA,
KOTOPYIO Bbl XOTUTE HACTPOWUTb, @ 3aTEM BbIOEpUTE NOANTIKY Ha 3aknanke AKTUBHbIE MOAUTUKN 1 Npodnm
NonnTuK.

2. Ha cTpaHuue cBoicTs nonuTukm BeibeprTe MapameTpbl npunoxeHuii > KoHTponb 6esonacHocTu.

3. B Tabnuue B paspene KoHTponb npunoxeHuii fob6aBbTe Npasuna, onpenensiowye KOHTponmpyemble
NPUNOXEHUS.

* YTOObI D,O6aBI/ITb npaBuno ang onpeneneHHoro npuioXXeHnd:
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a. B Tabnuue BoibeprTe NyHKT [MpaBuno ans npuioXxeHuia.

b. B otkpbiBLIEMcs okHe MpaBrno ans nprunoXxeHuia BbibepuTe feicTBIE, BbINOMHIEMOe Haf,
MPWAOXEHNSMI, Ha KOTOPbIE PacClPOCTPaHAETCS CO3haHHOe NPaBnIo.

c. YkaxuTe NpunoxeHne, Ha Kotopoe ByaeT pacnpocTpaHITbCS NPaBusio, 3anonHme nons Ccbinka Ha
VHCTannsuMoHHbI nakeT (Hanpumep, https://play.google.com/store/apps/details?
id=com.kaspersky.kes), HasBaHue naketa (Hanpumep, katana.facebook.com) n HazsaHue
NPUNOXKEHWS.

d. Haxxmute Ha kHonky CoxpaHuTb.
MNpaBuno 6yaneT nobaBneHo B CNMCOK NpaBuil KOMNoHeHTa KOHTponb NpunoXeHuii.
* YTOObI O6ABNTL NPaBUIO AJ19 KAaTErOPUN NPUIIOXKEHWIA:
a. B Tabnuue B paspene KoHTponb npunosxenuii Bbibepute nyHKT MNpaBnno ang kateropuii.

b. B oTkpbiBLUEMCS OKHe MpaBuno pns kaTeropuii BoibepuTe KaTeropuito MPUNOXeHNs 13
pacKpbIBalOLLLEroCs Crimcka.

MprnoxeHus, oTHocsLMeCs K BbIbpaHHOM kaTeropuu, 6yayT noananaTh Noa AeliCTBUE CO3[0aHHOMO
npaswuna.

c. B paspene Pexxum paboTbl BbiOepuTe AeliCTBIE, BbIMOMHIEMOE MpK NonbITke 3amnycka noboro
MPUNOXEHNS N3 BbIBpaHHOM kaTeropu: 3anpeLueHHble NpunoXeHns i PaspelueHHbie npunoXeHus.

d. Mpu HeoBxoaMmocTu 3anonHKTe none JononHUTENbHbI KOMMEHTapUiA, oTobparkaemblii Ha
yCTpolicTBe nonb3oBaTens Npy o6Hapy>XeHN NPUIoXKeHUs YKa3aHHOI KaTeropun.

e. Haxxmunte Ha kHonky CoxpaHuTb.
Mpasuno 6yaeT Aob6aBneHo B CNMCOK NpaBus KOMMoHeHTa KOHTponb NpUnoXeHuiA.

4.B pasnene ﬂeﬁCTBMﬂ C 3anpeuieHHbIMU NPpUIoXXeHnamm Bbl6epVITe OeNCTBue, BbINOTHIEMOE Haf,
3arnpeLLeHHbIMU MPUIOXEHUAMN:

e Yt06bI Kaspersky Endpoint Security onst Android 61okmpoBan 3anyck 3anpeLleHHbIX NPUIoXeHi Ha
MOBWbHOM YCTPOICTBE Nonb3oBaTens, BbibeprTe BnoknpoeaTb 3anyck NpunoXXeHWiA.

¢ Yt06bI Kaspersky Endpoint Security ana Android oTnpasnsn gaHHbIE O 3anpPeLLeHHbIX MPUIOXKEHNSX B
XYpHan cobbITuii, He BokMpys nx, BolbeprTe He 6rnokupoBaTh 3anpeLueHHble NPUNOXKEHUS, TONbKO
coobLwaTb.

5. B pasnene Pexum paboTbl BoibepurTe, Kakune NpunoxeHns OyayT onpeaeneHsl 4o6aBnseMbiMy Npasunamu:
paspeLLeHHble NN 3anpeLLeHHbIe.

e YTOObI NpaBunia onpenensny, Kakmue NpUIoXeHNs paspeLleHbl, BoibeprTe 3anpeLLeHHble NPUIOXEHUS.

Ytobbl Kaspersky Endpoint Security nns Android 6nokmpoBan 3anyck CUCTEMHbIX MPUTOXEHNI Ha
MOBUIbHOM yCTpONCTBe nonb3osaTens (Hanpumep, Kanennaps, Kamepa, HacTpoiikn) B pexumve
3anpeLueHHble NPUNOXeEHUS, ycTaHoBUTE dpriaxkok BrnokupoBaTe CUCTEMHbIE MPUIOXEHUS.

CneupmanucTesl "TlabopaTtopun Kacnepckoro” He pekoMeHayoT BIIOKMPOBaTh CUCTEMHBIE MPUIOXEHWS,
TaK Kak 3TO MOXeET npuBecT K cbosiM B paboTe ycTpolicTaa.

® YTOObI npasuna onpenendnn, Kakme rnpuiioXXeHnsd 3arnpeLleHobl, Bbl6epI/ITe PaspemeHHble Apuno>XxXeHmq.
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6. YTo6bI NoNyyaTh MHPOPMALMIO 06O BCEX MPUOXKEHWSX, YCTaHOBMNEHHBIX Ha MOBUIIbHBIX YCTPOCTBaX, B pa3nene
OTueT o npunoxeHnsax ycTaHoBrTe dnaxok OTnpaBnTb CNNCOK YCTaHOBNEHHbIX MPUIOXEHUIA Ha BCe
Mo6unbHble yCTpoICTBA.

Kaspersky Endpoint Security ana Android oTnpasnseT faHHble B XypHan cobbITulA Kax bl pas nocne
YCTaHOBKM WM YAANeHns MPUNoXeHns ¢ yCTponcTBa.

7. Haxxmute Ha kHonky CoxpaHuTb, YTOObl COXPaHUTb U3MEHEHNS, BHECEHHbIE B MOMTYKY, Y 3aKPbITb OKHO
CBOWCTB MOSANTUKI.

MapameTpbl Ha MOBUNBHOM YCTpOUCTBE ByOyT HACTPOEHbI NMOC/E OYEePenHON CYHXPOHN3aLMN YCTPOCTBA C
Kaspersky Security Center.

CnpaBka ons aToli Bepcum peLleHnst 6onblue He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTapPEBLLYO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHnn JocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

HacTpolika KOHTpONs COOTBETCTBMS MOOUIbHBIX YCTPOWCTB TPEOOBaHMSAM
KOpropaTVBHOW 6e30MacHOCTH

Bbl MOXeTe onpenennTb 3T1 NapameTpbl MOANTUKN TONbKO Ans ycTpolicTe Android.

KoHTponb COOTBETCTBIMS NO3BONSET KOHTPONMPOBaTb COBMOAEHNS TPeOoBaHWN KOpropaTUBHOW 6e30MacHOCTY Ha
Android-ycTpolicTBax 1 NpHMMaTb Mepbl B Clyyae nx HecobnioaeHus. TpeboBaHns KopropaTuBHOI
©e3onacHOCTIN pernaMeHTUpyoT paboTy nonb3oBaTens ¢ ycTpolicTBOM. Hanpumep, Ha yCTpoicTBe fOMKHa ObiTb
BKJIIOYEHAa NMOCTOSIHHAS 3alUMTa, aHTUBMPYCHbIE 6a3bl 4OMKHbI OblTb aKTyarslbHbl, Maposib YCTPOCTBA AOMKEH ObITh
LOCTaTOYHO CNOXHBIM. KOHTPONb COOTBETCTBIMS paboTaeT Ha OCHOBE crnicka npasun. MNpaBnno cooTBeTCTBUS
COCTOUT U3 CrefytoLLIX KOMMOHEHTOB:

¢ KpuTepuii HECOOTBETCTBUS YCTROMNCTBA.

b ,D,el‘/JICTBI/Ie, BblnoaHdemMoe C YQPOMCTBOM, eCcni nosib3oBaTesb He YCTPaHNT HeCOOTBETCTBME B TeYeHne
YKa3aHHOro BpemMeHw.

* Bpems, BbiieneHHoe Nonb3oBaTesNto YCTPOWCTBA A9 YCTPaHEHNS HECOOTBETCTBUS (Hanpumep, 24 yaca).

[No ncTeyeHnn ykasaHHOIo Neproa BPeMeHM Ha YCTPONCTBE Nosb3oBaTens 6yaeT BbiNONHEHO BbiIbpaHHoe
nencreune.

Ha Android 12 nnn 6onee nosnHen Bepcui MPUIOXeHNE MOXET BbIMOMHUTL 3Ty 3a4ady Mosxe, YeM ykasaHo,
€C/N YCTPONCTBO HaXxoaMTCS B PEXUME SKOHOMUY 3apsaa baTapew.

,D,J'IFI HaCTpOVIKM KOHTPOJ19 COOTBETCTBMA MOXXHO BbINONHUTD Cnenytouine nencTeus:

* BKIIOYUTb NI OTKIKOUNTD CyLleCTBYOLE NMpaBunJia COOTBETCTBUA.

e /lameHuTe CyLllecTBYyoLLMe NpaBuia COOTBETCTBUY.

e [lobaBuTb HOBOE MPaBUIO.
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° Y,El,a!'ll/ITb npaBuio.

CnpaBka 4nisl 9To Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COLEPXKAaTb YCTapEeBLLYHO
nHpopmaLmio. AKTyanbHas MHoOpPMaLs O peLleHn SOcTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

BkntoueHne n otTkntoveHne npaBu COOTBETCTBUA

Bbl MOXeTe onpenennTb 3Ty napamMmeTpbl NOANTUKM TONbKO AN ycTpoicTs Android.

YT06bI BK/IOYNTE 17T OTKIIOYNTD MPAaBUIE KOHTPOIS COOTBETCTBIS MOOU/IbHBIX yCTPOUCTB TPeboBaHVISIM
KOPropaTvBHOL 6€30MacHOCTY, BbIMTO/IHATE CAEAYIOLLNE [AEeVICTBUS:

1. OTKpOiTe OKHO CBOMCTB MOMNTUKM:

e B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Monutrku n npodnnn. B oTKpbIBLLEMCS CNICKE rPYNMOBbIX MONTUK BbIGEPUTE MOMNTIKY, KOTOPYIO Bbl XOTUTE
HaCcTPOUTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTe YcTpolicTea >
Mo6unbHsble > YcTpolicTBa. Beibepute MobunbHOe YCTPONCTBO, NoanaaatoLlee nog AencTamne nonmTuki,
KOTOPY!O Bbl XOTUTE HACTPOUTb, @ 3aTeM BbibepuTe NONMTYKY Ha 3aknaake AKTUBHbIE NOANTUKA 1 Npodunu
NONNTUK.

2. Ha cTpaHuLe cBoiicTB nonuTukm BelbepuTe MapameTpbl npunoxeHuiin > KoHTponb 6e3onacHocTu.

3.B paspene KOHTpOﬂb COOTBETCTBUSA BK/IIOYNTE U OTKTIOUMNTE CyLLEeCTBYOLWME npasnsia COOTBETCTBUNA C
MOMOLLBIO nepeKmoanenel‘/'l B cTONGLE CTaTYC.

4. HaxxmuTe Ha KHOMKY COXpaHI/ITb, YTObHI COXPaHNTb NSMEHEHNH, BHECEHHbIE B MOJINTUKY, N 3aKPblTb OKHO
CBOWCTB MOSNTUKMA.

MapameTpbl Ha MOBUNBHOM YCTPOUCTBE ByAyT HACTPOEHBI MOCIE OYEPENHON CUHXPOHN3aLMN yCTPOCTBa C
Kaspersky Security Center.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYymnHa B crnpaske Kaspersky Secure Mobility
Management 4.12.

PepakTmnpoBaHue npasui COOTBETCTBUS

Bbl MOXeTe onpenennTb 3TX NapamMeTpbl MOANTUKN TONbKO Ans ycTpolicTe Android.

Y106kl UBMEHUTB MPaBU/IO KOHTPO/IS COOTBETCTBUS MOBU/IbHBIX yCTPOVICTB TPebOoBaHVISIM KOPHopaTyBHOM
6e30MacHOCTY, BbIMOMHATE CAEAYIOLUNE AEVICTBUS:
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1. OTKpOiTe OKHO CBOMCTB MOMNUTUKM:

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Bbibepute YeTpoiicTea >
Monutrku n npodnnn. B oTKpbIBLLEMCS CNICKE rPYNMOBbIX MONTUK BbIGEpUTE MOMNTIKY, KOTOPYIO Bbl XOTUTE
HaCcTPOUTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnm Cloud Console BbibepuTte YeTpolicTea >
Mo6unbHsble > YcTpolicTBa. Beibepute MobunibHOe yCTPONCTBO, NoanaaatoLlee nog AeicTamne nonmTuki,
KOTOPY!O Bbl XOTUTE HACTPOUTb, @ 3aTeM BbibepuTe NONMTYKY Ha 3aknaake AKTUBHbIE NOANTUKA 1 Npodunm
NONNTUK.

2. Ha cTpaHuLe cBoiicTB nonnTukm BolbepuTe MapameTpbl npunoyxeHuiin > KoHTponb 6e3onacHocTu.

3. B paznene KoHTponb cooTBeTCTBUS BbIGEPUTE NPaBUIO, KOTOPOE Bbl XOTUTE U3MEHUTb, N HAXKMUTE Ha KHOMKY
N3ameHunTb.

4. B oTkpbiBLUEMCS OKHe [NpaBnno oTpefakTupyinTe Npasuio crenyowyMm obpasom:

a. B cton6bue OeiicTBue HacTpoliTe CIMCOK OECTBUA, KOTORbIE ByAY T BbINONHATLCH B CllyYae HecobaoaeHng
npasuna, o6aBuB, U3MEHNB UM yoanue Tpebyemble feliCTBUS.

b. [Mpr HEOBXOAMMOCTU YKaXnTe NepuoL, BPEMEHM, B TEYEHME KOTOPOrO Nonb3oBaTe b AOKEH NCMPaBUTb
HEeCooTBETCTBIE, B CTONbOLE Bpemsa Ha ycTpaHeHue an1s Kaxaoro AeincTeug.

c. Haxxmute Ha kHomnky CoxpaHuTb, 4ToBbl COXpaHUTb NPaBiio.

5. HaxkmuTe Ha kHorky CoxpaHUTb, YTOObl COXPaHUTb N3MEHEHMS, BHECEHHbIE B MOMUTUKY, U 3aKPbITb OKHO
CBOWCTB MOANTUKI.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEePEnHON CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center.

CnpaBka o115 370l BepCum peLleHns 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn SocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

[lo6aBneHne npaBun COOTBETCTBUS

Bbl MOXeTe onpenennTb 3Ty NapamMeTpbl NOANTUKM TONbKO AN ycTpoicTs Android.

Y1066 106EBUTL MPABIIO KOHTPO/IS COOTBETCTBUS MOBU/IbHBIX YCTPOVICTB TPeb0BaHVISIM KOPNopaTyBHOM
6e30MacHOCTY, BbIMOTHUTE CREAYIOLUNE [EVICTBUS:

1. OTKpoTe OKHO CBOMCTB MOMNUTUKM:

* B rnasHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoiicTea >
MNMonutukn n I'IpOdDI/IﬂI/I. B OTKPbIBLUEMCH CMCKEe rpynnoBbIX NMONNTUNK Bbl6epVITe NOJINTUKY, KOTOPYHO Bbl XOTUTE
HaCcTPOUTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Mo6unbHble > YcTpoiicTBa. Bbibepute MoGUIbHOE yCTPOCTBO, MOoANaaatoLLee Noa, AeCTBIE NMOMNTIKY,

72


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

KOTOPY!O Bbl XOTUTE HACTPOWTb, 8 3aTEM BbIOEPUTE MONNTIKY Ha 3akafake AKTUBHbIE MOAUTUKN 1 Npodbunm
NonnTuK.

2. Ha cTpaHuue coiicTs nonnTukm BeibeprTe MapameTpbl npunoxeHuii > KoHTponb 6e3onacHocTu.
3. B pasnene KoHTponb cooTBeTCTBUS Neperignte no ccoinke MNMpasuno.
4. B oTkpebiBLEMcs okHe MpaBuno onpepennte Npasuio cremyoLwymM obpasom:

a. BblbepuTe KpUTEPUIN HECOOTBETCTBIS NPaBUTY.

b. HaxxmuTe Ha kHonky [o6aBuTb, a 3aTem B cTonbLe [eiicTBre BoibeprTe AeNCTBME, KOTOROE ByneT
BbINOMHATHLCH B CNyYae HecobnofeHNs Npasmaa.

Bbl MoxeTe 0obaBnTb HECKONbKO OENCTBUN.

c. YkaxuTte nepunon BpemMeHn, B Te4eHne KOTOPOro rnosb3oBaTeslb 4OJIXKEeH NCNpaBnTb HECOOTBETCTBME, B
CTOJ'I6LI,e BpeMSI Ha yCTpaHeHune 019 KaXKooro OencTBus.

d. Haxxmute Ha kHorky CoxpaHuTb, YTOObl COXPaHUTb MPaBUIIo.

5. HaxxmuTte Ha KHOMKY COXpaHI/ITb, YTOObI COXpPaHUTb N3SMeHeHN, BHeCEHHble B MOJINTKKY, N 3aKpPblTb OKHO
CBOWCTB MOSNTUKMA.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEPEnHOW CUHXPOHM3aLUMM YCTPOCTBA C
Kaspersky Security Center.

CnpaBka 4isl 3To Bepcum peLleHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLUYHO
nHpopmaLmio. AKTyanbHas MHGopMaLms O peLueHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

YnaneHme npaBu1 COOTBETCTBUSA

Bbl MOXeTe onpenennTb 3TV NapameTpPbl MOANTUKN TONbKO Ans ycTpolicTs Android.

YT0bb! yAamTb npaBuio KOHTPO/IS COOTBETCTBYIS MOBU/IbHBIX YCTPOMCTB TPE6OBaHNSM KOPropaTUBHOV
6e30rMacHOCTY, BbIMONHATE CAEAYIOLUNE AEVICTBUS:

1. OTKpoiTEe OKHO CBOMCTB MNOMNTUKM:

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTte YeTpolicTea >
MonuTuku n npodunn. B oTKpbIBLLEMCS CICKE rPYNMOBbIX MOMNTYIK BbIGEPUTE MOMUTIIKY, KOTOPYHO Bbl XOTUTE
HacTpOWTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTe YcTpolicTea >
Mo6unbHble > YcTpolicTBa. Beibepute MobunbHOe yCTpONCTBO, NognafatolLiee nog AelicTBUE NMONTIYKNA,
KOTOPYIO Bbl XOTUTE HACTPOWUTb, @ 3aTEM BbiIGepUTE NOANTIKY Ha 3aknafake AKTUBHbIE MOAUTUKN 1 Npodunm
NonnTuK.

2. Ha cTpaHuue cBoicTB nonnTukm BeibeprTe MapameTpbl npunoxeHuii > KoHTponb 6e3onacHocTu.
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3. B pasnene KoHTponb cooTBeTCTBUS BbIGEPUTE MPaBUIIO, KOTOPOE Bbl XOTUTE YAANUTb, U HAXMUTE Ha KHOMKY
Ypanutb.

4. HaxxmuTte Ha KHorky CoxpaHuTb, YTOObl COXPaHUTb 3MEHEHWS, BHECEHHbIE B MONNTUKY, U 3aKPbITb OKHO
CBOWCTB MOMNTUKM.

MNapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCIE OYEPENHON CUHXPOHM3aLMN yCTPOCTBa C
Kaspersky Security Center.

CnipaBka o5 3To BEpCUn peLLeHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLsa O peLleHn 4OocTymnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

Cnncok KpnTepmeB HECOOTBETCTBIS

Bbl MOXeTe onpenennTb 3T1 NapameTpbl MOANTUKIN TONbKO Ans ycTpolicTs Android.

Y1066l y6eanTbes, 4To Android-ycTpoNCTBO COOTBETCTBYET TPEOOBaHMSIM KOPropaTuBHON Ge3onacHocTy,
Kaspersky Endpoint Security ans Android MoxeT npoBepuTb YCTPOWCTBO MO CNELyOLLM KPUTEPUSM:

¢ [locTogHHag 3awuTa BbIK/IlOUYEHa.
[MocTosHHag 3allMTa O0/KHA OblTh BKOUEHa.

[ononHnTtenbHas nHdopMaLms 0 HaCTPOMKe MOCTOSHHOW 3alLMThl NpUBeneHa B pasaerne HacTpolika
NOCTOAHHOW 3aLLMTbI.

* AHTUBMpPYCHblE 6a3bl ycTapenu.
AHTrBUMpPYCHble Ba3bl Kaspersky Endpoint Security ans Android LonHbl perynspHo 06HOBNSTbCS.

[ononHuTtenbHas nHdopmMaLms 0 HacTPOlKe NapamMeTPoB OOHOBMEHWS aHTUBUPYCHbIX 6a3 NprBeaeHa B
pasfene HacTpoiika aHTVBMPRYCHOW 3aLuUTbl.

e YcTaHOBEHbI 3anpeLieHHble NPUIoXXeHus.

Ha ycTpolicTee He fOMKHO BbiTb YCTAHOBNEHO MPUIIOXEHUI, MEeIoLLMX CTaTyc BbrnoknposaTb 3anyck cornacHo
knaccudvkaumm B pasgene KoHTpornb NprnoXxeHwuii.

[ononHuTtensHas nHdopmaLms o cosnaHnv Npasui 418 NPUNOXKeEHUA NpvBeaeHa B pa3aene HacTtporika
KOHTP O NPUIOXKEHWN.

e YcTaHOB/EHbI npunoXXeHnd 3anpeLwieHHbIX KaTeFOpMVI.

Ha ycTpoiicTBe He AOMKHO BblTb YCTaHOBIEHO MPUIOXEHWIA, MPUHAANIEXALLMX KaTeropun Co CTaTyCoMm
BrnoknpoBaTb 3anyck cornacHo knaccudukaumm B paspene KoHTponb NpunoxXeHmuii.

[ononHuTtensHas nHdopmaLs 0 co3naHnv NPaBu 415 KaTeropuii NPUIOXeHW NpuBeaeHa B pasaene
HacTpolika KOHTRONS NRUIOXKEHUNA.

* He ycTaHoBneHbl Bce o693aTenbHble MPUIOXKEHUS.

Ha ycTpolicTBe LomKHbI BbiTh YCTAHOBMEHbI CHeumarbHble MpUnoxeHus, uvetowme ctatyc Obsa3aTenbHo K
yCTaHOBKe COrnacHo knaccudukaumm B paspnene KoHTponb npunoxeHwuii.

[ononHuTtensHas nHdopmaLums o cosnaHnv Npasua 418 NPUNOXKeEHNA NprBeaeHa B pa3aene HacTtporika
KOHTP O NPUIOXKEHNN.
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e Bepcusa onepauuoHHoli cucTembl ycTapena.
Ha ycTpoiicTee fonxHa 6biTb YCTaHOBMEHA pa3peLLEHHas BEPCUS ONePaLIMOHHON CUCTEMBI.

,D,J'I‘/'l NCMNoJIb30OBaHUNA 3TOIO KpUTEpmg HECOOTBETCTBIUA HeO6XO,D,I/IMO YKa3aTb onana3oH OOoMnyCTUMbIX Bepcvu7|
Ol'lepaLl,I/IOHHOIZ C/CTEMbI B paCKpbIBaOLLLNXCHA CrnCKax MwuHumanbHas Bepcua OC n MakcumanbHas Bepcusa
OoC.

* YcTpoIicTBO AaBHO He CUHXPOHN3NPOBANOCh.
YCTPOWNCTBO HEOBXOAMMO PErynspHO CUHXPOHU3MpoBaTb ¢ CepBepomM agMUHNCTPUPOBAHKS.

[ns ncnonb3oBaHms 3TOro KPUTEPUS HECOOTBETCTBIS HEODXOAMMO YKasaTb MakCUMarbHbIli MHTepBan BpeMeH
MeXay onepaumnsgMm CUHXPOHN3aLMK YCTPOMCTB B packpbiBatoLLeMcs cnivcke MNepuoa cuHxpoHusaumu.

* Ha ycTpoiicTBe nony4eHbl root-npaea
Ha ycTpolicTBe Ha LOMXHbI MPefoCTaBNgTbLCS root-npasa.

[ononHuTtenbHas nHdopmauys NpusBeaeHa B pasnene OBHapykeHne B3fioMa YCTROMCTBa (root).

* [Maponb pa36noknpoBKky aKpaHa He COOTBETCTBYeT TpeboBaHMaM 6e30MnacHOCTM.

YCTPOCTBO AOMKHO 6bITh 3aLUMLLEHO NapOosieM Pa3bnoKMPOBKY, COOTBETCTBYIOLLMM TReboBaHMEM K
HaOEXHOCTV Napong Ra3bnoKMROBKY.

CnpaBka 4isl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

Cnncok gencTeunii Nnpy 0bHapy>XeHN HECOOTBETCTBUS

Bbl MOXeTe onpenennTb 3TV NapamMeTpbl MOANTUKN TONbKO Ans ycTporicTe Android.

,D,OCTYI'IHbI crnegywouime OEeNCTBUS, ECNV NONb30BaTENb HE YCTPa@HUT HECOOTBETCTBME B TEYEHNE YKa3aHHOIro
BpeMeHW:

° B.HOKI/IpOBaHI/Ie BCeX I'Ipl/lﬂO)KEHI/II7I, KpomMmée CUCTEMHDbIX.

3al'IYCK BCeX l'lpVIJ'IO)KGHVII7I, KpomMe CNCTEMHbIX, Ha MOBUIbHOM YCTpOI\/‘ICTBe nonb3oBaTtenyd 386J'IOKV|pOBaH.

e BnokupoBaHue ycTpoiicTBa.

Mo6unbHoe ycTpolicTBO 3ab10KMpoBaHo. [1ns nonyyeHrs 4OCTyna K AaHHbIM HeO6X0AMMO Ra3bIoKMpPoBaTh
yCcTRoicTBO. ECcnm nocne pasbnoknpoBaHnis yCTpoNCcTBa NpuymHa 6OKMPOBKM HE YCTpaHeHa, yCTPONCTBO
OyneT 3a610KMPOBaAHO CHOBA Yepes yKa3aHHbIV NEPUOL.

e YpaneHue KopnopaTUBHbIX AaHHbIX.

YnaneHbl JaHHbIe B KOHTEHepax, y4eTHas 3anmnch KOprnopaTUBHOM SNEKTPOHHOM NOYTbI, MapaMeTpsbl
noaknoveHns K koprnopatueHor cetn Wi-Fi, VPN-ceTu, Touke goctyna (APN).

* C6poc ycTpoiicTBa A0 3aBOACKMX HACTPOEK.

YnaneHbl Bce faHHble C MOBUIbHOro YCTpOVICTBa, HaCTpOMKM MOBUIBHOro YCTpOI‘/JICTBa C6pOLIJeHbI 0o
3aBOLACKUX.
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4ocTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

HacTpoiika pocTyna nonb3oBaTenei K Beb-catam

Bbl MOXeTe HacTpouTb 3TV NapameTpbl NOANTUKK Ans ycTpolicTs Android 1 iOS.

YTO6bI 3aLLMTUTL NNYHBIE 1 KOPMOPATUBHBIE JaHHbBIE, XPaHSLLMECS Ha MOBUMbHbIX YCTPONCTBaX, BO BpEMs
npocMoTpa BeO-CTpaHULL, MOXHO HaCTPOUTb JOCTYM Nosb3oBaTenein k Beb-calitam ¢ nomoLupto Be6-dunbTtpa.
Beb-PunbTp nposepsieT Be6-caiiTbl 40 X OTKPLITUS NOMb30BaTeNeM, a 3aTeM briokupyeT Beb-caliThl,
pacnpocTpaHstoLLme BPeOoHOCHbIV Kog, 1 PULINHroBble BEG-CaiiTbl, MPeaHa3HaYeHHble L1 Kpaxu
KOHPMAEHUMANbHbIX AaHHBIX 1 MONyYeHUs AOCTyNna K PUHAHCOBLIM CHETaM.

[Onsa ycTpoicTs Android aTa dyHKLMS Takxke nogaepkeaeT GunbTpaumo Beb-canToB Nno KaTeropus,
onpepeneHHbiM B obnauHoii cnyxxte Kaspersky Security Network. ®unbTpaLms no3sonsgeT BaM OrpaHnynTb JOCTYT
K OTLeNbHbIM BEG-caliTam nnm kaTeroprsMm Beb-cainTos (Hanpumep, K Be6-caiiTam n3 kateroput AapTHbie Urpbl,
nortepew, Totanusartopsl U Ob6LeHne B ceTn).

Y1066l BKNIOUNTL Be6-OurinbTp Ha iOS-ycTpolicTBax, Nonb3oBaTesnb AOMKEH paspelunTs npunoxerunto Kaspersky
Security ons iOS po6asutb koHPUrypaumo VPN.

Y1066l BKMIOUMTL Beb-Ounbtp Ha Android-ycTpolicTBax:
* [Tpunoxerne Kaspersky Endpoint Security BknioueHo B kadecTse cny>6bl CneupansHbix BO3MOXHOCTEN.

* [lonoxeHrie 06 obpaboTke AaHHbIX B Liensx ncnonbaosaHus Beb-dunbTtpa (MonoxeHre o Beb-OunbTpe)
LOMKHO 6bITb NpUHSTO. Kaspersky Endpoint Security ncnonbayet Kaspersky Security Network (KSN) gns
nposepku Beb-caliTo.. MNonoxeHne o Be6-PunbTpe copepXuT ycnosus obmeHa aaHHbIMy ¢ KSN.

Bbl MoxeTe npuHaTh MNonoxeHne o Beb-dDunbtpe B Kaspersky Security Center. B aTom cnyyae nonbaosaTento
He NoTpPebyeTCs BbIMOMHATL HAKaKMX LeACTBUINA.

Ecnw Bbl He npuHann MNonoxeHre o Be6-®unbTpe 1 Hanpasuiv nonb3oBaTento 3anpoc Ha NpuHsITeE MonoxeHns,
nonb3oBaTesb AOMKEH MPOYNTaTb U NPUHATL [onoxerne o Beb-OunbTpe B HacTpolikax MPUNoXeHMs.

Ecnv Bbl He npuHsinu MNonoxeHre o Be6-OunbTtpe, Beb6-OunbTp ByneT HegoCTymneH.

Be6-®unbTp Ha Android-ycTpolicTBax paboTaeT Tonbko B bpaysepax Google Chrome (Bkntouas dyHKLmIO
Custom Tabs), Huawei Browser n Samsung Internet Browser. B 6pay3epe Samsung Internet Browser Be6-
DunbTp He BNOKMPYET CaliTbl Ha MOBUMBbHBIX YCTPONCTBAX, ECV UCMONb3yeTcs pabounii npoduns 1 Beb-
PunbTp BKIKOUEH TONLKO ANg paboyero npodung.

Y106k HACTPOUTL AOCTYI MO/Ib30BATENE K BE6-CaliTaM, BbiNOSHUTE CEAYIOLLNE AEVICTBUS
1. OTKpOliTE OKHO CBONCTB MOMNTUKMA:

e B rnasHom okHe Kaspersky Security Center Web Console nnu Cloud Console BbibepuTe YeTpolicTea >
Monutnkmn n npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOAUTVK BbIBEpUTE NONNTHKY, KOTOPYHO Bbl XOTUTE
HacTpPOUTb.
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¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTe YcTpolicTea >
Mo6unbHsble > YcTpolicTBa. Beibepute MobunibHOe yCTPONCTBO, NoanaaatoLlee nog AencTamne nonmTnki,
KOTOPY!O Bbl XOTUTE HACTPOUTb, @ 3aTeM BbibepuTe NONMTYKY Ha 3aknaake AKTUBHbIE NOANTUKA 1 Npodunu
NONNTUK.

2. Ha cTpaHuLe cBoiicTB nonnTukm BelbepuTe MapameTpbl nprunoyxeHuiin > KoHTponb 6e3onacHocTu.
3. B pasnene Be6-®unbTp ycTaHoBUTE dnaxxok Bkniountb Be6-PunbTp, UTOObI BKIOUMTE 3TY GYHKLMIO.
4. [Ins ycTpoiricTB Android Bbl MOXeTe BbibpaTb OOHY U3 CeayOLLX OMUAI:
* YTOObI OrpaHNUMTL 4OCTYM NOMb3oBaTesNeil K Beb-caliTaMm Ha OCHOBE VX COOEPXUMOTO:
a. Beibepute BnokmpoBaTb caiiTbl yKa3aHHbIX KaTeropui.

b. YcTaHoBMTE dnaxku, COOTBETCTBYIOLLME KaTeropusmm Beb-cainToBs, BOCTYN K KOTopbIM ByaeT
3a610KMPOBaH.

Ecnn Be6-®OunbTp BKIOYEH, OCTYM Nonb3oBaTtenei k Beb-calitam kateropuii @uwmHr n Caiitbl ¢
BpepoHocHbIM MO Bcerpa sanpeLLeH.

e YT06bl yKasaTb CNMCOK pa3peLleHHbIX Be6-CaliToB:
a. BoibepuTe PaspelwwumnTb Tonbko yka3aHHble Be6-caliThbl.

b. Coopmmpyiite cnmcok Beb-cainTos, Lo6aBuB agpeca Be6-caliToB, K KOTOPLIM MPUIOXEHNE He ByaeT
EnokuposaTb gocTyn. Kaspersky Endpoint Security ons Android nonaepxxrBaeT TOMbKO perynspHble
BblpaxkeHus. MNpy BBOLE afpeca paspeLleHHoro Beb-calita Ncronb3yiTe cremytoLe WwabnoHbl:

* https://example.com.* — pa3peLleHbl BCe CTpaHULbl BeO-caliTa (Hanpumep,
https://example.com/about).

e https://.*example.com — paspeLleHbl BCe NOALOMEHHbIE CTPaHWLbI BeG-caliTa (Hanpumep,
https://pictures.example.com).

c. Bbl Takxxe MoxeTe ncrnonb3oBaTh BoipaxeHre https?, ytobel BoIGpaTh npokonsl HTTP n HTTPS.
MoppobHee 0 perynsipHbIX BbpaXKeHnsx CM. Ha caiiTe Cny>xObl TexHuyeckol noaaepxkm Oracle.

e YTOObI 336n0KMpPOBaTbL LOCTYM NOMb30BaTeNEN KO BceM Beb-calitam, Boibepute BnokuposaTth Bce Be6-
CalThbl.

5. HaxxmuTte Ha KHOMKY COXpaHI/ITb, YTOObI COXpPaHUTb N3SMeHeHN, BHECEHHbIe B MOJINTIKKY, N 3aKpPbITb OKHO
CBOWCTB MOSIUTUKMA.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEPEnHOW CUHXPOHM3aLUMM YCTPOCTBA C
Kaspersky Security Center.

CnpaBka 4isl 9To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLms O peLleHn JOCTYymnHa B crnpaske Kaspersky Secure Mobility,
Management 4.1
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HacTtpolika orpaHnyeHnin GpyHKLNI

Bbl MOXeTe onpenennTb 3TV NapamMeTpbl MOANTUKIN TONMbKO Ans ycTporicTe Android.

Kaspersky Security Center Web Console no3sonsieT HacTpouTb LOCTYN Nonb3oBaTeneli K cnefyowmm GyHKLUUSM
MOBUIBbHBIX YCTPONCTB:

o Wi-Fi
e Kamepa
* Bluetooth
Mo ymonyaHuto nonb3oBaTesb MOXET MCMonb3oBaTh Ha ycTpoicTse Wi-Fi, kamepy, Bluetooth 6e3 orpaHunyueHuii.

Y106bI HACTPOUTE OrPaHN4YeHYIS NCONb30BaHWS Ha ycTpovicTee Wi-Fi, kamepsi v Bluetooth, BeinonHute
crienyroLmne [evicTBUS:

1. OTKpOliTE OKHO CBOWNCTB MONTUKM:

e B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoiicTea >
Monntnkmn n npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOAUTVK BbIBeprTe NONNTHKY, KOTOPYIO Bbl XOTUTE
HacTpPOUTb.

e B rnasHom okHe Kaspersky Security Center Web Console nnu Cloud Console BbibepuTe YeTpolicTea >
Mo6wunbHble > YcTpolicTBa. Boibepute MobunbHoe yCTpoNCcTBO, NognafatoLLee nog, AelicTBUE NOANTIYKN,
KOTOPYIO Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIOEpUTE MONNTIKY Ha 3akafake AKTUBHBIE MOAUTUKN 1 Npodunm
NoNNTUK.

2. Ha cTpaHuue cBoicTs nonnTukm BeibeprTe MapameTpbl npunoxeHuii > KoHTponb 6e3onacHocTu.
3. B pasnene YnpaeneHue pyHkuusamm HacTpoliTe ncnonb3osaHune Wi-Fi, kamepsl, Bluetooth:

* YT06bI BbIKNIOUMTL Moaynb Wi-Fi Ha MoBrnbHOM ycTpolicTBe Nonb3oBaTens, ycTaHoB/TE Gpriaxok 3anpeTuTb
ucnonb3oBaHue Wi-Fi (Tonbko pns yctpoiicTe ¢ Android 9 n Huxe).

Ha ycTtpolicteax nogn ynpasneHnem Android 10.0 1 Bbile 3anpeT Ha ucnonb3oBaHune cetet Wi-Fi He
noaaepXvBaeTcs.

* YTOObI BBIKMOUYNTL KAMEPY Ha MOBWILHOM YCTPOCTBE MOMb30BaTeNs, yCTaHOBMTE driaxxok 3anpeTnuTb
MCMonb30BaHUE Kamepbl.

Ha ycTtpolicteax nog ynpasneHnem Android 10 v Bbile ncnonb3oBaHre KaMepbl Henb3s 3anpeTuTb
MOJSIHOCTBIO.
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Ha ycTpolicTBax ¢ onepaumoHHoii cuctemoin Android 11 n Beiwe Kaspersky Endpoint Security ons
Android gonxeH 6biTb YCTaHOBMEH B kKayecTse cny>6bl CreuparnbHbix Bo3MoxHocTel. Kaspersky
Endpoint Security ans Android npepnaraeT nonb3oBaTesnto yCTaHOBUTb MPUIOXKEHNE B KAaYeCTBe
cny>6bl CneupanbHbix BO3MOXHOCTEN BO BpeMs paboTbl MacTepa NnepBoHaYasibHON HaCTPOVIKN.
MNonb3oBaTesnb MOXET NPOMYCTUTbL 3TOT LUar AN BbIKIOUATL CIy>0OY B NapameTpax ycTpoicTea
nosnHee. B aTom cnyyae He yoacTcs orpaH/yMTb UCMOb30BaHNE KaMepbl.

e Y106bI BbIKNNIOUMTL Bluetooth Ha MoBunbHOM yCTpOCTBE Nonb3oBaTens, ycTaHoBUTE driaxxok 3anpeTutb
ucnonb3oBaHue Bluetooth.

Ha Android 12 nnn 6onee nosgHeii Bepcum ncnonb3oBare Bluetooth MoxeT BbITb OTKOUYEHO, TONBKO
ecnn nonb3oBaTesb YCTPoicTBa NpefocTasmn paspelleHne Yetpolictea Bluetooth no6nmsocTu.
Monb3oBaTenb MOXET NPEefoCTaBUTb 3TO paspeLLeHne BO BpeMs paboTel MacTepa nepsoHauanbHoOM
HaCTPOWKM NV MO3XKe.

Ha nuuHbIx ycTpoiicTeax nog ynpasnervem Android 13 nnu Beile Henb3s OTKIIOYNTb UCMONb30BaHVE
Bluetooth.

4. HaxmuTte Ha KHOMKY COXpaHI/ITb, YTOObI COXpPaHUTb N3SMeHeHNs, BHECEHHble B MOJINTKKY, N 3aKpPblTb OKHO
CBOWCTB MOSINTUKMN.

MapameTpbl Ha MOBUIBHOM YCTPOWCTBE BYAyT HACTPOEHbI MOCNE OYEPEAHOW CUHXPOHM3aLUMM YCTPOCTBA C
Kaspersky Security Center.

CnipaBka o151 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLMs O peLleHy 4OocTyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

3awwmTta Kaspersky Endpoint Security ons Android oT yoaneHus

[ns 3awmyTbl MOBWBHOFO YCTPOMCTBA U BbINONHEHUS TPeBOBaHMI KOPNopaTUBHOM 6e30MacHOCTM Bbl MOXETE
BKtounTb 3awmTy Kaspersky Endpoint Security ans Android oT yonanenus. B aTom cnyyae nonb3oBaTento
HEeLLOCTYMHO YaaneHne NpunoXeHns ¢ nomMoLubto nHtepdeiica Kaspersky Endpoint Security pns Android. Mpwn
YAANeHNN NMPUIOXEHWS C MOMOLLbIO MHCTPYMEHTOB onepaunoHHon crucTembl Android nonb3osaTento oTobpasnTcs
3anpoc Ha BbIK/oYeHNe npas agMuHcTpaTopa ans Kaspersky Endpoint Security ons Android. [Mocne BbikntoueHns
npaB MoBuIbHOE YCTPOMCTBO ByneT 3abnoKNpPOoBaHo.

Yro6b! BKounTe 3aLumnTy Kaspersky Endpoint Security s Android oT yaaneHus, BbinosHyTe crenytoLme
AevicTens:

1. OTKpoOTe OKHO CBOMCTB MOMUTUKM:

* B rnasHom okHe Kaspersky Security Center Web Console nnn Cloud Console Beibepute YeTpolicTsa >
Monntnkn n npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOAUTYK BbIBepUTe NOANTHKY, KOTOPYIO Bbl XOTUTE
HaCTPOUTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Mo6unbHble > YeTpoiicTBa. Bbibepnte MobUnbHOe yCTPOICTBO, MoANafatoLLLee Noa AeiCTBIE NOMNTIKY,
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KOTOPY!O Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIOEPUTE MONNTIKY Ha 3aknafake AKTUMBHbIE MOAUTUKN U Npodunu
NonnTuK.

2. Ha cTpaHuue cBoiicTB nonntuki BbibepuTe MapameTpbl npunoxeHnii > KoHTponb 6e3onacHocT.

3. B paspene YnpaeneHue npunoXeHUsIM1 Ha MOGUIbHOM yCTpolcTBe CHUMUTE dnaxok PaspewmnTs yaaneHue
npunoxeHusa Kaspersky Endpoint Security gna Android Ha ycTpolicTee.

Ha ycTpolicTBax nof ynpasneHnem onepaumoHHoi cuctemsl Android Bepcun 7.0 v Bblle Ans 3aLLmThl
npunoxeHuns ot yaaneHus Kaspersky Endpoint Security ons Android forkeH 6bITb yCTaHOBIIEH B kKauecTBe
cny>x6bl CneupanbHbix BO3MOXHOCTEN. Bo Bpems paboTbl MacTepa nepBoHavanbHol HacTpoiikn Kaspersky
Endpoint Security ons Android npepnaraeT nonb3oBaTeNto NPEfOCTaBNTb MPUIIOXKEHNIO HEODXOAUMbIE
npas.a. [onb3oBaTesib MOXET NPONYCTUTbL 3T LA UK BEIKNIOUMTL NpaBa B napameTpax yCTpoicTBa
nosnHee. B aTom crnyyae 3aliyTa NpUIoXeHns oT yaaneHus He paboTaerT.

4. HaxmuTe Ha KHOMKY COXpaHI/ITb, YTObHbI COXPaHNTb NSMEHEHNHA, BHECEHHbIE B MOJINTUKY, N 3aKPblTb OKHO
CBOWCTB MOSINTUKMN.

MapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCE OYEPENHON CUHXPOHM3aLMN yCTPOCTBa C
Kaspersky Security Center.

Mpw NonbITke yaaneHns NPUNOXeHNs MOBUIbHOE YCTPONCTBO ByneT 3ab610KMPOBaHO.

CnipaBka o151 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLsa O peLleHn 4OCTymnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

HacTtpolika cuHxpoHmn3aumm mobunbHbix ycTpoicTs ¢ Kaspersky Security
Center

Bbl MOXeTe HaCTpouTb 3TV NapamMeTpbl NOAUTVKK Ansg ycTpolicTe Android 1 iOS.

[ns ynpaeneHns MoBUAbHLIMI YCTPONCTBAMM 1 MOSTyYEHNS OTHETOB U CTATUCTVKN OT MOBUSIbHBIX YCTPOCTB
HacTpOITe NapaMeTpbl CUHXPOHM3aLMN. CUHXPOHN3aUMs MobubHbIX ycTpoicTs ¢ Kaspersky Security Center
MOXET BbITb BbINONHEHa CReayoLWmMM cnocobamu:

* [Mo pacnncanuio. CUHXPOHN3aLIMS MO PacnMCaHNIO BBIMOMHAETCS C MOMOLLbIO NpoTokona HT TP. Bel moxeTe
HacTPOWTb pacnMcaHne CUHXPOHN3aLMI B CBONCTBaxX MONUTUKW. VIaMeHeHne napameTpoB NOANTUK, KOMaHA, U
3a4a4 BbINOHAETCS MPY CUHXPOHM3aLMN MOBUbHBIX YCcTpoincTs ¢ Kaspersky Security Center no pacnvcanuio,
TO ecTb C 3agep>Kkol. [1o ymonyaHunio MobubHble yCTPONCTBa aBTOMATUYECKN CUHXPOHU3MpPYtoTes ¢ Kaspersky
Security Center kaxxable LWeCTb YaCoB.

Ha Android 12 nnn 6onee nosanHer Bepcum NpUIoXeHE MOXET BbINOMHNTL 3Ty 3a4ayy Nnosxe, Yem ykasaHo,
€CIIN YCTPONCTBO HaXOOUTCS B peXnMe 9KOHOMUMN 3apsida baTapew.

* MpuHyauTenbHo (ans Android-ycTpoiicTs). [prHyanTensHas CUHXPOHU3ALMS BbINMOMHSAETCS C MOMOLLbIO push-
yBenomMneHuin cepauca FCM (Firebase Cloud Messaging). [NprHyouTensHas CUHXpOH3aLus, B MEPBYIO ovepelb,
npenHasHayeHa Af1s CBOeBPEMEHHOM AOCTaBKM KOMaH, Ha MobuiabHoe yCcTRorcTBO. Ecnm Bbl xoTnTe
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MCMNONb30BaTb MPUHYANTENbHYIO CUHXPOHM3aLUmo, yoeanTech uto B Kaspersky Security Center HacTpoeHbi
napameTpbl FCM.

YT06bI HACTPOUTL CUHXPOHU3ALMIO MOBUILHOIO yCTPoKcTBa ¢ Kaspersky Security Center, Bbino/IHATE CEAYIOLLME
LevicTBus:

1. OTKpoTe OKHO CBOMCTB MOMNUTUKM:

* B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoiicTea >
Monutrku n npodrnn. B oTKpbIBLLEMCS CMICKE rPYNMNOBbLIX MOANTUK BbIGEPUTE MOMNTIKY, KOTOPYIO Bbl XOTUTE
HaCcTPOUTb.

e B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Mo6unbHble > YcTpoiicTBa. Bbibepute MoGUnbHOe yCTPOICTBO, MoANaaatoLLee Noa AeiCTBIE MOMNTIKY,
KOTOPYIO Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIGEPUTE MONUTUKY Ha 3aknanake AKTUBHbIE MOAUTUKA 1 NPobuam
nOoNNTUK.

2. Ha cTpaHuLe cBoicTB nonnTukm Bolbepute MapameTpbl nprunoXeHuin > CUHXpoHM3aums.

3. B pasnene CuHxpoHnsauusa c CepBepomM agMVHUCTPUPOBaHNS B packpbiBatoLemcs crivicke Mepurop,
CUHXPOHN3aLMN BbIOEPUTE NEPUOL CUHXPOHMSALIN.

Mo YMONYaHNIO CUHXPOHN3aUU4 BbIMOJTHAETCA KaXKable LWeCTb YaCOoB.

4. Bbl MOXeTE OTKIIIOUNTb CUHXPOHM3aLWMIO AN ycTporcTs Android, korna ycTpolicTBO HaxoanTcs B poyMuHre. [ins
3TOro ycTaHoBMTE GnaxKok BelkniounmTb CUHXPOHN3aLMIO B POYMUHre.

o ymMOnYaHWMIO CUHXPOHM3aLIMS B POYMUHIe BKIIIOYEeHa.

5. HaxxmunTe Ha kHorky CoxpaHUTb, YTOObI COXPaHUTb U3MEHEHNS, BHECEHHBIE B MOMUTUKY, 1 3aKPbITh OKHO
CBOWCTB MONNTUKI.

MapameTpbl Ha MOBUTBHOM YCTPOWCTBE ByayT HACTPOEHbBI NMOC/E OYEPELHON CUHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnipaBka Ans 9To BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

Kaspersky Security Network

YToBbI NOBLICUTL 3PPEKTVBHOCTL 3aLLMTLI MOBWIbHLIX YCTpoicTs, Kaspersky Endpoint Security ans Android
Kaspersky Security ons iOS ncnonbaytoT AaHHble, NonyYeHHble OT nosb3osaTtesneli Bo BceM Mupe. [ns obpaboTku
9TUX JaHHbIX NpeaHasHaueHa ceTb Kaspersky Security Network.

Kaspersky Security Network (KSN) — nHdpacTpykTypa obrauHbix cny>x6, npefocTasnsiolLlas LOCTYM K
onepaTBHoli 6a3e 3HaHWit "JlabopaTopun Kacrnepckoro” o penyTauum paiinos, Be6-pecypcoB 1 NporpaMmMHOro
obecneyeHus. VicnonbaoBaHne aaHHbix Kaspersky Security Network o6ecneunBaeT 605ee BbICOKYHO CKOPOCTb
peakuun nporpamvm “JlabopaTopun Kacnepckoro” Ha yrposbl, noBbiwaeT 3¢ dPeKTUBHOCTb paboTbl HEKOTOPbIX
KOMMOHEHTOB 3aLLMTbl, @ TakXKe CHUXAET BEPOFTHOCTb JTOXHbBIX cpabaTbiBaHWiA.
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Bawe yuacTue B Kaspersky Security Network nossonseT "Jlabopatopum Kacnepckoro” onepaTnBHO nonyyaTb
NHOOPMAaLIIO O TUMax U UCTOYHKKAX HOBbIX Yrpo3, paspabaTbiBaTb CMOCOObI X HENTPanM3aLuy, yMeHbLaTb
KONMMYECTBO NOXHbIX cpabaTeiBaHnin. Kpome Toro, yuacTue B Kaspersky Security Network o6ecneunBaeTt noctyn k
JaHHbIM O penyTauum NporpamMm 1 Beb-caliTos.

Korpa Bbl yyacTByeTe B Kaspersky Security Network, ctatucTuka, nonyyeHHas B pedynbTaTe paboTbl MOBUIbHOMO
NMPUNOXeHWs, aBToMaTYeckn oTrnpasnseTcs B "JlabopaTtoputo Kacnepckoro®. STa nHdopmaums nossonseTt
OTCNEXMBATb YrPO3bl B PEXNME PeanbHOro BpeMeH. Takxe A9 LOMOMHUTENbHOW NpoBepki B "JlabopaTopuio
Kacnepckoro” MmoryT oTnpaBnsTbcs Gaiinbl (Mnm nx 4acTu), B OTHOLLEHNI KOTOPbIX CYLLLECTBYET PUCK
NCMOMb30BaHNS NX 3M0YMbILLNIEHHUKOM AJ191 HAHECEHWS BpeAa KOMMbIoTePY WM AaHHBIM NoSb30oBaTens.

CrienytoLLyie KOMMOHEHTbI MPUMOXEHWIA NCMONb3YI0T obnavnyto cnyx0y Kaspersky Security Network:

* KomnoHeHTbl AHTUBMPYC, Be6-®OunbTp 1 KoHTponb npunoxeHunii B npunoxerun Kaspersky Endpoint Security
anst Android.

* KowmnoHeHT Be6-®urnbTp B npunoxennn Kaspersky Security ang iOS.

Y7066l HauaTb ncnonb3oBaTh KSN, Bbl 4OMKHBI IPUHATE YCnoBus JTMLEH3NoHHOro cornatleHuns. [logpobHee 06
oTnpaeke aaHHbIx B KSN untainTe B pasnene ObmeH nHpopmaumeii ¢ Kaspersky Security Network.

OTkas ot yuacTus B KSN cHuxaeT ypoBeHb 3alyTbl YCTPOMCTBA, UTO MOXET MPUBECTU K 3apaXkeHnio yCTpoNCTBa U
notepe nHbopmMaLmn.

[1ns noBbILLEHMS KauecTBa paboTbl MOBUIBHOMO NMPUOXEHMS Bbl MOXETe Takxe oTnpaensTs B Kaspersky Security
Network cTaTucTuyeckme gaHHble.

MNpenocTaBnerne nHbopmaumm B Kaspersky Security Network sBnsetcs Lo6poBosibHbIM.

DyHKLMOHaNbHOCTb OBHOBNEHWIA (BKtOYasi OBHOBEHNS aHTUBUPYCHbIX CUTHATYpP 11 OOHOBNEHNS KOLOBOW
6a3bl), a Takxke dyHkumoHansHocTb KSN 6ynyT HenocTynHbl B pelueHnn Ha Tepputopumn CLLA ¢ 12:00 AM no
BocTouHOMY neTHemy Bpemeru (EDT) 10 ceHTs6ps 2024 ropa B COOTBETCTBUM C OrPaHNYUTENbHBIMU MEpamMU.

CrpaBka Onsi 3Tol BEpCum peLLeHns 6onblle He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.12.

O6meH nHdopmauwmein ¢ Kaspersky Security Network

O6meH nHdopmaumein B Kaspersky Endpoint Security ona Android

[ns noBbieHWs ypoBHS nocTosiHHON 3awmThl Kaspersky Endpoint Security ons Android ncnonbayet obnauHyto
cnyx6y Kaspersky Security Network B paboTe cnegytoLLx KOMMNOHEHTOB:

v on

* AHTuBMpYC. [punoxeHne nonyyaeT [OCTYN K onepaTuBHo 6ase 3HaHW "JlabopaTopumn Kacnepckoro® o
penyTaunn dalinos 1 npunoxeHuii. [posepka Npon3BOAUTCS Ha Yrpos3bl, MHGOPMaLS O KOTOPbIX eLLe He BOoLLNa
B aHTUBUPYCHbIe 6a3bl, HO Yyke copepxmnTca B KSN. ObnavuHas cnyx6a Kaspersky Security Network
obecneunBaeT NOMHOLEHHYIO paboTy AHTUBMPYCA 1 CHUXKAET BEPOSTHOCTb JTOXHbBIX CpabaTbiBaHWIiA.
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e Be6-PunbTp. MNpunoxeHre BbINOMHIET NPOBepKY BeHG-CaNTOB nepen OTKPbITUEM C YUETOM AaHHbIX, MOMTyUYEHHbIX
oT KSN. Tak>xe npunoxxeHne onpenenseT kaTeropuo Beb-caiiTa Ans KOHTPOns 4OCTYNa Nofb30BaTeNen B
WHTEPHET Ha OCHOBE CMMCKOB pPa3peLLEHHbIX 1 3anpeLLeHHbIX kaTeropuli (Hanpumep, kateropus "ObLueHre B
cetn’).

¢ KoHTponb npunoxeHuit. [MpunoxeHne onpenenseT kKaTeropun 4ns orpaHnYeHns 3amnycka NpunoXeHuin, KoTopble
He yooBneTBOPSIOT TpeboBaHKsIM KopriopaTBHOM 6e30MacHOCTH, Ha OCHOBE CMINCKOB PaspeLleHHbIX U
3anpeLLeHHbIX kaTeropuii (Hanpumep, kateropus “Urpbr”).

NHdopmaums o Trnax aaHHbIX, nepenasaeMblix B “Jlabopatoputo Kacnepckoro” npu ncrnonssosaHum KSN Bo Bpems
paboTbl KOMMOHEHTOB AHTMBUPYC 1 KOHTPOsb NprnoxeHwii, npuseneHa B JIMLeH3noHHOM cornatleHunin. MprHrmas
ycnoBust JIMLIEH3NOHHOIO CornaLleHus), Bbl CornallaeTech nepeaasaThb CrefyoLLyto MHGopMaLmio.

NHdopmaums o Trnax aaHHbIX, nepenasaeMbix B “Jlabopatopum Kacnepckoro” npuv ncnonb3osaHum KSN Bo Bpems
paboTbl Be6-OunbTpa, ocTynHa B [NonoxeHun o6 06paboTke faHHbIX 4ns cronb3oBaHus Beb-DunbTpa.
MprHYMas ycnosus aToro MNonoXeHus, Bol cornallaeTech NepenaBaTth NEPEUNCIEHHYO HUXE UHOPMaLIO.

MopopobHee o npepgocTaBneHnn aaHHbIx B KSN cm. B paspene [NpenocTtasnervie agaHHbix B Kaspersky Endpoint
Security nng Android.

MpenocTaBnerve gaHHbix B KSN sBnsieTca [o6poBobHbIM. [Tpu XenaHn MOXHO OTKIUUTL OBMEH AaHHLIMY C
KSN.

O6meH nHdopmaumenn B Kaspersky Security ang iOS.

[ns noBbiWeHns ypoBHS nocTosiHHON 3awmThl Kaspersky Security ans iOS ncrnonbsyeT obnavunyto cnyxoy
Kaspersky Security Network B pa6oTte komnoHeHTa Be6-Punbtp. [MpunoxeHne BbINOMHIET NpoBepKy Be6-
pecypcoB nepeq, OTKPbITUEM C yHETOM AaHHbIX, MoyYeHHbIX oT KSN.

NHpopmaums o Tvnax faHHbIX, NepenaBaeMbix B "JlabopaTopuito Kacnepckoro' npu ncnonb3osaHum KSN Bo Bpems
paboTbl koMnoHeHTa Be6-DOunbTp, nprBeaeHa B JTnLeH3oHHOM cornalueHum. [puHmas ycnosus JIueHanoHHoro
cornalleHus, Bbl cornallaeTech nepefaBaTh CeayoLLyo MHbopMaumio.

MopopobHee o npepgocTaBneHnn aaHHbx B KSN cm. B pasnene [NpenocTaenervie gaHHbix B Kaspersky Security ong
ioS.

MpenocTtaeneHne aaHHbx B KSN gBnseTcs Ao6poBonbHbIM. [pu XenaHnm MOXHO OTKIIOUNTL OBMEH AaHHbIMY C
KSN.

OTtnpaska ctatucTukm B KSN ot npunoxerunin gna Android n iOS

,D,J'Iﬂ obmeHa AaHHbIMIW C KSN B Liengdx noBblLLUeHNsA KavyeCcTBa pa6OTbI NPUNOXEHNA OOXHbI ObITb BbIMNOHEHbI
cnepyroue ycnoBug:

* [lonb3oBaTenb YCTPOMNCTBA AOSIKEH MPOYNTATh U MPUHATL Ycnous MNonoxerus o Kaspersky Security Network.

* Heobxonoumo paspeluntb nepenady crtatucTuku 8 KSN B napameTpax rpyrnnoBoi NoanTUKK.

Bbl MoxeTe B nto60oii MOMEHT 0Tka3aTbCs OT OTrpaBku cTaTucTuyiecknx gaHHelx B KSN. MiHdopmaums o Tunax
CTaTUCTUYECKNX JaHHbIX, nepefaBaemMblx B "JlabopaTopuio Kacnepckoro” npu ncnonbsosaHun KSN Bo Bpems
paboTbl MOBUIBHOrO NPUNOXEHNS, MpuBeneHa B [MonoxeHun o Kaspersky Security Network.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLsa O peLleHn 4OCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

BkntoueHne n otkntoueHne Kaspersky Security Network

Mo ymonuarumto ncnonbaosaHue Kaspersky Security Network BkntoueHo.

Ecnn ncnonbsosarve Kaspersky Security Network otkntoueHo, Be6-®unbtp, KOHTpob npunoxeHnii u
nononHuTenbHas 3awwmTa B Kaspersky Security Network aBTomaTnyeck oTKIOYaoTCS, @ X HAaCTPOMNKM
CTaHOBHATCH HEOOCTYMHBIMU.

YT06bI BK/IIOYNTL WM BBIK/IIOYATL UCronb30BaHne Kaspersky Security Network, BbinosiHuTe cnenytoLme Aefic TBus:
1. OTKpOliTe OKHO CBONCTB NMOANTUKN:

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTte YeTpolicTea >
MonuTuku n npodunn. B oTKpbIBLLEMCS CICKE rPYNMOBbIX MOMNTYIK BbIGEPUTE MOUTIIKY, KOTOPYHO Bbl XOTUTE
HacTpOWTb.

e B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoliicTea >
Mo6unbHble > YcTpolicTBa. Beibepute MobunbHOe yCTpOCTBO, NognafatolLiee nog AelicTBUE NONTIYKNA,
KOTOPYIO Bbl XOTUTE HACTPOWUTb, @ 3aTEM BbIGEpUTE NOANTIKY Ha 3aknafke AKTUBHbIE MNOAUTUKN 1 Npodunm
NonnTuK.

2. Ha cTpaHuue cBoiicTs nonuTukm BeibepuTe MapameTpbl npunoxenuii > KSN n ctatuctuka.

3. YTOBbI BKIIOUATL MM OTKIIIOUNTB Mcnonb3oBaHune Kaspersky Security Network, ycTaHoBuTe unim cHummTe
dnaxok MicnonbsosaTtb Kaspersky Security Network.

4. Ecnn ncnonbsosaHue Kaspersky Security Network BkntoueHo 1 Bbl cornacHbl oTnpasnsaTb AaHHbIE B
"NabopaTtoputo Kacnepckoro”, yctaHoBuTe dpnaxok PaspewmnTts otnpaeky ctatuctukm B Kaspersky Security
Network. [JaHHble NO3BONAT yBENMNUNTL CKOPOCTL peakumn MOBUIIBHOrO MPUIOXEHNS Ha YTPO3bl, YyULlNTh
MpPOV3BOANTENBHOCTb KOMMOHEHTOB 3aLLTbI, CHU3UTb BEPOSATHOCTb JIOXKHbIX CpabaTbiBaHWIA.

5. HaxkmuTe Ha kHorky CoxpaHUTb, YTOObI COXPaHUTb N3MEHEHMS], BHECEHHBIE B MOMUTUKY, N 3aKPbITb OKHO
CBOWCTB MOSUTUKI.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCNE OYEPEnHOWN CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center.

CnpaBka 45isl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYHO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn SOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 41=.
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O6meH nHpopmaumein ¢ Google Analytics png Firebase, SafetyNet
Attestation, Firebase Performance Monitoring n Crashlytics

Bbl MoXeTe onpenennTb 3TV NapamMeTpbl NOANTUKM TONbKO AN1d ycTpoicTs Android.

Kaspersky Endpoint Security ang Android obmeHnBaeTcs fnaHHbIMU ¢ cepBucamu Google Analytics ong Firebase,
SafetyNet Attestation, Firebase Performance Monitoring 1 Crashlytics pns ynyulieHns kauecTsa, BHELLHEro B1aa u
NPOV3BOAVTENBHOCTU MPOrPaMMHOro obecrneyeHs, MPOLYKTOB, yenyr n nHepacTpykTypbl "JlabopaTopum
Kacnepckoro', aHanuaunpys paboTy nonb3oBaTenel, PyHKLMN, CTaTYC U UCMONb3yeMble HAaCTPOKIN YCTPONCTB.

O6meH nHdbopmaumeli ¢ cepercamn Google Analytics ang Firebase, SafetyNet Attestation, Firebase Performance
Monitoring n Crashlytics no ymonuaHuio oTktoyeH.

YT06bI BK/IOYNTE OOMEH AaHHBIMY, BbIMIOIHUTE CAEAYIOLLME AECTBUS.
1. OTKpoiTe OKHO CBOMCTB MNOMNTUKMN:

e B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepurte YeTpoiicTea >
Monutrku n npodnnn. B oTKpbIBLLEMCS CMICKE rPYNMNOBbLIX MOANTUK BbIGEPUTE MOMNTIKY, KOTOPYIO Bbl XOTUTE
HaCcTPOUTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console BbibepuTte YeTpolicTea >
Mo6wunbHble > YcTpolicTBa. Beibepute MobunibHOE yCTPONCTBO, MognafaroLLee nog AelicTBUE MONTIYKNA,
KOTOPYIO Bbl XOTUTE HACTPOWUTb, @ 3aTEM BbIGepUTE NOANTIKY Ha 3aknanke AKTUBHbIE MOAUTUKN 1 Npodnnm
NonnTUK.

2. Ha cTpaHuue cBoiicTs nonuTukm BeibepuTe MapameTpbl npunoxenuii > KSN n ctatuctuka.

3. B pasnene OTnpaBka cTaTUCTMKM B CTOPOHHME CEPBUCHI yCTaHOBUTE priaxxok PaspelunTb nepeaayy AaHHbIX,
YTO6bl MOMOYb YNYULLNTL Ka4ecTBO paboThbl, NHTEpdEiCc 1 NPON3BOANTENIBHOCTb MPUIOXKEHUS.

4. HaxmuTe Ha KHOMKY COXpaHI/ITb, yTObHI COXPaHNTb NSMEHEHNH, BHECEHHbIE B NOJINTUKY, N 3aKPblTb OKHO
CBOWCTB MOSINTUKMA.

MapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI NMOCIE OYEepPEnHON CUHXPOHM3aLMN yCTPOCTBa C
Kaspersky Security Center.

CnpaBka Ans 9Toi BepCuin peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHnn JocTynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

HacTtpolika yBeoomneHuin Ha MOBUNbHbBIX YCTPOMCTBaXx

Bbl MOXeTe onpenennTb 3TV NapamMeTpPbl MOANTUKIN TONbKO Ans ycTporicTs Android.
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Ecnu Bbl xoTWTE, YTOOBI MONb30BaTENb MOBUIBLHOrO YCTPOCTBA He OTBNeKancs Ha ysegomneHus Kaspersky
Endpoint Security ans Android, Bbl MOXeTe BbIK/IIOUMTL HEKOTOPbLIE YBEAOMIEHUS.

B Kaspersky Endpoint Security ncnonbsytorcs cnegytolme cpeacTsa Ais oTobpaxeHns ctaTyca 3allmThi
yCTpoWcTBa:

* YBefoMJIeHME O COCTOSIHUM 3aunThl. YBEOOMIIEHNE 3aKPEn/IeHO B NaHen yBeoOMIIEHWA. YBeAOMNEHNE O
COCTOSHWM 3aLLMTbI HEMb3s yaanuTb. B yBegomneHnmn otobpaxaeTcs cTaTyc 3alumTbl yCTpolicTBa (Hanprmep,
() v konuuecTBo NpoBnem, ecnv oHU rMeloTcs. Monb3oBaTENb YCTPOMCTBA MOXET HaXaTb Ha CTaTyC 3alluThl
YCTPOWCTBa 1 MOCMOTPETb CMNCOK NPO6IEM B MPUNOXEHNN.

* YBefomneHns NpunoXxeHus. YBeLoMNeHNs MHGOPMIUPYIOT Mob30BaTENS YCTPONCTBA O MPUIOXEHNM
(Hanpumep, 06 0BHapPYXeHUN YrpO3bl).

e BcnnbiBalowue coobueHuns. BernnbiBatolime coobLueHns TpebyoT BHUMaHNS CO CTOPOHbI MONb30BaTeNs
yCTpOlcTBa (HanprMep, NpPeanpuUHaTbL AENCTBUS NPU OBHaAPYXKEHN YIPO3bl).

Mo ymonuaruio Bce yBepomnerus Kaspersky Endpoint Security ons Android BkrtoueHb!.

Ha Android 13 nonb3oBaTenb YCTPONCTBa LOMKEH MPefoCTaBUTh Pa3peLLeHne Ha OTNPaBKY YBEAOMIEHWNIA BO
Bpems paboTbl MacTepa HauanbHO HaCTPOVIKM U MO3XKE.

MonbsosaTtens Android-ycTpoiicTBa MOXET Bblk/IloUnTb BCe yBemomneHus ot Kaspersky Endpoint Security ans
Android B HacTpoiikax naHeny ysegoMneHnii. Ecnn yBenomneHns BelkntoYeHbl, Nofib30BaTe b HE KOHTPONMPyeT
pPaboTy MPUIOXKEHNS N MOXET MPOMYCTUTb BaXHYIO MHPOpMaLMIO (HanprmMep, 0 COOsIX MPY CUHXPOHM3AaLIN
ycTpoiicTtsa ¢ Kaspersky Security Center). YTobbl nonb3oBaTesb y3Han cTaTyc paboTbl MPUNOXEHNS, eMy
Heobxoaumo oTKpbITh Kaspersky Endpoint Security gna Android.

Y106k HacTpouTL OTOBPaxeHne yBeaoMmaeHu o pabote Kaspersky Endpoint Security ans Android Ha mo6uibHoM
YCTPOVICTBE, BbINOHUTE CIEAYIOLNE AEVICTBUS:

1. OTKpOlTe OKHO CBOMCTB MOMUTUKN:

¢ B rnasHom okHe Kaspersky Security Center Web Console nnu Cloud Console BbibepuTte YeTpolicTea >
Monutnkn n npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOAUTVK BbIBEpUTE NOANTHKY, KOTOPYHO Bbl XOTUTE
HacTpOWTb.

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnn Cloud Console Beibepurte YeTpoiicTea >
Mo6unbHble > YeTpoiicTBa. Bbibepute MoGUnbHOe yCTPOICTBO, MOoANafatoLLLee Noa AeiCTBIE NMOMNTIKY,
KOTOPY!IO Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIGEPUTE MONUTUKY Ha 3aknanke AKTUBHbIE MOAUTUKA 1 Npobuam
NONNTUK.

2. Ha cTpaHuLe cBoiicTB nonnTukm BeibeprTe MNMapameTpbl NpunoxXeHuii > YBeAOMNEHUS N OTYETHL.
3. B pazpene YeepomneHus HacTpoiiTe oTobpaxkeHne yBeooMIIeHNI:

* YT10bbI CKpbITb BCE yBE4OMIEHUA 1 BCMNbIBatOLLME COO6LLI,eHVI9I, OTKNKOUNTE NepeknYaTesib 01'06pa)|(a'rb
yBegomneHus, ecnv Kaspersky Endpoint Security paboTtaeT B ¢oHOBOM pexxnme.

Kaspersky Endpoint Security ons Android 6yneT nokasbiBaTb TOSIbKO YBELOMIIEHMS O COCTOSAHWN 3aWwmThl. B
yBEAOM/IEHIN OTOBPAaXaeTCs CTATYC 3alumThl yCTpoicTsa (Hanpumep, (1)) 1 konuuecTso npobnem.
MprnoxeHne Takxe oTobpaxaeT yBeLOMIIEHWs, KOraa nosb3oBaTesb paboTaeT C NpunoXeHnem (Hanpumep,
OBHOBIYET aHTUBKPYCHbIE 6a3bl BPYUHY!IO).
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CneupanucTsl "TlabopaTopumn Kacnepckoro” pekoMeHOyoT BKIOUATL YBEOOMIEHNS 1 BCSIbIBalOLLE
coobueHuns. Ecnn yBegomneHns 1 BCnnbiBatoLLme COOBLLEHNS OTKMOYEHbI, Koraa npunoxeHne pabortaet
B POHOBOM pexMMe, MPUIOXEHVE He YBeAOMNSIeT Nosb3oBaTesneiil 06 yrpo3ax B peasnbHOM BPEMEHM.
[Nonb3oBaTen MoBUbHBIX YCTPONCTB Y3HaIOT O COCTOSIHMN 3aLLVTEl YCTPOMCTBA, TOSbKO Koraa
OTKPOIOT MPUIOXEHME.

* B paspene Cnucok npobnem 6e3onacHocTy, oTobpaxkaemblii Ha ycTpolicTBax nonb3oBaTteneli Boibepute
npo6nemsl Kaspersky Endpoint Security pns Android, koTopble AOMKHBI OTOBpaXaTbCs Ha MOBUIIBHBIX
yCTPOWCTBax Nonb3oBaTeneil.

4. HaxxmuTe Ha kHornky CoxpaHuTb, YTOBbl COXPaHUTb U3MEHEHNS, BHECEHHbBIE B MOMUTYKY, U 3aKPbITb OKHO
CBOWCTB MOSUTUKI.

MapameTpbl Ha MOBUTBHOM YCTPOWCTBE ByayT HACTPOEHbBI MOC/E OYEePEAHON CYHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnipaBka An1s 9ToW BEPCUN peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaLmo. AKTyanbHas MHbopMaLIs O peLleHn BocTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.1.

O6Hapy>xeHue B3nomMa yCTpolicTBa

Kaspersky Security Center Web Console no3sonseT obHapyxuBaTb B3/IOM YCTPONCTBa (MonyyeHre root-npas) Ha
ycTpoiicTeax Android n moandukaumo npowwmsku (jailbreak) Ha ycTpoiicTeax iOS. Ha B3nomaHHOM ycTpoiicTee
crCTeMHble daiinbl He 3aLUVLLEHbI U AOCTYMHbI AMs UBMEHEHUS. Takke Ha B3NOMaHHOM YCTPOICTBE LOCTYmnHa
yCTaHOBKa CTOPOHHMX MPUNOXEHUIA N3 HEN3BECTHbLIX NCTOYHUKOB. [locne obHapyXeHMs B3noma pekoMeHayeTcs
BOCCTaHOBUTb HOPMarbHYyto paboTy yCTPONCTBaA.

Kaspersky Endpoint Security onst Android ncnonbayeT cnegytoLume cry>6bl Ansg 0BHapy>KeHs MonyYeHns
nonb3oBaTenem root-npas:

e BcTtpoeHHas ciyx6a Kaspersky Endpoint Security ans Android. Cnyx6a "JlabopaTopumn Kacnepckoro”’, kotopas
MpoOBepSEeT Nnony4YeHre root-npas nonb3oBaTenem MobunbHoro yctpolicTaa (Kaspersky Mobile Security SDK).

e SafetyNet Attestation. Cepuc Google, KOTopbIi IpOBEPSET LLENOCTHOCTD OMNMEPaLIMOHHON CUCTEMBI,
aHanmavpyeT nporpaMMHo-annapaTHoe obecneyeHrie yCTPOCTBa, a TakxXe BbISIBNSET Apyrvie npobnemsi
©esonacHocTu. [NogpobHas nHpopmaums o paboTe SafetyNet Attestation npuseneHa Ha Beb-caiite Cnyx6el
TexHnYecko nopaepxkn Android.

Kaspersky Security ons iOS ncnonbsyeT cnepytoLume cny>obl fns 06HapY>XeHNs MOANDULIMPOBAHHON NMPOLUMBKIA
(jailbreak):

* BctpoeHHas criyxba Kaspersky Security nns iOS. Cnyx6a "Jlabopatopumn Kacnepckoro’, koTopas NpoBepseT,
mMogvduumpoBaHa 1 npoLurBka MobuneHoro yctpoiictsa (Kaspersky Mobile Security SDK).

Mpw B3NomMe yCTpolicTBa Bbl MOMyYnTe yBeAoMeHne. Bbl MoXeTe NpoCcMOTpeTh YBEAOMIEHNS O B3NIOMaXx B
Kaspersky Security Center Web Console Ha 3aknanke MOHUTOPUHF U 0OTYETHOCTD > [NaHenb MoHUTOpUHra. Boi
Tak>Xe MOXeTe BbIKITIOUNTb YBegOMITIeHE O B3JTOME B NapamMeTpax YBeﬂOMﬂeHMIZ O COBbITUSAX.
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Ha Android-ycTpoiicTBax MOXHO YCTaHOBUTb OFPaHNYEHs Ha OeNCTBIS MONb30BaTeNs B Cllyvae B3/1oMa
ycTpoiicTsa (Hanpumep, 3a6noKMpoBaTh YCTPONCTBO). Bbl MOXeTe yCTaHOBUTb OrpaHNYeHs C MOMOLLbIO
komnoHeHTa KoHTponb cooTBeTCcTBYS. [1N5 9TOro cosnaiTe NpaBuao COOTBETCTBIY C KpuTepmnem Ha yctpoiictee
rnony4eHsbl root-npasa.

CnipaBka Ans 9To BEPCUN peLLeHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

3apaHne napameTpoB NMNMUEeH3NPOBaHNA

Bbl MOXeTe HacTpouTb 3TV NapamMeTpbl NOANTVKK Ans ycTpolicTs Android 1 iOS.

[ns ynpaeneHns mobunbHbeiMu ycTporicTBamu B Kaspersky Security Center Web Console nnn Cloud Console
HEeOBXOAMMO aKTVBUROBATb MOBUILHOE MPUAOXKEHKE HA MOBWIBHBIX YCTPOMCTBaX. AKTVBaLS MPUNIOXEHNS
Kaspersky Endpoint Security ons Android nnn Kaspersky Security ons iOS Ha MoBbuibHOM yCcTpoicTee
OCYyLLEeCTBNgeTCS NyTeM NpefoCTaBNeHNs MPUNOXEHNIO MHPOpMaLmMK O AelicTByoLwwel niueH3nn. Minbopmaums o
NMLEH3MN NepefaeTcs Ha MOBUIbHOE YCTPOMCTBO BMECTE C MOMNTUKOM NMPU CUHXPOHN3aLMN yCTpolicTBa C
Kaspersky Security Center.

Ecnn moburnbHoe NpunoxeHne He Bbino akTUBMPOBaHO B TeueHne 30 aHel C MOMeHTa YCTaHOBKU Ha MOBUIbHOE
YCTPOICTBO, OHO @aBTOMAaTUYECKU NMEPEKITIOUAETCS B PEXUM PaboTbl C OrpaHnYeHHO QyHKLMOHaNbHOCThIO. B aToM
pexvmMe paboTbl 6OMBLUMHCTBO KOMMOHEHTOB NMPUOXeHWs He paboTaeT. [Npy nepexone B pexxm paboThbl ¢
OrpaHNYeHHoN GYHKLMOHANBHOCTHIO MPUMOXEHVE NMPEKPALLAET BbINMOMHATb aBTOMaTUYECKYIO CUHXPOHN3aLMIO C
Kaspersky Security Center. [lNoaTomy, ecnv NpunoXeHmne He Bblo akTUBUPOBaHO B TeveHune 30 gHel ¢ MOMeHTa
YCTaHOBKM, MOJSIb30BaTENMNO HEOOXOAMMO BPYUHYIO BbINOHUTL CUHXPOHM3aUmio ycTpoiicTea ¢ Kaspersky Security
Center.

Y106bI 338aTH NEPAMETPL! JINLEHIVPOBAHS 4715 [PYNOBOU MOMNTYKY, BEINOSHUTE CREAYIOLUMNE AEVICTBUS:
1. OTKpOliTE OKHO CBONCTB MOMUTUKMA:

¢ B rnaBHom okHe Kaspersky Security Center Web Console nnm Cloud Console BbibepuTe YcTpolicTea >
Monutnkm u npodunun. B oTkpbIBLLEMCS CMINCKE IPYNMNOBbIX MOMUTYK BbIBEpUTE NONNTHKY, KOTOPYHO Bbl XOTUTE
HacTpoOuUTb.

e B rnaesHom okHe Kaspersky Security Center Web Console nnn Cloud Console Boibepute YeTpoiicTea >
Mo6wunbHble > YcTpolicTBa. Boibepute MobunbHoe yCTpoNCcTBO, NognafatoLLee nog, AelicTBUE NOANTIYKN,
KOTOPYIO Bbl XOTUTE HACTPOWTb, @ 3aTEM BbIOEpUTE MONNTIKY Ha 3akafke AKTUBHbIE MOAUTUKN 1 Npodunm
NoNNTUK.

2. Ha cTpaHuLe cBoicTB nonnTukm BeibepuTe MapameTpbl npunoxeHuii > JuueHsun.

3. C NoMOLLbIO pacKpbIBatoLLLErocs crnvcka Bolbepute Tpebyemblii NMLEH3NOHHbIN KoY B XPaHUIULLE KItoYel
CepBepa agMVHUCTPUPOBaHWS.

MonpobHas HdopMaLms O NMLEH3VOHHOM KIloue 0TOBpaXxaeTcs B MOMSAX HUXE.

Bbl MOXeTe 3aMEeHNTb CYLLECTBYIOLLMIA KoY akTUBALLN Ha MOBUTbHOM YCTPONCTBE, ECNN OH OT/INYAETCS
OT K/toYa, BbIbpPaHHOro B packpbiBatoLLLeMcs crincke. [1ns aToro yctaHoBuTe dnaxok Ecnuv Ha ycTpolicTee
MCMonb3yeTCs APYroii KNtoY, 3aMeHNTE ero 3TUM KJIlOYOM.
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4. Haxxmute Ha kHorky CoxpaHuTb, YTOObl COXPaHUTb 3MEHEHWS, BHECEHHbIE B MONNTHUKY, 1 3aKPbITb OKHO
CBOWCTB MOANTUKM.

MapameTpbl Ha MOBUIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCE OYEPEAHOW CUHXPOHM3aLUMM YCTPOCTBA C
Kaspersky Security Center.

CnpaBka Ons 3Tol BEpCum peLLleHns 6onblle He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHdopmaumto. AkTyansHas MHGopMaLwms o peLleHnn JocTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

HacTpoiika cobbiTui

Bbl MOXeTe HacTpouTb 3TV NapameTpbl NOANTUKK Ans ycTpolicTs Android 1 iOS.

Bbl MoxeTe 3anaTh napameTpbl XPaHEeHNS 1 YBELOMIIEHNS O COBBITUSX, KOTOPbIE MPOVCXOAST Ha YCTPOCTBaxX
nonb3oBaTeneit n otnpaesnsoTcs B Kaspersky Security Center.

HaCTpaVIBaTb COBbITUA MOXHO TOJBbKO npun nsMmeHeHnmn NoJINTUNKIN.

CobbITUS pacrnpenenstoTcs no crenyoLLM 3akiafkam B 3aBUCUMOCTY OT YPOBHEN BaXXHOCTU:

¢ Kputuueckoe

Kputnueckoe cobbiTue ykasbiBaeT Ha MPobnemy, KoTopas MOXeT NPUBECTU K NoTepe JaHHbIX, c6osim B paboTe
WA KPUTUNYECKON OLLInBKe.

e OTKa3 pyHKLMOHUPOBaHNS

OTKa3s PyHKLUMOHNPOBaHMS YKa3blBaeT Ha Cepbe3HYIo NPobremy, OLNMBKY U HENCNPAaBHOCTb, BOSHUKLLIYIO BO
BpeMs paboTbl MPUIOXKEHUS.

e [pepynpexpeHue

MpenynpexneHne He 0693aTeNbHO IBASIETCS CePbe3HbIM CODbITMEM, OOHAKO YKa3biBAeT Ha BO3MOXHYIO
npob6nemy.

* MHdopmaumoHHoe

VHdopMaumoHHoe cobbiTre yBegomnseT 06 yCrelwHoM 3aBepLUeHN onepaLmm U NpoLeaypbl U o
KOPPEKTHOM paboTe NpUoXKeEHWS.

B kaxOoMm pasgene crivcka nepeuncrierbl TUMbl COBbITUM U YCTAHOBMNEHHbIV MO YMOTYaHNIO CPOK XPaHeHWsl COBbITUN
B Kaspersky Security Center (B HsIX).

B crniicke cobBbITHi MOXHO BBIMOSIHATH CrefyoLLe AeNCTBIS:
e [lo6aBnsTb WA yOansTb TUMbl COBBITWIA N3 crincka TUMoB cobbiTuiA, oTnpasnsemblx B Kaspersky Security Center.

* OnpepensaTb NapamMeTpbl XpaHEHVs 1 YBEAOMIEHWS AN KaXA0ro Tuna CobbITUIA, HanpUMep: Kak LoNnro CobbITHs
onpeaeneHHoro Tuna AoMXKHbI XpaHUTbCs B 6a3e AaHHbix CepBepa aoMUHNCTPUPOBaHNS 1 ByoyT n
OTMNPaBNSTLCS YBEAOMIIEHNS O CODBITUSX ONpedenieHHOro T1na No 3MeKTPOHHON NnoyTe.
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[ononHnTensHasa nHdopmaLms o HacTpoiike cobbiTuii B Kaspersky Security Center Web Console n Cloud Console
npvBeaeHa B CNefylomx LOKYMEHTaXx:

e Ecnu Bbl ucnonbayeTte Kaspersky Security Center Web Console — B Cripaske Kaspersky Security Center®.

* Ecnu Bbl ucnonbayeTe Kaspersky Security Center Cloud Console — B Cripaske Kaspersky Security Center
Cloud Console®.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SocTymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTtpolika cobbiTuiA, CBA3aHHbIX C YCTaHOBKOW, OBHOBNEHVEM U yAaNeHNEM
NPUIOXEHWI Ha YCTPOMCTBaXx Nonb3oBaTenen

Bbl MOXeTe HacTpouTb 3TV NapameTpbl NOANTVKK Ans ycTpolicTs Android 1 iOS.

Ecnu Bl ucnonbayeTe Kaspersky Security Center Cloud Console, cnncok Trnos cobbITuii, NPOUCXOALLNX Ha
YCTROVCcTBax nonb3osarteneli 1 otrnpaensembix B Kaspersky Security Center, He BktouaeT cOObITYS, CBA3aHHbIE C
YCTaHOBKOM, OBHOBNEHNEM 1 YAaNeHNEM NMPUNOXEHWIA Ha YCTPOCTBax. OTO CBA3AHO C TEM, YTO Takme CobbITS
MPOUCXOAAT YacTo, U MOTyT 3aMEHUTL ApYrve BaxHble cobbiTus B 6a3e Kaspersky Security Center npu
LOCTUXKEHVN OFPaHNYEHIs Ha KONMYecTBO CobbITuiA. OHM Tak>Ke MOryT BT Ha npouasoanTensHocTs Cepaepa
aOMUHUCTPUPOBaHKS 1 6asbl AaHHbIX U Ha MPOMYCKHYIO CMOCOBHOCTL MHTepHeT-coednHeHus ¢ Kaspersky Security
Center Cloud Console.

Ecnu cywecTByeT HEOBXOOMMOCTb COXPaHsTb COBbLITMS STOrO TUMa 1 NoMyYaTb O HUX YBELOMIEHWS, BbINOSHATE
LEVICTBIUS, ONCaHHbIE B 3TOM pasferne.

Y1066 HACTPOUTL COBBITYS, CBSI3aHHLIE C YCTaHOBKOM, OBHOBIEHUNEM U yAaNneHUEM MPUIOXKEHU Ha yCTporicTBax
r10/1b30BaTes1eM, BbIMO/IHUTE C/EAYIOLUMNE AeVICTBUS:

1. B napameTpax nonTukm Ha 3aknagke Hactpolika cobbitnii o6aBbTe HGOPMaLVMOHHOE COBbITUE C TUMOM
YcTaHoBNEHO N1 yaaneHo NpuioXeHue (CMcok YCTaHOBIEHHbIX MPUIOXEHWIA) B CMICOK COBbITUI,
xpaHswmxcs B 6ase gaHHbix CepBepa agMUHICTPUPOBaHNS.

MNMopopobHas HdopmMaLms o HacTpolike cobblTuli NpuBeneHa B Cripaske Kaspersky Security Center Cloud
Console®.

2. BkntounTe napameTp OTNRaBUTb CNNCOK YCTaHOBIEHHbIX MRPUIOXKEHUI Ha Bce MOBUIIbHbIE YCTROMCTBA.

CobbITuS, CBS3aHHbIE C YCTaHOBKOW, OBHOBNEHEM 1 YAaneHeM NpuioXeHnii Ha yCTpoNCcTBax nosnb3oBaTenei
OynyT xpaHuTbCs B 6ase Kaspersky Security Center. Bbl 6yneTte nonyyaTts yBeOOMIEHNS 06 3TVX COBLITUSIX.

CnpaBka sl 9To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLs O peLleHn SOcTyrnHa B cnpaske Kaspersky Secure Mobility
Management 412
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Harpyska Ha ceTb

OT0T pasnen coaepXnT nHPopmaLmo 06 obbeme ceTeBoro Tpaduika, KOTOPLIM OBMEHNBAIOTCS MEXAY COBOA

MobunbHble ycTpolicTa 1 Kaspersky Security Center Bo Bpems paboTbi.

Pacxop Tpaduka

3apava

MNepBoHavanbHoe pasBepTbiBaHNe NpunoxeHns, Mb

MNepBoHavanbHoe 06HOBMEHME aHTUBMPYCHDBIX 6a3 (06beM Tpaduka MOXET OTMYaTbCs N3-3a pasmMepa
aHTVBYPYCHbIX 6a3), Mb

CuHxpoHu3aums mobunbHoro ycTpoiicTaa ¢ Kaspersky Security Center, MB

PerynspHoe obHoBREHNE aHTVBUPYCHbIX 6a3 (06beM Tpadyka MOXET OTIMYaTbCS 3-3a pasmepa
aHTVBYPYCHbIX 6a3), Mb

BbinonHeHve komang, AHTU-Bopa. OnpeneneHne mectononoxerus (06bem Tpadbuka MOXET oTnmyaThes
13-3a XapaKTePUCTVK BCTPOEHHO Kamepsbl 1 kauecTBa nsobpaxenit), Mb

BbinonHeHve komang, AHTU-Bopa. ®oTtorpaduposaqne, Mb
BbinonHeHne komang AHTU-Bopa. Bnokuposka ycTpoiictea, Mb

CpepHuii pacxop 3a cyTku, Mb

CnpaBka ons aToli Bepcum peLlueHnst 6onblue He 0BHOBNSETCS, MOITOMY MOXET COAEPXKaTb YCTapPEBLLYIO
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PaboTa ¢ KoHconbto agpMunHUCTprpoBaHus Ha 6aze MMC

B aToM paspene cnpasku onncaHa salmTa 1 ynpasneHe MobuibHbIMM yCTPORCTBaMM C MOMOLLbo KoHconm
apMuHUcTpupoBaHusa Kaspersky Security Center Ha 6aze MMC.

CrpaBka Ons 3Tol BEpCum peLLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHdopmaumto. AkTyansHas MHGopMaLwms o pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

OcHoBHblE cueHapunn ncnosib30BaHNA

v
EE
YCTAHOBKA - KOHTPO/J1b

Kak ynaneHHo yctaHoButb Kaspersky Endpoint Security ang Android? Kak 3anpeTtnTb nonb3osaTento Urpatb Ha
ycTpolictee?

Kak 3anpetuTb nonssoBatento ynanats Kaspersky Endpoint Security ang Android?

Kak HacTpouTb nocTyn k Be6-caliTam Ha
ycTpolictee?

Kak aktunBumposatb Kaspersky Endpoint Security ans Android?

Kak obHapyxu1Tb nony4yeHve root-npas?

SALLNTA

Kak 3a6nokuvpoBath yCTpONCTBO, KOTOPOE MOTEPSHO U YKRaAEHO?

YMNPABJIEHUE

Kak 3almnTnTbCs OT MHTERHET-YrRO3? . .
Kak HacTpouTb NOYTOBbIN FLLIVIK Ha YCTRONCTBE?

Kak 3anpeTtuTb ycTaHoBKY nycToro napona?

Kak noakntountb mobunsHoe yctpoiicteo Kk Wi-Fi?

Kak ycTaHoBUTb KOpnopaTBHOE NRUIOXKEHKE?

MCMONIb30BAHVE CTOPOHHWX PELLEHNIA

Android Enterprise (Opunoxerus ¢ "noptdenem’, Hactpoliika paboyero npodusns
Android)

VMware AirWatch, Mobilelron, IBM Maas360, SOTI MobiControl

CnpaBka sl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLs O peLleHn SOcTYyrnHa B crpaske Kaspersky Secure Mobility
Management 412

O Kaspersky Security ong MobunbHbIX yCTPONCTB

Kaspersky Security 15 MO6W/IbHBIX yCTPOVICTB — 9TO KOMMIIEKCHOE peLleHne, NpeaHasHaueHHoe AN 3alnThl U
yrpaBneHnst KOPropaTUBHBIMY MOBWIbHBIMUN YCTPOCTBaMMU, @ Tak>Ke JINYHBIMU MOBUbHBIMY YCTPONCTBaMWU,
NCMOMb3YEMbIMIY COTPYAHVKAMU KOMMaHWN B KOPNOPAaTUBHBIX LENSX.

Kaspersky Security st MOBUIbHBIX YCTPOMCTB BKIItoUaeT B cebs crienytoLLe KOMMOHEHTbI:
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e MoburnbHoe npunoxerune Kaspersky Endpoint Security onst Android.

Kaspersky Endpoint Security ona Android 3awwmiiaeT MobUnbHbIE YCTPOCTBa OT BE6-YIrpo3, BUPYCOB U APYTiX
nporpamm, NpeaCcTaBNSOLLNX YrPO3bl.

¢ [lnarvH ynpasnenus Kaspersky Endpoint Security ans Android

MnarvH ynpasnerns Kaspersky Endpoint Security ong Android o6ecrneunBaeT nHtepdelic ynpasneHus
MOBWBHBIMY YCTPOCTBAMM 1N YCTAHOBMNEHHBIMU Ha HUX MOBWIbHBIMU NMPUNOXEHMSIMI Yeped KoHconb
agMuHUcTpupoBaHus Kaspersky Security Center.

e [naruH ynpaeneHus Kaspersky Device Management ons iOS.

MnaruH ynpasneHus Kaspersky Device Management ons iOS nossongeT onpenensTs napameTpbl KOHGUrypaumm
YCTPOMCTB, nogkntoueHHbIx k Kaspersky Security Center yuepes npotokon iOS MDM (nanee Takxe «iOS MDM-
ycTpoiicTsa»), 6e3 ucnonbaosaHus iPhone Configuration Utility.

MnarvHbl ynpaBneHus UHTErpuUpYOTCS B CUCTEMY y[8/IeHHOrO aaMuHUCTpuposaHys Kaspersky Security Center. C
nMomMolLLblo eanHol KoHconn agpMuHucTpurpoBaHus Kaspersky Security Center agMuHUCTpaToOp MOXET YnpaBnsTh
BCEMU MOBWIIbHBIMUN YCTPOCTBaMN OPraHn3aLmn, @ Takxe KIMEHTCKMY KOMMboTepaMm 1 BUPTYarnbHbIMU
cucTemamu. [Nocne nopkntoueHns MoBubHbIX YCTpolicTs k CepBepy agMUHUCTPUPOBaHNS OHU CTAHOBSTCS
ynpasnsgemMbiMy. AODMUHUCTPATOP MOXET ANCTaHLIMOHHO KOHTPONMPOBaTh YrpaBasgeMble YCTPONCTBa.

MobunbHoe npunoxenne Kaspersky Endpoint Security ons Android MmoxeT Takxe paboTaTb B COCTaBe CHUCTEMb]
yaaneHHoro aamuHUC TpypoBaHus Kaspersky Endpoint Security Cloud. Nopgpo6Has nHbopmaums o paboTe ¢
npunoxernsmn ¢ nomolubio Kaspersky Endpoint Security Cloud npviBeneHa B oHnaviH-cripaske Kaspersky Endpoint
Security Cloud®.

MobunbHoe npunoxeHne Kaspersky Endpoint Security ons Android Takxe MoxeT paboTaTb B COCTaBe CTOROHHUX
EMM-pewennii yyactHrkoB AppConfig Community.

CnpaBka 4isl 9To Bepcum peLLeHrs 6osbLLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

OcHoBHble PyHKLIW yrpaBieHnsa MObubHbIMU yCTpocTBamu B KoHconu
agMUHUCTPUpPOoBaHNS Ha 6aze MMC

Kaspersky Security ans MobunbHbIx yCTPONCTB NpeAocTaBnseT cnemytoLimne GyHKLNN:

* Paccbifika COOBLLEHWIA 3NEKTPOHHO MOYThI CO cchikamu Ha Google Play ang nogknoyeHns ycTpolicTs Nog,
ynpaenennem Android k Kaspersky Security Center.

e [lcTaHUMOHHOE NOAKIIIoUeHe MoBUsbHbIX YCcTpolicTB k Kaspersky Security Center n opyriim CTOpOHHVM
EMM-cuctemam (Hanpumep, VMWare AirWatch, Mobilelron, IBM Maas360, SOTI MobiControl).

e [ncTtaHumoHHas HacTpolika Kaspersky Endpoint Security ans Android, a Takxxe cepBnCcOoB, MPUNOXEHNIA 1
dyHKUMA Android-ycTpoiicTB.

e [lMcTaHUMOHHas HacTpolika MOBUIIbHBIX YCTPOWCTB COrNMacHoO TpeboBaHNSAM KopropaTUBHOM 6e30MacHOCTM.

* [pepoTBpalleHne yTeuek KopropaTBHOM MHPOPMALMK, XPaHSLLENCS Ha MOBWIbHbBIX YCTPOWCTBaX, B CrlyYae nx
kpaxku unn notepu (AHT1-Bop).

e KoHTponb cobnioperns TpeboBaHmii kopropaTusBHol 6e3onacHOCTU (KOHTPOb COOTBETCTBUS).
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e KOHTpOb NCMONb30BaHNS MHTEPHETa Ha MOBUIIbHBIX YCTpoicTBax (Beb-Dunbtp).

* HacTpolika kopnopaTBHOWN NOYTbl Ha MOBUIBbHBIX YCTPOCTBAX, B TOM YMC/E B OPraHn3aumsx, B KOTOPbIX
pa3BepHyT nouToBbI cepBep Microsoft Exchange (Tonbko ang yctpoiicts iOS 1 Samsung).

e HacTpolika napameTpos koprnopaTtumeHbix cetet (Wi-Fi, VPN) ons ncnonssosarms VPN Ha Mo6UbHbIX
ycTporicTBax. VPN MoXHO HacTpounTb Tonbko Ha ycTpoircTeax iOS n Samsung.

e HacTpolika oTobpaxeHus ctaTyca MobunbHoro yctpolicTaa B Kaspersky Security Center npu HapyLueHun
npasun nonutuku: Kputunueckuin, MNpenynpexaenne, OK.

* HacTpolika yBegomneHmin, otobpaxaembix nonbaosatento B Kaspersky Endpoint Security ans Android.
* HacTpolika napameTpoB Ha ycTpoicTBax ¢ nogaepxkoin Samsung KNOX 2.6 v BblLue.

e HacTpolika napameTpoB yCTPOCTB, MOAAEPXKMBaIOLLMX paboune npodbunm Android.

e HacTpolika napameTpoB Mob6ubHbix Android-ycTpoicTs B pexxume device owner.

* PassepTbiBaHue Kaspersky Endpoint Security ons Android ¢ nomotupto koHconm Samsung KNOX Mobile
Enrollment. Samsung KNOX Mobile Enrollment npenHasHaueH ons MaccoBoli yCTaHOBKM 1 MepBOHaYaribHo
HaCTPOVIKM MPUNOXEHNI Ha Samsung-yCTPONCTBax, MPUOBPETEHHbIX Y 0durLManbHbIX MOCTaBLLVKOB.

e O6HoeneHne Kaspersky Endpoint Security ans Android o 3agaHHoOR Bepcur ¢ moMoLbto nonnTuk Kaspersky
Security Center.

* YBegoMmieHne agMUHCTpaTopa O cTaTyce 1 cobbiTusx B paboTe Kaspersky Endpoint Security onst Android B
Kaspersky Security Center nnv no anekTpoHHO nouyTe.

* KoHTponb n3amMeHeHuA napamMeTpOoB NONUTVKU (MCTOPUS PEBU3NIA).

e KomaHgbl Ans yoaneHHoro ynpasneHns MobuibHbIMU yCTpolicTBaMu. Hanpurmep, B Criyyae noTepu Uam Kpaxu
MOBUIBHOTO YCTPONCTBA Bbl MOXETE OTMNPaBUTb KOMaHAb!, YTOBbl OnpenennTb MECTOMOMOXEHNE YCTPONCTBA
VNN yBannTb KOpropaTyBHbIE faHHblE C yCTPONCTBA.

e HacTpolika napameTpoB Napons pasbiokNpPOoBKN aKpaHa Ans MOBUIbHBIX YCTPOCTB.

e HacTtpolika napameTpos cet Wi-Fi nns MobunbHbIX yCTPOCTB.

e [lo6aeneHune BeG-KIMMNOB AN OTKPbITUS BeG-CaliToB C rMaBHOro akpaHa MOBUIIbHBIX YCTPOCTB.
Kaspersky Security ong MoOBWbHBIX YCTPOWCTB BKIOYAET CNELYIOLLIE KOMMOHEHTbI 3aLUUTLI U YNPaBNeHs:

e AHTUBUpYC (Ans Android-ycTpoiicTs).

* AHTU-Bop (ans Android-ycTpoiicTs).

* Beb-®unbtp (ans Android n iOS-ycTpolicTs).

* KoHTponb npunoxerunii (ans Android-ycTpolicTs).

e KoHTponb cooTBeTcTBUA (A9 Android n iOS-ycTpolicTs).

* O6Hapy>xeHue root-npas Ha ycTpoicTeax (a1s Android-ycTpoiicTs).
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLMs O peLueHn JOcTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

O npunoxenunn Kaspersky Endpoint Security npns Android

Kaspersky Endpoint Security ang Android 3awmiiaeT MoBurbHbIE YCTPOCTBa OT BEG-Yrpo3, BUPYCOB 1 APYTriX
nporpamm, MPEeACTaBNSOLLX YTPO3bl.

Kaspersky Endpoint Security ons Android BkntoyaeT crnefytowme KOMMOHEHTbI:

e AHTMBUpYC. [lo3BONSET OOHAPYXMBATb N YCTPAHATb YrPO3bl HA MOBUIBHOM YCTPOMCTBE, UCMOSb3Y4
aHTVBMPYCHbIE Ba3bl MPUNOXEHNUS 1 AOMONHUTENBHO obradnyto cnyx0y Kaspersky Security Network. B cocTas
AHTVBMPYCa BXOOAT CNELyIOLLE KOMMOHEHTDI:

e 3awwmTa. [NosBonsgeT obHapyXmBaTb yrpo3bl B OTKPbITbIX dalinax, a TakxKe NPOBepPsTh HOBbIE MPUIOXEHNS 1
npenoTBpaLLaTh 3apaXKeHne yCTPONCTBa B PEXUME PeanbHOro BPEMEHM.

¢ [IpoBepka. 3anyckaeTcs no TpeboBaHuto A5 Bceli GpalinoBoi CUCTEMbI, TObKO AJ15 YCTaHOBEHHbIX
NPWNOXeHUIA, BbIbpaHHoro darina nunm nanku.

e O6HoBneHue. [lo3BonseT 3arpyaTb HOBblE aHTVBMPYCHbIE 6a3bl MPUNOXEHNS.

* AHTU-Bop. 3awwmiaeT nHdopmMaLmio Ha yCTPONCTBE OT HECAHKLIMOHVPOBAHHOIO AOCTYMa B CllyYae noTepu Uim
Kpaxkun ycTponcTBa. [103BongeT oTnpaBnsdTb Ha YCTPONCTBO CNEeAyioLLe KOMaHab!:

* [Nowmck, YTOBbI MOMYUNTb KOOPAUHATLI MECTOMONOXEHWS YCTPONCTBA.
* CurHan, 4Tobbl YCTPONCTBO N3[aM0 FPOMKUIA CUrHaM TPEBOTW.

e doT0o, UTOOLI YCTPOICTBO caenano GOTOCHUMKM Ha PPOHTasNbHYIO KaMepy, ECIN KTO-TO MOMbITAETCS €ro
pa3bnokMpoBaTh.

e YpaneHune KopnopaTuBHbIX AaHHbIX, yTObHI 3aWNTUTb KOHCI)VI,D,eHLI,I/IaJ'IbHYIO VIHCI)OpMaLI,VI}O KOMMaHnn.

* Be6-®PunbTp. [No3BONSeT 6MOKMPOBaTb BPEOOHOCHbIE BEG-CaliThl, LieSlb KOTOPbIX — PaChPOCTPaHUTb
BPELOHOCHbIN Kof,. Beb-DunbTp Takke 6rnokupyeT nopaenbHble (bUrHroBble) Beb-caliTol, Liefb KOTOPbIX —
yKpacTb KoHdUAEHUMabHbIE AaHHbIE NMOMb30BaTeNs (HanNprMep, Naponn OT UHTEPHET-6aHKa U NAaTEXHbIX
CUCTEM) 1 MONYYNTb OCTYN K ero $prHaHCcoBbIM cueTam. Beb-PunbTp npoBepsieT Beb-caliTbl 40 OTKPLITHS,
ncnonb3ys obnayHyto cnyxoy Kaspersky Security Network. Mo pesynbtatam nposepku Be6-Ounbtp
paspeLllaeT 3arpy3ky Beb-caiiToB, MPU3HaHHBIX HAAEXHbBIMU, 1 BrIoKUpyeT Beb-caliTel, IpU3HaHHbIE
BpefoHOCHbIMU. Beb-DunbTp Takke nopaepxvsaeT GunbTpaLmo Beb-caliToB Mo KaTeropusiM, onpeneneHHbIM B
obnauHoli cnyx6e Kaspersky Security Network. 9To nossongeT agMMHUCTpaTOPy OrpaHnunTb JOCTY
nonb3oBaTenel K HEeKOTOPbIM KaTeropusam Beb-cTpaHuL, (Hanprmvep, K Beb-cTpaHuLam ns kateropumn "AsapTHble
Urpbl, notepeu, Totanmasatopsl’ nnm "ObLeHne B cetn”).

¢ KoHTponb npunoxeHwuii. [lo3BonseT Bam ycTaHaBNMBaTb Ha YCTPOWCTBO PEKOMEHLOBaHHbIE 1 0bs3aTesbHble
MPUIIOXEHNS C MOMOLLBIO MPSIMOIA CChINKM Ha AUCTPUOYTUB 1nmn ccbinkin Ha Google Play. C nomotupto KoHTpons
NPUNOXEHWIA Bbl MOXETE YAANITb 3anpeLLeHHble MPUIOXEHNS, KOTOPbIE HE YAO0BNETBOPSIOT TPeboBaHNIM
KoprnopaT1BHOW 6€30MacHOCTM.

e KoHTponb cooTBeTCcTBUA. [103BONSET NPOBEPATH YrpaBnsemMble YCTPONCTBa Ha COOTBETCTBIME TPebOoBaHVSIM
KOpropaTyBHOM 6e30MacHOCTU 1 HaKNafplBaTb OrpaHNYeHNs Ha onpeneneHHble GyHKLMM HECOBMECTVMBIX
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YCTPOWCTB.

Mpwunoxerne Kaspersky Endpoint Security ans Android Tak>ke MOXHO ycTaHOBUTb B pexxume device owner. Pexinm
device owner obecneunBaeT NomHbI KOHTPOIb HaL KopropaTyBHbIMU Android-ycTpoiicTBaMu 11 MO3BONSET BaM
HacTPOWTb MHOXECTBO GyHKUMIA ycTpoiicTBa. B pexxime device owner Bbl MOXeTE:

e OrpaHnunTb GyHKLMM onepaumoHHoli cuctemsl Android.

e 3apaTtb HacTpoiikn Google Chrome.

e 3apaTb HacCTPOWKM 3anycka NpunoxeHuii B KOHTpone npunoxeHnii.

* OrpaHnunTb Habop NPUNOXEHNIA, LOCTYMHBIX NOMb30BAaTESNO YCTPONCTBA B PEXMME KMOCKa.
e 3apaTb HacTpolikn Exchange ActiveSync ans Gmail.

* HacTtpouTb nogkmnodeHne kK NDES/SCEP-cepgepy.

* YCTaHOBUTb KOpHEBblE cepTUdVKaTbI Ha YCTPONCTBaX.

CnipaBka Ans 9TOW BEPCUN peLLeHns 6orblile He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmo. AkTyanbHas MHGOpPMaLKs O peLleHn JoCTynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

O Kaspersky Device Management gnga iOS

Kaspersky Device Management ans iOS obecneunBaeT 3aLLMTy 1 KOHTPOMb MOBUBbHbIX YCTPONCTB, MOAKIOUYEHHbIX
k Kaspersky Security Center, n BkntouaeT cnepytoLume GyHKUMN yrpaBneHns ycTponcTBamu:

e BawwuTa naponem. OTa CI)YHKLI,I/IFI no3BONdeT yCTaHOBUTb Tpe6OBaHVI9| K CNOXHOCTWN Naposi4, yTObHI
nosib3oBaTeIN UCMNOJIb30OBann Cr0XXHble Naposii, COOTBETCTBYOLLME KOpI'IOpaTI/IBHOI7I NnonnTuKe napone|7|.

* YnpaeneHue cetamu. OTa GyHKLMS No3BonseT 0obasnatb yTeepxaeHHble cetu VPN 1 Wi-Fi unun orpannyrsaTthb
AOCTYN K APYTM CETSM.

* YpaneHue KoprnopaTuBHbIX AaHHbIX. B cnyyae noTepu nnm kpaxum yCTpoicTBa Bbl MOXETe OTMPaBUTb Ha
yCTPONCTBO kKoMaHay "OumcTuTb', YTOBbI 3aLNTUTL KOHGUAEHUMaNbHYIO MHGOPMALIMIO KOMMaHNW.

* Beb6-®unbTp. [No3BONgeT 6MOKMPOBaTL BPEAOHOCHbIE BEG-CaliThl, LIENb KOTOPbIX — PacnpoOCTPaHUTb
BPEeLOHOCHIN kKof,. Beb-DunbTp Takxke BnokupyeT nonaensHble (GUWrHroBblie) Beb-caliTol, Lefb KOTOPbIX —
yKpacTb KoHdUAeHUManbHble AaHHble NMonb3oBaTens (HanprMep, Napony oT MHTEpPHeT-6aHKa U NnaTeXHbIX
CUCTEM) 1 MONY4YNTb JOCTYN K ero dbrHaHcoBbIM cueTam. Beb-®PunbTp npoBepsieT Beb-caliTbl 4,0 OTKPLITUS,
ncnonb3ys obnadHyto cnyxoy Kaspersky Security Network. Mo pesynbtatam nposepku Be6-OunbTtp
paspeLluaeT 3arpysky Beb-caiiToB, MPU3HaHHbIX HALEXHbIMU, 1 BroKUpyeT Be6-caliTbl, NpU3HaHHbIE
BpedoHOCHbIMU. Be6-DunbTp Takke nopaepxmsaeT GunbTpaLumio Beb-caiToB No KaTeroprsm, onpeneneHHbIM B
obnauHoli cnyx6e Kaspersky Security Network. 310 nossonseT aaMMHUCTPATOPY OrpaHnunTb LOCTY
nonb3oBaTenel K HEKOTOPbIM KaTeropusm Beb6-cTpaHuL, (Hanprmvep, K Beb-cTpaHuLam 13 kateropun "AsapTHble
nrpsbl, NoTepeun, Totanmsatopbl’ nnn "ObLueHne B ceTn’).

* OrpaHnyeHus nporpamMm. OTOT KOMMOHEHT NMO3BONSET KOHTPONPOBATb, MOXHO /1N UCTONb30BaTh
CoBCTBEHHbIE NPUMOXEHNS YCTPOCTBA, Takume kak iTunes, Safari unn Game Center, Ha ycTpolicTBe B pexume
supervised.
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* OrpaHunyeHns GYHKLMIA. DTOT KOMMOHEHT MO3BOMSET MPOBEPSTH YNPaB/sieMble YCTPONCTBA Ha COOTBETCTBIE
TpeboBaHNSaM KOPNopaTUBHON 6E30MAaCHOCTI U HaKNaabiBaTb OrPaHNYEHS Ha onpeaenenHble GyHKLMM
HECOBMECTUMbIX YCTPOICTB.

e KoHTponb cooTBeTCTBUA. OTOT KOMMOHEHT KOHTPONMPYET COBNoAeHNEe TpeboBaHMA KOPNOPaTHBHOW
BesonacHocT Ha I0S MDM-ycTpoiicTBax 1 NpUH1UMaeT Mepbl B cryyae ux HecobnofneHuns. KoHTponb
COOTBETCTBUS paboTaeT Ha OCHOBe crincka npasuns. Kaxgoe npasunno CoaepXnT cremytoLme KOMMNOHEHTbI:

® cTaTycC (npaano BKJTIOYEHO 1NN BbIKJ'I}ObIeHO):

* KpUTepuM NPOBEPKN YCTPOMCTBa (HanprmMep, OTCYTCTBME YKasaHHbIX MPUIOXEHW Ui Bepcus
ornepaurioHHOM CUCTEMbl Ha YCTPOWICTBE);

® [eliCTBUS, BbINMOHIAEMbIE Ha YCTpOVICTBe B Cny4vyae HeCOOTBETCTBUA (Hal'lpI/IMep, YOannTb KOpropaTuBHbIE
LOaHHble NN OTNPaBUTb NMoJIb30BaTe o coo6u.|,eH|/|e 3]'IeKTpOHHOI7| ﬂOLJTbI).

CnpaBka Ons 3Tol BEpCum peLLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHdopmaumto. AkTyansHas MHGopMaLwms o peLleHnn AocTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

O nnarviHe ynpasnerus Kaspersky Endpoint Security gng Android

MnarvH ynpaenenus Kaspersky Endpoint Security ona Android o6ecneuviBaeT nHTepdeiic ynpasneHus
MOBUBHBIMW YCTPONCTBAMU 11 YCTAHOBMIEHHBIMY Ha HUX MOBWBbHBIMY MPUIOXeEHSIMN Yepes KoHcorb
agMuHUCTpupoBaHus Kaspersky Security Center. C nomolubto nnarvHa ynpasneHus Kaspersky Endpoint Security
ans Android Bbl MOXeTe BbIMONHATH CreaytoLLme AeiNCTBIS:

® CcoO3fhaBaTb rpynnoBble NONTUKN 6e30MacHOCTY MOBUIbHBIX YCTpOMCTB;

* ynaneHHo HacTpavBaTb NapameTpbl paboTsl NpunoxeHns Kaspersky Endpoint Security ang Android Ha
MOBWBHBIX YCTPOWCTBax Nonb3oBaTenel;

® Mosy4yaTb OTUYETbI U CTATUCTVKY O paboTe MobunbHoro npunoxerns Kaspersky Endpoint Security ons Android
Ha yCTpolcTBax nosb3oBaTeneii.

MnarvH ynpaenerus Kaspersky Endpoint Security ons Android ycTaHaBnMBaeTCs MO YMOAYaHNIO NMpwu
pasBepThiBaHUN Kaspersky Security Center. [NnarviH He TpebyeT oTOoenbHON YCTaHOBKM.

CnpaBka Ons 370l BEpCum peLLeHsl 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPOpPMaLIMS O peLleHnn [ocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

O nnaruvHe ynpasneHus Kaspersky Device Management ons iOS

MnarvH ynpasneHns Kaspersky Device Management ons iOS obecneuvBaeT nHTepdeiic ynpasneHns MobUbHbIMI
yCTpOCTBaMu, NoAKItoUeHHbIMM Mo npoTtokony i0OS MDM uepes KoHconb agMuHncTpripoBaHus Kaspersky Security
Center. MNnarvH ynpasneHus Kaspersky Device Management ons iOS no3sonseT BbINONHATL CrefytoLme OeicTBUS:

® co3faBaTb rpynnoBble NONTUKN 6e30MacHOCTN MOBUIIbHBIX YCTpOVICTB;
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® ypaneHHoO HacTpavBaTb YCTPONCTBA, NogktoyeHHble no npotokony i0OS MDM (nanee "iOS MDM-ycTporlicTea”);
® Mony4yaTb OTYEThI Y CTATUCTMKY O paboTe MOBUIbHBIX YCTPONCTB NoMb3oBaTeNeii.

MoppobHas HPopMaLMs O NOAKIIOUEHUN MOBUIBbHBIX YCcTpolicTB k Kaspersky Security Center no npotokony iOS
MDM npwvBeneHa B crpaske Kaspersky Security Centert.

MnaruvH ynpasneHus Kaspersky Device Management gns iOS ycTaHaBnnBaeTCs Mo YMOIYaHMIO NPY pa3BepTbiBaHM
Kaspersky Security Center. [TnarvH He TpebyeT OTAENbHON YCTaHOBKM.

CnipaBka An1s 9Tol BEpCUn peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaLmio. AKTyanbHas nHbopMaLIs O peLleHnn BocTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.1&.

AnnapaTHble 1 NporpaMMHble TpeboBaHMS

B aTom pasnene copgepyxaTtcs annapaTHble U NporpaMmMHble TpeboBaHKS K KOMMbIOTEPY aaMUHUCTPATOPa, KOTOPbIN
MCMONb3yeTCs ANs pa3BepThIBaHNS NPUNOXEHNIA Ha MOBUIBbHBIX YCTPOMCTBAX, @ TakXe nepeyeHb onepaLioHHbIX
CcUCTeM A1 MOBWIbHBIX YCTPOMCTB, paboTy ¢ koTopbiMy nogaepxusaeT Kaspersky Security ons Mo6unibHbIx
YCTPOWCTB.

AnnapaTHble 1 NporpamMmMHble TPeboBaHNS K KOMMbIOTEPY aaMUHMCTpaTopa

[ns passepTbiBaHWS KOMMIEKCHOro pelueHns Kaspersky Security fns MOBUbHBIX YCTPOCTB KOMMbIOTEP
aIMVHUCTpaTopa AOMKeH COOTBETCTBOBAThL annapaTtHbiM TpebosaHusm Kaspersky Security Center. MNogpo6Has
MHPopMaLmsa o6 annapaTHbIx TpebosaHusx ana Kaspersky Security Center npuBeneHa B crpaske Kaspersky
Security Center®.

[na paboTbl nnarvHa ynpasneHus Kaspersky Endpoint Security oig Android Ha koMMbloTepe agMUHCTpaTopa
LLoIKHa BbITb ycTaHoBneHa KoHconb agmuHucTpupoaHins Kaspersky Security Center Bepcun 12 11 Bbile.

[ns paboTbl nnarvHa ynpasneHus Kaspersky Device Management ang iOS kommbioTep agMUHMCTPaTOpa AOMKEH
YOOBNETBOPSATH CMELYIOLLM MPOrpPamMMHbIM TPEBOBaHUAM:

e KoHconb agMmuHrcTpupoBaHus Kaspersky Security Center 12 v Bbiwe;
e komnoHeHT Cepaep iOS MDM,;
* Habop NHCTpykumii SSE2 nnmn 6onee HoBo BepcUn.

[ng passepTbiBaHNa MobunbHoro npunoxenns Kaspersky Endpoint Security ons Android yuepea Cepsep
aOMUHUCTPUPOBaHKS KOMMbIOTEP agMUHUCTPaTOPa AOKEH YOOBNETBOPSTL CeayoWwyM NPorpaMMHbIM
TpeboBaHUsM:

» Kaspersky Security Center 12 v BblLue;

* nnaruH ynpasneHus Kaspersky Endpoint Security ong Android.

[na passepTbiBaHMS MobUbHOro Npunoxerns Kaspersky Endpoint Security ans Android 13 cooTBeTCTBYOLMX
VNHTEPHET-MarasnmHoB K KOMMbIOTEPY aaMUHCTPAaTOpPa NPOrpaMMHbIX TPeboBaHWiA He NPenbIBNSETCS.
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MobunbHoe npunoxeHne Kaspersky Endpoint Security ons Android MmoxeT Takxxe paboTaTb B COCTaBe CUCTEMbI
yaaneHHoro agMuHucTpuposaHus Kaspersky Endpoint Security Cloud Bepcun 6.0 v Bbiwe. MNogpo6Has
MHPopMaLKms o paboTe ¢ npunoxeHnsmu ¢ nomoLubio Kaspersky Endpoint Security Cloud npviseneHa B cripaske
Kaspersky Endpoint Security Cloud®.

Tak>xe mobunbHoe npunoxerne Kaspersky Endpoint Security ans Android MmoxeT paboTaTb B COCTaBe CTOROHHMX
EMM-cucTewm:

VMware AirWatch 9.3 v BbiLLe.

Mobilelron 10.0 v BbiLLe.

IBM MaaS360 10.68 v Bbiue.

Microsoft Intune 1908 v BbiLLE.

SOTI MobiControl 14.1.4 (1693) v BbiLLe.

AnnapaTHble 1 NporpamMMHble TPeboBaHNs K MOBUIIbHOMY YCTPOWNCTBY NOb30BaTENS ANg
ycTaHoBku Kaspersky Endpoint Security ang Android

Kaspersky Endpoint Security ons Android nmeeT crnegytoLLme annapaTHble 1 NporpaMMHble TpeboBaHS:
* cmMapTdOH MM NNaHLWeT ¢ paspeLleHem akpaHa oT 320x480 nukcenels;
e 65 MBb cBO6OOHOrO MECTa B OCHOBHOW NaMsT/ YCTPOCTBA;
e Android 5.0-13 (Bkntouaa Android 121, nckntouaa Go Edition);
* apxuTekTypa npoleccopa x86, x86-64, Armb, Armé, Arm7, Arm8.

I'Ipvlno>|<eH|/|e yCTaHaBNMBaeTCH TOJIbKO B OCHOBHYIO NamM4saTb YCTpOI7ICTBa.

AnnapaTHble 1 NporpamMMHble TPebOBaHUS K MOBUIIBHOMY YCTPONCTBY nonb3osaTens ang i0S
MDM-npodwuns

iOS MDM-npodunb nmeeT cnegytoLive annapaTHble 1 NporpaMMHble TpeboBaHus:
* i0S 10-16 nnmn iPadOS 13-15;

® noakn4yeHne K NHTepHeTY.

CnpaBka 4isl 3TO BepCcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn SOCTYmnHa B crpaske Kaspersky Secure Mobility,
Management 41=.

3BeCTHbIE NpOBIEMbI 1 pekOMeHaauN

CregnytoLyie n3BecTHble MPobnemMbl He SBASIOTCS KPUTUYHBIMA O paboTbl peLLeHNs.
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N3BecTHble Npobnembl Npu yCTaHOBKE NPOrpamMmbl

* Kaspersky Endpoint Security ans Android ycTaHaBnMBaeTCs TONIbKO B OCHOBHYIO NMaMsTb YCTPOCTBa.

* Ha ycTpolicTBax nog ynpasneHnem Android 70 npu nonbiTke BbIKMIOYATL NpaBa agMyHUcTpaTopa ans Kaspersky
Endpoint Security ons Android B HacTpoiikax ycTpoicTsa MOXeT nponsoliti cboir, ecnm ons Kaspersky
Endpoint Security ons Android sanpelueHo HanoxeHve NoBepx ApPyrix okoH. [pobrema cesg3aHa ¢ N3BECTHbBIM
nedexkTom B Android 7 &.

e [lpunoxerune Kaspersky Endpoint Security ang Android Ha ycTporicTBax nog, ynpasneHnem Android 7.0 v BbiLe
He nopaepXrBaeT MHOrOOKOHHbIA PEXMM.

e Kaspersky Endpoint Security ona Android He paboTaeT Ha Chromebook-ycTpoiicTBax non ynpasneHvem
onepaumoHHoi cuctemsl Chrome.

e Kaspersky Endpoint Security ons Android He paboTaeT Ha YyCTpOICTBax ¢ ornepaLoHHol cuctemoli Android
Bepcumn Go Edition.

* [lpu ncnonbsosaHuy npunoxeHus Kaspersky Endpoint Security ans Android co ctopoHHuMn EMM-cuctemamn
(Hanpumep, VMWare AirWatch) 0ocTymnHbl TOIbKO KOMAOHEHTbI AHTUBMPYC 1 Beb-PunbTp. AOMUHUCTPaTOp
MOXeT HacTpaunBaTb napameTpbl AHTUBUpPYca 1 Beb-DunbTpa B koHconn EMM-cucTtemsl. [Mpu aTom
yBeLOMIIEHNS O paboTe NPUOXEHNS BOCTYMHbI TOMbKO B nHTepdelice npunoxeHns Kaspersky Endpoint
Security ons Android (OTueThl).

N3BecTHble NpobnemMbl NPyt OOHOBNEHUN BEPCUN MPUTOXEHMS

* Bbi MoxxeTe 06HoBUTL Kaspersky Endpoint Security ansg Android Tonbko Ao 6onee HOBOW BEPCUV MPUNOXEHNS.
O6HoBuTb Kaspersky Endpoint Security ons Android no 6onee cTapoii Bepcui HEBO3MOXHO.

e [1na o6HoBneHus Kaspersky Endpoint Security ana Android ¢ moMoLLblo aBTOHOMHOIO NakeTa yCTaHOBKM Ha
MOBWIBHOM YCTPOICTBE Nob3oBaTeNs AOMKHa ObITb paspeLleHa yCTaHOBKa NPUIOXEHNIA N3 HEN3BECTHbIX
NCTOYHVIKOB.

e O6HoeneHue c nomoLpto Google Play noctynHo, ecnu Kaspersky Endpoint Security nns Android ycTaHoBneH
13 Google Play. Ecnn npunoxeHune ycTaHoBNEHO ApyrimM crnocobom, o6HoBneHve ¢ nomolubio Google Play
HEBO3MOXHO.

* MoxHO BbINONHUTL obHOoBNEHMe ¢ nomoLubto Kaspersky Security Center, ecnv npunoxerune Kaspersky Endpoint
Security ons Android 6bino ycTaHosneHo ¢ nomolupto Kaspersky Security Center. Ecnn npunoxerue
ycTaHoBneHo 13 Google Play, o6HoBneHune ¢ nomotupto Kaspersky Security Center HeBO3MOXHO.

e [locne 0GHOBMNEHMS MNArMHOB YNpPaBieHns 00 TeXHNYecKkoro penvsa 33 Heobxoammo Takxke OOHOBUTD
npunoxerne Kaspersky Endpoint Security ons Android o TexHuyeckoro pennsa 33. B npoTBHOM ciy4yae Ha
HEeKOTOpPbIX YCTPOCTBaxX Nonb3oBaTeneli He nonyuntcs akTremposaTs Samsung KNOX.

N3BecTHble Npobnembl B pabote AHTMBMPYCa

* 13-3a TexHnueckux orpaHunyeHniin Kaspersky Endpoint Security pns Android He MmoxeT npoBepsiTb daiisnbl
pasvepom 2 ['b n 6onee. Bo Bpemsi NpoBepku NpuioxeHre nponyckaeT Takue daiinbl 1 He yBeooMseT Bac,
ecnu Takue daiinbl 6bin MPONYLLEHDI.

e [1ns1 LOMOMHUTENbHOM MPOBEPKMN YCTPONCTBA Ha HOBbIE YrPO3bl, MHGOPMAaLMs O KOTOPLIX eLLe He BOLLIa B
aHTVBMPYCHble Basbl, TpebyeTcs BkIlounTb ncnonb3oBaHme Kaspersky Security Network. Kaspersky Security

Network (KSN) — nHdpacTpykTypa obnayHblx cny>6, NpefocTasngoLLas 4OCTYN K onepaTUBHON 6ase 3HaHui
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"NabopaTtopun Kacnepckoro' o penyTaumun ¢baiinos, Beb-pecypcoB 1 NporpaMMHOro obecnedeHns. s
ncnonb3osaHns KSN TpebyeTcs nopknoyeHe MoBunbHOro YCTPONCTBA K MHTEPHETY.

* lHorna obHoBREHME aHTMBMPYCHbIX 6a3 ¢ CepBepa agMVHICTPUPOBaHNS MOXET 3aBEPLUMTHCS OLUMOKON Ha
MOBWbHBIX yCTpocTBax. B aTom cnyyae 3anycTuTe 3apady obHOBNEHNS aHTUBMPYCHBIX 6a3 Ha Cepeepe
aAMVHVCTPUPOBaHUS.

e Ha HekoTopebix ycTpolicTBax Kaspersky Endpoint Security gna Android He o6HapyxuBaeT yCcTpocTBa,
nopgkntoyeHHble no USB OTG. BeinonHWTb aHTUBMPYCHYIO MPOBEPKY TakmMX YCTPONCTB HEBO3MOXHO.

* Ha ycTtpoiicTBax ¢ onepaupmoHHoii cuctemoin Android 111 Beiwe npunoxerne Kaspersky Endpoint Security pns
Android He moxeT ckaHupoBaTb nanku Android/data n Android /obb 1 06Hapy>umBaTb B HVX BPELOHOCHbIE
NporpamMmbl 13-3a TEXHUYECKMX OrRaHNYEHNN &

* Ha ycTpolicTBax ¢ onepaumnoHHoii cuctemoin Android 11 v Bbile nonb3oBaTento HeobXoAMMO NPEfOCTaBUTb
paspelleHve "PaspelunTb 0OCTYN Ha ynpasneHve scemu dainamn’”.

e Ha ycTpolicTBax nog ynpaeneHnem Android 7.0 1 BbilLe MOXET HEKOPPEKTHO OTOBpaxaTbCs OKHO HAaCTPOWKM
pacnucaHns 3anycka aHTUBUPYCHOW NpoBepku (He OToBpaxatoTCs aneMeHThl yrpaeneHus). [Npobnema cesizaHa
C n3BecTHbIM fedekTom B Android 7 2.

* Ha ycTpolicTBax nog ynpaeneHnem Android 7.0 npwv BbINOAHEHWN 33424 MOCTOSHHOM 3aLLMThl B PaCLUMPEHHOM
PEeXMME He BbINOSIHAETCS OBHapyxeHne yrpos B dalinax, XpaHsLwmxcs Ha BHeluHen SD-kapTe.

* Ha ycTpolicTBax nog ynpaeneHnem Android 6.0 Kaspersky Endpoint Security ons Android He obHapy>xuBaeT
3arpysky BpeLoHOCHOro daiina B namsaTb YCTpolicTBa. BpenoHocHbI dhaiin MoxXeT 6biTb 06HapyXeH
AHTVBMPYCOM Npw 3anycke daiina v Bo BpeMs aHTUBMPYCHOW NpoBepKM ycTpoiicTaa. [pobnema cBa3aHa ¢
nssecTHbIM aedekTom B Android 6.0 2. [Ins obecneveHns 6e3onacHOCTH yCTpolicTBa pekoMeHayeTCs
HaCcTPOWTb 3amnycK aHTVBUPYCHOL NPOBEPKM MO PacrmcaHuLo.

N3BecTHble Npobnembl B paboTe Beb-DunbTpa

* Beb-Punbtp Ha Android-ycTpolicTBax paboTaeT Tonbko B 6paysepax Google Chrome (Bkntoyas dyHkLmIO
Custom Tabs), Huawei Browser n Samsung Internet Browser. B 6pay3epe Samsung Internet Browser Be6-
dunbTp He BNOKMPYET caliTbl Ha MOBUBHBIX YCTPOMCTBAX, ECM UCMONb3yeTcs pabounii npoduns 1 Beb-
PunbTR BKIKOYEH TOIbKO And paboyero npoduss.

e Kaspersky Endpoint Security B pabouem npodune nposepseT Tonbko foMeH Beb-calita B HT TPS-Tpaduke.
BpenoHocHble 1 duLLMHroBble Be6-caliTbl MOryT OCTaBaTbCs Pa3b0KNPOBaHHBIMU, ECIIV MPUNOXEHWE
yCTaHoBneHo B pabouem npodune. Ecnmn nomeH senseTcs fosepeHHbIM, Beb-OunbTp MoXeT nponycTuTb
yrpo3sy (Hanpumep, https://trusted.domain.com/phishing/). Ecnu nomeH He gBnsieTCS LOBEPEHHBIM,
Be6-®unbTp 6nokupyeT BpeAoHOCHbIE 1 PULLMHIOBbIE BEG-CalThI.

e [1ns paboTbl Beb6-PunbTpa TpebyeTcs BkIoUMTb Mcrnonb3oBaHne Kaspersky Security Network. Be6-®unbtp
BnokvpyeT Beb-caiiTbl Ha OCHOBE AaHHbIX O PEMyTaLuumn 1 KaTeropun Beb-cainTos, KoTopble cogepxatcs B KSN.

* Ha ycTpolicTBax nog ynpaeneHnem Android 6.0 ¢ ycTaHoBneHHbIM 6pay3sepom Google Chrome Bepcum 51 vinm
Bonee paHHNX BepCuii 3anpeLLeHHble Be6-caliTbl MOryT He 6iokmpoBaTbes Be6-Dunstpom, ecnv Beb-cant
OTKPBIT crnepytoLLMn crnocobamu (Mpobnema cea3aHa ¢ n3BecTHbIM fedekTom B Google Chrome):

® 13 pe3ynbTaToB NMNONCKOBOIO 3anpoca;
® N3 CNCKa 3aKnagok;

® 13 NCTOPWK MONCKOBLIX 3arpoOCOB;
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* npu UCrnonb3oBaHUK GyHKLMN aBTO3aMNoNHEHNs Beb-aapeca;
® Mpu OTKPbITUN BeB-caliTa Ha HoBo Bknaake B Google Chrome.

e 3anpelleHHble Be6-caliTbl MOryT He 6rokunpoBaTbes B bpaysepe Google Chrome sepcum 50 nnu 6onee paHHmx
BepCwiA, ecnn BeG-caliT OTKPbIT N3 pe3ynbTaToB NonckoBoro 3anpoca Google 1 B HacTpoiikax bpaysepa
BkJIloueHa dyHkums O6beauHNTDL BKIaAKU U npunoxeHund. [pobrnema cBs3aHa C 3BeCTHbIM fedhekToM B
Google Chrome.

e Beb-caliTbl U3 3anpeLLeHHbIX KaTeropuii MoryT He BnokumpoBsaTtbes B Google Chrome, ecnvi nonbaosaTenb
OTKPbIBAET VX N3 CTOPOHHUX MPUIOXEHUI, HanpumMep, 13 npunoxenns IM-knnenTa. MNpobnema ces3aHa ¢
0COBeHHOCTAMY PaboTbl cny>x6bl CrneupmanbHbix BO3MoxHocTel ¢ dyHkumeli Chrome Custom Tabs.

* 3anpeLueHHble Be6-caliTbl MOryT He BnokupoBaTbes B Samsung Internet Browser, ecnv nonssosatens
OTKpPbIBAET X B POHOBOM PEXMME U3 KOHTEKCTHOTO MEHIO WS U3 CTOPOHHIX MPUIOXEHWI, Hanpumep, 13
npunoxexus IM-knneHTa.

* [Ins paboTbl Be6-PunbTpa Kaspersky Endpoint Security ans Android aonkeH 6biTb yCTaHOBMEH B KayecTBe
cny>6bl CrieuyanbHbIX BO3MOXHOCTEN.

* Ha HekoTopbIx ycTpoicTBax Xiaomi ans paboTsl Beb6-OunbTpa AonKHbI OblTb NPeAoCTaBNeHb! pa3peLLeHis
"OTobpaxaTb BcrbiBatoLLee okHO' 1 "OTobpaxaTb BCrbiBaloLLE OKHa BO BPeMs paboTbl B POHOBOM pexmme”.

* [lpu BBOAE appeca Beb-caliTa B napameTpax Be6-OunbTpa cobniopaiite cnepytoLume npasuna:

e [1ns Android-ycTpoiicTB yka3sbiBaliTe agpec B bopmMaTe perynspHbiX BblpaxxeHuii (Hanpumep,
https://example.com.*);

e [1nsiOS MDM-ycTpoicTB ykasblBaiTe NpoTokon nepepayun fganHbix HT TP nnn HTTPS (Hanpumep,
http://www.example.com).

* PaspelueHHble Be6-caliTbl MOryT 6nokmpoBaTbes B Samsung Internet Browser B pexuvive Be6-®Ounbtpa
PaspelunTb Tonbko nepeuncneHHble Be6-caliTbl Npy OOHOBNEHNN CTPaHWLbl. Beb-caliTbl 6nokumpytoTcs, ecnm
perynsapHoe BbipaXkeHre COAEPXUT AOMNONHUTENbHbIE NapameTpbl (Hanpumep,
~https?://example.com/pictures/). PekomeHoyeTcs ncnonb3oBaTb PerynspHble BolpaXeHns 6e3
LOMOSHNTENbHbBIX NapaMeTpoB (Hanpumep, ~*https?://example.com).

e Ecnv gna Be6-®OunbTpa BbibpaH pexxknm 3anpelueHbl Bce Beb-caiiTol, To Kaspersky Endpoint Security ons
Android He 6roknpyeT nouck B BuaxeTte Google Mouck. BmecTo aToro 6nokmpyeTcs 4OCTYM K pe3ynbTatam
noucka.

e Ecnu B pabouem npodune ansg Beb-PunbTpa BoibpaH pexum 3anpelueHbl Bce Be6-caliTbl, To Kaspersky
Endpoint Security pns Android nocTosiHHO nepesarpyxaeT rnasHyto cTpanuly Google Chrome, GnokupyeT
Opay3sep 1 MelLaeT paboTe yCTpocTBa.

N3BecTHble Npobnembl B paboTte AHTM-Bopa

* [Ins cBOEBPEMEHHOI [OCTaBKM KOMaHL, Ha Android-ycTpolicTBa NpunoxeHne ncnonb3dyeT cepsuc Firebase
Cloud Messaging (FCM). Ecnn FCM He HacTpoeH, komaHabl 6yayT AOCTaBMNeHbl Ha YCTPOMCTBO TOMbKO Npu
cuHxpoHunzaumm ¢ Kaspersky Security Center no pacnvcaHuto, 3agaHHOMY B MONUTYKE, HanpuMep, kaxable 24
yaca.

* [1na 6nokunposaHus ycTpoiicTtea Kaspersky Endpoint Security ans Android pomxeH 6biTb yCTaHOBNEH B
KauyecTBe agMUHMCTPaTopa YCTPOICTBa.
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e Ha ycTpoiicTBax nog ynpaeneHnem onepaumoHHon cuctemsl Android Bepcum 7.0 v Bbilue i1 611oKMpoBaHns
ycTpolicTa Kaspersky Endpoint Security ons Android fnomkeH 6biTb yCTaHOBEH B KaUecTBe Cly>KObl
CneumanbHbIX BO3MOXHOCTEIA.

* Ha HekoTopbIX yCTpoicTBax koMaHabl AHTU-Bopa He MoryT BbITb BbIMOHEHDI, ECNN Ha YCTPOCTBE BKIIIOYEH
pexunm aHeprocbepexerns. OToT fedekT noaresepxaeH Ha Alcatel 5080X.

* YT06bI ONpPeaenTb MeCTOMNONOXEHVE YCTPONCTBA C onepaLoHHol cuctemolri Android 10.0 v Bbilwe,
HeobxoaMMOo NPeLOCTaBUTb paspelleHre "Beceraga” onsg LocTyna kK MeCTOMONOXEHNIO YCTPONCTBA.

® YT06bI BBINOMHNTL CHMOK C MOMOLLIO YCTPOMCTBa C onepaunoHHol cucTemoli Android 11.0 v Bbilwe,
HeoBXxoaMMo NpefoCTaBnTh paspelueHne "Tlpy MCrnonb3oBaHUM NPUNOXEHVS" ANs LOCTYyna K KaMmepe.

N3BecTHble Npobnembl B paboTe KOHTPONs NpunoxeHui

e [1na paboTtbl KoHTpons npunoxerunin Kaspersky Endpoint Security ans Android pnomnkeH 6biTb yCTaHOBMEH B
kauecTBe cnyx6bl CrneumanbHbIX BO3MOXHOCTeN. He nprmeHnMo k peximy device owner.

e [1n9 paboTbl KOHTpons NpunoxeHnin (kaTeropum NpUNoXeHnin) TpebyeTcs BKIIOUMTb Ucnonb3osaHue Kaspersky
Security Network. KoHTposnb npunoxeHunii onpepenseT kKaTeropuio NPUNOXeHUs Ha OCHOBE AaHHbIX, KOTopble
conepxatca B KSN. [1ns ncnonbsosaHuns KSN TpebyeTcs nooknoyeHe MobuibHOro yCTPOMNCTBa K UIHTEPHETY.
[ns paboTbl KOHTpONS MpUnoXeHnii Bbl MoXeTe A06aBUTb OTAEbHbIE MPUIOXEHNS B CMINCKI 3arnpeLLeHHbIX 1
paspeLleHHbIX NpunoxeHuii. B atom cnyuae KSN He TpebyeTcs.

* [lpu HacTpolike KOHTpons NpunoxeHuii pekoMmeHayeTcs CHATb dnaxok BnokunposaTb cucTeMHble NpUoXKEHNS.
BnoknpoBska CUCTEMHBIX MPUIOXEHNI MOXET NpUBECTUN K C60sIM B paboTe ycTpoicTaa.

* HaiOS MDM-ycTpolicTBax, ecn Bbl LOOaBUTE NPUIOXKEHIS, KOTOPbIE pa3peLLleHo ycTaHaBMBaTb Ha
YCTPOWCTBO, B CMINCOK paspeLleHHbIX MPUIIOXKEHUIA, TO BCE NMPUIOXEHWS, KpoMe J06aBNeHHbIX B CANCOK U
CUCTEMHbIX MPUNOXEHNI, ByOyT CKPbIThl C 9KpaHa yCTpoWCTBa.

\3BecTHble NpobneMbl Npu HacTpolike cepTudurkaTos B nonntrke i0OS MDM

e [lpu pobaeneHun ceptrdrkaTa B nonutrky iOS MDM nonbiTka COXpaHUTb U 3aKPbITb MONUTUKY MOXET
npuBecTu k cboto KoHconn agMmmHncTpuposaHusa Kaspersky Security Center Ha 6aze MMC, npu aTom
cepTudUKaT COXPaHUTCS B HACTPOWMKAX MOMUTUKMN.

\3BecTHble Npo6neMbl Npu HAaCTPOVIKe 3NEKTPOHHOM NOYTbI

* [lncTaHUMOHHas HacTPoWika NOYTOBOrO SLLMKA AOCTYMHA TOMbKO Ha CNEAYIoLWYX YCTPONCTBAX:
e iOS MDM-ycTpolicTsa;
e Samsung-ycTpolicTsa (Exchange ActiveSync);

* Android-ycTpoiicTBa C yCTaHOBMIEHHbIM MOYTOBBIM KMeHToMm TouchDown.

B npenpbioywmx Bepcusx Kaspersky Endpoint Security ans Android Bbl MOXeTe yoaneHHo HacTpansaThb
napameTpbl npoduns TouchDown Ha ycTpolicTBe nonb3oBaTens ¢ nomoLbto Kaspersky Security
Center. B Kaspersky Endpoint Security ons Android Service Pack 4 nopgaepyxka TouchDown
npekpalleHa. bonee noapobHas MHPopmaLums NprBeneHa Ha cavite Criykbbl TEXHUYECKOV MOAAERXKKY
Symantec®.
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Mocne obHoBneHWs nnarvHa ynpaeneHns Kaspersky Endpoint Security ans Android napameTpbi
TouchDown B nonunTtke ByayT CKPbITbI, HO COXpaHeHb!. [1py NOAKMOYEHN HOBbBIX YCTPOCTB NapamMeTpsl
TouchDown 6yayT HacTpOeHbI Mocie MPUMEHEHNS MONNTUKN.

MNocne nameHeHWs 1 coxpaHeHns NoAnTUKK napameTpel TouchDown ByanyT yoaneHsl. NapaveTpbl
TouchDown Ha ycTpoiicTBax nonb3oBaTenei 6ynyT cOpoLleHbl Mocne NPUMEHEHNS NOMUTUKM.

N3BecTHblE NpoBeMbl NP HACTPOIKE HAAEXHOCTU Napons PasbroKMPOBKA YCTPOCTBA

e Ha ycTpoiictBax nog ynpaesneHnem Android 10.0 n Beiwe Kaspersky Endpoint Security npuBoguT TpebosaHs
HaLEeXHOCTW Napons K OOHOMY 13 CUCTEMHbIX 3HAUEHWIA: CPEOHWIA NN BICOKUIA.

Ecnn Tpebyemas onvHa napons coctasngeT oT 140 4 CMMBOSIOB, MPUTOXEHNE NpeaiaraeT Nnonb3oBaTesnto
YCTaHOBWTb Naposib cpenHel HagexHocTu. OH fonxkeH 6biTb nnbo undpobiM (PIN-kon) 6e3 NoBTOPSHOLLNXCS
VNN YNopsiLoYeHHbIX mocnenoBaTenbHocTel (Hanpumep, 1234), nnbo 6ykseHHo-LmdposbiM. PIN-kom nnm naposb
LOJSKHbI COCTOSTb HE MeHee YeM 13 4 CUIMBOJIOB.

Ecnun Tpebyemas onvHa napons cocTtaBnseT He MeHee 5 CUMBOOB, NPUOXEHVEe NpeanaraeT Nonb3osaTento
YCTaHOBUWTb Naporib BbICOKO HanexHocTU. OH forkeH 6biTb Mmoo LmdposeiM (PIN-kon) 6e3 NoBTOPSIOLLXCS
NN YNopsifoYeHHbIX mocnenoBaTesibHocTel, nnbo BykseHHO-LdppoBbIM (Napornb). PIN-koa AomkeH cocToaTb
He MeHee yem 13 8 undp; Naporb AOMKEH COCTOSATL HE MeHee YeM 13 6 CIMBOJSIOB.

* Ha yctpoiicteax nog ynpasneHmem Android 10.0 1 BbiLe ynpaBnsaTb MCNONb30BaHNEM OTreyaTka nanbla ong
pPa3bMoKMPOBKN 3KpaHa MOXHO TOJbKo B paboyem npodune.

* Ha ycTpolicTBax nog ynpaeneHnem Android 711 npy HECOOTBETCTBUM Naposs Pa3broKNPOBKM TpeboBaHNSaM
KopropaTunBHo Be3onacHocT (KOHTPOIb COOTBETCTBUS) CUCTEMHOE MPUTOXEHNE HacTpoiik MoxeT
paboTaTb HEKOPPEKTHO MPW MOMbITKE N3MEHUTb NMaposib pasbnokunposku na Kaspersky Endpoint Security gns
Android. MNpobnema cas3aHa ¢ n3BecTHbIM fedekTom B Android 711%. [1n9 nsameHeHrs napons pastnokpoBKy B
9TOM Cny4ae UCrosb3yiTe TONbKO CUCTEMHOE NpUoXeHre HacTpoiiku.

* Ha HekoTopbIx ycTpolicTBax nog ynpasneHnem Android 6.0 1 BbiLLe MOXeET Npon3oiT cOoii Npv BBOAE Napons
Pa3bIoKMPOBKM 3KpaHa, eCNv AaHHbIe Ha YCTPOICTBE 3awmndpoBaHbl. [lpobnema cBsg3aHa ¢ 0COBEHHOCTIMM
paboTbl Cry6bl creLmarnbHbiX BOSMOXHOCTEN Ha ycTpolicTBax ¢ npoLumskoi MIUL.

N3BecTHble Npobnembl npu HacTpoiike Wi-Fi

* Ha ycTpoiicTBax ¢ onepaupmoHHoi cuctemoin Android Bepcum 8.0 nnm Belle HaCTPOUTL NapaMeTpPbl MPOKCU-
cepsepa ang cetn Wi-Fi ¢ NTOMOLLbIO MOANTUKN HEBO3MOXHO. Bbl MOXeTe HacTpouTb napameTpbl MPOKCK-
cepsepa ang cetn Wi-Fi Ha MOBUIbHOM yCTPONCTBE BPYUHYIO.

N3BecTHble Npobnembl npu HacTpoiike APN

e [lncTtaHumoHHas HacTpolika APN gocTynHa Tonbko Ha iOS MDM-ycTpolicTBax 1 Samsung-yCcTpOnNCTBax.

e HacTtpaunsarite APN ons iOS MDM-ycTpoiicTs B pa3nene Cotoas cBa3b. Pasnen APN ycTtapen. [Nepes
HacTpoiikoli napameTpoB APN y6eantech, uto dnaxok MNprumeHnTb Ha ycTpoiicTie B pasaene APN cHaT.

N3BecTHbIE NpoBnemMbl Npy paboTe C CETEBLIM 3KPaHOM

* Vlcnonb3oBaHue ceTeBoro akpaHa AOCTYMHO TONbKO Ha Samsung-ycTponcTBax.
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N3BecTHble Npobnembl npu HacTpoiike VPN

* [lncTtaHumoHHas HacTpolika VPN gocTynHa TonbKo Ha Cnepyowmx yCTponcTeax:
* iOS MDM-ycTpolicTBa;
* Samsung-ycTpolicTBa.

e [lpu HacTpolike VPN-coeanHeHns ons n3bpaHHbiX [OMeHOB B Safari, ecrnv nameHnTb 3HayeHne onumm
MopkniouyaTbca aBTOMaTUYECKM, U3MEHEHNS He ByAyT NpYMeHeHbl Ha ycTpolicTse. o ymonuyaHuio dpnaxok
MopxniouyaTbcsl aBTOMaTUYECKMN YCTAHOBEH, 11 €70 HE PEKOMEHAYETCS CHUMATb, €CIN Bbl XOTUTE
aBToMaTu4ecky BknoyaTe VPN ang ykasaHHbIX JOMEHOB.

N3BecTHblE Npobnembl Npy paboTe C KOHTeHepamn

e B Kaspersky Security ana mobunbHbix ycTpoiicTs Service Pack 3 Maintenance Release 2 nogaepyka cosgaHus
KOHTEMHEePOB ANs MOBUMbHBIX MpUnoxeHui npekpatieHa. OaHako Bbl MoxeTe obaensaTe Ha Android-
YCTPOMCTBa KOHTEIHEPbI, CO3[aHHble B Bonee paHHX BEPCUSX MPOrpamMmbl.

e [Ins ycTaHOBKM NPUNOXEHWI B KOHTEHEpPax Ha MOBUIbHOM YCTPOCTBE NOMb30BaTeNs AOMKHA BbITb
paspeLleHa yCTaHOBKa NPUSIOXEHWUI N3 HEN3BECTHBIX MCTOYHMKOB. [oapobHas MHPopmaLms 06 ycTaHoBKe
npunoxeHuii 6e3 ncnonb3osanns Google Play npusenera B crpaske Android®.

* He nopnepxuvBaeTcs KOHTeHepr3aums npunoxeHuii ons Android-ycTpoicTs, conepxalumx 6onee 65 536
meTonos (multidex configuration).

N3BecTHble NpoBnembl, CBA3aHHbIE C 3aLUMTON OT yAaneHns NpUIoXeHNs

» Kaspersky Endpoint Security ans Android nonxeH 6biTb yCTaHOBNEH B Ka4ecTBe aAMUHUCTpaTopa yCTPOUCTBa.

* Ha ycTpolicTBax nof ynpasneHnem onepaumoHHol cuctemsl Android Bepcum 7.0 1 BbiLLe AN 3aLLmTh
npunoxeruns ot yoaneHus Kaspersky Endpoint Security ans Android noneH ObiTb yCTaHOBIEH B Ka4ecTBe
cny>x6bl CneupanbHbix BOSMOXHOCTEN.

* Ha HekoTopbix ycTporicTBax Xiaomi n Huawei sawmta Kaspersky Endpoint Security nns Android oT yonanerus He
paboTaerT. [lpobnema cea3aHa ¢ ocobeHHocTamu npoLumek MIUI 7 n 8 Ha Xiaomi n npotumsk EMUI Ha Huawei.

N3BecTHblE NpOBNeMbl NPY HACTPOIIKE OrpaHNYeHNIA yCTporcTBa

e Ha yctpoiictBax nog ynpasneHnem Android 10.0 1 Bbiwe 3anpeT Ha ncnonb3osaHue ceten Wi-Fi He
NOAAEPXKVBAETCS.

e Ha yctpoiicteax nog ynpaesneHnem Android 10 v Bbille NCMONb30BaHMe KaMepbl HENMb3s 3anpPeTUTb MOTHOCTHIO.

* Ha ycTpolicTBax ¢ onepaumoHHoii cuctemoin Android 11 v Beiwe Kaspersky Endpoint Security ons Android
LLOJXXEH BbITb YCTaHOBIEH B kauecTBe crny>6bl CreuyanbHbix Bo3moxHocTel. Kaspersky Endpoint Security ons
Android npeanaraeT nonb3oBaTesio YCTaHOBUTL NMPUIOXEHME B kKadecTse cyx6bl CneuvanbHbix
BO3MOXHOCTEl BO BpeMs paboTbl MacTepa nepBoHayanbHo HacTpoiiki. MNonb3oBaTens MOXeT NponyCTUTb
STOT LLar U BbIKMIOUNTb CNy>0y B MapameTpax yCTpoicTBa nosaHee. B aTom cryyae He yaacTCs orpaHmynTb
MCMONb30BaHVe Kamepbl.

\3BecTHblEe Npo6neMbl Npy OTNPaBKE KOMaHL Ha MOBUIbHbIE YCTPOMCTBA
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e Ha ycTpolicTBax ¢ onepaumnoHHoin cuctemoin Android 12 v Bbilwe, ecnv nonb3oBaTento NpeaocTaBneHo
paspeLueHne "Vicnonb3osaTb NpubananTensHoe MectononoxeHue’, Kaspersky Endpoint Security ons Android
cHayvana nblTaeTcs onpefennTb TOYHOE MECTOMONOXEHNe ycTpoiicTea. Ecnm aTo He yoanocs, onpenenseTcs
NpVBM3NTENbHOE MECTOMOSIOXEHNE YCTPONCTBA, HO TO/BKO B TOM Crlyyae, eCnv faHHbIe O HEM Bbin MOyYeHbI
He 6onee 30 MyHYT Hasag. B npoTrBHOM cnyuae komaHaa OnpeaennTb MECTOMONOXEHME YCTPOCTBa
3aBEPLUNTCS C OLUMBKOIA.

N3BecTHblE Npobnemsbl, CBA3aHHbIE ¢ pabounm npodunem Android

e Ecnu Bbl cospaeTe paboumnii npodunb Android ¢ MOMOLLBIO MONUTUKN, NONb30BaTESNb OOSIXKEH NPELOCTaBUTb
paspeLlueHre "PaspelunTb SOCTYN Ha ynpasneHve scemu dainammn” nporpamme Kaspersky Endpoint Security
ans Android, ycTaHOBNEHHOW Ha ycTpolicTBax nog ynpaeneHem Android 11 unm 6onee nosoHel Bepcum 1
CB$I3aHHOI € pabounm npodunem.

e DyHKUMa paboyero npoduns Android SanpeTnTb BkouaTb pexxmum otnaaku no USB He paboTaeT Ha
ycTpolicTax nog ynpasneHnem Android 13. 970 cBa3aHo ¢ npobnemoii B Android 13 =.

N3BecTHble Npobnembl, CBA3aHHbIE C ONPeAeNeHHbIMN MOLENIMN YCTPONCTB

* Ha HekoTopbIx ycTpolicTBax (Hanpumep, Huawei, Meizu, Xiaomi) TpebyeTcs npefocTaBuTb MPUNOXEHNIO
Kaspersky Endpoint Security ans Android paspelueHre Ha aBTOMaTYECKIiA 3anyck v BpyYHYyto 4OBaBnTb ero
B CMNCOK MPUNOXEHWIA, 3anyckaeMblx Mpw 3arpy3ske onepaurioHHol cucTemsl. Ecnm npunoxerne He nobasneHo B
cnncok, Kaspersky Endpoint Security ans Android npekpallaeT BeINonHATL BCe cBov GyHKLMM NOCne
nepesarpysku MOBUIbHOrO YCTPOMCTBA. TakxKe, eCnn YCTPONCTBO Obino 3a610KMpOBaHo, pasbnoknposaTth
YCTPOWCTBO C NMOMOLLbIO KOMaHbl HEBO3MOXHO. Bbl MOXeTe pasbnokmpoBaTb YCTPOMCTBO TOMBKO C MOMOLLbIO
0[HOPAa30BOro koaa pasbnokNpPOBKN.

* Ha HekoTopebIx ycTpoiicTsax (Hanpumep, Meizu, Asus) nog, ynpasneHnem Android 6.0 v Bbilwe nocne wndposaHns
JaHHbIX 1 Nepesarpy3ku ycTpoiictea Android TpebyeT BBeCTU LMbPOBOI Naposb As pas3bioknpoBKA
ycTpolicTsa. Ecnv nonb3oBaTenb ncnonb3yeT rpadudeckuii naposb Ans pasbnokposku, TpebyeTcsa nepeBecTu
rpaduryeckunii naponb B LdpoBoii. [NogpobHee o nepeBofe rpadryeckoro napons B LMdPOBOM CM. Ha caliTe
Cny>6bl TEXHNYECKOM NOLAAEPXKKM KOMMaHUM-MPON3BOANTENS MOBUIbHOrO ycTpoiicTea. [Npobnema cBsa3aHa ¢
ocobeHHoCTAMU paboTbl cny>x6bl CrieuparnbHbIX BO3SMOXHOCTEN.

* Ha HekoTopbix ycTpolicTBax Huawei nopn ynpasneHnem Android 5.X nocne yctaHosku Kaspersky Endpoint
Security ons Android B kauecTse cnyx6bl CrieLmanbHbix BO3MOXHOCTEN oTobpaxkaeTcsl HeBepHOe CoobLLeHNe
06 OTCYTCTBMN COOTBETCTBYIOLLMX MPaB. YToBbl CKPbITh 3TO COOBLLEHWE, BKITIOUMTE MNPUIOXEHNE KaK
3alUYILLLEHHOE B HACTpOlikax yCTpOoNCTBa.

* Ha HekoTopbix Huawei-ycTpoiicTeax nog ynpasneHnem Android 5.X n 6.X npu BKIIOUEHHOM pexxime
aHeprocbepexerus ang Kaspersky Endpoint Security pns Android nonb3oBaTenb MOXET CaMOCTOATENBHO
3aBepLUNTb PaboTy NpunoxeHus. MNpr 3TOM yCTPONCTBO Nonb3oBaTens He 3alyiLeHo. [Npobnema cBsa3aHa ¢
0COBEHHOCTIMM NMporpamMmmHoro obecrneveHns Huawei. YTobbl BOCCTaHOBUTD 3aLLUTY YCTPOWCTBA, 3anyCcTuTe
Kaspersky Endpoint Security ang Android BpyuHyto. PekoMeHOyeTCs OTKIOUNTD PEXMM SHEpProcbepexeHns
ong npunoxenns Kaspersky Endpoint Security ons Android B HacTpoiikax ycTpoicTsa.

¢ Ha Huawei-ycTpolicTBax ¢ npowwuskoi EMUI nog ynpaenervem Android 7.0 nonb3oBaTeslb MOXET CKPbITb
yBefoMIeHve o cTaTyce 3awmThl Kaspersky Endpoint Security ons Android. lNpo6nema cea3aHa ¢
0COBEHHOCTIMM NMpOorpamMmmHoro obecneveHuns Huawei.

* Ha HekoTopbIx Xiaomi-ycTpolicTBax Nonb3oBaTeNb MOXET ncnonb3osaTs AucneTuep 3agay OC, ytobebl
ocTaHoBUTb paboTy Kaspersky Endpoint Security pns Android B dpoHoBoM pexume. MNpobnema cesg3aHa ¢
OCOBEHHOCTAMY MPOrpamMMHOro obecneyeHuns Xiaomi.

* Ha HekoTopbIx Xiaomi-ycTpolicTBax Npu yCTaHOBKE B MONUTUKE ANVHbI napons 6onbLue 5 cuveonos
nonb3oBaTesnto byneT NPeasIoXeHO N3MEHNTb Maposb Pa3bnokMpoBKY akpaHa, a He PIN-kop,. YcTtaHosuTb PIN-
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KOL AnMHOM 6onee 5 cMBOSIOB HEBO3MOXHO. [pobriema cBa3aHa C 0COB6EHHOCTAMN NPOrPaMMHOro
obecneyeHuns Xiaomi.

Ha Xiaomi-ycTpoiicTtsax ¢ npowwvskoii MIUI nog ynpasnernvem Android 6.0 aHauok Kaspersky Endpoint Security
Anst Android B CTpoke COCTOSHUS MOXET BbITb CKpbIT. [pobnema cBsazaHa ¢ 0COHBEHHOCTSMM MPOrPaMMHOro
obecneveHuns Xiaomi. PekomenayeTcs paspelunTe OTobpaxeHe 3HaukoB yBEOOMIEHNI B HACTPOMKax
yBEeOOMITEeHUI.

Ha HekoTopbix Nexus-ycTpoiicTsax nog ynpaeneHem Android 6.0.1 Bo Bpems paboTel MacTepa nepBoHayanbHo
HacTpoiikn Kaspersky Endpoint Security ons Android HEBO3MOXHO BbliaTh HeobxoAMMbIE MpaBa Ans
KoppekTHol paboTbl. lNpobnema casisaHa ¢ n3secTHbIM fedbekTom B Security Patch gns Android ot Google. [Ins
KOPPEKTHOM paboTbl MPUNOXeHWs TpebyeTcs BpyUHYIO BblAaTb HEOBXOAMMbIE NpaBa B HACTPOKax yCTponcTaa.

Ha HekoTopbix Samsung-ycTpolicTBax nog ynpasneHnem ornepaumoHHol cuctemsl Android 7.0 v Bbilue npu
NOmMbITKe NOMb30BaTeNs HAaCTPOUTb HEMOAAEPXKMBaEMble CNOCObbI Pa3bnoKNPOBKM yCTPOICTBa (Hanpumep,
rpadunyeckmii naposb) YCTPONCTBO MOXET OblTb 3a6MOKMPOBaHO, ECMN BbINONHEHbI CieyoLLNe YCOBUS:
Bk/IloueHa sawmTa Kaspersky Endpoint Security ans Android oT yoaneHus n sapaHbl Tpe60oBaHWs K HAAEXHOCTH
napons pas3brnoknpoBKk aKkpaHa. [is pasbnokmpoBky yCcTpoicTBa TpebyeTcs OTNpaBnThb Ha YCTPONCTBO
creuyanbHyto KOMaHy.

Ha HekoTopbix Samsung-ycTpolicTBax HEBO3MOXHO 3arnpeTUTb MCMONb30BaHVe OTNeYaTKOB NasbLeB A/is
Pas3broKMPOBKY aKpaHa.

Ha HekoTopbix Samsung-ycTpolicTeax He paboTaeT Beb-POunbTp, ecnv yCTPoCTBO NOAKIIOUYEHO K CETU
3G /4G, Ha yCTpONCTBE BKIIIOUEH PEXIM dHEpProchepexeHns 1 orpaHnyeHsl GOHOBbIE AaHHbIE. PekomeHaoyeTcs
BBIKMOUNTL QYHKLIMIO OTK/OUYEHNS1 GOHOBBIX MPOLECCOB B HACTPOVIKaX pexnma SHeprocOepexeHrs.

Tak>e Ha HEKOTOPbIX Samsung-yCTPONCTBaxX MNPU HECOOTBETCTBIMN Naposis Pa3biokNpoBKM TpeboBaHUSaM
KoprnopaTueHoi 6esonacHocTn Kaspersky Endpoint Security nns Android He 3anpeluaeT ncnonb3oBaHne
OTMNeYaTKoB NasbLEB A1 Pa3broKNPOBKY aKpaHa.

Ha HekoTopbix Samsung-ycTpoiicTBax nocne BbinonHeHns komaHa, AHTu-Bopa (nounck, 6noknposaHue,
pasbnokrposaHue 1 doTorpadupoBaHrie) MobunbHbIi cepTudukat n VPN-cepTudmkat moryT yoanuTecs. [ns
NPOAOKEHNS paboThl TPEbyeTCS 3aHOBO YCTaHOBUTL cepTudmkaThl. [lpobnema cBsdaHa co CTaHAapPTOM
6esonacHocT MDFPP (Mobile Device Fundamentals Protection Profile).

Ha HekoTopbix ycTporicTBax Honor 1 Huawei HeBO3MOXHO orpaHnunTb ncnonb3osaHue Bluetooth. Mpw noneiTke
npunoxeHuns Kaspersky Endpoint Security nns Android orpaHnunTs ncnonb3osaHue Bluetooth onepaumnorHas
CcUCTeMa NokasbiBaeT YBEAOMIIEHME C BapUaHTaMy eACTBUIA: OTKNOHUTb UMW Pa3peLlnTb 3TO OrpaHnyieHmne.
Takum obpasom, Nonb3oBaTeNb MOXET OTKIOHWTb OrPaHNYeHe U NPOAOIIXXUTL Ucrnonb3osaHve Bluetooth.

Ha HekoTopbIx ycTpolicTBax Samsung nocrne ycTaHoBKkuM 1nv o6Hosnerns Kaspersky Endpoint Security ns
aBTOHOMHOIO UHCTaNNgUMOHHOro naketa akTusaums npodunsg KNOX MDM HepocTynHa.

Ha ycTpoiicTsax Blackview nonb3oBaTtenb MOXeET oUNCTUTb MaMaTb Ang npunoxenns Kaspersky Endpoint
Security png Android. B pesynbTaTe 3almTa 1 ynpasneHne yCTpoiCTBOM OTK/IOYaeTCs, BCe 3afaHHble
napameTpbl CTAHOBATCS HeAeNCTBUTENbHbIMY, a Npunoxerne Kaspersky Endpoint Security gnsa Android
y[ansieTcs n3 crieLanbHblX BO3MOXHOCTEN. OTO CBA3aHO C TEM, YTO YCTPONCTBA STOro NPOV3BOANUTENS
npenocTaBnsaloT NpunoxeHnto "HepasHne akpaHbl” (Recent screens) paclumperHbie npasa. [NpunoxeHre MoxeT
nepeonpenensTb 3HaveHns napameTpos Kaspersky Endpoint Security pns Android, v ero Henb3s 3aMeHNTb,
MOCKOSIbKY OHO 9BNSETCS YacTblo onepaunoHHo cucTembl Android.

Ha HekoTopbix ycTpolicTBax Google Pixel nog ynpasneHnem Android 11 Huxke cpasy nocne 3anycka
npunoxeruns Kaspersky Endpoint Security gns Android nponcxoonT ero c6oii. 9To CBS3aHO ¢ NRo6IeMOi B
Android .

Ha HekoTopbix ycTpolicTBax TECNO nonbaosaTtesib MOXeT pa3briokpoBaTh YCTPOWCTBO C MOMOLLbIO
CKaHNPOBaHKS 1L, AaXe ecrnn 3TOT MeTOL, BIOMETPUYECKON pas3BrnoKMPOBKN 3amnpeLLEH NONMUTUKOIA.
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* Ha HekoTopebix ycTpolicTBax Sony 1 Google Pixel non ynpaenexnem Android 13 nnw Beiwe cnipaska Kaspersky
Endpoint Security ¢ nHpopmaLmeln o BKIloUEHUM creLmasibHbiX BOSMOXHOCTEN 0TOBpaxaeTCs HENMpPaBubHO.

e Ha ycTpolicTBax Samsung cepuin Galaxy S23 n S24 moxeT He paboTaTb MOCTOSIHHAS 3aLuTa.

\3BecTHble Npobnembl npu paboTe Ha Android 13

* Ha Android 13 nonb3oBaTenb MOXeT nUcnonb3osaTtb JucneTuep 3anay OC, utobbl ocTaHOBUTL paboTy Kaspersky
Endpoint Security B doHOBOM pexirme. DTO CBA3aHO C 3BeCTHOW npobraemori B Android 13&.

* Ha Android 13 paspelLleHre Ha OTNpaBKy yBeOOMIIEHWI 3anpalLnBaeTCs B Hauane HacTPOMKN NPUNOXeHUs. OTO
CB$I3aHO C OCOBEHHOCTSMM onepaLmnoHHol cuctemsl Android 13.

N3BecTHble Npobnemsl Npu fobasneHn Be6-knmnos

* MakcrmanbHoe Konm4ecTBo BE6-KIMMOB, KOTOPbIE MOXHO A06aB/Tb Ha Android-ycTpolicTBO, 3aBUCUT OT TuNa
ycTpoiicTaa. Koraa aTo KonmuecTBo AOCTUrHYTO, BEO-KNWMbI NepecTatoT fLobasnsTbes Ha Android-ycTpolicTso.

13BeCcTHblE I'IpO6J'IeMbI B pexunmve device owner

* Ha ycTpolicTax nog yrnpasneHnem Android 10 nnum HKe, ecniv Mpu HACTPOVIKE OrpaHNYeHNiA NS MPUNOXEHWNIA
ycTaHoBIEH $pnaxok 3anpeTnTb N3MeHeHne NPUNoXxeHuii Yepes HacTpolikn 1 NpYMeHeHa NonnTrka,
nonb3oBaTe b NO-MPEXHEMY MOXET cbpachiBaTb HACTPOKM NMPUNOXEHWIA MO YMOYaHUIO 1 OCTaHaBMBaTb
MPUIOXEHNS Yepes HaCcTPOMKN. DTO CBA3aHO C OCOBEHHOCTIMM onepaLmoHHol cucTemsl Android.

* YnpaBneHune HacTpokamMn OBHOBNEHNI Ha MOBWBbHBIX YCTPONCTBaX SBnsieTCs BeHaop-cneumduyHbim. Ha
HekoTopblx Android-ycTpoicTBax orpaHNYeHns Ha yCTaHOBKY OBHOBNEHWIA ONepaLIiOHHON CUCTEMbI BPYYHYIO
nonb3oBaTenemM MoryT paboTaTb HEKOPPEKTHO.

¢ [lpunoxerune Kaspersky Endpoint Security ans Android He MoXeT 6bITb yCTaHOBEHO B pexiume device owner
Ha cnepytolwmx yctpolicteax: Honor 30i (Android 10), Huawei y8p, Huawei Y5 (Android 8), Huawei Mate 40 PRO
(Android 10), Xiaomi Redmi 4X (Android 71), Honor 5¢ (Android 7.0, EMUI 5.0). 9To cBs3aHo co cneumndurkol
NpOLUMBKY yCTpOIiCTB: ckaHep QR-koaa HefoCTyneH nocne cbpoca ycTponcTBa 4O 3aBOACKNX HACTPOEK.

e Ha yctpoiicteax nog ynpaesneHmem Android 10 npu Boioave paspeLleHns Ha onpeneneHne MecToNoNOXeHNs
aBTOMAaTNYECKN YyCTaHaBNMBaeTCs 3HaueHe Pa3pelumnTb ToMbKO BO BPEMS UCMOb30BaHUS NPUNOXEHNS
BMecTo PaspelunTb B nio6om pexume. 3TO 3HaUEHNE HE MOXET BbITb 3MEHEHO agMUHUCTPATOPOM UK
nonb3oBaTensgmMu. lNpobnema cBs3aHa ¢ n3BeCTHOW owwmbkol B Android 10 &.

* OrpaHnyeHne 3anpeTUTb CHUMKM 3KpaHa He BIOKMPYeT CHUMKI 3KpaHa B HaCTPOIikax yCTPOMCTBa.

CnpaBka Ons 3Tol BEpCum peLLleHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
VHPopmaLmio. AKTyanbHas MHPoOpMaLIMs O peLleHnn [OocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

PassepTbiBaHMEe
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OTOT paspen cnpaBkun agpecoBaH creLmanmcTam, KoTopble OCyLWecTBNstoT ycTaHoBKy Kaspersky Security ans
MOBWbHBIX YCTPOWCTB, 1 CneupanicTam, KOTopble OCYLLLECTBSIOT TEXHNYECKYIO MNOAAEPXKY OpraH3aLmii,
ncnone3ytowmx Kaspersky Security nns MOGUIbHBIX yCTPOICTB.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaumio. AkTyanbHas nHbopMaLIg O peLleHn focTymnHa B cnpaske Kaspersky Secure Mobility,
Management 4.12.

ApxuTtekTypa peLleHns

Kaspersky Security ons MoBGuWbHbIX YCTPONCTB BKOYaeT B ceb CrefytoLLie KOMMOHEHTDI:

* MobunbHoe npunoxenne Kaspersky Endpoint Security ons Android.

Kaspersky Endpoint Security ana Android 3awyiiaeT MoBUbHbIE YCTPOCTBa OT BEG-YIrpo3, BUPYCOB U APYTX
nporpamm, NPeacTaBnsoLLMX yrpo3bl. OCyLLecTBNSEeT B3aMMOAENCTBME MeXAY MOBUIbHLIM YCTPONCTBOM 1
Cepsepom agMmuHucTpurposaHus Kaspersky Security Center ¢ nomotupto Firebase Cloud Messaging.

e [lnaruH ynpaeneHus Kaspersky Endpoint Security ans Android

MnarvH ynpasnerns Kaspersky Endpoint Security ans Android o6ecneunBaeT nHtepdelic ynpasneHus
MOBUBHBIMW YCTPONCTBAMU 1 YCTAHOBMIEHHBIMU Ha HUX MOBWbHBIMY NMPUNOXeHIMN Yepes KoHcorb
agMuHUcTpupoBaHus Kaspersky Security Center.

e [naruH ynpasneHus Kaspersky Device Management ons iOS.

MnarvH ynpasnerns Kaspersky Device Management ons iOS obecneuviBaeT nHTepdeiic ynpasneHus
MOBWbHBIMU YCTPONCTBaMM, MOAKIOUEHHBIMU Mo npoTokony i0OS MDM, uepes KoHcornb agMUHUCTpUpOBaHNS
Kaspersky Security Center.

ApxnTekTypa komnnekcHoro pelueHuns Kaspersky Security ang MobunbHbIX yCTPONCTB MpeAcTaBneHa Ha pUCyHKe
HIXe.

—> B Cepsep i0OS MDM
TCP 443 T
TCP 13000
[ O Apple Push Notification service }

— 1

[ i0S-ycTpoiicTso B CepBep agMUHUCTPUPOBaHUS 4—— TCP 13291 —p

@ KoHconb
apMUHUCTPUpPOBaHUA

MnaruH ynpaenexus Kaspersky
Endpoint Security ans Android

i0S MDM-npodunb MnaruH ynpaenexus Kaspersky
Device Management ans iOS

TCP 443

TCP 13292 J
[ O Google Firebase Cloud Messaging }

{ O Google Analytics ans Firebase }

[J Android-ycTpoiicTeo

Kaspesky Endpoint Security

{ O Kaspersky Security Network }

ApxutekTypa Kaspersky Security ans MOBUIbHbIX YCTPOCTB
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MoppobHas Hbopmaums o KoHconn agpMrHUCTpurpoBaHus, CepBepe agMUHUCTprpoBaHusa n Cepeepe iOS MDM
npvBeneHa B cripaske Kaspersky Security Center.

CnipaBka o5 3To BEpCun peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4OoCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

TunoBble cxembl pa3BepTbiIBaHNA KOMIMJIEKCHOIO peLlleHnd

B aTom pasnene onvcaHbl TUMOBbIE CXeMbl Pa3BePThIBaHMS KOMMIekcHoro pelleHns Kaspersky Security pns
MOBWbHbIX YCTPONCTB.

PasBepTblBaHME KOMMNEKCHOMO peLlenns Ha Android-ycTpolicTBax 1 iOS-ycTpolicTBax BbIMOMHIETCS MO PasHbIM
cxemaM. Ecnn B opraHmnsaumm ncnonb3ytoTcs MobubHble yCTPOMCTBa NOA yNpaBieHneM pasinyHbiX onepaLioHHbIX
CUCTEM, CnefyeT BbIMOMHATL YCTaHOBKY MPUIOXEHWIA ANS KaX 40N onepaLnoHHOM CUCTEMbl OTAENbHO Mo
COOTBETCTBYIOLLE CXxemMe pa3BepTbiBaHNS.

CnipaBka An1s 9TOW BEPCUN peLLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKWs O peLLeHn JOCTYynHa B crpaeke Kaspersky Secure Mobility
Management 4.1&.

Cxembl pasBepTbiBaHus Kaspersky Endpoint Security ansa Android

Kaspersky Endpoint Security ans Android MoxHO passopaunBaTb Ha MOBUIIbHBIX YCTPOCTBaX B CETU OpraHnsaLmnm
HecKonbk1MK criocobamu. Bel MoxeTe BbibpaTb Hanbonee noaxoasumnii Ans Balle opraHusaLmm cnocod
pasBepTbIBaHUS, @ TakKe NCMOSb30BaTb HECKOBKO CMOCOBOB pa3BepTbhiBAHNS OAHOBPEMEHHO.

MoppobHas nHbopmaums o passepToiBaHUK Kaspersky Endpoint Security ans Android B Kaspersky Endpoint
Security Cloud npuseneHa B cnpaske Kaspersky Endpoint Security Cloud =.

Cxembl passepTbiBaHns Kaspersky Endpoint Security ona Android uepes Kaspersky Security
Center Ha nepcoHasnbHbIX yCTPONCTBaXxX

Ha nepcoHanbHbix ycTporicTeax passepTbiBaHne Kaspersky Endpoint Security ang Android uepes Kaspersky
Security Center MoxeT 6bITb BbIMOMHEHO CREAyOLLIMM criocobamu:

e C NOMOLLbIO pacchbinky COoBLLEHMI co cebinkoli Ha Google Play (pekomennyeTcs).
* C NOMOLLbIO PacChbiNk/ COOBLLIEHWI CO CChINKOM Ha MHCTannsumoHHbIA nakeT B Kaspersky Security Center.

PasBepTbiBaHuve Kaspersky Endpoint Security ana Android ¢ nomousto Google Play 3aknouaeTcs B paccbinke
nonb3oBaTensM YCTPOCTB COObLLEeHWIA co cebinkoit Ha Google Play 13 KoHconn agMUHUCTprpoBaHuS.

[ns passepTbiBaHus Kaspersky Endpoint Security ons Android ¢ NoMOLLbIO MHCTaNASLMOHHOIO NakeTa BbIMNOHUTE
cnepytoLe oencTems:

1. CosnaliTe 1 HaCcTROWTE MHCTAMIALIMOHHbIA NakeT MRUAOXKEHWS.
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2. Co3paiiTe aBTOHOMHbIV MHCTaINGLMOHHbIN NaKeT.

3. OTnpaBbTe Nonb3osaTtenam Android-yCTPONCTB COOBLLEHWS CO CChINIKOW Ha 3arpy3ky aBTOHOMHOIO
UHCTanNaLOHHOro nakeTa. [JocTynHa MaccoBad pacchiika.

Monb3oBaTenb BbiNonHgeT ycTaHoBky Kaspersky Endpoint Security ons Android Ha MoBunbHOe YCTPOCTBO Nocrne
nony4YeHns coobLLeHns co ccbinkoli Ha Google Play nnim ccbinkoii Ha 3arpysky aucTprbyTursa ¢ cepaepa Kaspersky
Security Center. [JononH/TensHOM NOArOTOBKY MPUNOXEHNS K paboTe He TpebyeTcs.

CxeMbl passepTbiBaHns Kaspersky Endpoint Security ons Android uepes Kaspersky Security
Center Ha KopropaTMBHbIX YCTpoMCcTBax (pexxum device owner)

Ha kopriopatuBHbix ycTpovicTBax (pexvm device owner), passepTbiBaHue Kaspersky Endpoint Security ong Android
yepes Kaspersky Security Center MoXeT 6bITb BbINOMHEHO CleayoLLM CMTIOCOBOM:

e C nomoLubto pacchinky QR-kofa co CCbinKo Ha 0BLLYHO BEPCUIO MPUNOXeHNS (YycTaHoBOYHbIV daiin APK).
e C nomolubto pacchinky QR-koga co cChinkoi Ha MHCTansumMoHHbIV nakeT B Kaspersky Security Center.

[ns passepTbiBaHus Kaspersky Endpoint Security ans Android B pexxme device owner yepes obLuyio Bepcuio
MPUNOXEHWNS BBINONHUTE CneaytoLve AeNCTBUS:

1. Cospaiite QR-koA And yCTaHOBKM NRPUIOXEHUS 13 KOHCONM aAMUHVICTRUROBAHUY.

2. BuinonHvTe npeasapuUTenbHy HAaCTPOMKY MOBUIbHOrO YCTROoWCTBa 1 ycTaHoBuTe Kaspersky Endpoint Security
o19 Android ¢ ucnonbsosaHnem QR-koaa.

[ns passepTbiBaHus Kaspersky Endpoint Security ans Android B pexxnme device owner ¢ moMoLLblo
WNHCTanNSLMOHHOrO NakeTa BbINOMHUTE criegytoLwme AelicTBUS:

1. CospaliTe 1 HACTROWTE NHCTANIALIMOHHbIN NaKET NRUIOKEHUS.

2. CospaiiTe aBTOHOMHbIV MHCTaNNGLMOHHbIA NakeT.

3. Cospnarite QR-kop Ang yCTaHOBKM NRUIOKEHNS C MCMOIb30BaHMEM VHCTAIALIMOHHOMO NakeTa.

4. BolnonHUTe NpenBapuTesibHY HACTROVKY MOBUILHOIO YCTROVCTBA 1 YcTaHoBuTe Kaspersky Endpoint Security
o1a Android ¢ ncnonbsoeaHnem QR-koaa.

CxeMma pasBepTbiBaHug Kaspersky Endpoint Security ona Android ns Google Play

YcTtaHosky Kaspersky Endpoint Security ons Android ns Google Play nonssosatens ycTpoicTB BbIMOMHSIOT
camocTosTeNbHO. [onb3oBaTenb 3arpyxaeT AMCTPUOYTUB MOBUIIbHOrO NpunoxeHns ns Google Play 1
yCTaHaBNMBaET €ro Ha YCTPOICTBO. [locne yCTaHOBKM MPUTOXEHNS HA MOBUTbHOE YCTPONCTBO TpebyeTcs
LOMNONHMTENbHas MOAroToBKa K paboTe: HacTpolika napaMeTpoB noakoveHns kK CepBepy aaMVHUCTPUPOBaHNS U
ycTaHoBKa MobuibHOro cepTudurkaTa.

Cxewma pasBepTbiBaHus Kaspersky Endpoint Security gna Android uepes KNOX Mobile
Enroliment
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PaseepTbiBaHne Kaspersky Endpoint Security ans Android sakntouaeTtcs B gobasneHunmn npoduns KNOX MDM Ha
MoBurbHble yeTpolicTsa. [Mpoduns KNOX MDM copepunT CCbiniky Ha NpUnoXeHne, pa3meLleHHoe Ha Beb-cepsepe
Kaspersky Security Center unu opyrom cepsepe. [Tocne ycTaHOBKY NPUNIOXEHNS Ha MOBUTbHOM YCTPONCTBE
LOMOSNHNTENBbHO TPEByeTCs YCTaHOBUTb MOBWbHbIN cepTudUKaT.

NHPopmaums o6 yctaHoBke ¢ nomoLubto KNOX Mobile Enrollment npreeneHa B pasnene Samsung KNOX.

CrpaBka Ons 3Tol BEpCum peLLeHs 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPoOpPMaLIMS O peLleHnn [ocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

Cxewmbl pa3sepTbiBaHus ang iOS MDM-npodung

iOS MDM-ripoguine — 370 Npodub, KOTOPbIN COAEPXKUT NapaMeTpPbl MOAKTOUEHNS MOBWITbHBIX YCTPOWCTB NMOL,
ynpaBneHnem onepaumoHHol cuctemsl iOS k Kaspersky Security Center. [NTocne yctanoskr iOS MDM-npoduns n
cuHxpoHn3auum ¢ Kaspersky Security Center ycTpoiicTBO CTaHOBUTCS yrpaBnsemMbiM. YnpasneHe MoOUnbHbIMM
yCTpolcTBaMu ocyluecTensieTcs ¢ nomoLlubio Apple Push Notification service (APNs). MNogpo6bHas nHdopmaLs o6
ycTtaHoBke iOS MDM-npodung n pabote ¢ APNs npuBeneHa B crpaske Kaspersky Security Center.

C nomoubto i0OS MDM-npoduns MOXHO BbINOSHSAThL CleayoLmMe LenCTBUS:
* YnaneHHo HacTpausaTb napameTpbl IOS MDM-ycTpONCTB C MOMOLLBIO FPYMMOBbIX NOMUTUK.
e OTnpaBnsTb KOMaHOpl 6IOKNPOBaHVIS 1 YAANEHNS OaHHbIX.
* YpaneHHo ycTaHaBnvBaTb npunoxeHus "Jlabopatopumn Kacnepckoro®, a Takxe apyriie CTOPOHHNE NPUIOXKEHNS.

iOS MDM-npoduib MOXHO pa3BopaurBaTb Ha MOBUIBbHBIX YCTPOMCTBAX B CETU OPraHN3aLImn HECKObKMY
crnocobamu. Bbl MoxeTe BbibpaTh Hanbornee noaoxooailimii Ans Balleli opraHn3aummn cnocob passepTbiBaHs, a
TaK>Xe MCMob30BaTb HECKOJbKO CrOCOBOB pa3BepThiBaHNS OLHOBPEMEHHO.
Mepepn passepTbiBaHneM iOS MDM-npoduna agMUHUCTPATOPR AOMKEH BbIMOMHUTL CleaytoLLe 4eNCTBIS:

1. YeTaHoBuTb Cepaep iOS MDM.

2. MonyunTb ceptndmkaT Apple Push Notification Service (APNs-cepTudukar).

3. YctaHoButb APNs-cepTudukat Ha Cepep iOS MDM.

MoppobHas nHbopmaums o6 yctaHoske Cepsepa iOS MDM n pabote ¢ APNs-cepTudmkaTom npriBeaeHa B
crpaske Kaspersky Security Center®.

MoppobHas nHbopmaums o passepTbiBaHUM iIOS MDM-npodwuna B Kaspersky Endpoint Security Cloud nprBeneHa B
crpaske Kaspersky Endpoint Security Cloud®.

CxeMma pasBepTbiBaHug iOS MDM-npoduns uepes Kaspersky Security Center

PasBepTbiBaHne iOS MDM-npodung yepes Kaspersky Security Center MoxeT ObiTb BbINOHEHO C MOMOLLbIO
pacchbinky coobLeHnii co cebinkoii Ha 3arpysky i0S MDM-npodwuns. [JocTynHa MaccoBas pacchinka.
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YcTtaHoBky iOS MDM-npoduns Ha MoBunbHOE YCTPOMCTBO BBIMOMHSET MOSb30BaTe b MOC/E MOMyYeHs]
coobLeHns co cebinkoli Ha Beb-cepaep Kaspersky Security Center. JononHuteneHoli nogrotoskm iOS MDM-
npoduns kK paboTe He TpebyeTcs.

MNoppobHas nHPopmaums o cosgaHum iOS MDM-npodunsg npviseneHa B cripaske Kaspersky Security Centert.

CnipaBka o115 3To BepCun peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEePXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLsa O peLleHn 4OCTYyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.

[NogroToBka KoHCcon agMUHNCTPUPOBaHNS K Pa3BepTbIBaHMIO KOMIMIEKCHOIO
peLLeHNns

oToT pasnen copoepXxXnT MHCTPYKUMK MO NOAroToBKe KoHconmn agMVHNCTPUPOBaHNA K pa3BepTbIBaHNIO
KOMMNNEKCHOro peLeHns.

CnpaBka Ans 9Toi BepCuin peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHnn JOCTynHa B crpake Kaspersky Secure Mobility
Management 41&.

HacTpolika napameTpos CepBepa agMUHNCTPUPOBaHWS A9 MOAKIOYEHNS
MOOWIbHBIX YCTPONCTB

YTOBbI MOBUIIbHBIE YCTPOMCTBa MOV NoaktounTecs kK CepBepy adMUHUCTPUPOBaHUS, Nepes, yCTaHOBKO
mMobunbHoro npunoxeHns Kaspersky Endpoint Security HacTpoliTe napameTpbl NOAKIOYEHNS MOBWIIBbHBIX
ycTpoicTs B cBoiicTBax CepBepa agMUHUCTPUPOBAHNS.

Y106k HacTpouTk napameTpb CepBepa aaMyHUCTPUPOBAaHNS A/15 MOAK/IIOHYEHS MOBW/IbHBIX YCTPOVICTB,
BbIMIONHUTE CAEAytoLLMe [eiCTBUS:

1. B koHTekcTHOM MeHto CepBepa agMUHUCTPUPOBaHNS BbibepuTe nyHKT CBOCTBA.

OTkpoeTcs okHo cBolicTB CepBepa agMUHUCTPUPOBAHMS.
2. BoibepuTe pasgen MapameTpbl nogknioueHnsa k Cepeepy — [lononHUTenbHblE NOPThI.
3. YcTaHoBuTe dnaxok OTKpbiBaTh NOPT ANS MOBUIbHBIX YCTPOMCTB.

4. B none MopT AN MOGUNbHBIX YCTPOMCTB YKaxuTe NopT, No koTopoMy k CepBepy aaMMHUCTPUPOBaHNS ByayT
noaKIoYaTbCs MOBUbHbIE YCTPOCTBA.

Mo ymonuaHuio ykasaH nopt 13292. Ecnn pnaxok OTKpbiBaTk NOPT AN MOBW/bHBIX YCTPOWCTB CHAT UKW MNopT
L5 MOAKIIOYEHNS yKasaH HEBEPHO, MOBUIIbHbIE YCTPOCTBA He CMOTYT noakntovatbes k Cepaepy
aaMVHCTPUPOBAaHUS.

5. B none MNopT akTuBaummn MobWbHbIX KIMEHTOB YKaXWUTe NMOPT ANS NMOAKIIIOUEHNS MOBUBbHBIX YCTPONCTB K

CepBepy agMVHUCTPUPOBaHVS A5 akTuBaumn npunoxeruns Kaspersky Endpoint Security pns Android. Mo
ymonuyaHuio ykasaH nopt 17100.
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6. Haxxmute kHonky OK.

CnpaBka 4nisl 9To Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COLEPXKAaTb YCTapEeBLLYHO
nHpopmaLmio. AKTyanbHas MHGoOpPMaLKs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTpolika Wwnto3a coeanHeHns s NOAKMOYEHNS MOBUIbHBIX YCTPOMCTB K
Cepsepy agmunHucTpupoBaHung Kaspersky Security Center

B aToM paspene onucbiBaeTCS HaCTPOIKA LLMO3a COEANHEHVS AN MOAKIIIOUEHNS MOBUIIbHBIX YCTPONCTB K
Cepsepy aomuHncTpuposaHus Kaspersky Security Center. HacTpoiika BkiiouaeT B cebs cnefytoLume waru:

1. YcTaHoBKa AreHTa aoMVHNCTPUMPOBaHM4A B Ka4eCTBe Wo3a CoOedANHEHNS Ha XOCTe.

2. HacTpoiika wno3a coennHerns Ha Cepaepe agMuHcTprpoBaHug Kaspersky Security Center.

OTa cTaTbs copepxmnT 0630p cueHapus. bonee nogpobHas nHbopmauys NprBefeHa B OKYMeHTaLun
Kaspersky Security Center®.

TpeboBaHus

YTO6bI LLMIO3 COEAVHEHS KOPPEKTHO paboTan ¢ MOBUbHBIMI YCTPOCTBaMU, LOMKHBI COBMIOAaTbCS CreaytoLime
TpeboBaHus:

* [lopT 13292 noreH BbITb OTKPBIT Ha XOCTE CO LLUKO30M COEANHEHNS.

* [lopT 13000 pomkeH BbiTb OTKPBLIT MeXAy Lno3oM coennHeHus 1 Kaspersky Security Center. Ero oTkpbiTue
Hapy>Xy 13 EMUTNTaPU30BaHHOW 30HbI HE TPebyeTcs.

® XOCT BO/MKEH UMETb CTaTUYECKNIA agpec, AOCTYMHbIA U3 UHTEpHEeTa.

YctaHoBka AreHTa aOMNHNCTPUPOBaHUA Ha XOCT, BbIMONHAOLLMI POJb WO3a CoegNHeHN4

CHauana HeobxoaMMO YCTaHOBUTb AreHT agMYHUCTPUPOBaHWS Ha BbIBPaHHOM YCTPONCTBE-XOCTE, KOTOPbIV ByaeT
BbICTYMaTb B Ka4eCTBE LUM03a coeanHeHns. Bbl MoXeTe 3arpy3nTb NOMHbIN MHCTaINALUMOHHbIV nakeT Kaspersky
Security Center# unu yctaHosuTb Kaspersky Security Center nokanbHo &.

o ymonuaHuio yCTaHOBOYHbIN dalin pacnonoxeH no cnegytowemy nytu: \\<server
name>\KLSHARE\PkgInst\NetAgent_<version number>

HTobb! YCTaHoBUTb AreHT aamuHuc TPYIPOBaHWs B POJIV LUJTKO3a COeANHEeHUA.!

1. BanycTtute MacTep ycTaHOBKM AreHTa agMVHUCTPUPOBaHNS 1 CrieflyiTe ero ykasaHusM, OCTaBIsis HACTPONKM
MO YMOJYaHUIO [19 BCEX NMapaMeTpoB, Moka He OTKpoeTcs okHO Beibop CepBepa agMUHUCTPUPOBaHNS.

2. B okHe Bbibop CepBepa apMUHUCTPUPOBaHUSl HACTPOTE CreaytoLe napaMmeTpsbl:

e Beegute agpec ycTpolicTBa ¢ ycTaHOBNEHHbIM CepBepoM agMUHCTPUPOBAHUS.
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e OcTaBbTe 3Ha4YeHns No ymonyaHuto B nonsx Mopt, SSL-nopTt v UDP-nopT.

e YcTtaHoBuTe dnaxok MicnonbsoBatk SSL pns coepnHeHus ¢ Cepeepom agMUHUCTPUPOBAHUS, YTOObI
YCTaHOBUTb coefunHeHre ¢ CepBepoM agMUHNCTPUPOBaHNS YepPes 3aLLMLLEHHDBIA MOPT C UCMOb30BaHNEM
SSL.

PeKOMeH,EI,yeTCﬂ He CHMMaTb 3TOT CI)J'I&])KOK, yTObBbI coegnHeHne ocTtaBasZioCb 3all LLLEeHHbIM.

e YcTaHoBUTe Gnaxkok PaspewmnTb AreHTy agMUHUCTpUpoBaHus oTKpbiTe UDP-nopT, 4To6bl ynpaBnaThb
KITMEHTCKUMM YCTPONCTBaMM U MOMy4YaThb O HUX MHGOPMaLMIO.

3. Haxxmute Oanee v npoionTe BCe LWarn MacTepa [0 nosiBieHns okHa LLnio3 coegnHeHns, ocTasnss HaCcTPONKN
Mo yMOYaHMto.

4. B okHe LLnio3 coepuHeHns BuibepunTe Micnonb3oBaTth B kauecTBe LWi03a COeaNHEeHUs B
AEeMUMTapU30BaHHON 30HeE.

OTOT pexrM OLHOBPEMEHHO aKTUBUPYET AreHT agMUHUCTPUPOBAHNS B POV LLMKO3a COEONHEHWS U
nepeknoyvaeT ero Ha oxugaHne nogknoveHunii ot Cepsepa aoMUHUCTPUPOBAHNS, @ He Ha YCTaHOBKY
noaknoveHns k Cepaepy agMVHUCTPUPOBAHMS.

5. Haxxmute [lanee 1 Ha4yHNTE yCTaHOBKY.

Tenepb AreHT aoMVNHNCTPNPOBaHNA YCTaHOBEH N HAaCTPOEH B Ka4yeCTBe LWIto3a COeaNHEeHNA.

HacTporika wno3a coegnHerns Ha Cepaepe agMuHUCTpupoBaHns Kaspersky Security Center

Mocne ycTaHoBKM AreHTa aoMUHNCTPUPOBaHNS B KAUECTBE L0338 COEANHEHNS HEOBXOAMMO NMOAKIIIOUNTD Ero K
CepBepy agMUHVCTprpoBaHus. CepBep agMUHICTPUPOBAHNUS NMoka He 0TOBpaXXaeT YyCTPONCTBO CO LUMO30M
COeOVHEHNS B CTICKE YMPaBsieMblX YCTPOWCTB, MOCKOSbKY LUM03 COEANHEHNS eLle He noakouancs k Cepeepy
aoMUHUCTPUPOBaHKS. [1o aTol NpuynHe HeOBXOAMMO L06aBUTb LLMIO3 COEANHEHNS Kak TOUKY pacnpocTpaHeHs,
yTOObI Y6epuTbes, uTo CepBep aaMUHNCTPUPOBAHVS MHALMPYET MNOOKOYEHNE K LUNO3Y COEANHEHWS.

Y106bI HacTpoUTS W03 coeamHeHUs Ha CepBepe aamMyHVICTPUPOBaHUS:
1. loBaBbTe W03 coeamHeHns kak Touky pacnpocTpaHeHuns B Kaspersky Security Center.
a. B pepese koHconu BeibepuTe y3en CepBep aAMUHUCTPUPOBaHNS.
b. B koHTekcTHOM MeHio CepBepa aoMUHNCTPUPOBaHNS BolbepuTe NyHKT CBolicTBa.
c. B okHe cBoiicTe CepBepa aoMUHNCTPUPOBaHNS BblbepunTe pasanen Toukn pacnpocTpaHeHus.

d. HaxxmuTte Ha kHorky Jo6aBuTb.

OTKpOGTCﬂ OKHO ,D,oGaBneHme TOYKU pacnpocTpaHeHus.
e. B okHe ,D,oGaBneHme TOYKU pacnpocTpaHeHnd BbINONHNTE Crienytoune OencTBuUs:

e YkaxuTe IP-agpec ycTpolicTBa C yCTaHOBNEHHBIM AreHTOM aaAMVHUCTPUPOBaHNS B Nnosie YCTPOMCTBO,
KOTopoe GyAeT BbIMOMHATb POsib TOUKM pacnpocTpaHeHus. [1ns aToro BoibepuTe NyHKT [,o6aBnTb Wwio3
coepviHeHUs!, HaxoaawWMiAca B AeMUIMTapru30BaHHO 30HE, MO afpecy B PacKpbiBaOLLEMCS CrMCKE.

BeeauTe IP-agpec wntosa coeguHeHns N MS LWM03a COeQNHEHNS, ECIIN K HEMY MOXHO MOMyuYnTb
JOCTYM MO UMEHMW.

* B none O6nacTb [eiicTBUS TOUKU PacrnpOCTPaHEHUS, B PACKPbIBAIOLLEMCS CrCKe BbIBepuTe rpynmny, Ha
KOTOpYto ByAeT pacnpoCTPaHATLCS W3 COeanHeHNs, a 3aTteM Haxmute OK.
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f. B pasgene Touku pacnpocTpaHeHus HaxmunTe OK, yTo6bl COXpaHUTb BHECEHHBIE N3MEHEHNS.

LLino3 coenmHeHns ByoeT coxpaHeH kak HoBas 3anmch nof, uvmeHem BpemeHHasa 3anuck gng wnio3sa
coeAVNHeHus.

CepBep aAMUHUCTPUPOBaHWS NPaKTUYECKM CPasy NMomnbITaeTCs NOAKMOUNTLCS K LLMO3Y COEANHEHNS MO
ykasaHHoOMy BaMu agpecy. [pun yoayHoMm NoakIioUeH!M NMS 3anMcu UBMEHUTCS Ha UMS yCTPOCTBa Lto3a
CoeVHeHNs. DTOT NPOLECC 3aHNMAaET A0 5 MUHYT.

Noka BpemeHHas 3annch A5 LWno3a CoOeauHEHNs NepeBoanTCs B IMEHOBaHHYIO 3anichb, W3 COeaNHEHNS
Takxe oTobpaxaeTcs B rpynne HepacnpepaeneHHble ycTpolicTBa.

2. CospaiiTe HOBYlO rRYOMY. 2 B rpynne Ynpaensiemble ycTpoiicTaa. B aTy rpynny OyoyT BXOAUTb BHELIH/E
yrnpasnsemMble yCTponcTaa.

3. [lepemecTuTe W03 COEAnHEHNA & 13 rpynnbl HepacnpepeneHHble ycTpoMcTBa B rpynny, KOTOPYIO Bbl CO34au
[NS BHELUHWX YCTPOWCTB.

4. HacTpoiiTe cBOWCTBA LUMO3a COeAMHEHMS, KOTOPGIV Bbl Pa3BEPHYNN:

1. B cBolicTBax CepBepa aAMUHUCTPUPOBaHIS, B pasaene Touku pacnpocTpaHeHus BoibeprTe LWo3
coevHeHns 1 HaxmnTe CBolACTBa.

2. B paspene O6uume, B colicTBe MimeHa DNS-aoMeHOB Touku pacnpocTpaHeHus, noa, KoTopbiMu oHa 6yaeT
AOCTYMNHa MOGU/IbHBIM YCTpolicTBaM (BktouatoTesl B cepTudmkat) ykaxmte DNS-ms wnosa coeanHeHuns,
KOTOpOe ByneT NCMONb30BaTbCS A1 MOAK/OUEHNS K MOBUIBHOMY YCTPOICTBY.

3. B paspene LLnio3 coeanHeHusi yctaHoBuTe criefytolme Gbnaxku, OcTaBnss HoMepa NopToB MO YMONYaHUIO:

e OTKpbITb NOPT A1 MOBUIIBbHBIX YCTpolicTB (ayTeHTudmkaums SSL Tonbko ana Cepeepa
agMVHNCTPUPOBaHUS).

e OTKpPbITb NOPT A1 MOBUIIbHBIX YCTPOWUCTB (ABYCTOPOHHSS ayTeHTuduKkauma SSL).
4. Haxxmute OK, 4ToBbl COXpaHTb BHECEHHbIE N3MEHEHMIS.

LLIno3 coeanHeHns HacTpoeH. Tenepb Bbl MOXeTe [,06aBNsTb HOBble MOBUIbHBIE YCTPOMCTBA, YKasaB afpec Lno3a
coefvHeHuns. HoBble ycTporicTBa noseaTcs Ha CepBepe agMUHUCTPUPOBaHNS.

CnpaBka 45isl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility,
Management 41=.

OTobpaxeHne nanku "YnpasneHne MobunbHbiMu ycTpoicTBamn” B KoHconm
aoMUHUCTPUPOBaHNS

OTobpareHrie narnkun YnpasneHne MobunbHbiMn ycTpolicTBamu B KOHCONM aaMUHNCTPUPOBaHNS MO3BONSET
npocmaTpuBaTh NepeveHb MOBUIbHBIX YCTPOWCTB, HAXOASALLMXCS NMoL ynpaeneHnem CepBepa aaMUHNCTPUPOBaHNS,
HacTpanBaTb MNapamMeTpbl yrpaBneHn4d MOBUbHBIMU yCTpOVICTBaMM nycTtaHaBMBaTb CepTVICbVIKaTbI Ha MOBWbHbIE
yCTpOWCTBa Nonb3oBaTenei.

Y106bI BK/IOYNTE OTOBPEXEHME ranky YrpasBaeHne MobuabHbIMY yCTporicTBamm B KOHCOM 8AMVIHVCTPUPOBAHUS,
BbIMIO/THUTE CIEAyoLME [AeICTBUS:
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1. B koHTekcTHOM MeHto CepBepa agMUHCTPUPOBaHNS BbibepunTe NyHKT Bup — HacTpoiika uHtepdeiica.
2. B oTkpbiBLLEMCS OKHE YcTaHoBUTE dnaxok OTobpaxkaTb YnpasneHne MobunbHbIMY YCTPONCTBaMW.
3. HaxxmuTe kHomky OK.

MNManka YnpaBneHne MobunbHbIMN ycTpolicTBamm byneT oTobpaxaTbes B Aepese KoHconm agMUHUCTPUPOBaHIS
nocne nepesanycka KoHconv adMUHACTPUPOBAaHMS.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOPMaLKs O peLLeHnn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

CospaHue rpynnbl agMUHUCTPUPOBaHNS

LleHTpansoBaHHas HacTpoiika napameTpoB npunoxeHus Kaspersky Endpoint Security ans Android,
YCTaHOBNIEHHOIO Ha MOBUIBbHBIX YCTPOMCTBAX Nosb30BaTeNel, BbINONHAETCS NOCPEeACTBOM MPUMEHEHNS K 3TUM
YCTPOICTBaM [RYNMNOBbIX NONUTUK.

[Ins Toro 4TOGL NPUMEHNTL MNOANTIKY K FPYMNe YCTPONCTB, Nepes, yCTaHOBKON MOBWIIbHBIX MPUNOXEHU Ha
yCTpOWCTBa NoMb30oBaTesieil pekoMeHayeTCs co34aThb ANS 9TUX YCTPOWCTB OTAENbHYIO rpynny
afMUHUCTPUPOBaHYS B narke Ynpaensemble yCTpolicTBa.

[Mocne co3paHns rpynnbl adMNHNCTPUNPOBaHNA PEKOMEHLOYETCA HACTROUTL aBTOMaTYeCKOe NepemMeLLieHe B 3TY.

YCTPOWCTB NapaMeTpbl C MOMOLLbIO FPYMMOBON MOMNTUKNA.
Y106bI CO3aaTL rPYyry aAMVHUCTPUPOBAHVS, BEINOMHUTE CIEAYIOLME AEVICTBUS:
1. B nepeBe koHconu BoibepuTe nanky Ynpasnsemble yCTpoOACTBa.
2. B paboueli obnacTu nanku Ynpaengaemble YCTPOWCTBA U BIIOXEHHON Nankuy BbibepuTe 3aknagky YcTpoicTea.

3. Haxxmute Ha kHorky CospgaTb rpynny.

OTKpOeTCS OKHO CO3[aHNs HOBOW Py b,
4. B oTkpbiBLEMCS OkHe VIMg rpynnbl BBEOUTE UMS FPYMbl U HaxXMuTe Ha kHorky OK.
B pesynbTaTe B AepeBe KOHCOMM MOSIBUTCS HOBag narka rpynrbl agMUHUCTPUPOBaHNS C 3a4aHHbIM MEHEM.

MopnpobHas HdopmaLms o paboTe ¢ rpynnaMi agMUHUCTPUPOBaHWS NprBeaeHa B crpaske Kaspersky Security
Centeru.

CnpaBka 47isl 9To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHn JOCTYmnHa B crnpaeke Kaspersky Secure Mobility,
Management 4.1

Co3paHune npaBuia aBToOMaTUYeCKOro nepeHoca YCTPOWCTB B rpynny

aoMNHNCTPNPOBaHNA
17
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LleHTpannsoBaHHOE yrnpaBneHne napameTpamn npunoxeHns Kaspersky Endpoint Security ans Android,
YCTaHOBIEHHOIO Ha MOBWIbHBLIX YCTPONCTBaX NoMb30BaTeNei, BO3MOXHO, TOMbKO EC/NM 3TV YCTPONCTBA HAXOAATCS
B CO3[aHHOI paHee rpynmne agMMHUCTPUPOBaHIS, A9 KOTOROW HasHaYeHa rpynnoBas NoanTyKa.

Ecnn npaBunno aBToMaTnyYecKoro nepeMeLLEHNS OBHaAPYKEHHbIX B CETU MOBUbHBIX YCTPOCTB B rpynny
aIMVHUCTPUPOBaHMS HE 3a4aHo, TO MPU NEPBO CUHXPOHM3aLUMK ycTpolicTBa ¢ CepBepoM adMUHUCTPUPOBaHNS
YCTPOICTBO aBTOMaTmyecku nornagaeT B KOHConb aaMVHUCTPUpOBaHWS B nanky JononHuTtensHo — Onpoc cetn
— DomeHbl — KES10. [pynnoBas nonnTuka K 3TOMY YCTPOCTBY He MPUMEHSAETCS.

Y106bI CO3aaTL MPaBI/IO 8BTOMATUHYECKOrO NMepeMeLLeHnNst MOBW/IbHBIX yCTPOUCTB B rpy iy aAMVHNC TPUPOBAHUS,
BbIMIO/THUTE CEAyoLME [AeICTBUS:

1. B nepeBe koHconu BoibepuTe nanky HepacnpeneneHHble ycTpolicTea.

2. B koHTekcTHOM MeHto nankn HepacnpepeneHHble ycTpolicTBa BboibepuTe NyHKT CBoiicTBa.

B pesynbTaTe oTkpoeTcs okHo CBoiicTBa: HepacnpeneneHHblie ycTpoiicTBa.

3. B pasnene NepemelueHne yCTPONCTB HaxMUTe Ha KHOMKY [Jo6aBuUTb, UTOOLI 3anyCTUTb MPOLLECC CO34aHNs
npasunia aBTOMaTUYECKOro NEPEMELLEHNS YCTPOWCTB B rpynny aaMUHUCTPUPOBaHUS.

OTkpoeTcs okHo HoBoe npasuno.
4. BeeanTe nms npasuna.

5. YkaxuTe rpynny aoMUHUCTPUPOBaHMS, B KOTOPYIO AOMKHbI MOMELLATbCs yCTPOCTBa MOCE YCTaHOBKM Ha HX
MoBunbHoro npunoxeHus Kaspersky Endpoint Security ang Android. Ing aToro Haxmute Ha kHorky O630p
cnpaga oT nong [pynna, B KOTOpylo cnepyeT nepemeLlaTb YCTPOMCTBA 1 B OTKPbIBLLEMCS OKHE BbibepuTe

rpynny.
6. B 6noke BbinonHeHne npasuna BbI6epI/ITe BapuaHT BbinonHaeTtcsa oauH pas3 gng Kka>kgoro YCTpOVICTBa.

7. YcTaHoBuTe dpnaxok NepemeluaTb TONbKO YCTPOWCTBA, HE Pa3MeLLEHHbIE B rpynnax aAMUHUCTPUPOBaHNS
L5 TOro 4YTobbl B pesynbTaTe NPYMEHEHNS NpaBiia MOBUIbHbIE YCTPOICTBA, YXKe pacrnpeneneHHble B opyrme
rPynnbl aAMVHUCTPUPOBaHNS, He Bbin NepeMeLL,eHbl B BbIBpaHHYo rpynmy.

8. YcTaHoBuTe dpnaxok BknounTtb npaBnno, 4Tobbl Npasusio NPUMEHSNIOCH A5 TOSIbKO YTO OBHaPYKEHHDBIX
YCTPOWCTB.

9. OTkpoiiTe pasgen MNporpaMmel 1 BbINONHWTE CreayioLme AencTBUS:
a. YctaHoBuTe dnaxok Bepcusa onepauuyoHHoli cucTemsi.

b. BoibepuTe 0aVH Ui HECKObKO TUMOB OMepaLMoHHON CUCTEMbI YCTPONCTB, KOTopble ByayT NepemMeLLaTbcs B
ykasaHHyto rpynny: Android nnm iOS.

10. HaxxmuTe kHomky OK.

CospaHHOoe NpaBuno oTobpaxaeTcs B CNCKe NpaBui NepemMeLLeHns ycTporcTs B pasgene MNepemelueHne
YCTPOWCTB OKHa CBOICTB nanku HepacnpepeneHHble ycTpoicTBa.

B peaynbTaTte BoinonHeHus npasuna Kaspersky Security Center nepeHocuT Bce yCTPOCTBa, COOTBETCTBYIOLLME
3afaHHbIM YCnoBusaM, 13 nanky HepacnpepeneHHble yCTpoiicTBa B yka3aHHYIO BaMy Fpynny agMUHUCTPUPOBAHNS.
MoBunbHble YCTPOICTBa, paHee pacnpefenieHHble B nanky HepacnpepeneHHble yCTpoCTBa, Takxe MOryT 6biTh
rnepeMeLLLEeHbl B HY>XXKHYIO rpynny agMUHUCTPUPOBaHKS Nanky YnpaBnsemble yCTpocTBa BpyyHyto. [TogpobHas
MHPOopMaLKs 06 ynpasneHun rpynnamv agMUHUCTPUPOBaHNS 1 paboTe ¢ HepacnpeneneHHbIMY yCTpolicTBaMum
npvBeneHa B crpaske Kaspersky Security Center®.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

Co3spaHne mobunbHoro cepTtudukaTa

[nsg npeHTndnkaumm nonb3osaTtens MobunbHOro ycTpolicTea B KOHCONM agMUHUCTPUPOBaHNS HEODXOANMO
co3aaTb MOBUbHBIN cepTudUKaT.

Y1066 cCO3aaTH MOBUIBbHBIVT CEPTUDYIKAT, BbINONHUTE CEAYIOLLME AEVICTBUS
1. B nepeBe koHconu BbibeprTe nanky YnpaeneHne MobunbHbeiMy ycTpoiicTBamn — CepTudukathbl.

2. B paboueli obnacTu nanku Ceptudukatbl no ccbinke [lo6aentb cepTudukat 3anycTute MacTep yCTaHOBKM
cepTudurKaToB.

3. B okHe macTepa Tun cepTudnkarta Boibepute BapraHT MobunbHbili cepTudumkar.

4. B okHe macTepa Bbibop nonbsoBaTtens ykaxuTte nonb3oBaTenei, Ans KOTOpbIX Bbl XOTUTE CO3AaTb MOBUIIbHBIN
cepTudukar.

5. B okHe macTepa UicTouHuk ceptudumkaTa ykaxmte cnocob cosnaHns MobunbHoro ceptudukaTa.

* YTOObI CO30aTb MOBUMbHEIN cepTudVKaT aBToMaTYeckn cpeactTeamu Cepeepa agMUHICTPYPOBaHNS,
BblbepunTe BapuaHT BeinncaTtb cepTudukat cpepcteamu Cepeepa aAMUHNCTPUPOBAHUS.

e YT06bl Ha3HaUMTL MNOMb30BaTENO cepTUdMKaT, CO3LaHHbI paHee, BbibeprTe BapuaHT YkasaTb ¢aiin
ceptudwukara. [lo kHorke 3apaTb oTkpoiiTe okHO CepTndmkat n ykaxunTte B Hem dalin ceptudrkaTa.

CHummnTe dpnaxxok OnybnmkoBaTb cepTudUKaT, ECM Bbl HE XOTUTE yKa3bliBaTb TUN MOBWIBHOrO yCTpolicTBa
1 cnocob yBeLoOMIEeHUs NOMb30BaTeNs O CO3aaHny cepTudukaTa.

6. B okHe macTepa Cnocob yBeaomieHNs nonb3oBaTteseli HaCTPoTe NapaMeTpbl yBeAOMIIEHNS NoMb3oBaTens
MOBWIBHOrO YCTPOCTBa O co3aaHUM cepTudurkaTa ¢ noMoLLpto SMS-COOBLLEHVS U MO SNEKTPOHHON noyTe.

7. B okHe macTepa leHepauus cepTudumkaTa HaxXxmMmnTe Ha KHoMky foToBo Ans 3aBepLUeHUs paboTbl MacTepa
yCTaHOBKM CepTudMKaTOB.

B pesynbTaTe paboTbl MacTepa yCTaHOBKM cepTudunkaToB ByneT cosnaH MobubHbIl cepTudurKaT, KOTOPbIN
nosb3oBaTeslb CMOXET YCTaHOBUTb Ha MOBUIbHOE YCTPOoNCTBO. [119 nonyyeHns cepTudrkaTa HeobxoarmMo
3anyCTUTb CUHXPOHU3aLMIO MOBWBHOIO ycTpolicTBa ¢ CepBepoM agMUHUCTpUpoBaHus. INMoapobHast
nHpopMaLMs 0 cosaaHnm cepTudrKaToB 1 HACTPONKE NpaBusl UX BbiMyCKa NpuBEeLeHa B crpaske Kaspersky
Security Center®.

CnpaBka 4nisl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHoOpMaLs O peLleHn JOCTYymnHa B crnpaske Kaspersky Secure Mobility
Management 412

YctaHoBka Kaspersky Endpoint Security ana Android
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B aTom pasgene onvicaHbl cnocobbl passepTbiBaHusa Kaspersky Endpoint Security ans Android B ceTu
opraHn3aumi.

CripaBka Ons 370l BEpCUM peLLeHns 6onblle He OBHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

PaspeLwleHns

[ns paboTbl Bcex dyHkumii npunoxennin Kaspersky Endpoint Security ans Android 3anpatuvsaeT y nonb3osaTens
Heobxooumble paspeluenus. Kaspersky Endpoint Security ans Android sanpatuvBaeT obs3aTesnbHble pa3peLleHms
BO BPEMS$ MPOXOXAEHNS MacTepa yCTaHOBKY, a TakXXe NMoc/e yCTaHOBKM Nepe, NCMob30BaHNEM OTAEbHbIX
dyHKUWI NpunoxeHunid. bes npepocTaBneHns obssaTensHbix paspelueHnii Kaspersky Endpoint Security ons
Android ycTaHOBUTb HEBO3MOXHO.

Ha HekoTopbix ycTpolicTBax (Hanpumep, Huawei, Meizu, Xiaomi) TpebyeTcs BpyYHyto, B HaCTpOiKax
yCTpolcTBa, BobasuTb Kaspersky Endpoint Security ans Android B cmMcok nprnoXeHuia, 3anyckaemMbix Npu
3arpyske onepauyoHHon cucTembl. Ecnv npunoxeHve He nobasneHo B cnincok, Kaspersky Endpoint Security
Ans Android npekpalLlaeT BbIMOMHATbL BCe CBOU QYHKLMN MOCIe nepesarpy3ky MobuibHOro YCTpOoCTBa.

Ha ycTpoiicTBax ¢ onepauyvioHHoi cuctemor Android 11 11 Bbille HEOBXOAMMO OTKIKOUNTL CUCTEMHYHO
HacTpoKy YaanuTb paspeLleHus, €Cnn NPUIoXKeHne He ncnosb3yeTcs. B npoTuBHOM ciyyae, ecim
MPWIOXEHNE HE NCMOSb3YETCH B TEUYEHVE HECKOBbKNX MECSILIEB, CUCTEMA aBTOMaTUYEeCK/ copacbkiBaeT
paspeLleHns, TpeaoCTaBNEHHbIE MPUTOXEHNIO MOIb30BaTENEM.

PaspelueHns, 3anpalusaemblie Kaspersky Endpoint Security ons Android

Paspeluexune DyHKUMS NPUIOXKEHNS
TenedoH (ans Android 5.0 — 9.X) Mopkniouerue k Kaspersky Security Center (noeHTuduKaTop ycTpoicTsa)
MamaTtb (06s13aTeNbHO) AHTVBUpPYC
DocTtyn Ha ynpaBneHue Bcemu daiinamm (o5 AHTVBUPYC

Android 11 unn 6onee nospHel Bepcum)

YcTtpoiictea Bluetooth no6nuzocTtu (Android 12 unm OrpaHunyeHne ncnonb3osaHus Bluetooth
6onee nosaHeit Bepcum)

Yeepomnenus (ans Android 13) YBepomreHve nonb3oBaTens o Npobnemax 6€30MacHOCTY 1 COBLITUSIX MPUNOXEHUS

PaspelueHre Ha paboTy B poHOBOM pexumve Ob6ecneueHrie HenpepbiBHO paboTbl NpunoxeHus. Ecnn paspeluerine He

(Android 12 nnn 6onee nosaHeit Bepcui) NpPefoCTaBNEHO, MPUNOXEHNE MOXET BbITb BbINPYXXEHO 13 NMaMsSITU U HE CMOXET
nepesanycTuUTbCS.

AnmMuHMCTpaTOop ycTpolicTBa (0653aTenbHO) AHTV-Bop — 6nokuposka ycTporicTsa (Tonbko ans Android 5.0 — 6.X)

AHTV-Bop — BbInonHeHne cHUMKa GpoHTanbHO kamepoii
AnTn-Bop — BOoCnpounsseaeHme 38yKOBOro curHana
AHTU-Bop — cBpoc HacTpoek A0 3aBOACKMNX

3awyta naponem

3aluyTa NPUNoXeHNs OT yaaneHns

YcTaHoBKa cepTudurkaToB 6e3onacHoCTu

KoHTponb npunoxeHwii

YnpaeneHne KNOX (Tonbko ansg Samsung-ycTponcTs)
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HacTpoiika Wi-Fi;
HacTpoiika Exchange ActiveSync;

orpaHuyeHne Ncnonb3oBaHus kamepsl, Bluetooth, Wi-Fi.

Kamepa AHTV-Bop — BbInonHeHne cHUMKa GpoHTanbHOM kamepoii

Ha ycTpoiicTBax ¢ onepauvoHHoii cuctemoii Android 11.0 1 Bbiwe Heo6xoanmo npu
NosIBNEHW 3anpoca NPeaocTaBnTb paspelleHie Tlpu ncnonb3oBaHnm
NPUIOXeHNS".

MecTtononoxeHune AHTVI—BOp — onpeneneHre MecTonosioXxeHns yCTpOI‘;ICTBa

Ha ycTpoiicTBax ¢ onepauvoHHoii crictemoii Android 10.0 1 Bbille Heobxoanmo
npu NosiBNEHNN 3anpoca NPeaoCcTaBnTb paspelleHne "Beeraa™

CneuvanbHble BO3MOXHOCTU AHTV-Bop — 6nokupoBska ycTpoiicTtaa (Tonbko ang Android 7.0 v Bbie)
Be6-Ounbtp
KoHTponb npunoxeHwii
3alwmTa npunoxexns oT yaaneHus (Tonbko ans Android 7.0 1 Bbile)

OTobpaxeHue npenynpexaeruii Kaspersky Endpoint Security ans Android (Tonbko ans
Android 10.0 v Bbiwe)

OrpaHuyeHyie ncnonb3oBaHys kamepbl (Tonbko ang Android 11 v BeiLe)

OTo6paxaTb BCrbIBaloLee OKHO (Ha HEKOTOPbIX Be6-®Punbtp
ycTpolicTeax Xiaomi)

OTo6paxaTb BCrbiBaloLye okHa npu paboTe B Be6-Ounbtp
$OHOBOM pexxmme (Ha HEKOTOPbIX YCTPONCTBAX
Xiaomi)

CrpaBka Ons 370l BEpCum peLleHns 6onblue He OBHOBNSIETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.12.

YctaHoBka Kaspersky Endpoint Security ansa Android no cceinke Ha Google
Play

YcTtaHoBka Kaspersky Endpoint Security gns Android BeinonHseTcs Ha MOBWIIbHbIE YCTPOWCTBA NOSb30BaTENEN,
yuyeTHble 3arnmcu koTopbix fobasneHbl B Kaspersky Security Center. MNonpo6Has nHbopmauums o paboTe ¢
yueTHbIMM 3ancsmMu nosnb3oBaTeneit B Kaspersky Security Center npuBeneHa B cnpaske Kaspersky Security,
Center®.

Kaspersky Security 01s MOBUIIbHBIX YCTPOMCTB NO3BONSET YCTaHOBUTb MPUIOXeEHMe ¢ nomoLLbio Kaspersky
Security Center no ccoinke Ha Google Play (pekomeHayemblli cnocob).

Monb3oBaTenb NonyunT cebinky Ha Google Play. YcTaHoBKa BbINOMHAETCS 06bIYHBIM CMOCOBOM, MPUHSATHIM AJ15
nnatopmbl Android. lononHutensHoli HacTpolikn Kaspersky Endpoint Security ang Android nocne ycTaHOBKU He
TpebyeTcs.
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Y HekoTopbIx ycTpoicTs Huawei n Honor otcyTcTBytoT cepuchl Google 1, cneposaTesibHO, BOCTYN K
npunoxeHusam B Google Play. Ecnv nonbsosaTtenam yctpoiicts Huawei n Honor He ynaeTcs ycTaHOBUTb
npunoxeHne n3 Google Play, um cnenyet yctaHoBuUTb NpunoxeHune n3s Huawei AppGallery.

Ccblnika cooepXXuT criefytolime AaHHbIE:

* [NapameTpbl cuHxpoHmsaumm ¢ Kaspersky Security Center.

* MobBurbHbIN cepTudukar.

* /lHomKaTop NPUHSATUS YCNOBUIA U NONOXeHW JTnueHanoHHoro cornalueHns ans Kaspersky Endpoint Security ons
Android v gononHuTenbHbix MNMonoxeHuii. Ecnn agmuHncTpaTop npuHan ycnosus JIMLEH3UMOHHOro cornaLleHuns 1
LononHMTeNbHbIX [NonoxeHunin B KoHconm agMUHUCTPUPOBaHINS, BO BPEMS YCTaHOBKM npunoxxeHus Kaspersky
Endpoint Security ons Android cooTBeTCTBYOLLMIA Lar ByaeT NponyLLeH.

Y1o6b1 ycTaHoBuTe Kaspersky Endpoint Security gns Android ¢ nomoruypto Kaspersky Security Center o ccouike Ha
Google Play, BbinonHuTe crenyroLme [evicTBUS:

1. B nepeBe koHconu BoibeprTe nanky YnpaeneHne Mo6unbHbeIMY ycTpoiicTBamu — Mo6ubHble YCTPOICTBA.

2. B paboueli obnacTu nanku MobusbHble yCTpoOcTBa HaxmuTe Ha KHornky [Llo6aBuTb MOGUIbHOE YCTPOCTBO.

3anycTuTcs MacTep NOAKIOYEHNS HOBOrO MOBUIbHOro ycTpoiicTea. CrnefyliTe ero ykasaHusm.
3. B pasnene OnepauuoHHas cuctema BbibepuTte Android.

4. B pa3gene Tun ycTpolicTBa BbibepuTe MNepcoHanbHoe ycTpoiicTBo.

Kaspersky Security Center nposepsieT Hannue oOHOBAEHWIA NnarvHa ynpasneHus. [Npy obHapyXeHnm
obHoeneHmin nporpammoit Kaspersky Security Center, MOXHO YCTaHOBUTb HOBYIO BEPCIIIO MnarnHa
aIMVHUCTPVpOBaHus. MNocne 0BHOBNEHNS NMarnHa yrnpaBneHns MOXHO MPUHSITL YCIOBUS 1 MONOXEHNS
JnuensmonHoro cornawenns (EULA) n pononHutenbHbix Nonoxenunin ang Kaspersky Endpoint Security ans
Android. Ecnun agMyHicTpaTop NpuiHan ycnosus JTMLEH3VOHHOIO CornalleHns 1 AoNoNHUTENbHbIX [onoxeHwui B
KoHconn agMUHMCTprpOBaHUS, BO BpeMs ycTaHoBKY NpunoxeHus Kaspersky Endpoint Security ans Android
COOTBETCTBYIOLLMIA War ByneT nponylieH. OTa dyHkums nocTtynHa B Kaspersky Security Center Bepcun 12.

5. Ha cTpaHunue Cnocob yctaHoBku Kaspersky Endpoint Security ans Android BoiGepute Ccebinika Ha Bepcutio
npunoxeHus B Google Play.

6. Ha ctpaHvLe Beibop nonb3oBaTeneii BoibepunTe nonb3osaTteneii, 4tobbl yctaHoBuUTb Kaspersky Endpoint
Security ons Android Ha 1x MOBUbHBIE YCTPOICTBA.

Ecnn nonbsoBaTens HeT B cnincke, MOXHO ,D,O6aBVITb HOBYIO YYEeTHYIO 3anncCb, He BbIXOO4 N3 MacTepa
NoaKIto4YeHnsa HoOBOro MOBUIBHOTO YCTpOVICTBa.

7. Ha cTpaHuue NicTouHnk cepTudukarta Boibeprite UICTOYUHVIK cepTudmkaTa A5 3amTbl O6MeHa AaHHbIMU MeX Iy
Kaspersky Endpoint Security ans Android n Kaspersky Security Center:

e Bbinucatb cepTudukaT cpeacteamu Cepeepa agMUHUCTPUpPOBaHNg. B aTom cnyyae ceptudukat byneT
€0o3[aH aBTOMaTUYECKM.

¢ Ykaszatb ¢aiin ceptudukara. B aTom cnyuae TpebyeTcs npenBapuTesbHO MOArOTOBUTb COOCTBEHHbIN
cepTuduKaT 1 BoIbpaTb ero B OKHe MacTepa. OTOT BapuaHT HEBO3MOXHO NCMOMb30BaTb, ECIV Bbl XOTUTE
ycTaHoBuTb Kaspersky Endpoint Security ons Android Ha Heckonbko MOBWbHEIX YCTpOoNCTB. [1ng kaxaoro
nonb3oBaTens AOMKEH ObITb CO3aH OTAESbHbI cepTuduKarT.

8. Ha CTpaHnue Cnocob yBegomMmnieHuqa nonb3oBaTtenei Bbl6epI/ITe KaHasn nepenayn CCblnky onga yCtaHOBKN
NPUNOXEHNA:
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e [Ins nepenaun CCbiNkM MO 3NEeKTPOHHOW noyTe BbibepuTe OTnpaBuTb ccbiky Ha Kaspersky Endpoint
Security 1 HacTpoiiTe napameTpsbl B 611oke Mo anekTpoHHol nouTe. Y6enmTech, UTo B MapaMeTpax yYeTHbIX
3anuceii Nonb3oBaTesnei ykasaH afpec aMeKTPOHHOW MoYThI.

e [Ing yctaHoBku Kaspersky Endpoint Security ons Android ¢ nomolubto QR-koaa BeibepuTe MNokasaTb
CCbINIKY Ha UIHCTaNNSUMOHHBIA NakeT 1 BbINONHUTE ckaHupoBaHie QR-koaa ¢ MoMOLLbO Kamepsl
MOBWMBHOrO YCTPOMCTBA.

e Ecnun Bam He nopoLlen H OAVH 13 NepeYncrneHHbIX crocobos, BolbepurTe MNokasaTb cebliKy Ha
VHCTaNNsSUMOHHBINM nakeT — CkonmnpoBaTb, YTOObI COXPaHWTL CChiKy Ang ycTaHosku Kaspersky Endpoint
Security nns Android B 6ydep obmeHa. [NepenaiiTe cChliky Ansl YCTaHOBKY MPUIIOXEHNS NIOBBIM [OCTYMHbIM
crnoco6om. Bbl Takxke MoXeTe ncrnonb3oBaTh ARYrMe crnocobel ycTaHosku Kaspersky Endpoint Security ang
Android.

9. HaxkmuTe Ha kHornky 3aBepLumnTb, HTOObI 3aBepLUNTL PaboTy MacTepa NOAKIIOYEHNS HOBOrO MOBWIBHOrO
yCTpOWCTBa.

Mocne yctaHoBku Kaspersky Endpoint Security gns Android Ha MoBunbHbIE YCTPOCTBa NOoNb30BaTenel Bbl
CMOXETe HacTpanBaTb NapaMeTpbl YCTPONCTB 1 MPUNOXEHNI C MOMOLLbIO FRYNNOBbIX NOANTVK. Bbl Takxe
CMOXeTe OTNPAaBNATb Ha MOBUIIbHbIE YCTROMCTBA KOMaHAp! ANS 3aLUMThl AaHHbIX B Cllyyae MoTepyn U Kpaxu
YCTPOWCTB.

CnipaBka 15 9TO BEPCUN peLLeHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

YcTtaHoBka Kaspersky Endpoint Security ana Android B pexxume device
owner

Pexuwm device owner — aTo pexum paboTbl kopnopaTuBHbix Android-ycTpolicTB. OTOT pexyM No3BONsSET Bam
OCYLLEeCTBNSATb MOJHbIN KOHTPOSb Haf, YCTPOMCTBOM M HacTpamBaTb MHOXeCTBO PyHKLMIA. Pexxum device owner
nopnepxveaeTtcs Ha Android 7.0 nnu Boiwe.

Kaspersky Security Center nossonseT yctaHoBUTb npunoxeHne Kaspersky Endpoint Security ans Android B
pexvme device owner ¢ MOMOLLbIO creHeprpoBaHHoro QR-kofda Ans yCTaHOBKM NMPUIOXEHWS Ha YCTPOMCTBO.

YcTtaHoBka Kaspersky Endpoint Security gns Android BbinonHgaeTcs Ha MOBWIbHbIE YCTPOWCTBA MOSib30BaTeNEN,
y4yeTHble 3anmcu kKoTopbix fobasnerbl B Kaspersky Security Center. MNoapo6Has nHdopmaumsa o paboTe ¢
yyeTHbIMK 3anucsmu nonb3osateneli B Kaspersky Security Center npuseneHa B crnipaske Kaspersky Security,
Center @,

Cnocobbl yCTaHOBKY NPUIOXEHNS

Mpunoxerune Kaspersky Endpoint Security ang Android MoXHO ycTaHOBUTb ¢ momMoLbto QR-Koma, KoTopbili
COLEPXUT OLVH 3 BAPUAHTOB CChISKU:

e CchbinKy Ha o6Ly0 BEpCUio NPUOXEHUS.

BbibepuTe 3TOT cnocob Ans MOBUIbHbBIX YCTPONCTB, KOTOPbIE MMEIOT AOCTYMN B UHTEPHET, UTOObI 3arpy3unTb
ycTaHoBOuYHbIN dain APK ¢ caiita "TTabopaTtopun Kacnepckoro'. [locne aToro npunoxeHne 6ynet 06HOBNSTLCS
¢ nomotuubto Google Play nnn Huawei AppGallery.
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e Ccbinky Ha nHcTannaumoHHni nakeT B Kaspersky Security Center.

BbibepuTe 3TOT cnocob Ans MoBunbHbIX YCTPOICTB 6€3 4OCTYNa K UHTEPHETY. VIHCTannaumoHHbI nakeT
npunoxeHuns ByneT 3arpy>xeH ¢ cepeepa Kaspersky Security Center. MpunoxeHune Takxe ByaeT 06HOBNATLCS
uepes Kaspersky Security Center ¢ noMOLLbO HACTPOEK MOMNTUKM.

YT06bl CNONB30BaTL 3TOT CNOCOD, Nepep, reHepaumneli QR-koaa BeINONHNTE CNeayoLme Laru:

1. CospaiTe 1 HaCTPOMNTE NHCTANNSALMOHHbBIN NakeT NPUIOXEHNS.

2. Co3paliTe aBTOHOMHbIY MHCTanNgLMOHHbIN NakeT.

leHepaums QR-kopa Ans yCTaHOBKM NPUIOXEHNS

Y106kl creHepypoBaTs QR-KoA 47151 YCTaHOBKY MPUIOXEHS B pexvme device owner:
1. B nepeBe koHconu BbibepurTe nanky YnpaeneHne Mo6unbHbIMY ycTpoiicTBamy — Mo6BusbHble YCTPOICTEA.

2. B paboueli obnacTu nankn Mo6unbHble ycTpoiicTBa HaxmMUTe Ha KHOMKY [Lo6aBuTb Mo6unbHOe YyCTPONCTBO.

3anycTutcs MacTep NoaKItoYeHNs HOBOro MoBubHOro ycTpoiictea. CrneflyliTe ero ykasaHusim.
3. B paznene OnepauuoHHas cuctema BbibepunTte Android.
4. B pasgene Tun ycTpoiicTea BbibepuTe KopnopaTueHoe ycTpoiicTBo (pexkum device owner).
5. B paspene JononHuTenbHo BbibepunTe HEOBXoOMMblE MapaMeTpbl:

* YcTaHoBuTe pnaxok BknounTb Bce cMcTeMHble NPUIOXKEHKS, ECIN Bbl XOTUTE, YTOObI CUCTEMHbIE
MPUIIOXEHNS Ha YCTPOCTBE Bblnin BKIloUeHbl. Ecnmn dnaxok CHAT, Bce ccTEMHbIE MPUNOXEHNS OTKIIIOUEHDI.

e YctaHoBuTe drnaxok PaspewmTtb ncnonb3oBaTb MO6UNbHYIO ceTb ang 3arpy3km Kaspersky Endpoint
Security, ecrnv Bbl XOTUTE MCMOMb30BaTb MOBUMBHYIO CeTb ANs 3arpy3ku npunoxenns Kaspersky Endpoint
Security ons Android. Onuuns nogpoepxmsaeTcs Ha ycTpoiicTeax ¢ Android Bepcum 8 i Bbiwe. Ecnin dnasok
CHSIT, NMpUNOXeHne ByneT 3arpy>eHo Npw noaktoveHnn yctpoincTaa K Wi-Fi.

6. Haxxmunte Oanee.

Kaspersky Security Center npoBepsieT Hanu4ne obHOBEHWI MnarvHa yrnpaenerus. MNpy obHapyxeHnn
obHoBneHunin nporpammoli Kaspersky Security Center, MOXHO YCTaHOBUTb HOBYO BEPCIIIO MarvHa
aAMVHUCTpUpOoBaHKs. [Nocne oBHOBNEHNS NarnHa ynpasneHus MOXHO MPUHSTL YCNOBUS U MOMOXEHNS
JInuensnonHoro cornawerus (EULA) n gononHuTensHbix [Monoxeruii ons Kaspersky Endpoint Security pns
Android. Ecnn agMmyHncTpaTop npuHan ycnosus JIMLEH3VIOHHOIO COrNalleHns 1 AOMONHUTENbHBIX [onoxeHui B
KoHconn aOMUHCTprpOBaHUS, BO BPEMS yCTaHOBKIM NpunoxeHns Kaspersky Endpoint Security ansg Android
COOTBETCTBYOLNI Liar 6yaeT NponyLLEH.

7. Ha cTpaHunue Cnoco6 yctaHoeku Kaspersky Endpoint Security ans Android B pexxume device owner
BblbepurTe cnocob ycTaHOBKMU:

e Ccbinka Ha o6LLyI0 BEPCUIO MPUOXKEHNS.

e Ccbinka Ha nHcTannsumoHHbI nakeT B Kaspersky Security Center.

Mpwn BbIOOpPE 3TOro BapraHTa, ocTasbTe dnaxok PaspewmnTb ucnonbsaosaHue HTTP gnga 3arpysku
NPUNoXeHns B pexxume device owner yCTaHOBNEHHbBIM, YTOObI yBeamuTbCs, YTO MpunoxeHne dyaet
3arpy>xeHo. B npoTmBHOM cnyyae npunoxeHve byneT 3arpyxeHo Yepes HTTPS, Tonbko ecnu ceptudukat
Beb-cepaepa Kaspersky Security Center 6bi1 BblAaH LOBEPEHHbBIM LIEHTPOM cepTrdrKaLmM.
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Mopopo6Has HdopmaLms 06 aTKx cnocobax yCTaHOBKM AOCTYMHa B pa3aene Cnocobbl ycTaHOBKU
NPUNOXKEHNS.

8. Ha cTpaHuLe Bbibop nonb3oBaTeneii BoibepuTe Nonb3osaTtesneil, utobbl ycTaHoBuUTb Kaspersky Endpoint
Security pns Android Ha X MOBUIbHbIE YCTPOCTBA.

Ecnuv nonbsosaTtens HeT B crincke, MOXHO A06aBUTb HOBYIO YUETHYIO 3aM1Chb, HE BbIXOAS U3 MacTepa
MOAKOYEHNS HOBOrO MOBUIBHOIO YCTPONCTBA.

9. Ha ctpanuLe NcTouHnk ceptudumkaTa BolbepnTe NCTOUHVK cepTuduKaTa Ang 3amTbl OBMeHa AaHHBIMU MEXAY
Kaspersky Endpoint Security ana Android n Kaspersky Security Center:

* Bbinucatb ceptudmkat cpeactsamm CepBepa agMnHUCTprpoBaHus. B aTom cnyyae ceptudukaTt bynet
cospaH aBToMaTU4eCKM.

* YkasaTtb daiin ceptudpukara. B atom cnyyae TpebyeTcs npensapuTenbHO NOArOTOBUTL COBCTBEHHDIN
cepTuduKaT 1 BbIbpaTb ero B okHe MacTepa. OTOT BapnaHT HEBO3MOXHO 1CMOMb30BaTb, EC/N Bbl XOTUTE
ycTaHoBuTb Kaspersky Endpoint Security ons Android Ha Heckonbko MOBWbHbBIX YCTPONCTB. [1ns kaxaoro
nonb3oBaTens LOMKeH OblTb CO30aH OTAENbHbIN cepTUdUKaT.

10. Ha cTpaHuue Cnocob yBegomneHuns nonb3oBaTeneil ykaxnte agpeca aMeKTPOHHOM NoyThl. Y6enmTech, YTo B
napameTpax y4YeTHbIX 3anuceii nonb3osaTteneit B Kaspersky Security Center ykasaH agpec an1eKTpOHHOM MoYTbl.

1. MpoBepbTe nHbopMaLmio Ha cTpaHuue PesynbTaT n coxpaHnte QR-kog.

12. HaxxmunTe Ha kHornky 3aBepLumnTb, YTOObI 3aBEPLUNTL PaboTy MacTepa NoAKIOUEHNS HOBOFO MOBWIbHOTO
yCTPOWCTBA.

[ng yctaHosku Kaspersky Endpoint Security ons Android B pexume device owner Heobxogyma
JononHuTensHag HacTpolika Android-ycTpolicTaa.

Mocne ycTaHosku Kaspersky Endpoint Security gns Android Ha Mo6unbHbIE YCTpOCTBa NoMb3oBaTenel Bbl
CMOXeTe HacTparBaTb NMapameTpbl YCTPOCTB 1 MPUIOXEHIA C MOMOLLIO FRYNNOBbLIX NONTYK. Bbl Takxe cMoxeTe
OTMPAaBAITb HA MOBWbHBIE YCTROWCTBA KOMaH bl AN9 3aLLUMTbI AaHHbIX B CllyYae NnoTepun Ui Kpaxu YCTPONCTB.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

Hpyrune cnocobsl yctaHosku Kaspersky Endpoint Security ona Android

Bbl MmoxeTe ycTaHoBUTb Kaspersky Endpoint Security ons Android, ncnonb3ays ccbinky Ha CO6CTBEHHbI BE6-
CepBep, UK MOMPOCUThL NMonb30BaTeneli YCTaHOBUTb MPUNOXEHKE BPYUHY!O.

CnpaBka Ons 3Tol BEpCum peLLleHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
MHdopmaLmio. AKTyanbHas MHPOpPMaLIMS O peLleHnn [ocTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.
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YctaHoska 13 Google Play n Huawei AppGallery BpyuHyto

Monb3oBaTenu MoryT BpyuHyto ycTaHoBuTb Kaspersky Endpoint Security ans Android ns Google Play nnn Huawei
AppGallery. YcTaHoBKa BbINOMHAETCS 0BbIUYHBIM CMIOCOBOM, MPUHATEIM Ans naaTdopmbl Android. [Ins ycTaHoBKM
NPUNOXEHVS NMOMb30BaTeb MCMONb3YeT CBOIO NNYHYIO Y4eTHYto 3anmck Google.

MoppobHee o npoueanype yctaHosku Kaspersky Endpoint Security ans Android ns Google Play cwm. Ha caiite
TexHuveckon noaaepxkm Google.

MoppobHas Hbopmaums o npouenype yctaHosku Kaspersky Endpoint Security ans Android ns Huawei AppGallery
npuBeneHa Ha carite TexHnyeckor noaaepxkm HUAWEI

Y HekoTopebIx ycTponcTs Huawei n Honor otcyTcTBytoT cepaurckl Google u, cnefoBaTtenbHO, [OCTYM K
npunoxeHusam B Google Play. Ecnn monbsoBatenam yctpoiicts Huawei n Honor He ynaeTtcs ycTaHOBUTb
npunoxerne ns Google Play, um cnepyeT yctaHoBUTb NpunoxeHue ns Huawei AppGallery.

Mocne ycTtaHosku Kaspersky Endpoint Security gns Android ns Google Play nnn Huawei AppGallery TpebyeTca
BbIMOMHWTb MOAFOTOBKY MPUIIOXEHWS K paboTe. [Noarotoska NpUioxeHns K paboTe COCTOUT U3 CMEAYIOLMX 3TaroB:

1. ADMVHVCTpaTOpP OTNPaBNSeT NOMb30BaTENO NapaMeTPbl CUHXPOHU3aLMN MOBUIbHOTO YCTPONCTBa C
CepBepoM agMUHUCTPUPOBaHNS (appec cepaepa 1 NopT) MtobbIM JOCTYMHBEIM CNoco60oM (Hanpumep, B
COOBLLEHNN BNEKTPOHHOW MOYTbI).

2. [Nonb3oBaTerb HacTpanBaeT NapamMeTpbl CUHXPOHU3aLUMK MOBuIbHOro ycTpoiicTea ¢ Cepeepom
aIMVHVCTPUPOBaHNS BO BpeMs paboTbl MacTepa nepBoHauanbHOM HaCcTPOVKM i B HacTpolikax Kaspersky

Endpoint Security ans Android.

3. ADMUHMCTpPATOP co34aeT MOBWUIbHbLIN cepTUdUKAT A1 NONb30BaTeNs MOBUIBHOIO YCTPONCTBA.

4. Nonb3oBaTesb Nofy4YyaeT aBTOMaTUYECKOE YBELOMIIEHVE C NPeO/IOKEHNEM YCTaHOBUTL MOBWbHbIN
cepTtudwukaT. lNocne NoATBEP>XXAEHNS MOBUIIbHBIN CepTUPUKAT yCTaHaBNMBAETCS Ha MOBUIIbBHOE YCTPONCTBO.

[ns cuHxpormsaumm ¢ CepBepoM agMUHUCTPUPOBaHNS Ha MOBWIbHOM YCTPOCTBE OO/MKEH ObiTb BKIIIOUEH
OOCTYM B UHTEPHET.

MoppobHas nHdopMaLys 0 HaCTPOIike NapaMeTPOB CUHXPOHMU3aLMM MOBUNbHOrO ycTpolicTBa ¢ CepBepom
aAMVHVCTPUPOBaHNS 1 Mony4YeHn MobunbHoro ceptudukaTa npreeneHa B cnpaske Kaspersky Security Center .

Mpw cnepyoLLeli CUHXPOHN3aLM MOBUIBHOTO YeTpolicTBa ¢ CepBepoM agMUHCTPUPOBaHUS MOBUIbHOE
YCTPOWCTBO NOMb30BaTeNs, Ha KOTOPOM YCTaHOBNEHO npunoxeHne Kaspersky Endpoint Security nns Android,
nomellaeTcs B nanky JononHntensHo — Onpoc ceTu — JomeHbl B rpynny aoMUHUCTPUPOBAaHWNS, YKa3aHHYo npu
yCTaHOBKe NMpUioxeHus (Mo ymonyaHuto ncronbayetcs rpynna KES10). Bel MoxeTe nepemecTTb MobuibHoe
YCTPOWCTBO B Nanky YnpaensemMble YCTPONCTBa B CO3[aHHYO BaMu rpynny agMUHUCTPUPOBaHWS BPYYHYIO U C
MOMOLLLbIO MPaBW/T aBTOMAaTNYECKOrO NepeMELLEHNS.

OTOT cnocob ycTaHOBKM yAO6EH, ECNN Bbl XOTUTE YCTAHOBUTL onpeaeneHHyto Bepcuto Kaspersky Endpoint
Security ons Android.

Lns yctaHosku Kaspersky Endpoint Security ans Android no ccbinike Ha cobcTBeHHbIV Be6-cepBep TpebyeTcs
BbIMO/IHATbL CAEAYIOLNE [AEeViCTBUS:

1. Co3naliTe MHCTaNNALMOHHLIN NakeT 1 HACTPOWTE ero NapameTpsbl.
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VIHCTannsaumoHHbIV nakeT — Habop dalinos, cOPMUPOBaHHBIV ANS YAANEHHON YCTaHOBKM MPUIOXEHNS
"NabopaTopum Kacnepckoro” ¢ nomoLupto Kaspersky Security Center.

2. Co3paiiTe aBTOHOMHbIV NakeT YCTaHOBKMU.

ABTOHOMHBIVE 1aKET yCTaHOBKY — YCTAHOBOUHbIN dalin MOBUIbHOTO MPUIOXEHWS, COAep>KaLLmii napameTpbI
noakoueHns npunoxerns k Cepeepy aoMUHNCTPUPOBAHWS U UHAMKATOP MPUHSTAS YCNIOBUIA 1 MONOXEHNI
JInuensnonHoro cornawerns ans Kaspersky Endpoint Security ans Android. CospnaeTcs Ha ocHose
NHCTannsaumMoHHoro nakeTa ans Kaspersky Endpoint Security ang Android. ABTOHOMHbI NakeT yCTaHOBKM
SBNSIETCS YaCTHBLIM ClyYaeM nakeTa MOOUIbHbIX MPUIOXEHNIA.

Monb3oBaTenb Nony4nT cchinky Ha Beb-cepBep, Ha KOTOPOM PacnooXeH aBTOHOMHbIV nakeT ycTaHoBku Kaspersky
Endpoint Security gns Android. [1ns ycTaHOBKM NPUIIOXEHWS Nonb3oBaTento Heobxoanmo 3anycTtuTb apk-daiin.
[ononHuTensHon HacTpoiikn Kaspersky Endpoint Security ons Android nocne yctaHoBkU He TpebyeTcs.

[ns yctaHosku Kaspersky Endpoint Security ons Android no ccbinke Ha cob¢cTBeHHbIN Beb-cepBep Ha
MOBUIBHOM YCTPONCTBE MOMb30BaTENS AOMKHA OblTb paspeLleHa yCTaHOBKa MPUTOXEHNI N3 HEM3BECTHbIX
NCTOYHUKOB.

CnpaBka o115 370l BepCum peLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn SOcTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

CospaHine n HaCTpOVIKa MHCTaNNIuMOHHOIo nakeTa

NHcTannaumoHHbi nakeT Kaspersky Endpoint Security ons Android npencTtaenaeTt coboii
camopacnakoBbiBatoLulics apxue sc_package.exe. B cocTas apxuBa BxoodT palinbl, HEOBXoanMble s
YCTaHOBKM MOBUIBHOMO MPUTOXEHWS Ha YCTPONCTBA:

e adb.exe, AdbWinApi.dll, AdbWinUsbApi.d1l1l — Habop daiinos, Heobxoammblii onsa yctaHosku Kaspersky
Endpoint Security ons Android;

e installer.ini — koHdurypaumoHHblli Gaiin c napameTpamu nopkodeHns kK Cepsepy agMUHUCTPUPOBaHS;

° KES10_xx_xx_xxx.apk —yctaHoBouHbIli daiin Kaspersky Endpoint Security ona Android;

* kmlisten.exe — yTunnTa HOCTaBKN NHCTaNNSLMOHHOIO NakeTa NPUIoXeHNs Yepes pabouyto CTaHLMIO;

e kmlisten.ini — koHUrypaumoHHbI Galin ¢ napameTpammn oJis yTUAUTbl GOCTaBKM MHCTaNNSLMOHHOMO NakeTa;
e kmlisten.kpd — daiin c onucaHmem nporpammbi.

Y106bI cO3aaTb MHCTaNSUMOHHBIV nakeT Kaspersky Endpoint Security ans Android, BbinonHyte cnenytoLume
AevicTeus:

1. B nepeBe koHconu BbibeprTe nanky JononHuTtensHo — YaaneHHas yctaHoBka — VIHCTanngumoHHble nakeTbl.

2.B pa6oqe|7| obnacTtu nanku MIHcTannauuoHHble nakeTbl HAaXXMUTE Ha KHOMKY Co3paTb MHCTaNNSGUNOHHbIV NaKeT.

3a|'IYCTVITC9 MacTep Co3faHnda NHCTanN4auMoHHOro nakeTa. Cne,u,y|7|Te €ro ykasaHmnsm.

3. B okHe MacTepa Bbibop TMna MHCTaNASLMOHHOrO NakeTa HaXXM1Te Ha KHorky CosaaTh MHCTaNNSLMOHHDIN
nakeT pns nporpammsl "JlabopaTtopum Kacnepckoro™.
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4.B okHe MacTepa Onpep.eneHme NMMEeHU MHCTaNNguMOHHOro nakeTa BBegnTe MMy NMHCTanNgaunOHHOro nakeTa
ong 0T06pa>|<eH|/|9| B pa6oqe|7| obnacTu nanku MHcTannaumoHHble nakeThbl.

5. B okHe macTepa Bbibop anctprbyTuBa nporpamMmbl As YCTaHOBKM BbibepriTe camMmopacnakoBbiBalOLLUACS
apxuB sc_package.exe, KOTOpPbI BXOOUT B KOMMIEKT MOCTaBKM.

Ecnu apxvB 6bin pacnakoBaH paHee, TO Bbl MOXETE BblOpaTh BXOOSLLMIA B COCTaB apxuBa daiin ¢ onnucaHem
npunoxerus kmlisten.kpd. B pesynbraTe B none BBoga oTobpasnTCs HasBaHVe MPUIOXEHVS 1 HOMepP
BEPCUN.

6. B okHe macTepa lNpuHaTtune JlnueHsnoHHoe cornallieHne npounTanTe v npummTe ycnosus JIMueH3noHHoro
cornaLleHus.

Ycnosus JIMLEH3MOHHOro cornatleHns HeoHxoAMMO MPUHATb ANS CO3AAHNS UHCTaNNSUMOHHOro nakeTa. Ecnm bl
NPUHSNN ycnoBus JTMLEH3NOHHOro cornalueHre B KOHConM agMMHUCTPUPOBaHNS, BO BPEMS YCTaHOBKM
npunoxeruns Kaspersky Endpoint Security nns Android war npyHaT1S JTMLEH3MOHHOrO cornatleHns oyneT
MPONYLLEH.

Ecnwn Bbl pelunTe npekpaTnTb 3aLUMTy MOBUIbHBIX YCTPONCTB, MOXHO yoanuTb npunoxeHue Kaspersky Endpoint
Security ons Android n oTosBaTb cornacue ¢ ycnoBusMn JIMLEH3MOHHOTO COrnalleHns s 3TOro NPUNOXEHNS.
HononHutensHas nHdopmMaLums 06 oT3biBe JIMLEH3MOHHOIO cornalleHns NnpuBeaeHa B cripaske Kaspersky
Security Center.

MNocne 3aBepLueHns paboTbl MacTepa Co30aHHbI MHCTaNIALMOHHbIN NakeT ByaeT oTobpaxaTbes B paboyeii
obnacTu nanku MHcTannaumoHHble nakeTbl. Ha CepBepe agMMHCTPUPOBaHNS MHCTaNNSLMOHHBIE MakeTbl
XpaHsaTCS B 3afaHHol nanke obLiero gocTyna B cryxebHol nanke Packages.

Y106k Hac TPOUTb rapameTpbl HCTaslJIdUunOHHOIrO riakeTa, BbifoJ/IHuTe C/ieiyroLlmne AevicTeus:
1B nepeBe KOHCOoNN Bbl6epI/ITe narky ,D,OI'IOHHI/ITeanO — YpaneHHas yCcTaHOBKa — MHcTanngaumoHHble nakeTbl.

2. B KOHTEKCTHOM MeHIo MHCTannsumMoHHoro nakeTa Kaspersky Endpoint Security ons Android BbibepuTe nyHKT
CsolicTBa.

3. Ha saknapke MapameTpsbl ykaxuTe napamMmeTpbl MOOKOYEHNS MOBUbHBIX yCTpoiicTs k CepBepy
aIMUHVCTPUPOBAaHNS 1 UMS FPYNbl aAMUHUCTPUPOBaHNS, B KOTOPYIO ByayT aBToMaTyeck fobasneHsbl
MOBUIbHBIE YCTPOCTBA Nocne NepBoii CUHXPOHM3aLMn ¢ CepBepoM agMUHUCTPUPOBaHKs. [1nsg aToro
BbIMOSMHUTE CreaytoLLme AeNCTBIS:

* B 6noke NopknioueHne k CepBepy agMnHUCTpUpOBaHnS B none Appec cepsepa ykaxuTte nvs Cepsepa
aOMUHUCTPUPOBaHNS ONS NMOAKIIIOUEHWS MOBWbHbBIX YCTPONCTB B TOM dopMaTe, B KaKOM OH Oblf ykasaH npu
yCcTaHoBke KoMnoHeHTa Mopaep>kka MOBWbHBIX YCTPOWCTB BO BpeMs pa3sepThiBaHus Cepsepa
aOMVIHUCTPUPOBAaHMS.

B saBucrumocTn oT popmata nmern Cepaepa agMUHUCTPUPOBaHKS Ans koMmnoHeHTa Mopaepxkka
MO6UNbHbIX YycTpolicTB ykaxuTte DNS-ums nnm IP-anpec Cepeepa agMuHmcTpuriposaHus. B none Homep
SSL-nopTa ykaxuTe HoMep nopTa, oTkpblToro Ha Cepsepe agMVHUCTPUPOBaHNS A1 MOOKOYEHNS
MOBUIBbHBIX YCTPOMCTB. o ymMonyaHuto ykasaH nopt 13292.

¢ B 6noke PaamellyeHne KOMMbOTEPOB Mo rpynnam B none Vims rpynnel BBeOUTE MMS rpynmbl, B KOTOPYHO
BynyT nobasneHsl MOBUIbHBIE YCTPOCTBA NOCe NePBOV CUHXPOHU3aLMn ¢ CepBepom
agMUHUCTPUpPoBaHMS (no ymonyarHuio KES10).

YkazaHHas rpynna 6y,u,eT co3pgaHa aBTOMaTtm4veCckn B narike ,D,OI'IOJ'IHI/ITeﬂbHO — OI'IPOC cetTn — ,u,OMeHbI.

e B 6rnoke [JeiicTBUS Npy ycTaHOBKE YCTaHOBMTe bnaxok 3anpalimeaTtb agpec aMeKTPOHHOWN NoYThbl, YTObbI
NpW NepBOM 3arycKe NMPUIOXEHVE 3anpaLLUnBaso Y Nnofb30BaTeNs ero agpec KoprnopaTyBHON 31EKTPOHHO
NOYTHI.

Appec aneKTPOHHO NoYThI MOMb30BaTesNs UCMOMNb3yeTCs A1 POPMUPOBAHNS MEHN MOBUIBbHBIX YCTPONCTB
npw fo6aBneHnn X B rpynny agMUHUCTPUPOBAHNS.
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4. YTO6bl IPUMEHNTL YKa3aHHbIE MapaMeTPbl, HAXMUTE Ha KHOMKY MNpuMeHnTb.

CnpaBka 4nisl 9To Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COLEPXKAaTb YCTapEeBLLYHO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn SOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 412

COS,D,aHVIe aBTOHOMHOIO nakeTa yCTaHOBKWN

YT06bI CO30aTH BBTOHOMHDIV IAKET YCTAHOBKM, BbIMO/IHATE CAEAYIOLUME AELCTBUS:
1. B pepeBe koHconm BoibepuTe nanky JononHutensHo — YaaneHHas ycTaHoBka — VIHCTannsuMoHHbIe NakeThl.
2. BelbepuTe MHCTanngUmMoHHbIN nakeT npunoxerns Kaspersky Endpoint Security ons Android.

3. B KOHTEKCTHOM MEHIO MHCTaNNALUMOHHOMO nakeTa Bbl6epl/lTe MYHKT CospaTb aBTOHOMHbIV NakeT YCTaHOBKW.

B pesynbTaTe 3anycTutcs MacTep co3naHns aBTOHOMHOrO nakeTa ycTaHoBku. CrneflyliTe ero ykasaHusm.
4. HacTpoiiTe cnocobbl pacnpocTpaHeHs aBTOHOMHOMO NakeTa yCTaHOBKM:

® YT06bl pacnpocTpaHnTb NyTb K CHOPMUPOBAHHOMY aBTOHOMHOMY MakeTy YCTaHOBKM Cpeaym Nosb3oBaTtesnel
Mo 3NEeKTPOHHOM nouTe, B 6r1oke [anbHeliline aeiicTBus nepeinamTe no ccoinike PasocnaTth ccbinky Ha
aBTOHOMHbIV NaKeT YCTaHOBKM MO 3/IEKTPOHHO nouyTe.

OTKpoeTCs OKHO CO3LaHNs COOBLLEHNS, TEKCT KOTOPOrO COAEPXUT Ny Tb K Manke obLiero gocTyna ¢
aBTOHOMHbIM NaKeTOM YCTaHOBKM.

* YTOObI pa3aMecTnTb CChIIKY Ha CPOPMUPOBaHHBIN aBTOHOMHbIV MakeT YyCTaHOBKM Ha Be6-caiiTe cBoeli
KoMnaHuK, nepelignte no ccoinke Mpumep HTML-kopa ans pasmeLLeHns cebiikn Ha Beb-caliTe.

OTkpoeTcs tmp-daiin, cogepxaumin HTML_RJL ccbinku.
5. YT06bI OnybnmkoBaTh CHOPMMPOBaHHLI @BTOHOMHbIN NMakeT YycTaHOBKU Ha Beb-cepsepe Kaspersky Security
Center, a TakXXe MPOCMOTPETb BECb CMMCOK @BTOHOMHbIX MakeTOB A1 BbIOGPaHHOrO NHCTaNMSALUMOHHOMO NakeTa, B
OKHe MacTepa MacTep co3aaHus aBTOHOMHOIO NMakeTa YCTaHOBKM YCreLlHO 3aBepLumn paboTy ycTaHoBUTE

¢na>|<0|< OTKprTb CNMNCOK aBTOHOMHbIX MaKeToB.

[Tocne 3aBepLleHnd pa6OTbI MacTepa OTKPOETCHA OKHO Cnncok aBTOHOMHbIX MaKeToB ANs UHCTaNNALMOHHOro
nakeTa <Mims MIHCTaNNSUMOHHOro NakeTa>.

OkHo CrMcok aBTOHOMHbIX MaKeTOB ANS MHCTaNNSAUMOHHoro nakeTa </ims uHctannsiumoHHoro naketa>
COLEPXNT CrieaytoLLyto MHPOpMaLWIO:

® CM1COK aBTOHOMHbIX MaKeTOB YCTaHOBKY;
® ceTeBOli NMyTb K Nanke obLero goctyna B none MNyTo;
* aJpec aBTOHOMHOrO nakeTa Ha Beb-cepepe Kaspersky Security Center B none Be6-agpec.

Mpwy pacchinke Mo aNekKTPOHHOM NoYTe Bbl MOXETE YkasaTb B KQUeCTBe pecypca AJ1a 3arpysKku

nonb30oBaTENIMU YCTaHOBOYHOIO dalina MpunoXeHns kak agpec, cogepxatumiicsa B none Beb-apgpec, Tak 1 agpec,
ykasaHHblIii B none MyTb. Mpu paccbinke SMS-coobLueHnii Monb3oBaTensam CrefyeT ykasaTb CChiKy A9 3arpy3Kku,
cofepxaluytocs B none Be6-appec.
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PekomeHpyeTcs ckonmpoBaTh agpec NoaroTOBNIEHHOrO aBTOHOMHOIO nakeTa B bydep obMeHa, UToObl 3aTeM
L[06aBUTb CCbINKY A1 3arpy3Ky HY>KHOrO YCTaHOBOYHOIO daiina B COOBLLEHVE SNEKTPOHHOM NoYThl 1 SMS-
cooblueHne ons nonb3oBaTene.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpMaLs O peLleHn SOcTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTpoiika napameTpoB CUHXPOHM3aLN

[ns ynpaeneHns MoBunbHbIMI YCTPONCTBAMM 1 MOSYYEHNS OTHETOB UM CTAaTUCTUK OT MOBWIIbHBIX YCTPOWCTB
nonb3oBaTeneli TpebyeTcs HaCTPOUTL NapaMeTPbl CUHXPOHM3aLIMN. CUHXPOHM3aLIMS MOBUIBHOMO YCTPOCTBA C
Kaspersky Security Center moxeT 6bITb BbIMONHEHa CneayoLwLmmMm cnocobamu:

* [Mo pacnncanuio. CUHXPOHN3aLIMS MO PaciMCaHNIO BBIMOMHAETCS C MOMOLLbIO NpoTokona HT TP. Bel moxeTe
HacTPOWTb pacnmcaHne CUHXPOHN3aLMI B MapaMeTpax rpynnoBoi NOANTUKN. VIsMeHeHns napameTpos
rPYNNOBO MOANTMKYM, KOMaHAb! 1 3aaayun B6yayT BbINONHEHbI BO BPEMS CUHXPOHM3aummn ycTpoiicTea ¢ Kaspersky
Security Center no pacnuvcaHuto, T. €. ¢ 3a8epXKoi. [1o yMonyaHuio MobusibHbIE YCTPOCTBa aBTOMaTUYECKM
cuHxpoHusnpytotes ¢ Kaspersky Security Center kaxaple WeCTb YacoB.

Ha Android 12 nnn 6onee nospnHer Bepcum NPUIOXeHVE MOXET BbINOMHNTL 3Ty 3a4ayy Nnosxe, Yem ykasaHo,
€CIIN YCTPONCTBO HaxoOUTCS B pexXuMe 9KOHOMUMN 3apsiha baTapew.

* [MpuHyauTenbHo. [pyHyanTEeNnbHas CUHXPOHN3ALIMS BbINMOMHIETCS C MOMOLLBIO push-yBeaoMNeHWin ceperca
FCM (Eirebase Cloud Messaging). [prHyouTensHas CUHXpOH3aLys, B MEPBYIO ovepeb, NpeaHa3HaveHa ons
CBOEBPEMEHHOW JOCTaBKM KOMaHA, Ha MOBWIIbHOE YCTRONCTBO. ECnv Bbl XOTUTE NCMONb30BaTb MPUHYANTENBHYIO
CUHXpoHU3aumio, ybenmtech uTo B Kaspersky Security Center HacTpoeHbl napameTpbl GSM. [lononHuTensHas
nHdpopmaLms NprBeneHa B cnpaske Kaspersky Security Center 2.

Y106bI HACTPOUTB NEPaMETPbI CUHXPOHU3ALIMY MOBWIbHBIX yCcTpovicTs ¢ Kaspersky Security Center, BbinonHuTe
crenyroLme AecTBUS:

1. B nepeBe koHconm B narke Ynpaensdemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.

3. OTKpOWTE OKHO CBOMNCTB NONUTUKIN ABOVHBIM LLENYKOM MbILLIV MO JIO6OMY CTONOLLY.

4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasfnen CMHXpoHusaums.

5. BeibepuTe NeproanyHOCTb 3amycka CUHXPOHM3aLMM B pacKpbiBatoLLLEeMCs cnivcke 3anyckaTb CUHXPOHM3aLMIO.

6. YTobbl 3anpeTnTb CUHXPOHM3aLMIo ycTpoiicTa ¢ Kaspersky Security Center B poymuHre, yctaHoBuTe GriaXok
BbikniounTb CUHXPOHM3aLMIO B POYMUHTE.

MNonb3oBaTenb YCTPOMCTBA MOXET BbIMOMHATH CUHXPOHN3aLMIO BPYUHYIO B HACTPOMKaX MPUIOXEHNS ( —
HacTpoliikun — CuHxpoHn3saums — CUHXPOHM3NPOBATb).

7. YTO6bI CKPbITH OT NONb30BaTENs NapaMeTPbl CUHXPOHU3aLMK (aapec cepsepa, MopT Y rpynna
aOMUHVCTPUPOBaHNS) B HACTPOIKaX NPUNOXEHWs, CHUMUTE dpriaxok MNokasbiBaTb NapamMeTpbl CUHXPOHU3aLMN
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Ha YCTPOWCTBE. /I3MeHNTb CKPbITbIE MapaMeTpbl HEBO3MOXHO.
8. HaxkmunTe Ha kHorky MprMeHUTb, YTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

MapameTpbl Ha MOBUNBHOM YCTPOUCTBE ByOyT HACTPOEHbI NOC/E OYePEnHON CUHXPOHN3aLMN YCTPOCTBA C
Kaspersky Security Center. Bbl MOXeTe NpuHyOUTENbHO CUHXPOHN3NPOBaTb MOBUIIBHOE YCTPONCTBO C MOMOLLbIO
creLmanbHo koMaH bl [ogpobHas nHbopmaLums o paboTe ¢ koMmaHaaMu 4S9 MOBUIbHBIX YCTPONCTB NpuBeneHa
B cnpaske Kaspersky Security Centert.

CnipaBka On1s 3To BEpCUn peLleHns 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHn 4OCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 412

AxTneaung npunoxeHns Kaspersky Endpoint Security ona Android

B Kaspersky Security Center niLeH3sns MOXeT pacnpOCTPaHITbCS Ha pasfnyHble rpynnbl GyHKLMOHaNbHOCTI. [1ns
nosiHoLEeHHoro ¢yHKumoHmpoBaHusa Kaspersky Endpoint Security onst Android Heo6xoammo, YTobbl nprobpeTeHHas
opraHmn3auveli nmueHsns Ha Kaspersky Security Center pacnpocTtpaHsnach Ha GyHKLMOHaNbHOCTb YnpaBneHue
Mo6u1nbHbIMN ycTpolicTBamu. DyHKLUMOHANBHOCTb YNpaBneHne MobunbHbIMY yCTpocTBaMmM NpeaHasHaveHa
LN NOAKtoYeHNs MoBuIbHbIX ycTpoicTs k Kaspersky Security Center n ynpasnerus nmm.

MoppobHas nHbopmaums o nuueHanposaHun Kaspersky Security Center 1 BapraHTax NMULLEH3NPOBaHNS NPUYBELEHa
B cnipaBke Kaspersky Security Centert®.

AxTunsaums npunoxeruns Kaspersky Endpoint Security ana Android Ha MOBUIBHOM YCTPONCTBE OCYLLECTBNSETCS
nyTem NpefoCTaBNeHs MPUIOXEHNIO MHPOPMaLMK O AeNCTBYIOLEN NMueH3unn. VIHdpopmaLms o niueH3um
nepefaeTcs Ha MOBUIbHOE YCTPONCTBO BMECTE C MONMTUKOW MPU CUHXPOHU3aummn ycTpolicTaa ¢ Kaspersky
Security Center.

Ecnn npunoxenne Kaspersky Endpoint Security ans Android He 66110 akTrBUpoBaHo B TedeHne 30 oHeli ¢
MOMEHTa YCTaHOBKM Ha MOBUIbHOE YCTPOMCTBO, MPUIOXEHVE aBTOMATNYECKM NEPEKTIOYAETCS B PEXUM paboTbl C
OrpaHYeHHOl GYHKLMOHaNbHOCTLIO. B aToM pexinme paboTbl 60MbLUNHCTBO KOMMOHEHTOB MPUIOXEHNS HE
paboTaeT. [pn nepexone B pexvmM paboTbl C OrpaHnYeHHol GyHKLMOHANbHOCTBIO MPUNOXEHKEe NpekpaLLaeT
BbIMOMHATH aBTOMaTNYeCKyto cuHxpoHusaumio ¢ Kaspersky Security Center. [loatomy, ecnm npunoxeHune He 6biio
aKTMBUPOBaHO B TeuveHne 30 OHel C MOMEHTa YCTaHOBKM, MOMb30BaTENO HEOHXOAMMO BPYUHYHO BbINMOMHUTD
CUHXpOoHM3aumio ycTpoiicTea ¢ Kaspersky Security Center.

Ecnn Kaspersky Security Center He passepHyT B BaLLeil OpraH/3aLmm UM HeLoCTYMNeH A5 MOBUbHbBIX
YCTPOWCTB, NONb30BaTENV MOTY T akTVBMROBaTh npuaoxeHne Kaspersky Endpoint Security anga Android Ha
CBOWX YCTROMNCTBAax BRYUHY!O.

Y106kl akTBMpOBAaTL MpunoxeHne Kaspersky Endpoint Security gas Android, BeinonHuTe cneaytoLume AevicTBus:

1. B nepeBe koHconu B narke Ynpaensemble yCTPOMCTBaA BblbepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpoliTE OKHO CBOMNCTB MOMUTUKM ABOMHBIM LLEUYKOM MbILLK MO IIOGOMY CTONOLLY.
4. B okHe CpolicTBa: <HasBaHue nonuTtukmn> Boibepurte pasanen JinueHsnposaHue.
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5. B paznene JlnueHsnpoBaHue B packpbiBatoLLeMcs cricke Kntou BbibepurTe Koy Afis akTMBaLMv MPUITOXKEHMS,
pasMeLLeHHbIN B XxpaHunuwe kntoveli Cepaepa anMuHucTpuposaHus Kaspersky Security Center.

B none Hmxe oTobpasnTcs MHPOpMaLIS O MPUIOXKEHWN, LSt KOTOPOro NprobpeTeHa MNLIEH3US, CPOK
OKOHYaHWNs AENCTBUS TNLIEH3UW, €€ TUM.

6. YcTaHoBUTE prnaxok AKTMBUPOBaTb kitouom u3 xpaHunmwa Kaspersky Security Center.

Ecnun npunoxeHve akTrBnpoBaHo 6e3 NoMoLLy Kitoua, pasmMelleHHoro B xpaHunuile Kaspersky Security Center,
Kaspersky Security ans MOBWIbHBIX YCTPONCTB 3aMEHUT STOT KJIHOY Ha KoY aKTVBaLMM BblOpaHHbIA B
packpbiBatoLemcs crnvicke Kniou.

7. YT0BbI aKTVBMPOBATL NPUIOXEHVE Ha MOBWIIBHOM YCTPOMCTBE MNOSb30BaTeNs, 3abN0KUpYiTe N3MeHeHNe
napameTpOoB.

8. HaxkmuTe Ha kHorky MprMeHUTb, UTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCNE OYEPEAHOW CUHXPOHM3aLMM YCTPOCTBA C
Kaspersky Security Center.

CnpaBka o515 370l BepCum peLleHmns 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHoOpMaLKs O peLleHn JocTyrnHa B crnpaske Kaspersky Secure Mobility
Management 4.1.

YctaHoska iOS MDM-npodwna

B aTom pasnene onvcaHbl crnocobel passepTbiBaHng iOS MDM-npoduneli B ceTn opraHnsaumn.

MNepen passepTbiBaHnemM iOS MDM-npoduns agMUHNCTPATOP LOSXKEH BbIMONHWUTL CleaytoLie 0eiCTBUS:
1. YcTaHnoBuTb Cepaep iOS MDM.
2. MonyunTb ceptudukat Apple Push Notification Service (APNs-cepTudukar).
3. YctaHosuTb APNs-ceptudukaT Ha Cepaep iOS MDM.

MNoppobHas nHbopmaums o6 yctaHoske Cepsepa iOS MDM n pabote ¢ APNs-cepTudumkaTom nprseaeHa B
crnpaske Kaspersky Security Center?.

MNonpobHas nHPopmaums o passepTbiBaHUM iIOS MDM-npoduns B Kaspersky Endpoint Security Cloud npvseneHa B
cnpaske Kaspersky Endpoint Security Cloud® .

CnpaBka ons 3Tol BEpCcum peLLleHsl 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaAPEBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1.

O pexunmax ynpasnerHns iOS-ycTponcTeamm
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PasBepTbiBaHMe cncTembl ynpasneHns iOS-ycTponcTBaMm MOXET BbiTb BEIMONHEHO HECKObKMMI CMIOCOBamMu.
Pexum ynpaBneHnst 3aByCUT OT TOro, KOMY MNPUHAANEXNT MOBUNBHOE YCTPOCTBO (MMYHOE U KOPNOPaTUBHOE) U
TpeboBaHUii kopropaTnBHO 6e3onacHocTH. Bel MoxeTe BbibpaTh Hanbonee NoaxXoAsLWMA AN KOMMaHUM PEXUM
ynpaBrieHns, a Tak>Ke MCMonb30BaTb HECKOMbKO PEXNMOB OAHOBPEMEHHO.

HexkoHTponupyemble ycTponcTea

HexoHTpompyembie iOS-ycTporicTBa — NepCoHarbHble YCTPOCTBa COTPYAHMKOB, MoaKtoUYeHHble k Kaspersky
Security Center. B aTom pexumMe nonb3oBaTento paspeLleHo NCnosb3oBaTh NepcoHanbHblii Apple ID, paboTaTs ¢
NOBBIMU NPUAOXKEHNSMU N XPaHUTb NepCcoHanbHble AaHHbIe Ha yCcTpoicTee. [JocTyn K KopropaTUBHbBIM pecypcam,
napameTpbl 6e30MacHOCTU 1 ApYyrie NapaMeTPbl Bbl MOXETE HAaCTPOWTb C MOMOLLbIO FRYNNOBOW NOANTUKM
Kaspersky Device Management 014 iOS. o ymonyaHuto Bce iOS-ycTpolicTBa HEKOHTPONMPYEMbIE.

YcTpoiicTBa B pexvme supervised

iOS-ycTporicTBa B pexxviMe supervised — KoprnopaTuBHblE YCTPOCTBA, NopkioueHHble Kk Kaspersky Security
Center. lNepBoHayanbHas HacTpolika MOBUbHOro ycTpolicTBa BeinonHseTcs B Apple Configurator. Apple
Configurator — nporpamMma afis NoAroToBkn 1 HacTpoiikn iIOS-ycTpolicTs. Apple Configurator yctaHaBnnBaeTcs Ha
komnbtoTep nog ynpasneHnem OS X. MNonpobHas nHpopmaLms o paboTte ¢ Apple Configurator nprBeneHa Ha caiite
TexHuveckon nopaepxkn Apple &. [lanbHelillee N3MeHeHe napaMeTPOoB LOCTYMHO C MOMOLLbIO FRYNNOBOWA
nonutukm Kaspersky Device Management nng iOS. Ha ycTpolicTBax B pexume supervised 0OCTyNeH pacluMpeHHbll
Habop napameTpoB: [MobanbHbi HT TP-npokcy, LononHNTeNbHbIE OrpaHnYeHrs (Hanpumep, 3anpeT Ha
ncnonb3oBaHue iMessage, Game Center) nnm 3anpeT Ha 3SMEHeHVe YYeTHO 3anmcy Nonb3oBaTens.

[Ona paboTbl ¢ iOS-ycTpocTBaMu B pexxume supervised n HekoHTponmpyemMbiMuy iOS-ycTpolicTBamu Ha Cepeep
iOS MDM ponxeH 6biTb ycTaHoBneH APNs-cepTuduKaT, a Ha MOBWIbHBIX YCTpOKCTBax nosnb3osaTtenein —iOS MDM-
npobunb.

CnipaBka o115t 3TO BEpCUN peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLVs O peLleHn 4OocTyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

YcTaHoBka yepes Kaspersky Security Center

YcTtaHoska iOS MDM-npoduns BbINOMHIETCS Ha MOBUIIbHBIE YCTPOMCTBA NMONb30BaTeNel, y4eTHbIE 3ar1cu KOTOPbIX
nobaenetbl B Kaspersky Security Center. [Nogpo6Has nHdopmaLms o paboTe ¢ yUYeTHbIMY 3anncsMm
nonb3oBaTeneli B Kaspersky Security Center npuseneHa B cnpaske Kaspersky Security Centert.

Y106b1 yeTarHoBuTe iOS MDM-rpogusib, BbINOIHATE CReAyroLme AeiCTBIS:
1. B nepeBe koHconu BoibeprTe nanky YnpaeneHne Mo6unbHbeIMY ycTpoiicTBamu — Mo6ubHble YCTPOICTBA.

2. B paboueli obnacTu nanku MobusbHble ycTpocTBa HaxxmuTe Ha KHornky [lo6aBuTb MOGUIbHOE YCTPOCTBO.

3anycTuTcs MacTep NOAKIOYEHNS HOBOrO MOBUIbHOrO ycTpoiicTea. CrnefyliTe ero ykasaHusm.
3. B pasnene OnepauuoHHasa cuctema BoibepuTte iOS.

4. B okHe macTepa Cnoco6 3awuTel iOS MDM-ycTpoiicTBa Boibepute MicnonbsosaTte iOS MDM-npodunb
Cepgeepa iOS MDM n ykaxute iOS MDM-npodunb 13 cnincka.
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5. B okHe macTepa Beibop nonb3oBaTteneii BbibepriTe OOHOMO U HECKOSbKO MOMb3oBaTenen ons yctaHosky iOS
MDM-npoduna Ha 1x MoBUIbHbIE YCTPOCTBA.

Ecnn nonbsoBaTtens HeT B crincke, Bbl MOXeTe L06aB/Tb HOBYIO YYETHYIO 3aMiCh He BbIXOAS U3 MacTepa
MOAKOYEHNS HOBOrO MOBUIBHOIO YCTPONCTBA.

6. B okHe macTepa MicTouHnk cepTudmkara Boibeprite NCTOUHVK cepTrdmKaTa Ans 3amTbl ObMeHa AaHHbIMU
mMexay MobunbHbIM ycTpoiicTom 1 Kaspersky Security Center:

* Bebinucatb ceptudmkat cpeactsamu CepBepa agMnHUCTprpoBaHus. B atom cnyyae ceptudukat bynet
co3AaH aBTOMaTUNYECKN.

e Ykasatb daiin ceptudmkarta. B aTom cnyuae TpebyeTcs npensapuTenbHO NOArOTOBUTL COBCTBEHHDIN
cepTduKaT 1 BbIDpaTb ero B OKHe MacTepa. OTOT BapUaHT HEBO3MOXHO MCMOMb30BaTb, ECMN Bbl XOTUTE
ycTaHoBUTb IOS MDM-npodusib Ha HECKONBbKO MOBUIIbHBIX YCTPONCTB. [Ins Kaxa4oro nonib3oBaTens LOMKeH
ObITb CO3MaH OTAENbHbIN cepTUdUKaT.

7. B okHe macTepa Cnocob yBegomneHus nonb3oBaTeneil BblbepnTe kaHan nepenayn CCbiiikv 4151 yCTaHOBKN
MPVNOXEHNS:

e [1ns nepenayn CCbiNKM Mo SNeKTPOHHOM noyTe BoibepuTe OTnpaBuTk cebiiky Ha iOS MDM-npodunb 1
HacTpolTe napameTpebl B 6noke Mo anekTpoHHoI nouTe. Yo6enmTech, YTo B mapamMeTpax y4eTHbIX 3anvcel
nonb3oBaTesneil ykasaH anpec anekTPOHHOM NoYThl.

e [1ns yctaHosku iOS MDM-npoduns ¢ nomoLubto QR-kona BeibepunTe MNokasaTb cCbinky Ha
VHCTaNNSLMOHHbI/A NakeT U BbiNOMHUTE ckaHmpoBaHne QR-koda ¢ MOMOLLLIO KamMepbl MOBUIbHOTO
yCTpoWcTBa.

e Ecnuv Bam He NofoLWeN H OAVH N3 MepeYncrneHHbIX crnocobos, BoibeprTe MNokasaTb ccbiiKy Ha
VHCTaNNSUNOHHbIA nakeT — CKONMpoBaTb, YTOBLI COXPaHWTL CChiNKy Ans ycTtaHoBkn iOS MDM-npoduna B
bydep obmeHa. [Nepenalite cchifky 419 yCTaHOBKM NPUNOXEHNS NMOBBIM OCTYMHbIM CIIOCOBOM.

8. 3aBepLmnTe paboTy MacTepa NOAKIOYEHNS HOBOrO MOBUIIBHOMO YCTPOMCTBA.

Mocne ycTaHoBkun iOS MDM-npoduns Ha MobusbHbIe YCTPOMCTBA NONb30oBaTeNel Bbl CMOXeTe HaCTPOUTb
napameTpbl MPUMOXEHWS C MOMOLLbIO FRYANOBbLIX MOANTYK. Bbl Takke cMoxeTe OTNpaBndaTh Ha MOBWUbHbIE
YCTpROWCTBA KOMaHAbl 419 3aLLMThI JaHHbIX B ClyYae NnoTepu U Kpaximn yCTPONCTB.

Ha MobunbHbIX ycTpoicTBax nog ynpaeneHnem iOS 121 1 Bbilue HEOBXOANUMO BPYYHYO MOATBEPANTD YCTAHOBKY
iOS MDM-npoduns Ha MOBWIbHOM YCTpOICTBE. Takke HEOBXOAMMO NPefOCTaBUTb Pas3peLLEHNE Ha
yOaneHHoe yrpaBneHre yCTPONCTBOM.

CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4OCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

YcTaHOBKa NnarvHoB yrnpaBieHNg

[ns ynpaeneHns MoBUIbHbIMI YCTPONCTBaMN Ha paboyee MeCTO aaMUHICTPaTOpPa HEOBXOANMO YCTaHOBUTb
crefytoLme nnariHbl yrnpasneHus:
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e [naruH ynpasneHus Kaspersky Endpoint Security gnsa Android o6ecneuviBaeT nHtepdeiic ynpasneHus
MOBUIbHBIMU YCTPONCTBAMU Y YCTAHOBMIEHHBIMU Ha HX MOBWbHBIMY MPUNOXEHSIMUN Yepes KoHcorb
agMuHUcTpupoBaHus Kaspersky Security Center.

e [narvH ynpasneHus Kaspersky Device Management ons iOS obecneuvBaeT nHTepdeiic ynpasneHus
MOBWBHBIMY YCTPOCTBaMM, NOAKIOUEHHBIMU Mo npoTokony iOS MDM yepes KoHcornb agMUHUCTpUpOBaHUS
Kaspersky Security Center.

[naruHbl ynpaBneHnda MO>XXHO YCTaHOBUTb CneayrowmmMmn cnocobamu:

* YCTaHOBWTbL NNarvH ynpaeneHus C NOMOLLbIO MacTepa nepBoHavansHol HacTpoiikn Kaspersky Security Center.

MporpaMma aBToMaTUYECKN MPELIOXNT 3anyCTUTb MacTep NepBOHaYaIbHOM HAaCTPOWKIN MOCNe YyCTaHOBKM
CepBepa agMUHUCTPUPOBaHKS MNPV NEPBOM MOAKOYEHWN K HeMY. MacTep nepBoHayanbHOM HAaCTPONKMA MOXHO
Tak>Ke 3anycTUTb BPYYHYIO B lo6oe Bpems.

MacTep nepBoHayanbHOM HAaCTPOVKM MO3BONSET MPUHNUMATb YCIOBUS 1 MONOXeHNS JTNLEH3NOHHOro
cornalueHuns ans npunoxeHus Kaspersky Endpoint Security ans Android B KoHconm agMuHUCTprpoBaHms.
Ecnn agMyHrcTpaTOop NpUHAN ycnosus JTMLEH3MOHHOMO cornalleHns B KoHConn agMUHNCTPUPOBAaHWS, BO
BpeMms ycTaHoBKM npunoxerns Kaspersky Endpoint Security ons Android war npuHaTs JIMLEH3NOHHOro
cornaweHuns 6yneT nponyLueH. bonee nogpobHas nHbopmaums o Mactepe nepsoHayanbHON HAaCTPOVKI
Kaspersky Security Center npvseneHa B cripaske Kaspersky Security Centert.

® YCTaHOBUTb NarviH yrnpaBfieHrs C MOMOLLbIO CCKa LOCTYMHbIX AMCTpubyTrBoB B KoHconm
agMunHUCTpupoBaHus Kaspersky Security Center.

Cr1cok JOCTYrMHbIX AMCTPUBYTMBOB OBHOBNSETCS aBTOMATNYECKN NOCTE BbiMyCKa HOBbIX BEPCUIA MPOrpaMm
"NabopaTtopun Kacnepckoro”.

* 3arpysuTb AUCTPUOBYTUB N3 BHELLHErO MCTOYHMKA 1 YCTaHOBUTb MiarvH ynpasneHus, ncnonesys ¢aiin EXE.

Hanpumep, oucTprbyTvB nnarvHa ynpaeneHns MOXHO 3arpy3nTb ¢ calita "JlabopaTopun Kacnepckoro'.

YcTaHoBKa nnarvHoB yrnpaBlieHNd N3 Crincka B KoHconun aoMHNCTPUPOBaHUA

YT06bI yCTaHOBUTL M1ArviHbI YrPaBAEHUS, BbIMOTHATE CEAYIOLUMNE AEVCTBUS:
1. B nepeBe koHconu BoibepuTe nanky [JononHutensHo — YaaneHHas ycTaHoBka — VIHCTanngumoHHbIe NakeThbl.

2. B paboueli obnacTu Boibepute JononHutenbHble aeiicTeng — MpocmMoTp TekyLux Bepcuii nporpamMmm
"INabopaTtopun Kacnepckoro”.

OTKpoeTcs cnncok akTyanbHbIX Bepcuii nporpamvm “JlabopaTopumn Kacnepckoro”.

3. B pasnene Mo6unbHble ycTpoiicTea Boibepute nnarvH Kaspersky Endpoint Security ans Android nnm
Kaspersky Device Management gns iOS.

4. HaxxmmnTe Ha KHOMKy 3arpy3uTb AMCTPUGYTUBbI.

[OncTprbyTre nnarvHa ByneT 3arpy>eH B namsTb komnbtoTepa (dparin EXE).

5. BanycTute daiin EXE n cnepyite MHCTPYKUMSM MacTepa YCTaHOBKM.

YcTaHoBKa nnarvHoB yrnpaBlieHNA N3 ,EI,I/ICTpVI6YTI/IBa

Y1o6b! ycTaHOBUTE rnarvH yrpasneHus Kaspersky Endpoint Security ans Android,
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CKOMUPYITE 13 ONCTPUBYTVBA KOMMIEKCHOIO PeLUeHNs YCTaHOBOUHbIN daiin nnarvHa klcfinst.exe n
3anycTuTe ero Ha pabouem MecTe agMUHUCTPaTopa.

YcTaHOBKa BbINOHAETCS C MOMOLLLbIO MacTepa n He Tpe6yeT HaCTpOVIKM napameTpoB.

Yro6b! ycTaHOBUTL arvH yrpasneHus Kaspersky Device Management ans iOS,

CKOMUPYTE N3 AMCTPUBYTMBA KOMMIEKCHOIO PeLLeHNs YCTaHOBOUHbIM daiin nnarvHa klmdminst.exe n
3anycTuTe ero Ha paboyem MecTe agMUHUCTPaTopa.

YcTaHOBKa BbIMOMHAETCS C MOMOLLBIO MacTepa U He TpebyeT HaCTPOVKY MapamMeTPOB.

Bbl MoxeTe y6eOuTbCs, YTO NnarvHbl ynpasieHns yCTaHOBNEHbI, MPOCMOTPEB CMIMCOK YCTaHOBMIEHHbIX MarvHOB
ynpaBfeHns IPUNOXeHNsIMN B OkHe cBolicTB CepBepa aAMUHUCTPYPOBaHWS B pasaene [,ononHUTenbHo —
NHpopmaumsa 06 ycTaHOBNEHHBIX NNarnHax ynpaeneHus nporpammMamu.

CripaBka onsi 370l BEpCUM peLLeHns 6onblie He OBHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLWs O peLleHn JOCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

O6HoBNEHVE NpeabiayLLE BEPCUM NPOrpaMMbl

OBHoBMEHVE NPOrpamMMbl AOSIXKHO BbIMOMHATLCS C YYETOM CleLyOLLIX TPebOoBaHIA:

e Cobntogalite BepCUOHHOCTbL MnarvHa ynpasneHns Kaspersky Endpoint Security n MobunbHOro npunoxeHus
Kaspersky Endpoint Security ana Android.

Homepa cbopok Bepcuii nnarnHa ynpasneHns 1 MoOBUIbHOMO MPUNOXEHNS Bbl MOXETe MOCMOTPeTh B Release
Notes k Kaspersky Security ons MOBWbHBIX YCTPOWCTB.

e Y6eaunTecs, uTo Kaspersky Security Center ygosneTBopseT NporpammMHbiv TpebosaHuam Kaspersky Security
L9 MOBUIIbHBIX YCTROMCTB.

e [naruHbl ynpaeneHus Kaspersky Endpoint Security 10.0 Service Pack 2 (c6opka 10.6.01801) n Kaspersky Device
Management ons iOS 10.0 Service Pack 2 (c6opka 10.6.01767) n 6onee nosgHne BEpCUM MOXHO OBHOBUTL 40
TekylLel Bepcum aBTomaTuydeckn. OBHOBEHME MnariHoB yrpasneHns 6onee paHHNX Bepcuii He
NoAAEepPXKMBaETCS.

[ns oBbHOBNEHWS MNarnHOB yrpaBneHns 6onee paHHNX BEPCUl HEOBXOOMMO yaanTb YCTaHOBMNEHHbIE MaaruHbl
yNpaBieHUs 1 rpynnoBble NONNTUKM, KOTOPbIE Bbln CO3AaHbI C X MOMOLLBIO. [Tocne 3Toro ycTaHOBMTE HOBbIE
BepCuM NnarvHoB yrnpasneHus. lNoapobHas nHpopmaLms o6 yoaneHnm nnarvHoB ynpasneHns NnpBeaeHa Ha
Be6-caiTe Cr1ykObl TexHU4eckor nonnepxku Jlaboparopum Kacrepckoro .

e lcnonbayinTe ogHy Bepcuto Kaspersky Endpoint Security ang Android Ha Bcex MOBUMbHBIX YCTPOCTBaxX
opraHusaumm.

YCnoBus 1 MOIOXEHNS NPefoCTaBNeHNs TEXHNYECKOW NoAaePXKN ANg pasnunyHbix Bepculi Kaspersky Security
LS5 MOBUIBbHBIX YCTPOICTB NMprBeAeHbl Ha Beb-calite Criyxxbbl TexHu4Yeckovi noanepxku Jlaboparopus
Kacnepckoro™@.

YT06bI TOCMOTPETL BEPCUIO 1 HOMEP COOPKM M/1arHOB YTIPABIEHWS, BEIMOIHATE CIEAYIOLUNE AEVCTBUS:
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1. B pepeBe koHCconMM B KOHTEKCTHOM MeHo CepBepa agMVHUCTPUPOBaHS BeibepuTe NyHKT CBoiicTBa.

2. B okHe cBolicTB CepBepa agMUHUCTPUPOBaHWs BbibepuTe [ononHutenbHo — UHdopmaums o6
YCTaHOBJIEHHbIX MarnHax yrnpasneHns nporpaMmmamMu.

B pabouein obnacTtn otobpasutcs nHdopmaLms 06 yCTaHOBMNEHHbIX MiariHax ynpasneHus B popmaTe
<Ha3BaHue nnaruHa> <Bepcua> <Cbopka>.

Bbl MOXeTe nocMoTpeTb Bepcuto 1 Homep cbopkm npunoxeHns Kaspersky Endpoint Security ans Android
cnepyoLMMM cnocobamu:

e Ecnun Kaspersky Endpoint Security ans Android ycTaHoBNEH ¢ MOMOLLIbIO @BTOHOMHOIO NakeTa YCTaHOBKM, Bbl
MOXeTe MOCMOTPETb BEPCUIO 1 HOMEpP COOPKM MPUOXKEHNS B CBOVICTBaX NnakeTa.

e Ecnun Kaspersky Endpoint Security ons Android yctaHosreH Yepes Google Play, Bbl MoxeTe nOCMOTpeTb HOMeP

cOOpKM B HACTPOKax MPUNOXeHNs ( — O npunoxeHum).

DyHKLMOHaNbHOCTb OBHOBNEHWIA (BKtOYasi OBHOBNEHNS aHTUBUPYCHbIX CUTHATYpP 11 OOHOBNEHWS KOLOBOW
6a3bl), a Takxke dyHkumMoHanbHocTb KSN 6ynyT HegocTymnHbl B pelueHun Ha Tepputopun CLUA ¢ 12:00 AM no
BoCTOYHOMY neTHeMy BpemMeHn (EDT) 10 ceHTa6psa 2024 rona B COOTBETCTBUM C OFPaHNUYUTENbHBIMI MepPamMU.

CnipaBka o115 3To BEpCun peLleHns 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn 4OCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 412

O6HosneHve npeabinyLielt sepcum Kaspersky Endpoint Security ans
Android

Kaspersky Endpoint Security ang Android MoXHO 06HOBWTE CriefyoLMU crocobamu:

e C nomoLlubio Google Play. lNonb3osaTtens MobunbHoOro yctpoiictaa 3arpyxaeT ¢ Google Play HoByto Bepcuto
MPUIIOXEHNS N YCTaHaBMBAET €€ Ha CBOE YCTPOWCTBO.

e C nomoLuubto Kaspersky Security Center. Bbl AYCTaHLMOHHO OBHOBNSIETE BEPCUIO MPUIIOXEHNS Ha YCTPOICTBE C
MOMOLLBIO CUCTEMBI YAaneHHOro agMUHUCTprpoBaHus Kaspersky Security Center.

Bbl MmoxeTe Bbl6paTb Hanbornee NoAxoOgaLWi ong Ballemn opraHnsaunn crnocob obHoBMEHNq MPUITOXEHNSA. Bebi

MOXeTe NCMNOoJib30BaTb TOJIbKO OANH cnoco6 obHOBNEHNS.

O6HosneHve ¢ nomotubio Google Play

O6HoBreHne ¢ nomolubio Google Play BbinonHsieTcs 0BbluHbIM CNOCO60M, MPUHATBIM Ans nnaTtdopmel Android. [ns
OBHOBIEHWS NMPUNOXEHWS [LOMXXHbI OblTh BBIMOHEHbI CieOyoLNE YCIOBUS:

* y Monb3oBaTess yCTPOoNCTBa LO/MKHa ObiTb yueTHas 3arnvch Google;
® YCTPOMCTBO AOIKHO ObIThb MNPUBS3aHO K yYeTHoM 3anvcu Google;

® Ha YCTpOVICTBe OOJIKHO BbiTb YCTaHOBNEeHO coeanHeHne C MHTEePHETOM.
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Mocne 3arpy3ku npunoxerns n3 Google Play, Kaspersky Endpoint Security ang Android nposepsieT ycnosus u
nonoxeHus JlnueHsnoHHoro cornateHuns. Ecnmn ycnosums JTMLEH3MOHHOrO cornalleHrsi OGHOBUMC, MPUIIOXEHWE
oTnpasnseT 3anpoc B Kaspersky Security Center. Ecnn agpmmHucTpaTop npuHsn JTnLeH3noHHoe cornalleHue B
KoHconu agMUHUCTpUpOBaHNS, BO BpeMs ycTaHoBKM npunoxeHus Kaspersky Endpoint Security ans Android war
NPUHATUS JILeH3noHHOro cornatleHns byneT nponyLieH. Ecnv aonMuHMCTpaTop ncrnonb3yeT yCTapeBLLYIO BEPCULO
nnarvHa ynpasneHus, Kaspersky Security Center npepnnoxut obHoBUTb NnarvH ynpasnexus. [Npn obHosneHun
nnarvHa ynpasneHns aiMUHUCTPATOP MOXET NPUHSATbL ycnosus JlnueHsnoHHoro cornateHuns B KoHconm
apMuHucTpupoaHus Kaspersky Endpoint Security ang Android.

O6HoBneHne ¢ nomolbto Google Play nocTynHo, ecnu npunoxenne Kaspersky Endpoint Security ons Android
Bbino yctaHoBneHo 13 Google Play. Ecnn npunoyxeHune ycTaHOBNeHO ApyriM cnoco6om, o6HOBNEHMe
npunoxeHus ¢ nomoLbto Google Play HeBoamoxHo.

O6HoBneHve npunoxeHns ¢ nomolubto Kaspersky Security Center

O6HoeneHune Kaspersky Endpoint Security ons Android ¢ nomolupsto Kaspersky Security Center BbinonHseTcs B
pesynbTaTe NPUMEHEeHNs rpynnoBoO NoNUTUKL. B napameTpax rpynnoBoli MONUTYKA Bbl MOXETE BbibpaTb
aBTOHOMHBI NakeT ycTaHoBku Kaspersky Endpoint Security ans Android, Bepcust koToporo ynosnetTsopsieT
TpeboBaHNsaM KOpPropaTUBHON 6e30MacHOCTM.

MoxkHO BbINOMHWTL 06HOBMEHME ¢ nomoLbto Kaspersky Security Center, ecnv npunoxerne Kaspersky
Endpoint Security ons Android 6bino yctaHosneHo ¢ nomolupto Kaspersky Security Center. Ecnn npunoxexue
ycTaHoBneHo 13 Google Play, o6HoBneHve ¢ nomolubto Kaspersky Security Center HEBO3MOXHO.

[ns obHoBneHns Kaspersky Endpoint Security ans Android ¢ nomMoLLpto aBTOHOMHOMO nakeTa yCTaHOBKM Ha
MOBWILHOM YCTPOICTBE NOMb30BaTENs AOMKHA ObITb paspelleHa yCTaHOBKa MPUNOXEHUIA N3 HEN3BECTHbIX
NCTOYHKKOB. [NonpobHas HPopmMaLms 06 yCTaHOBKE NMpUoxeHunin 6e3 ncnonbaosaHug Google Play
npvBefeHa B crpaske Android®.

YT06bI O6HOBYITL BEPCYIIO MPUIOXKEHYIS, BEINOTIHUTE CREAYIOLMNE AEVICTBUS

1. B nepeBe koHconu B narke Ynpaensemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
BxomaT Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpoliTe OKHO CBONCTB MOMUTUKM ABONHBIM LLEUYKOM MbILLK MO IIO6OMY CTONOLLY.
4. B nonuTuike, B okHe CBolicTBa BbibeprTe pasaen [JononHnTensHo.

5. B 6noke O6HoBneHue Kaspersky Endpoint Security gna Android HaxxkmuTe Ha KHOMKy BeibpaTb.

OTkpoeTcs okHo O6HoBneHne Kaspersky Endpoint Security ana Android.

6. B cnicke aBToOHOMHbIX MakeToB ycTaHoBku Kaspersky Endpoint Security BbibepuTe nakeT, BEpCcust KOTOPOro
yOOBETBOPSET TPeboBaHVSIM KOpropaTrBHOV 6e30nacHOCTH.

Bbl MoxxeTe 06HOBUTL Kaspersky Endpoint Security Tonbko fo 6onee HOBOWM BEPCUN MPUTOXEHNS.
O6HoBuTb Kaspersky Endpoint Security no 6onee ctapoii Bepcui HEBO3MOXHO.

7. Haxkmute kHonky BbibpaTb.
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B 6noke O6HoeneHue Kaspersky Endpoint Security ana Android oTo6pasnTcs onvcaHme BblbpaHHOro
aBTOHOMHOTO NakeTa yCTaHOBKM.

8. HaxkmuTe Ha kHorky MpnMeHUTb, YTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

MapameTpbl Ha MOBUIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEPEnHOW CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center. [onb3oBaTento MOBUIbHOIO YCTPONCTBa ByoeT NpeanoXeHO YCTaHOBUTb HOBYIO
BEPCUIO NPUNOXeHKS. [locne nonyyeHrs cornacus HoBasi BEpCUs NPUNoxeHns 6yaeT ycTaHoBNeHa Ha
MOBWIbHOE YCTPOICTBO.

CnipaBka Ans 3Toi BepCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKs O peLleHn [OCTynHa B crnpaeke Kaspersky Secure Mobility
Management 4.12.

YcTaHoBka 6onee paHHeli Bepcum Kaspersky Endpoint Security ans Android

Ecnu Bbl xoTUTe n36exaTb aBTOMATUYECKOrO OBHOBIEHNS MPUMOXEHNS 1 UCMONb30BaTb ONpPeAesieHHYo BEPCIMIO
Kaspersky Endpoint Security ana Android, BeikntourTe aBTOOBHOBNEHWE NPUTOXEHNS B HacTpolikax Google Play.
Bonee noppobHas nHdpopmaums npuseneHa Ha caiite Cry>xbbl TexHnyeckol noanepxkm Google .

AsTomaTunueckoe obHosneHne Kaspersky Endpoint Security ans Android ocTynHO TOMbKO Mpu yCTaHOBKE
npunoxerns n3 Google Play nnn yepes Kaspersky Security Center no ccbinke Ha Google Play. Ecnv npunoxerune
ycTaHoBneHo ¢ nomolupto Kaspersky Security Center no ccbiike Ha cOBCTBEHHbIN Beb-cepBep (C MCMONb30BaHVEM
aBTOHOMHOIO MakeTa YCTaHOBKM), aBBTOMAaTU4YeCKOe OBHOBIEHVE HE[OCTYNHO. B aToMm criyyae obHosuTe Kaspersky
Endpoint Security ang Android BRyYHYO C NOMOLLbIO TRYNNOBOV NOANTUKN.

[nsa ycTaHoBku 6onee paHHei Bepcumn Kaspersky Endpoint Security nns Android TpebyeTcs BbINOAHNUTD
crenyolume OencTeums:

1. Ynanute Kaspersky Endpoint Security ang Android ¢ MobusibHbIX YCTROWCTB NoMb30BaTeNe.

2. YctaHosuTe Kaspersky Endpoint Security ana Android uepes Kaspersky Security Center no ccbiike Ha
cobcTBeHHbI Beb-cepaep. [119 3Toro BaMm NoHafobuTcs MHCTanNSUMOHHLIV MakeT onpeneneHHon Bepcun. Bel
MoXeTe 3arpysuTb aucTpubyTre Kaspersky Endpoint Security ons Android 6onee paHHKX Bepcuii Ha calite
Cny»x6bl TexHNYeckol nopaepxku "Nabopatopum Kacnepckoro”.

MoppobHas nHbopmMaums o bornee paHHUx Bepcusx Kaspersky Endpoint Security ons Android npueeneHa B
cripaBke A/1s cooTBeTCTBYtoLel Bepcum Kaspersky Security 4715 MOGU/IbHBIX yCTPOVICTB.

CnpaBka Ons 3Tol BEpCum peLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLms o pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

O6HoBNEHVE NPEbIAYLLX BEPCUI NNArMHOB yrNpaBieHNs

MnaruvHbl ynpaBneHNda MO>XXHO OBHOBUTb crnenyowmnmmn crnocobamu:

* YCTaHOBWTb HOBYIO BEPCUIO MAarvHa yrnpasneHns U3 crivicka AOCTYMHbIX ANCTpubyT1BoB B KoHconn
agMuHUCTpupoBaHna Kaspersky Security Center.
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Cnncok JOCTYNHbIX AMCTPUBY TMBOB OBHOBASIETCS aBTOMAaTUYECKM NMOCHE BbiNyCka HOBbIX BEPCUIA MporpaMmm
"NabopaTopum Kacnepckoro”.

e 3arpysnTb AUCTPUBYTUB N3 BHELLUHEO NCTOYHMKA 1 YCTaHOBUTbL HOBYIO BEPCUIO MNarHa yrnpasneHus, UChob3ys
darin EXE.

[ns o6HoBNeHKs nnarnHoB ynpasneHns Kaspersky Endpoint Security ang Android n Kaspersky Device
Management ons iOS TpebyeTcs 3arpy3nTb NOCIEOHIO BEPCUIO MporpaMMbl co cTRanuLbl Kaspersky Security
L19 MOBWIIbHBIX YCTROWCTBE 1 3aMyCTUTb MacTep YCTaHOBKM KaXXA0ro 13 niarvHoB. MpeablayLine sBepcum
nnarvHoB ByayT aBTOMaTMYECKN yaaneHsl BO BpeMs paboTbl MacTepa yCTaHOBKM.

PekomeHayeTcs MCrnonb3oBaTh OAUHAKOBYIO BEPCUIIO MPUIOXKEHWS 1 NarvHoB ynpasneHus. Ecnm
nonb3oBaTesnb 06HOoBNSET NpunoxeHune ns Google Play, B Kaspersky Security Center otTobpaxaeTcs
yBEeAOMIIEHME C MPednoXeHeM OOHOBUTb MNarvH yrnpasneHus.

MNpy 06HOBNEHW NNArMHOB YNPaBieHNS COXPaHSIIOTCS Y>Ke CYLLECTBYIOLLME Py bl aAMUHUCTPUPOBAHNS B Narke
YnpaBnsiemble yCTPOWCTBA 1 Npasun/ia aBTOMaTUYeCKOro nepemMeLLeHns ycTpolicTs 13 nankn HepacnpepeneHHble
ycTpoiicTBa B 3Tu rpynnbl. CyLLecTByOLLME FPYMNoOBbIE MOANTVKA /1S MOBWIIbHBIX YCTPONCTB TOXE COXPaHSOTCS.
HoBble napameTpbl NOANTUK, peannsytoLLe HoBble byHKLMM KOMMIEKCHOro pelueHns Kaspersky Security pns
MOBUIIbHBIX YCTPOCTB, MOSBATCS B CYLLECTBYIOLLX MNONUTUKAX 1 BYLYyT METb 3HAUYEHUS MO YMONYaHMIo.

Ecnv B HoBOII Bepcun nnarvHa ynpasneHns [o6aBneHbl HOBble NapaMeTpbl WY N3MEHEHbI 3HaUEHUS MO
YMONYaHMIO, U3MEHeHNs Byay T NPYMEHEHbI TOSIbKO NMOCAe OTKPbITUS rPYNNoBOM nonnTmku. [Moka
aOMVHVCTPAaTOP HEe OTKPOET rPynMoBYytO NMOMUTUKY, HA MOBUIbHBIX YCTPONCTBaxX BydyT NpYMeHeHbl napameTpel
npenployLuel Bepcun nnarvHa, Laxe ecnm Bepcus nnaruHa bbina obHoBneHa.

O6HoBneHne 13 cnivicka B KoHconu aoMNHNCTPUMPOBaHUA

Y1061 O6HOBUTB M71ArVIHbI YIPABIEHUS], BBINOIHATE CAEAYIOLUNE ASCTBUS:
1. B nepeBe koHconu BoibepuTe nanky [JononHutensHo — YaaneHHas ycTaHoBka — VIHCTanngumoHHbIe NakeThbl.

2. B paboueii obnacTu Bolbepute JononHnTenbHble aeiicTeus — MNpocMoTp TeKyLMX BepCcuii nporpamm
"INabopaTtopun Kacnepckoro”.

OTKpoeTcs cnncok akTyanbHbIX Bepcuii nporpamvm "JlabopaTopumn Kacnepckoro™.

3. B pasnene MobunbHble ycTpoiicTsa BoibepuTe nnarvH Kaspersky Endpoint Security ana Android nnn
Kaspersky Device Management gns iOS.

4. HaxxmuTe Ha KHorky 3arpysntb AgucTpubyTuBbl.

[OncTprbyTre nnarvHa GyneT 3arpy>eH B namsaTb koMnbtoTepa (Paiin EXE). Sanyctute daiin EXE. Cnepyiite
WNHCTPYKLIMSAM MacTepa yCTaHOBKM.

O6HoBnNeHNe 13 oUCTPUbyTVBa

Yrobbl 06HOBUTL NnarviH yrpasneHys Kaspersky Endpoint Security ans Android,

CKOMUPYITE 13 ONCTPUBYTMBA KOMMIEKCHOIO PeLleHNs YCTaHOBOUHbIN daiin nnarvHa klcfinst.exe u
3anycTuTe ero Ha pabouem MecTe afMUHUCTPaTopa.

YcTaHoBKa BbIMOSHAETCS C MOMOLLBIO MacTtepa n He Tpe6yeT HaCTpOMKM napamMmeTpoB.
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Yr06b1 06HOBYTL NnarviH yrpasneHus Kaspersky Device Management gns iOS,

cKonvpyinTe 13 ANCTPUBYTBa KOMMIIEKCHOIO PELLEHNs yCTaHOBOYHbIV daiin nnarvHa klmdminst.exe
3anycTuTe ero Ha paboyvem MecTe agMUHMCTpaTopa.

YcTaHOBKa narvHa BbIMOMHIAETCS C MOMOLLBIO MacTepa 1 He TpebyeT HacTPOoViKY MapamMeTpoB.

Bbl MOXxeTe y6eamnTbCs, YTO MnarvHbl yrpasnieHs OGHOBIIEHbI, MPOCMOTPEB CMINCOK YCTaHOBMNEHHbBIX NNarMHoB
yrpaBneHns IpUIoXeHNsaMN B OkHe ceoiicTs CepBepa agMUHCTPUPOBaHNS B pasgene JononHurenbHo —
NHpopmaumsa 06 ycTaHOBNEHHBIX NNarnHax ynpasneHus nporpamMmmMamu.

CnpaBka 7isl 9TO Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn JocTYymnHa B cripaeke Kaspersky Secure Mobility
Management 412

Yoanenwne Kaspersky Endpoint Security onsa Android

Yoanenue Kaspersky Endpoint Security pns Android MoxeT 6bITb BEIMOMHEHO CreayoLWUM crocobamu:

1. Yoanervie npunoxeruns nonb3osaTtenem

MNMonb3oBaTenb camocToaTenbHo yoanseT Kaspersky Endpoint Security nns Android, ncnonbsys uHtepdeiic
npUNoxeHns. YTobbl Nonb3oBaTeNy MOV YOaNUTb NPUIOXEHWE, B FPYNMOBON MNOUTKKE, KOTOpas NprIMeHeHa K
YCTPOWCTBY, LOMXHO BbITh Pa3peLLIeHO yaaneHne NpUnoXeHus.

2. YoaneHve npuioxeHus agMUHNCTPaTOPOM.

ALOMUHUCTPAaTOP ANCTAHLUVOHHO YAANSeT NpUnoxeHne, ncnonbays KoHconb agpMuHucTprposaHus Kaspersky
Security Center. MoXHO yfanuTb NpUIoXeHne C OTLENbHOMO YCTPOCTBA U C HECKOMBKUX YCTPONCTB
OOHOBPEMEHHO.

Yrobs! ynamnte Kaspersky Endpoint Security ans Android ¢ ycTporicTsa, paboTtaroLuero B pexviMe device owner:

1. OTnpaBbTe Ha ycTpolicTBO komaHay CHpocuTb HacTpoiiku Ao 3aBoAackux 13 KoHCONM agMUHNCTPUPOBaHKSI.
OTa komMaHOa yaansieT Bce AaHHble C yCTPOICTBa 1 cOpacbiBaeT HAaCTPOVIKM yCTPOCTBA 4O 3aBOACKUX.

2. BpyuHyto yganuTe yCTPOCTBO 13 CriCKa YNpaBiseMblx ycTpoicTs B KoHconm agMVHUCTPUPOBaHUS.

Ecnun ycTtpoiicTso He ByneT ynaneHo n3 KoHconm agMUHUCTPUPOBaHNS, TO MY NOCNEAyIOLLEe yCTaHOBKe
npunoxeHunii "JTlabopaTopun Kacnepckoro” Ha yCTpONCTBO MOTYT BO3HUKHY Tb MPO6ieMbl.

CnipaBka An1s 9TO BEPCUN peLLeHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

,D,VICTaHLI,VIOHHoe YaoaneHmne nnpunnoXxeHm4
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Bbl MoXeTe ancTaHumoHHo yaoanuTb Kaspersky Endpoint Security ons Android ¢ MoGUnbHbIX YCTPOCTB
nonb3oBaTens cnegyoLMmy cnocobamu:

e C NOMOLLbIO rPynMoBOV MOANTUKA. DTOT Crocob yAoOeH, ECAv Bbl XOTUTE YAANWTL MPUNOXEHME C HECKOSbKIX
YCTPOWCTB OAHOBPEMEHHO.

e C NOMOLLbIO HACTPOWIKIM NTOKasbHbIX MapaMeTPOB MPUIOXEHWS. DTOT cnocob yaobeH, eCnn Bbl XOTUTE YAANUTb
NPUNOXeHNe C OTAENbHOrO YCTPONCTBA.

NHdopmaums 06 yoanenun Kaspersky Endpoint Security ang Android ¢ ycTpolicTs, paboTatoLwmx B pexume device
owner, NpvBeaeHa B pasaene YaaneHve npunoXxeHus B pexxume device owner.

YT106h! YaannTb rpunJioXKeHne C NMoMOLLbIO MNPYIMEeHEeHWS T pyI'II'IOBOMv TOJINTHKU, BbINOJIHTE CriedyroLe AevicTBuS:

1. B nepeBe koHconm B narke Ynpaensemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOWTE OKHO CBONCTB NONUTUKI ABOVHBIM LLENYKOM MbILLV MO JIO6OMY CTONOLLY.
4. B nonuTuike, B okHe CBolicTBa BbibepurTe pasaen [JononHnTensHo.

5. B pasnene YnaneHue Kaspersky Endpoint Security ana Android yctaHoBuTe dnaxxok YaanuTb ¢ yCTpoOCTBa
npunoxeHue Kaspersky Endpoint Security ana Android.

OTOT NapameTp HeMpPUMEHVM ANs YCTPOMCTB, paboTaroLmx B pexxrme device owner.

6. HaxxmunTe Ha kHomKy MpruMeHUTb, UTOBbI COXPaHUTb BHECEHHbBIE N3MEHEHNIS.
B pesynbTaTe nocne cuHxpoHusaummn ¢ CepeepomM agMUHNCTPUPOBaHNS npunoxerne Kaspersky Endpoint

Security ans Android 6yneT yaaneHo ¢ MobunbHbIX yCTpolicTB. [onb3oBaTeny MobubHbIX YCTPONCTB nonyyaT
yBeLoMIIeHne 06 yaaneHum npunoxXeHus.

YTObbI yRamTh MPUIOXEeHNe C MOMOLLbKO HACTPOVIKI JTOKE/IbHBIX NEPaMETPOB, BbIOTHATE CEAYIOLUNE [AEVICTBYS:
1. B nepeBe koHconu BbibeprTe YnpaBneHue MobunbHbiMn ycTpolictBamu — Mo6unbHbie ycTpolicTsa.
2. B cnicke ycTpolicTB BbibepurTe YCTPONCTBO, Ha KOTOPOM Bbl XOTUTE YAANWTL NMPUIOXEHVE.

3. OTKpoliTe OKHO CBOMCTB YCTPOMCTBA ABONHBIM LLENTUYKOM MbILLIN.
4. Boibepute paspen Mpunoxenus — Kaspersky Endpoint Security ana Android.

5. OTkpoliTe okHO cBolicTB NpunoxeHuns Kaspersky Endpoint Security ABOMHbIM LLLENYKOM MbILLW.

6. Boibepute pasnen JononHUTeNbHO.

7. B pasnene YaaneHune Kaspersky Endpoint Security anga Android yctaHosuTe dnaxok YaanuTb ¢ ycTpoiicTea
npunoxeHue Kaspersky Endpoint Security ana Android.

OTOT NapameTp HeNPUMEHM LS YCTPOCTB, paboTaroLLMX B pexurMe device owner.
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8. HaxkmunTe Ha kHorky MpnMeHUTb, YTOBbI COXPaHTb BHECEHHbIE N3MEHEHMS.

B pesynbTaTe nocne cuHxpoHusaumm ¢ Cepeepom agMUHNCTprpoBaHus npunoxeHne Kaspersky Endpoint
Security nns Android 6yaeT yoaneHo ¢ MobunibHoro ycTpolicTaa. [Nonb3oBaTenb YCTPOoCTBa NOMyunT

yBeoomieHmne 06 YoaneHnm npuioxeHus.

YoaneHue npunoxeHns B pexume device owner

Yr1obnl ynamnute Kaspersky Endpoint Security ang Android ¢ yctporicTsa, paboTtaroLuero B pexuvme device owner:
1. B nepeBe koHconu BbibepuTe YnpaeneHue MmobunbHbiMn ycTpolictBamu — Mo6unbHble ycTpolicTsa.
2. B cnicke ycTpoiicTB BbibepuTe YyCTPOWCTBO, Ha KOTOPOM Bbl XOTUTE YAANNTb NPUIOXEHNE.

3. LLlenkHnTe npaBoii KHOMKOW MbILUW MO YCTPONCTBY.

4. B KOHTEKCTHOM MeHIO BbibepuTe YnpasneHne MobunbHbIMU ycTporicTBamn — COpocuTb HacTPOKU Ao
3aBOACKUX.

KomaHpna C6pocutb HacTpoOIiKK A0 3aBOACKNX OTMNPaBieHa Ha YCTPONCTBO. OTa koMaHaa yaanseT BCe AaHHble
C yCTpOIiCTBa 1 cOpacbiBaeT HACTPOWKIN YCTPONCTBA AO 3aBOACKMX.

5. B cnincke yCTpOWCTB LLENKHATE NMPaBoii KHOMKOM MbILLV MO YCTPONCTBY 1 HaXXMUTE YoanuThb.

YCTpOICTBO yAaneHo 13 cnmcka ynpasnsembix yCTPoNCcTB B KOHCONM agMUHUCTPUPOBaHUS.

Ecnun ycTpolicTBo He ByaeT yoaneHo 13 KoHconu anMUHUCTPUPOBaHWS, TO MNPV MOCenyoLLEen yCTaHOBKe
npunoxeHunii "JlabopaTopun Kacnepckoro” Ha yCTPOMCTBO MOMYT BOSHUKHYTb MPOo6ieMbl.

CnipaBka On1s 3Toi Bepcuin peLleHrst 6osbliue He OBHOBNSIETCS, MO3TOMY MOXET COAEePXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHoOpMaLKs O peLleHn JocTyrnHa B crpaske Kaspersky Secure Mobility

Management 4.12.

PaspeLueHVle noNb3oBaTeENdM YOANATb NMpuioXxeHme

Ha ycTpoiicTBax nog ynpasneHnem onepaumoHHoin cuctemsl Android Bepcun 7.0 v Bbille A1 3aLUnTh
npunoxeHuns ot yoaneHus Kaspersky Endpoint Security ona Android fonxeH 6blTb yCTaHOBMEH B KauecTBe
cny>6bl CneLmanbHbix BO3MOXHOCTeN. Bo Bpems paboTel MacTepa nepBoHayanbHon HacTpoiiku Kaspersky
Endpoint Security ons Android npepnaraeT nonb3oBaTento NPefoCTaBUTh MPUMOXEHMIO HEOBXOANMbIE NpaBa.
Monb3oBaTenb MOXET MNPOMYCTUTb 3TY Lar Ui BuIKMOYATL NpaBa B NapameTpax yCTpoiicTBa nosaHee. B

OTOM Clly4dae 3almTa npunoxXeHnya ot yoaneHunsd He pa60TaeT.

Bbl MOxxeTe paspelunTb nonb3osaTenam ynansate Kaspersky Endpoint Security ans Android co cBovix MOBUbHbIX
YCTPOWCTB crneaytowyMmn cnocobamu:

e C MOMOLLbIO FPYMMOBOM NOAUTUKL. DTOT crocob yoobeH, ecnuv Bbl XOTUTE paspeLlnTb YaaneHe npunoxXeHuns
Nnonb3oBaTeNsgIM HECKOSbKMX YCTPONCTB OAHOBPEMEHHO.

e C NoMOLLbIO NIOKasbHbIX MapamMeTPOB MPUIIOXKEHNS. STOT cnocob yaoobeH, eCnvi Bbl XOTUTE paspeLlnTb yaaneHue
NPUNOXEHNS MOb30BaTENO OTAENBHOrO YCTPONCTBA.
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Ha ycTpoiicTsax, paboTatowmx B pexume device owner, npunoxerre Kaspersky Endpoint Security pns
Android MoxeT BbITb yaaneHo ToNbKo agMUHUCTPaTopoM. [ononHuTenbHas MHbopMauns npuBeaeHa B
pasnene ucTaHuMOHHOE yaaneHve NpUNoXeHg.

YT0bbI paspellnTs yaaneHne npuioXeHns B rpyrrnoBOVi MOINTYKE, BbINOTHUTE CAEeAYLMNe AeCTBUS:

1. B nepeBe koHconu B narke Ynpaensemblie yCTPOMCTBA BblbepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpoliTE OKHO CBOMNCTB MOMUTUKM ABOMHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B nonntuke, B okHe CoiicTBa BbibepuTe pasaen JononHuTenbHo.

5. B 6rnoke Ypanenue npunoxeHus Kaspersky Endpoint Security pns Android yctaHosuTe dnaxok PaspewwmTb
ynaneHue npunoxeHns Kaspersky Endpoint Security gna Android.

OTOT NapameTp HENMPUMEHUM AJ151 YCTPONCTB, paboTatoLLLX B pexume device owner.

6. HaxxmunTe Ha kHormKy MprMeHUTb, UTOBbl COXPaHUTb BHECEHHbBIE N3MEHEHNIS.
B pesynbTaTe Ha MOBWIbHBIX YCTPOMCTBAxX MOCe CUHXPOHM3aLMn ¢ CepBepoM agMUHUCTPUPOBaHNS ByayT

paspeLLeHo yoaneHne npuioxeHns nonbsosatenem. B HacTpolikax Kaspersky Endpoint Security pns Android
OyLeT LOCTYyMnHa KHOMKa yoaneHs NpuioXeHus.

YTO6bI paspeLLnTb yaaneHNe NpUIoXeHS B JIOKE/IbHbIX NEPaMeETPAax MporpPanMbl, BbIMOIHUTE CIEAYIOLME
aevicteus:

1. B aepeBe koHconu Boibepute [lononHntTenbHo — YnpaeneHne MobunbHbiMy ycTpolicTBamu — Mo6unbHblie
ycTpoiicTBa.

2. B cnvicke ycTpolicTB BbibepurTe YCTPONCTBO, AN KOTOPOrO Bbl XOTUTE Pa3peLLnTb yaaneHne NpuinoXeHnus
nonb3oBaTenem.

3. OTKpOliTE OKHO CBOICTB YCTPOMCTBA ABOMHBIM LLLENYKOM MbILLIN.

4. BoibepuTe Mporpammbl — Kaspersky Endpoint Security ansi Mo6unbHbIX yCTPOICTB.

5. OTkpoliTe okHO cBOMCTB NpunoxeHns Kaspersky Endpoint Security ABOMHBIM LLLENTYKOM MbILLW.

6. Bolbepute pasnen JononaHUTENbHO.

7. B 6noke YpaneHue npunoxeHus Kaspersky Endpoint Security ana Android yctaHoBuTe dnaxok PaspewwmTb
yaaneHue npunoxeHusa Kaspersky Endpoint Security ana Android.

OTOT NapameTp HEMPUMEHNM L5 YCTPOICTB, paboTaloLLyX B pexvMe device owner.

8. HaxkmuTe Ha kHorky MprMeHUTb, UTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.
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B pesynbTaTe Ha MOBWILHOM YCTPOICTBE Nocne CUHXpoHM3aum ¢ CepepomM aaMUHUCTPUPOBaHKS OyayT
paspeLLeHo yaaneHne npunoxeHns nonb3osatenem. B HacTpolikax Kaspersky Endpoint Security ons Android
OyneT DOCTYNHa KHOMKa YAaNeHUs MPUNOXEHUS.

CnpaBka Ons 3Tol BEpCum peLLeHsl 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaAPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPOpPMaLIMS O peLleHnn [OCcTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

YnaneHue NPUNNOXEHWY NOJIb30BaTENIEM

Y1066 camocToaTensHoO yaamTs Kaspersky Endpoint Security ans Android co cBoero mobuibHOro ycTporicTaa,
M0/1b30BAaTE b AOIKEH BbINONHATL CEAYIOLUNE AEVICTBUS:

1. B rnaBHom okHe Kaspersky Endpoint Security ons Android HaxxmuTe — Ypanutb npunoxeHue.
Ha akpaHe nosB1TCS 3anpoc NoATBEPXAEHNS.

Ecnn kHonka YaanuTb npunoxXeHue OTCyTCTBYET, 3HAUWUT agMUHMCTPaTop Bkaounn 3awmTty Kaspersky Endpoint
Security ong Android oT yoaneHus unm ycTponcTso paboTaeT B pexume device owner.

Ha ycTtpoiicTBax, paboTatoLmx B pexume device owner, npunoxeHue Kaspersky Endpoint Security ans
Android MoxeT 6bITb yoaneHo Tosbko agMUHUCTPaTopoM. [lononHuTensHas nHbopmMaLms nprseneHa B
pasgene JucTaHuyoHHOE yaaneHvie NpUIoXKEHNS.

2. MNopTtBeponTb yoaneHne Kaspersky Endpoint Security ons Android.

Mpunoxenne Kaspersky Endpoint Security pns Android 6yneT ynaneHo ¢ MobuibHOro ycTpoincTaa
nonb3oBaTens.

CnipaBka Ans 9ToW BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTymnHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

HacTpoika n ynpasneHmne

OTOT paspen cnpaBkn agpecoBaH CreLmanMcTam, KoTopble OCyLLECTBASIOT agMUHUCTprpoBaHme Kaspersky
Security Ans MOBWbHBIX YCTPOWCTB, 1 CreumanicTam, KOTopble OCYLLLECTBSIOT TEXHNYECKYIO NOAAEPXKY
opraHunsauuii, ncnonb3aytowmx Kaspersky Security ons MobubHbIX YCTPOCTB.

CnpaBka Ans 9Toi BepCun peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.1%.

Hauano paboTsbl
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B aTom pasnene onvcaHbl 4EVICTBUS, KOTOPbIE PEKOMEHAYETCS BbIMOMHNTbL B Havane paboTsl ¢ Kaspersky Security
LNS MOBUIbHBIX YCTPOICTB.

CripaBka Ons 370l BEpCUM peLLeHns 6onblle He OBHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

3anyck n ocTaHOBKa NporpamMmbl

Kaspersky Security Center aBTomaTyecky 3arnyckaeT 1 OCTaHaBnvMBaeT nnarvHbl ynpaeneHus Kaspersky Endpoint
Security n Kaspersky Device Management ong iOS.

Kaspersky Endpoint Security ang Android 3anyckaeTcs npu cTapTe onepauyoHHOl CUCTEMbI 1 3aLUMLLLaeT
MOBWIbHOE YCTPONCTBO NOMb30BaTeNs B TEYEHME BCero ceaHca paboTbl. [Tonb3oBaTens MOXeT OCTaHOBUTb
npunoxeHune, BolktoumB Bce koMmnoHeHTbl Kaspersky Endpoint Security ans Android. Bel MoxeTe HacTpouTb 4ocTyn
nosnb3oBaTens K ynpasneHMo KOMMOHEHTaMM NPUIOXEHNS C MOMOLLIbIO [RYNNOBbIX NOAWTUK.

Ha HekoTopbix ycTpolicTBax (Hanpumep, Huawei, Meizu, Xiaomi) TpebyeTcs BpyUHyto fobaBuTh Kaspersky
Endpoint Security ons Android B cniricok MpunoXeHuia, 3anyckaembix Npwy 3arpy3ke onepaLiioHHON CUCTEMbI
(BesonacHocTb — PaspelueHus — ABTo3anyck). Ecnu npunoxeHue He fobasneHo B cnivcok, Kaspersky
Endpoint Security nns Android npekpalliaeT BbiNonHATb BCe CBOU QYHKLUM MOCIe Nepesarpy3ky MOBUIbHOro
yCTpOICTBa.

Tak>e TpebyeTcs BbIK/IIOUNTL PEXUM aHeprocbepesxermns ansa Kaspersky Endpoint Security ang Android. Oto
Heobxoaumo A1 PaboTbl NPUNOXKEHMS B GOHOBOM pexXuMe, HanprMep, 3anycka aHTUBUPYCHOM NMPOBEPKU MO
pacnucaHuio Uy CUHXpoHu3aLmn ycTpoicTea ¢ Kaspersky Security Center. [Tpobnema cea3aHa ¢
OCOBEHHOCTSAMM BCTPOEHHOTO MPOrPaMMHOro obecrneyeHs STUX YCTPONCTB.

CnpaBka ons 370l Bepcum peLLleHnst 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYO
nHpopmaLmio. AkTyanbHas MHOpMaLKs O peLleHn JocTyrnHa B cripaske Kaspersky Secure Mobility
Management 4.12.

CospaHue rpynnbl agMUHUCTPUPOBaHNS

LleHTpannsoBaHHas HacTpolika napameTpoBs npunoxeHns Kaspersky Endpoint Security ans Android,
YCTaHOBMIEHHOIO Ha MOBWbHBIX YCTPOWCTBAaX NOsb30BaTeNel, BbINOMHAETCS MOCPEeACTBOM MPUMEHEHNS K 3TUM
yCTpOCTBaM [RYMNNOBbIX NONNTYK.

[ns Toro 4To6bl NPUMEHUTL MOMUTIKY K FPYrne YCTPOUCTB, Nepen, yCTaHOBKOW MOBUbHBIX MPUIOXEHNIA Ha
YCTpPOWCTBa NOMb30BaTeNen PeKOMeHAYEeTCS CO34aTb ANS STUX YCTPOWCTB OTAENbHYIO rpynny
aOMUHUCTPUPOBaHKS B Nanke Ynpaensemble yCTpolicTBa.

Mocne cosnaHmg rpynnbl agMUHNCTPUPOBaHNA peKOMeHOYyeTCa HaCTPOWTb aBToOMatu4veckoe nepemMeLLieHne B STy

YCTPOICTB NapameTpbl C MOMOLLLbIO MPYMMOBOM NOMNTUKN.
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Yrobbl cosaats rpyny aaMUHNCTPUPOBAHWS, BbIMNOHUTE CEAYIOLLNE AeVICTBUS:
1. B nepeBe koHconu BbibeprTe nanky Ynpaensemble ycTpolicTaa.
2. B paboueli obnacTu nanky Ynpasnsemble yCTpocTBa UM BIIOXEHHON Manku BbloepuTe 3aknagky YcTpoicTsa.

3. HaxxmunTe Ha kHonky Co3spaTb rpynny.

OTKpOETCS OKHO CO3aHNs HOBOW Fpymbl.
4. B oTkpbiBLEMCS OkHe VIMg rpynnbl BBEOUTE UMS FPYMbl U HaxkmuTe Ha kHorky OK.

B pesynbTaTe B AepeBe KOHCOMM MOSIBUTCS HOBag narka rpynbl agMUHUCTPUPOBaHNS C 3a4aHHbIM IMEHEM.
Mopopo6Has HdopmaLms o paboTe ¢ rpynnaMi agMUHNUCTPUPOBaHNA NprBeaeHa B cripaske Kaspersky Security
Centert.

CnpaBka Ons 3Tol BEpCum peLLleHns 6onblue He OBHOBNSIETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPopMaLIMs O peLleHnn [ocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

[ pynnoBble NOAUTUKN ONg YNPaBneHns MOBUbHBIMI YCTPONCTBaMY

lpyrinosas nonvTika — 3TO eAnHbI HabOop NapamMeTPOB ANS YNPaBneHNs MOBUbHBIMY YCTPONCTBaMM, BXOASLLMM
B rpynny agMUHUCTPUPOBAHIS, 8 Tak)Xe YCTaHOBNEHHBIMU Ha YCTPOCTBaxX MOBUIbHBIMU NPUIOXKEHNSMN. Bbi
MOXeTe co3[aTb rPYNMoBYO NOMUTUKY C MOMOLLBIO MacTepa Co30aHNs NONTUKMA.

C nomMolLLbto MOMNTUKM Bbl MOXETE HacTpaunBaTb MapaMeTpbl Kak OTAESbHbIX YCTPOWCTB, TaK M rpynnbl. [ns rpynnbi
YCTPOCTB NapameTpbl yNpaBeHNs MOXHO HaCTPOUTb B OKHE CBOWCTB rpynmnoBOi NOANTUKK. [ins oTaensHo
YCTPOICTBA X MOXHO HACTPOUTb B OKHE NOKasbHbIX MapaMeTpoB NPorpamMbl. [lapameTpbl ynpasneHus, 3afaHHble
VHOVIBULYarbHO ANS OOHOMO YCTPOWCTBA, MOTyT OT/INYaTLCS OT 3HAYEHWI MapaMeTPOB, YCTaHOBMEHHBIX B MOMUTUKE
L7151 TPYMMbl, B KOTOPYIO BXOANT 9TO YCTPOUCTBO.

Kaxkoblih napameTp, MpeacTaBneHHbI B MOMUTUKE, UMEeT aTpubyT "3aMOoK”, KOTOPbI MOKa3bIBaeT, pa3peLleHo nn
N3MEHEeHNe NapamMeTpa B MNOUTUKaX BNOXEHHOrO YPOBHS MepapXmK (LS BNOXEHHbIX FPYMM 1 MOAYNHEHHbIX
CepBepoB agMUHUCTPUPOBAHNS) 1 B NIOKasbHbIX MapamMeTpax NporpamMmbl.

3HaueHns NapameTpoB, 3afaHHble B MONUTUKE U B STOKasbHBIX NapamMeTpax NporpaMmbl, coxpaHstoTcs Ha Cepaepe
aAMVHVCTPUPOBaHMS, PacrpOCTPaHSIIOTCS Ha MOBWIbHBIE YCTPOCTBA B XOAE CUHXPOHM3ALMM N COXPaHSIIOTCS Ha
YCTPOVCTBaXx B Ka4eCTBe AeNCTBYIOLLMX NapameTpoB. Ecnv nonb3osaTtenb yCTaHOBUT Ha CBOEM YCTPONCTBE Apyrmne
3HaYeHNs MapamMeTPOB, KOTOPbIE He Bbinv 3adUKCUPOBaHbI "3aMKOM”, TO MPW OYEPEaHON CUHXPOHM3aLMM
ycTpoiictea ¢ CepBepomM aAMUHUCTPUPOBaHMS HOBbIE 3HaYEeHVS NapameTpoB ByayT nepenaHsl Ha Cepsep
aAMVIHVCTPUPOBAHNS 1 COXPaHEHbI B TOKasbHbIX MapaMeTpax NporpamMmMbl BMECTO 3HaUYEHWIA, KOTOPbIE Oblni
yCTaHOB/EHbl paHee agMUHUCTPaTOPOM.

YTO6bI nognepXneBatb KOPNopaTnBHYO 6e30MacHOCTb MOBUIIbHBIX YCTpOVICTB B aKTya/lbHOM COCTOSAHNN, Bbl
MOXeTe KOHTROIMPOBAaTb YCTROWCTBA No/ib30BaTeNel Ha COOTBETCTBUE FQYHHOBOVI NonMTUKe ynpasneHund.

B BepxHeli 4acTy OkHa rpynnoBOi NONTVKM OTOBpaXaeTCs NHAMKATOP YPOBHS 3alwmThl. IHAMKaTOP YpOBHS
3aLLNTbI MOMOXET BaM HaCTPOUTb MOUTKKY TakuM 06pa3oM, YTobbl 06ecneunTb BbICOKMIA YPOBEHD 3aLLMThI
YCTPOWCTB. VIHOMKaTOP YPOBHS 3aLLMTbl MEHSET COCTOSHME B 3aB1CUMOCTIN OT HACTPOVKM NOMUTUKMA

* = Bbicokui1 ypoBeHb 3aluThl — 3al/Ta YCTPOCTB obecrneveHa Ha LOMKHOM ypoBHe. Bce koMnoHeHTh
3aWwyThl paboTaloT B COOTBETCTBUN C NapamMeTpamul, PEKOMEHILyeMbIMU crieuanicTamm “JlabopaTtopum
Kacnepckoro”.
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. CpenHuin ypoBeHb 3almThbl — YPOBEHb 3aLLMTbI CHUKEH. HekoTopble BaXKHbIE KOMMOHEHTbI 3aLLyThI
BbIKMtoYeHbl (Hanpumep, Be6-PunbTp). BaxHble Npobrembl oTMeUeHbl 3HaKoM

* _ Husknin ypoBeHb 3almTbl — CYLLECTBYIOT MPOBIeMbl, KOTOPbIE MOTYT MPVBECTM K 3aPaXXeHMIO YCTPOCTBA 1
noTepe LaHHbIX. HekoTopble KpUTUYECKNE KOMMOHEHThI 3aLLThI BbIKITOUEHBI (HaNpUMep, BbiKtoYeHa
MOCTOSHHas 3aLumTa ycTpoicTB). Kputnyeckre npobrnembl OTMeYEHb! 3HAKOM e .

MoppobHas nHdopmauums o paboTe ¢ NOANTUKaMK 1 FpynnaMmn agMUHUCTPUPoBaHus B KoHcon
agMuHUcTpupoBarus Kaspersky Security Center npuiseneHa B cripaske Kaspersky Security Centert.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKs O peLleHn [OCTynHa B crnpaeke Kaspersky Secure Mobility
Management 4.12.

Co3paHune rpynnoBoi NOANTUKN

B aTom paszene onvcaHo cosgaHne rpynnoBbiX NOANTUK 4S9 YCTPOWCTB, Ha KOTOPbIX YCTAHOBNEHO MOBUIIbHOE
npunoxeHne Kaspersky Endpoint Security ans Android, a Takxe nonnTtuk oas iOS MDM-ycTpoiicTs.

MonuTurkn, cdopmMmpoBaHHbIE A1 rPYNMbl aAMUHNCTPUPOBaHNS, OTODBpaxatoTcs B paboyein obnacTu rpynmbl B
KoHconn agmuHncTpupoBarus Kaspersky Security Center Ha 3aknazke MonuTtukn. MNepeq MeHeM Kaxkaol
MOSINTUKM OTOBpaXkaeTCs 3HaUOK, XapakTepuaytoLLmii ee cTaTyc (akTUBHa / HeakTuBHa). B ogHol rpynne MoXHO
€030aTb HECKOJbKO MONNTUK LNS PasHbIX MPUNOXEHNA. AKTUBHON MOXET BbITb TOMBKO OAHa MNOANTUKA LS KaXKA0ro
npunoxeHus. MNpu cospaHnm HOBOW aKTMBHOM NOANTUKM NPeabiayLLas akTUBHAs NONNTMKA CTAHOBUTCS HEAKTUBHOIA.

Bbl MOXeTe N3MeHSTb NONUTUKY NOCNE ee CO3AaHMS.

Yrobbl cosaate nonnTviKy A/1s yrpaBieHus MOOUIbHBIMU yYCTPOVICTBaMY, BbIMIOSIHUTE CAEAYIOLUNE AEVICTBUS:
1. B AepeBe koHconm BbibepuTe rpynny agMUHUCTPUPOBaHNS, 4715 KOTOPOW HYXKHO CO3AaTb MONNTYKY.
2. B paboueli obnacTu rpynnbl BbibepuTe 3aknaaky Monntnkn.
3.To ccoinke Co3paTtbh NOAMTUKY 3aMnyCTUTE MacTep CO34aHNS MOMUTUKM.

B pesynbTaTe 3anycTUTCS MacTep CO34aHNs NONUTUKM.

LLlar 1. Beibop nporpammebl gis co3gaHus rpynnoBoi NOAUTUKIA

Ha aTom ware B criricke nporpamMm BuibeprTe NporpamMmmy Af1si CO3AaHNS FPYNnoBOM NONNTUKN:

e Kaspersky Endpoint Security gns Android — ons ycTpoicTB, MCMOMb3YIOLLX MOBUIBHOE MPUIOXEHVE
Kaspersky Endpoint Security ana Android.

PekomeHpyeTcs cospaTb OTAENbHYIO NONUTUKY ANs yCTpoiicTB Huawei n Honor, He nvetoLLmx cepsrcoB
Google play. Takim o6pasom Bbl CMOXeTE OTMNPaBnsdTh ccbinkn Ha Huawei AppGallery nonbsosatensm aTux
YCTPOWCTB.

¢ Kaspersky Device Management ans iOS — ons iOS MDM-ycTpolicTs.
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CospaHve NonnTUKK Ans MOBUIbHBIX YCTPOMCTB BO3MOXHO, €CNN Ha paboyeM MecTe agMUHUCTpaTopa
yCcTaHOBMeHb! nrarvH ynpasneHus Kaspersky Endpoint Security ana Android v nnarvH ynpaenerus Kaspersky
Device Management ong iOS. Ecnv nnarviHbl He YCTaHOBNEHbI, HA3BaHVe COOTBETCTBYIOLLEN NporpamMmbl OyaeT
OTCYTCTBOBAaTb B CMCKE NPOrpamm.

MepeiionTe K cneqytoLWweMy Lary MacTepa co3naHuns MoUTUKN.

LLlar 2. BBog, HasBaHus rpynnoBo NOANTUKA

Ha aTom ware B none Vima ykaxute nms HOBOV NONUTYKA. ECNvi Bbl yKaXeTe 1MS yXKe CyLLECTBYIOLLEN NOMNTUKN, K
HeMy aBToMaTunyeckn byneT nobasneHo okoHuaHue (1).

I'Iepe|7u:u/|Te K cnegyrowemy wary MmacTtepa co3ngaHng nonnTnkn.

LLlar 3. CospaHue rpynnoBoii NOAUTVKI 415 IpOrpaMMbl

Ha aTom Wware macTep npegnaraeT BbibpaTb COCTOSHMNE MONUTUKN:

* AkTyBHas nonutuka. MacTep coxpaHseT cosfaHHyto nonutiky Ha Cepaepe agMUHUCTpUpoBaHus. Mpun
cremyloLLe CUHXPOHN3aLM MOBubHOro ycTpoiicTsa ¢ CepBepoM agMUHNCTPUPOBaHNS NONUTUKa ByoeT
MNCMOMNb30BaTbCS Ha YCTPOMCTBE B KaYeCTBe AENCTBYIOLLEN.

* HeaxTtumBHag nonutuka. MacTtep coxpaHseT cosnaHHyto nonntuky Ha CepBepe agMYHUCTPUPOBAHNS Kak
pesepBHYto. B nanbHeliliemM nonmTnka MoXeT OblTb akTUBUPOBaHa Nno cobblTuio. [Npn HeobxoaMMocTH
HeaKTVBHYIO MONUTUKY MOXHO CAeNaTb akTUBHON.

[ns ooHOM Nporpammbl B rpymnne MOXHO CO34aTb HECKObKO MOMUTYIK, HO aKTUBHO MOXET BblTb TOMbKO
opHa 13 Hux. [Npy co3pgaHny HOBOW akTUBHOW NONUTUKM NpeablayLLas akTUBHas NoUTYKE aBTOMAaTNYECKI
CTaHOBUTCS HEAKTUBHOW.

3aBepLmnTe paboTy MacTepa.

CnpaBka o515 370l BepCum peLleHns 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHOpMaLKs O peLleHn SocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

HacTpoiika napameTpOB CUHXPOHN3ALMM

[ns ynpaeneHns MoBUIbHBIMA YCTPONCTBaMU 1 MOMYYEHNs OTHETOB UM CTATUCTUK OT MOBWIIbHBIX YCTPOWCTB
nonb3oBaTeneli TpebyeTcs HaCTPOUTL NapaMeTpPbl CUHXPOHM3aLIMN. CUHXPOHM3aLIMS MOBUIIbHOMO YCTPOCTBA C
Kaspersky Security Center MoxeT ObITb BbINOSIHEHA CEAYOLWMMU Cocobamu:

* [Mo pacnncanuio. CUHXPOHN3aLLMS MO PacnUCaHNIO BEIMOMHIETCS C MOoMOLLbIo NpoTokona HT TP. Bel moxeTe
HaCTPOUTb pacnmcaHne CUHXPOHN3aLIMV B MapamMeTpax rpynnoBon NonnTukin. IsmeHeHns napameTpoB
rPYNAOBOW NOANTUKM, KOMaHAb! 1 3aa4n OynyT BbiNOSIHEHBI BO BPEMSI CUHXPOHM3aLmKn yeTpolicTea ¢ Kaspersky
Security Center no pacrnvcaHuio, T. €. C 3a0epP>XXKoli. [1o ymonyaHno MobubHble YCTPONCTBa aBTOMaTNYECKN
cuHxpoHunanpytotes ¢ Kaspersky Security Center kaxaple WecTb 4acos.
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Ha Android 12 nnn 6onee nosgHen Bepcu MPUIOXeHNE MOXET BbINOMHUTL 3Ty 3agady Nosxe, YeM ykasaHo,
€C/N YCTPONCTBO HaXxoAMTCS B PEXUME SKOHOMUY 3apsaa baTapew.

* [puHyauTensHo. [MpuHyanTEnbHas CUHXPOHN3aLMS BbINMOMHAETCS C MOMOLLbIO push-yBedoMIeHnli ceprca
FCM (Eirebase Cloud Messaging). [MprHyauTensHas CUHXPOHM3aLys, B MEPBYIO ovepeb, MpeaHa3HaueHa ois
CBOEBPEMEHHOI AOCTaBKM KOMaHA, Ha MoBubHOe YCTRONCTBO. ECnm Bbl XOTUTE NCNONb30BaTb MPUHYANTENbHYIO
cuHXpoHu3aumio, ybenutech uto B Kaspersky Security Center HacTpoeHbl napameTpbl GSM. JononHntensHas
nHdpopmaLms npreeneHa B cnpaske Kaspersky Security Center &.

Y106kl HACTPOUTB NaPaMETPbLI CUHXPOHU3ALMN MOBUTIbHEIX yCTpovicTa ¢ Kaspersky Security Center, BbirosiHuTe
crenytoLme [ecTens:

1. B nepeBe koHconu B nanke YnpaBnsemble yCTpoWcTBa BblOepuTe rpynny angMUHUCTPUPOBAHUS, B KOTOPYIO
Bxonat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BbibepuTe 3aknaaky Monntukn.

3. OTKpoliTe OKHO CBOMNCTB MOMUTUKM ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.

4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasaen CMHXpoHu3aums.

5. BbibepuTe NepnoanyHOCTb 3anycka CUHXPOHM3aLMN B packpbiBatoLLeMcs cricke 3anyckaTb CUHXPOHN3aLMIO.

6. YToBbI 3aNpeTUTb CUHXPOHU3aLUmio ycTpoiicTaa ¢ Kaspersky Security Center B poymuHre, ycTaHoBUTE hnaXok
BbIKNIOUNTb CUHXPOHM3ALMIO B POYMUHrE.

Mornb3oBaTenb YCTPOWCTBA MOXET BbIMOMHATE CUHXPOHN3ALMIO BRYUHYIO B HACTPOVIKaX MPUIIOXeHs ( —
HacTpoliiku — CuHxpoHusaums — CUHXPOHN3NPOBATb).

7. YTO6bI CKPBITH OT MOSIb30BAaTENS NapPaMeTPbl CUHXPOHU3aLMK (aapec cepBepa, MopT 1 rpynna
aOMUHVCTPUPOBaHNS) B HACTPOWKaX MPUIOXEHs, CHUMUTE driaxxok MNokasbiBaTb NapamMeTpbl CUHXPOHU3aLUN
Ha yCTpOoWCTBe. /I3MeHNTb CKPbITblE MapaMeTpPbl HEBO3MOXHO.

8. HaxxmuTe Ha KHOMKY anIMeHVITb, YTOBbI COXpPaHTb BHECEHHbIE NSMEHEHUNSA.

MapameTpbl Ha MOBUIBHOM YCTPOMCTBE ByOyT HACTPOEHbI MOCE OYEPEOHON CUHXPOHN3aLMN YCTPOCTBA C
Kaspersky Security Center. Bbl MoxeTe NpuHyAUTENBHO CUHXPOHN3MPOBaTL MOBUIbHOE YCTPONCTBO C MOMOLLbIO
cneumansHo kKomaHapl. [NoapobHas nHpopmaLms o paboTe ¢ koMaHAaMu1 AN MOBUMbHbIX YCTPONCTB NpvBeneHa
B crnpaBke Kaspersky Security Center®.

CnipaBka Ans 9To BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AKTyanbHas MHGOpPMaLKs O peLleHnn JoCTynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

PaboTa c peBu3nsmMm rpynmnoBbiX NOANTUK

Kaspersky Security Center nossonseT oTcnexvBaTb U3SMeHeHWs rpynnoBbix NonuTuk. Kaxaelli pas, koraa bl
COXpaHsieTe 3MEHEHNS rPyNnoBO NOINTUKN, co3aaeTcs pesu3ys. Kaxaas peBnsns MMeeT HOMeP.

PaboTa c peBuaunsamn gocTynHa Tonbko ansg nonuTuk Kaspersky Endpoint Security ang Android. Ons nonntmkm
Kaspersky Device Management ans iOS peBun3unv HeLOCTYMHbI.
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Bbl MOXeTe BbINOMHATE C PEBM3MSMM FPYMMNOBLIX MOMNTUK CReaytowme AenCTBUS:
® CpaBHMBaTb BbIGPaHHYO PEBU3UIO C TEKYLLLEN peBu3nel;
® CpaBHMBaTb BbiOpaHHblE PEBU3UKL;
® CpaBHMBaTb MONUTIKY C BbIBPaHHOI PEeBU3MEN OPYroi MOMUTUKY;
* MpocMaTpuBaTh BbIBPaHHYIO PEBU3NIO;
® OTKaTbiBaTb M3MEHEHWS NMONMUTVKA K BbIBPaHHOW peBr3uK;
* coxpaHaTb pesusun B daiine dpopmata TXT.

MoppobHas nHdopMmaLus o paboTe C PeBU3MSIMI FPYMNMOBbLIX NMOAUTUK 1 APYTX O6bEKTOB (HanprMep, YYeTHbIX
3anuceli nonb3oBaTeneit) NnpveeneHa B crpaske Kaspersky Security Center®.

Y106kl MPOCMOTPETL UCTOPWIIO PEBU3L FPYIINIOBOU MONNTYVIKW, BEINOIHATE CIEAYIOLLNE AEICTBUS:

1. B aepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBAHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntmku.
3. OTKpOliTE OKHO CBOMCTB MOMUTUKN OBOVHBIM LLLEMYKOM MbILLN MO IOOOMY CTONGLLY.

4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasaen Victopusa peBusnii.

OT0o6pasnTcs cnMcok peBraunii nonnTuk. OH COQEPXNT CrenyoLLyto nHGOPMAaLLMIO:
* HOMEP PEBN3UV NONMUTUKN;
® faTa v BPEMS USMEHEHNS NONNTUKN;
® VS NONb30BaTENS, USMEHUBLLETO MOMNTVKY;
® BbINMOJIHEHHOE OeCTBMNE C NMONNTUKOM;

® onucaHne peBnsnm NsSMeHeHnq napameTpPoB NONTUKN.

CnipaBka Ans 9Toi BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

YoaneHvie rpynnoBov NOANTUKN

Y106b! yRamTe rpynroByto NOANTUKY, BbIMNOTHATE CEAYIOLUNE AeVICTBYS:
1. B nepeBe koHconv BbibepuTe rpynny agMUHUCTPUPOBAHNS, 1S KOTOPOM HY>KHO YAanuTb NOAUTUKY.

2. B paboueli obnacTu rpynnbl afMUHUCTPUPOBaHKS Ha 3aknanke MonnTukm BoibepuTe NoAMTUKY, KOTOPYHO Bbl
XOTUTE YOanuTh.
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3. B KOHTEKCTHOM MEHIO MONNTUVKN BbIGEpUTE MYHKT YAanuTb.

B pesynbTaTe rpynnosas nonutuka 6yneT yoaneHa. [Lo npuMeHeHNs HOBO rpynnoBOi MOANTUKA MOBUIbHbIE
YCTPOWCTBA, BXOASLLME B FPYNMy aAMUHUCTPUPOBAaHWS, MPOJOIXKaT paboTy ¢ NnapaMeTpami, 3a4aHHbIMY B
yOaneHHoN NonmTuKe.

CnipaBka o115 3To BepCun peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEePXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLsa O peLleHn 4OCTYyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.

OrpaHunyeHve npaB Ha HaCTPOKY rPynnoBbIX MOANTUK

ApnmuHncTpaTtopbl Kaspersky Security Center MoryT HacTpanBaTh NpaBa JoCTyna nons3oBaTeneli KoHconm
aIMVHUCTPUPOBaHMS K pasnunyHbiM GyHKLMSIM KoMMnekcHoro pelleHns Kaspersky Security onsi MoBubHbIX
YCTPOWCTB B 3@aBUCUMOCTU OT CIY>EBHbIX 0693aHHOCTEN MoSb3oBaTeNeil.

B nHTepdelice KoHconn agMnMHNCTPUPOBaHKS HacTpoiika Npas AOCTYyna BbinonHseTcs B okHe cBoicTe Cepaepa
aOMVHUCTPUPOBaHMS Ha 3aknapkax besonacHocTb 1 Ponn nonbsoBateneii. Ha 3aknagke Ponn nonbsosaTtenei
MOXHO [4,06aBNSTb TUNOBbIE POV NOMb30BaTENEN C HACTPOEHHLIM HabopoM npas.. B pasnene besonacHocTb
MOXHO HacTpaunBaTb Npasa A/1s OQHOro Nonb3oBaTenNs UKW 415 FPynbl NoNb3oBaTenel, a Takxke HasHavaTb Ponu
OOHOMY Mosfib30BaTEeNIo UV rpynne nonb3osaTenei. [pasa nonb3osaTenen ons Kaxaor NnporpamMmbl
HacTpavBaloTCS NO PyHKLMOHAIbHBIM 06/1aCTSIM.

Bbl Takxke MoxeTe HacTpavBaTh Nnpasa nosb3osBaTenei no GyHKLMoHanbHbIM obnacTam. VIHdpopmaums o
CoOTBETCTBUN GYHKLVOHaNbHbIX OBnacTel 3akaakam NonnTUK NprsedeHa B [punoxeHuu.

[ns kaxpoli GyHKUMOHanbHOM 06nacTv adMUHUCTPATOP MOXET HadHayaTb crefyloLme npaea AocTyna:

b P33peLLII/|Tb nameHeHue. [lonb3oBaTtento KoHconm aAMVHNCTPNPOBaHNA pa3peLleHO NSMEHATb NapamMeTpbl
MOSUTUKN B OKHE ee CBOICTB.

e 3anpeTutb uameHeHue. [onb3osaTento KoHCONM agMUHNCTPUPOBaHIKS 3aMPELLEHO N3MEHSTb MapaMeTpbl
MOMUTVKM B OKHE ee CBOCTB. 3akNafku NONUTUKY, BXOASLLME B PYHKLMOHANbHYIO 06n1acTb, AN KOTOPOW
Ha3Ha4YeHo 3TO NPaBo, He OTOBPaXaloTCs B HTepdelice.

Moppo6Hble cBeneHNs o paboTe ¢ npaBamMu U ponamMu nonba3osaTeneli B KoHconv agMuHucTpuipoBaHus Kaspersky
Security Center npuBeneHbl B cripaske Kaspersky Security Centert.

CnipaBka Ans 9To BEpCuUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHOpMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

3awmTta

OTOT paspen coaepXunT MHGOPMaLMIO O TOM, KaK yAANeHHO ynpaBsTb 3alMTol MOBUIbHbLIX YCTPONCTB B KoHconm
apMuHucTpupoaHus Kaspersky Security Center.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

HacTpoiika aHTrBMpycHol 3awmTbl Android-ycTponcTB

[ns cBoeBpemMeHHOro 06HapPY>XeHWs Yrpo3, Norcka BUPYCOB, a TakXKe OPYrX BPeOOHOCHbIX MPUOXeHUI cnenyeT
HacTPOWUTb NapameTpPbl MOCTOSHHON 3aLLMTLI U aBTOMAaTUYECKII 3amnyCK aHTUBMPYCHO MPOBEPKM.

Kaspersky Endpoint Security ans Android ob6Hapy>xu1BaeT crnefytoLume TUnbl O6bEKTOB:
® BUPYCbIl, YEPBU, TPOSHCKME MPUNOXEHNS, BPEAOHOCHBIE YTUNTI;
®* peknamHble NPUNIOXEHNS;

® NPUNOXEHUd, KOTOpble MOryT BbITb NCMOMb30BaHbI 3710y MbILUNEHHNKaMW 0119 HaHeCeHW4g Bpena YCTpOVICTBy nnn
OaHHbIM NoJib30BaTeEN.

AHTVBMPYC MEET Psif, OrPaHNYEHWIA:

* [pu paboTe AHTUBIMpPYCa B pabouem npodune ([punoxerns ¢ "noptdenem’, HacTporika paboyero npodbuns
Android) HEBO3MOXHO aBTOMAaTNYECKM YCTPaHUTb Yrpo3y, OBHapY XEHHYIO BO BHELLHEW NaMsaTy yCTpoCcTBa
(Hanpumep, Ha SD-kapTe). Y Kaspersky Endpoint Security ons Android B pabouem npodune HeT gocTyna K
BHeLUHel namsTu. VIHbopmaLms 06 oBHapy>KeHHbIX 06bekTax 0TobpaxaeTcs B YBELOMIEHUSX NpunoxeHus. [ng
yCTPaHeHs O6HapY>KEHHbBIX BO BHELLHEN NamMsaT 06 BEeKTOB HEOBXOAMMO YoanuTb Galin BPyYHyLo 1 3anyCTUTb
MPOBEPKY YCTPONCTBA MOBTOPHO.

* 13-3a TexHuueckux orpaHunyeHnin Kaspersky Endpoint Security pns Android He MmoxeT npoBepsiTb daiisbl
pasmepom 2 ['b n 6onee. Bo Bpemsi npoBepki NpunoxeHne npornyckaeT Takve daiinbl 1 He yBeAOMNSeT Bac,
ecnu Takue dalinsl Obinv NPOMyLLEHbI.

YT06bI HACTPOUTE NEPAMETPLI MOCTOSHHOM 3aLUNTbI MOBW/ILHOIO YCTPOVICTBA, BbIMO/IHUTE CAEAYIOLLME AEVICTBUS:

1. B nepeBe koHconm B narke Ynpaensdemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynbl BoibepuTe 3aknanky Monntuku.

3. OTKpoliTe OKHO CBOMNCTB MOMUTUK ABONHBIM LLETUYKOM MbILLK MO IIO6OMY CTONOLLY.

4. B okHe CpolicTBa: <Ha3sBaHue nonutukn> Boibepute pasgen 3awuTa.

5. B 6noke 3awmTa HacTpoiiTe NnapameTpbl 3aLLMTbl PainoBor CUCTEMbI MOBUIBHOrO yCTpOICTBa:

e YT06bI BKIIOUNTB MOCTOSIHHYIO 3aLLUTY MOBWIBHOIO YCTPOCTBA NONMb30BaTeNs OT Yrpo3, yCTaHOBUTE
¢dnaxok BknounTtb 3awmTy.

Kaspersky Endpoint Security ons Android 6yneT npoBepsTb TObKO HOBbIE MPUOXEHNS 1 dalifbl 13 Nanku
3arpysku.

* YTOObI BKIIIOUNTD PACLUMPEHHBIN PEXUM 3aLLTE MOBUTBHOIO YCTPOMCTBA NOMb30BaTENS OT Yrpos3,
ycTaHoBuTe $naxok PaclumpeHHBbI pexxum 3awmThbl.
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Kaspersky Endpoint Security ons Android 6yneT npoBepsTb Bce daiinbl, KOTOpbIE NMoNb30BaTeNb OTKPLIBAET,
N3MEHSIET, NePEMELLAET, KOMUPYET, yCTaHaBNMBaET U COXPaHSET Ha YCTPOICTBE, a Takxke MOBUbHbIE
NPUNOXEHNS Cpasy NOCe X YCTaHOBKM.

Ha ycTpolicTBax nog ynpasneHnem onepaumoHHoi cuctembl Android 8.0 n Beiwe Kaspersky Endpoint
Security pns Android nposepseT dalinbl, KOTOPbIE MOMb30BaTENb N3MEHSET, MEPEMELLAET,
yCTaHaBNIMBAET, COXPaHSET, a Takxe konuu daiinos. Kaspersky Endpoint Security ana Android He
npoBepsieT daiinbl NP NX OTKPLITUW, @ Tak>Ke UcxoaHble Galinbl Mpu KONMPOBaHUN.

* YT06bI BKIIIOUNTL AOMONHUTENBHYIO MPOBEPKY HOBBIX MPUNOXEHWUIA A0 X MEPBOro 3amnycka Ha yCTpolicTBe
nonb3oBaTens nNpuv nomoLy obnayHoin cnyx6bl Kaspersky Security Network, yctaHosuTe dnaxok O6nauHas
sawmTa (KSN).

* YTOObI 326M10KMPOBaTbL PekiamHble MPOrpamMMbl, KOTOPbIE MOTYT BbITb NCMOMb30BaHb! 3/10YMbILLEHHVKAMM
LNs HaHEeCeHVs Bpefa yCTPONCTBY U JaHHbIM Mosib3oBaTens, ycTaHoBuTe dnaxok ObHapy>kneaTb
peknamHoe O, cpeacTBa aBTO[03BOHA U MPUOXKEHNS, KOTOPbIE MOy T UCMOMb30BaTbCS
3710y MbILLNIEHHUKAMW [J1 HAHECEHMS BpeAa YCTPOWCTBY 1 AaHHbIM NONb30BaTenNsl.

6. B cnincke OeiicTBrne npy o6Hapy>XeHUM yrpo3bl BbioepuTe OAMH 13 CrefyoLLMX BapVaHTOB:

e Ypanutb

O6Hapy>xeHHble 06bekTbl bynyT yaaneHbl asTomaTndecku. OT nonb3oBaTens He TPebyeTCs HUKaKNX
JononHUTeNbHbIX AencTeuii. [epen yoaneHnem Kaspersky Endpoint Security ons Android otobpasunt
BpeMeHHoe yBefoMIeHre 06 0BHapyXeHnn obbekTa.

e [MponycTuTb

Ecnn obHapy>eHHble 06bekTbl Bbin nponyLueHsl, Kaspersky Endpoint Security ana Android
npefynpexaaeT nonb3oBaTesns o Npobnemax B 3awwute ycTpolicTsa. [ng Kaxaoi nponyLLeHHOR yrpo3bl
npviBe4EHbl AECTBUS, KOTOPbIE MOXET BbINOSIHWTL MONb30BaTeNb A9 €€ ycTpaHeHus. Crncok
NPOMYLLEHHbIX OOBEKTOB MOXET U3MEHUTLCS, HaNPUMEP, ECIIN BPEAOHOCHbI Gaiin Obin yaaneH unm
nepemeLLeH. YTobbl MonyunTb akTyasbHbI CIMCOK Yrpo3, 3anyCTUTE NOIHYIO MPOBERKY. YCTRONCTBA.
[ns HageXXHO 3aLwMThl BalVX AaHHbIX YCTPaHUTE BCe OBHapY>KEHHbIE O6BbEKTHI.

e KapaHTuH
7. Haxkmute Ha kHonky MNpumMeHnTb, YTOBbl COXPaHWTb BHECEHHbBIE 3MEHEHWS.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEPEnHOW CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center.

Y106bI HACTPOUTE ABTOMATUHECKIY 38ITYCK GHTUBUPYCHOVI MPOBEPKY MOBUILHOIO yCTPOVCTBE, BbINOHATE
crenyroLme AeicTBUS:

1. B nepeBe koHconm B narke Ynpaensdemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonntuku.
3. OTKpoliTe OKHO CBOMNCTB NOMUTUK ABONHBIM LLETYKOM MbILLN MO IIOBOMY CTONOLLY.

4. B okHe CpolicTBa: <HasBaHne nonntukn> Bbibepute pasnen MNpoeepka.
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5. YT06bI 326n10KNPOBaTL PEKNaMHbIE MPOrPaMMbl, KOTOPbIE MOTYT BbITb NCMOMb30BaHbI 3/10YMbILLNEHHVKaMU 4115
HaHeceHWs Bpea yCTPOMCTBY UN faHHBIM Nonb3oBaTens, ycTaHoBUTe drnaxok OBHapy>knBaTb peknamMHoe
MO, cpencTBa aBTOAO3BOHA U NPUNTOXXEHWS, KOTOPbIe MOTyT UCMO/Ib30BaTbCS 3/10yMbILLUEHHUKaMM A9
HaHeceHUs Bpeaa yCTPOWCTBY 1 AaHHbIM NONb30BaTeNS.

6. B cnucke OelicTBue npu o6Hapy>XeHnn yrpo3bl BoibepuTe oanH U3 CneayoLLyX BapUaHToB:

e YpanuTtb

O6Hapy>eHHble 06bekTbl ByayT yaaneHsl asTomaTndeckn. OT nonb3oBaTens He TpebyeTcs HKaKNX
JononHuTenbHbIx aAeincTeuii. [Nepen ynaneHnem Kaspersky Endpoint Security ons Android otobpasnt
BPEeMeHHOoe yBefoMIieHe 06 0BHapy>XeHUn obbekTa.

e [MponycTtuTb

Ecnn oBHapy>keHHble 06bekTbl Bbin nponyLieHsl, Kaspersky Endpoint Security ons Android
npenynpexaaeT nonb3oBaTens o NpobnemMax B 3awwyTe ycTpolicTea. s Kaxao NponyLLEeHHOR yrpo3abl
npviBefeHbl AeliCTBUS, KOTOPbIE MOXET BhINOHUTL NMonb3oBaTenb AN ee ycTpaHeHns. Cricok
MPOMYLLEHHBIX O6bEKTOB MOXET N3MEHUTBLCS, HAaNpPUMep, eCcivi BPeLOHOCHbIV daiin 6bin yoaneH nnm
nepemeLLeH. YTobbl MoMyunTb akTyasbHbI CAMCOK Yrpo3, 3anyCTUTE NONHYIO MPOBERKY. YCTROUCTRA.
[Ins HameXXHO 3aLmThI BaLLKX A@HHbIX YCTPaHNTE BCce 0BHapyKEeHHbIE OBBEKTDI.

e KapaHTuH

e 3anpocuTb geiicTBue

Mpwnnoxerune Kaspersky Endpoint Security ang Android BolBoauT yBEOOMEHNE, B KOTOPOM MO/b30BaTENtO
npennaraeTcs BblbpaTh AeliCTBME Hap 0BHapykeHHbIM 06bekToM: MponycTuTb i Yaanuthb.

BapuvaHT 3anpocuTb AeiicTBUE NMO3BONSET NMONb30BaTENO YCTPONCTBA MNPY OBHAPYKEHMN HECKObKUX
O0BBEKTOB NMPUMEHUTb BbIBpaHHOE AeNCTBIME K Kaxxgomy daliny ¢ nomMoLLbto dnaxka NpumeHuTb ko Bcem
yrposam.

[ns oToBparkeHrs yBeLOMMIEHNS Ha MOBUIbHBIX YCTPOMCTBaX MOA, yNpaBieHemM onepaLioHHO
cucTtembl Android Bepciun 10.0 v Bbiwe Kaspersky Endpoint Security ons Android pnomkeH 6b1Tb
yCTaHOBNEH B kayecTBe cny>x6bl CneupmansHbix BosmoxHocTel. Kaspersky Endpoint Security ans
Android npepfaraeT nonb30BaTeNio YCTaHOBUTL MPUIOXEHNE B KavecTse Ciyx6bl CreLmanbHbIx
BO3MOXHOCTEN BO BpemMs paboThl MacTepa nepBoHaYanbHOM HacTpoliky. [onb3oBaTenb MoXeT
NpPOMNyCTUTL STOT LWar UM BIKIOUMTL CNy>0y B NapameTpax ycTpoicTsa nosaHee. B aTom cnyyae
Kaspersky Endpoint Security ong Android BelBoguT cuctemMHoe okHo Android, B KOTOPOM MoMb30BaTeNto
npepnaraeTcs BblbpaTh AeliCTBNE Hap 0OHapyXeHHbIM 06bekToM: [ponycTuTb nnn YoanuTs. YTobbl
NMPVIMEHNTb OeCTBME K HECKOMbKM 06 bekTam HyxxHo oTkpoiiTe Kaspersky Endpoint Security.

7. B 6noke MpoBepka No pacnucaHnio HaCTPOMTe NapamMeTpbl aBTOMAaTUYECKOro 3arycka NMosiHoW NpoBEpPK
daiinoBoil cnucTembl ycTporcTBa. [ns aToro HaxmmTe Ha kHomnky PacnvcaHue 1 B OTKpbIBLLUEMCS OKHE
Pacnincanwue 3agaiite nepnoanyHoCTb 1 BPEMS 3arycka NMosIHOM MPOBEPKU.

Ha Android 12 nnv 6onee nosnHer Bepcum NPUIOXeEHVE MOXET BbINOMHNUTL 3Ty 3a4ayy Nnosxe, Yem ykasaHo,
€CIN YCTPOWCTBO HaXOOUTCS B peXuMe 9KOHOMUMN 3apsiha baTapew.

8. HaxxmuTe Ha KHOMKY anIMeHVITb, YTOBbI COXpPaHTb BHECEHHbIE NSMEHEHNS.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYayT HACTPOEHbI MOCTE OYEPEnHOWN CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center. Kaspersky Endpoint Security ons Android npoBepsieT Bce dalinbl, B TOM Yncne
COLEPXMMOE apX/1BOB.
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[lns nopaepykaHns 3aLLyTbl MOBUIBHOTO YCTPOICTBA B aKTyaslbHOM COCTOSIHWN CeAyeT HacTPOUTb NapaMeTpbl
OBHOBIEHWSI aHTUBUPYCHBIX 6a3.

Mo ymonyaHmo 0BHOBMEHWE aHTVBMPYCHbIX 6a3 MPUNIOXEHNS B 30HE POYMUHIa BbiktoueHo. OBHoBReHMe
aHTUBMPYCHbIX 633 MPUIOXEHIS MO PaCTCaHIO He BbIMOJHAETCS.

YT06bI HACTPOUTE NEPAaMETPLI OBHOB/IEHUS BHTUBUPYCHbIX 6a3 MPUIOXKEHNS, BbIMOIHATE CAEAYIOLLME AEeViCTBUS:

1. B nepeBe koHconu B narke Ynpaensemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
BxomaT Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpoOliTe OKHO CBONCTB MOMUTUK ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B okHe CpolicTBa: <HasBaHue nonntukn> Buibepute pasnen O6HoBneHue 6as.

5. YTo6bl Kaspersky Endpoint Security ons Android 3arpy»<an o6HoBneHns 6a3 no cpopMmMpoBaHHOMY
pacnucaHunio, Koraa yCTpONCTBO HaXoOMTCS B 30HE POyMUHra, B 6oke O6HoBNeHne 6a3 B poyMuHre
ycTaHoBuTe dpnaxok PaspelaTtb o6HoBNeHne 6a3 B poyMuUHre.

[axe ecnu Gpnaxok CHAT, NOIb30BaTENb MOXET 3amnyCTUTb OOHOBMEHNE aHTUBUPYCHBIX 633 B POYMUHre
BPYYHY!O.

6. B 6rnoke NcTouHnk obHOBReHMiA 6a3 ykaxunTe NCTOUHNK OBHOBNEHWIA, 13 koToporo Kaspersky Endpoint
Security ons Android 6yneT nonyyaTtb 1 yCTaHaBnMBaTb OOHOBNEHMWS aHTUBUPYCHBIX 6a3 MPUIIOXKEHUS!:

e Cepsepbl "JlabopaTopum Kacnepckoro”

Vlcnonb3oBaHue cepBepa obHoBneHW "TlabopaTopuim Kacnepckoro” B kauecTBe NCTOYHVIKA OBHOBIEHNI Ang

sarpy3sku 6a3 Kaspersky Endpoint Security gns Android Ha MobunbHble yCTpolicTBa nonb3osaTteneii. [1ns
obHoBneHns 6as ¢ cepsepos "labopaTopun Kacnepckoro' Kaspersky Endpoint Security gnsa Android
nepenaet B "JlabopaTopuio Kacnepckoro” gaHHble (Hanpumep, noeHTrudrkaTop 3anycka 3afaqm
o6HoBneHnst). Cnncok nepenaBaemMblx 4aHHBIX NPV OOHOBAEHWN 6a3 Bbl MOXETE MPOCMOTPETb B
JINLIeH3VIOHHOM COorfiaLleHnN.

e CepBep aAMUHUCTPUPOBaHNS

Vcnonb3osaHue xpaHunuwa Cepsepa agMmHUcTpupoBaHusa Kaspersky Security Center B kauecTse
NCTOYHVIKa OBHOBNEHWIA Anis 3arpy3kum 6a3 npunoxenuns Kaspersky Endpoint Security ons Android Ha
MOBUIbHbIE YCTPOCTBA NOMb30BaTENEN.

e [lpyroi NCTOUHNK

/lcnonb3oBaHne CTOPOHHEro cepBepa B KauecTBe NCTOYHVIKa OBHOBNEHWI ANs 3arpy3ku 6a3 MpUioXeHnst
Kaspersky Endpoint Security ang Android Ha Mo6unbHble ycTpolicTBa nonb3osaTeneii. [1ns obHoBReHWS
TpebyeTcs 3anath agpec HTTP-cepBepa B none Huxe (Hanpumep, http:/domain.com/).

7. B 6noke O6HoBReHNe 6a3 No pacnucaHuio HacTPoliTe MapaMeTpbl aBTOMaTUYECKOro 3arnycka 06HOBNEHWIA
aHTVBUPYCHbIX 6a3 Ha ycTpolicTBe nonb3osaTens. [1ns aToro HaxmuTe Ha KHornky Pacnncanue v B
OTKpbIBLLEMCS OKHe PacnucaHue 3apaiiTe neprofnyHOCTb 1 BPeMs 3arnycka OOHOBEHWS.

Ha Android 12 unn 6onee nosgHen Bepcun MPUIOXEHNE MOXET BbIMONHUTL 3TY 3a4a4y MNo3Xe, YeM yKasaHo,
€CIIN YCTPONCTBO HaXOAMTCS B peXuMe SKOHOMUM 3apsida baTapew.

8. HaxkmunTe Ha kHorky MprMeHUTb, YTOBbI COXPaHTb BHECEHHbIE N3MEHEHMS.
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MNapameTpbl Ha MOBUNBEHOM YCTPOKCTBE ByAyT HACTPOEHBI MOCIE OYEPENHON CUHXPOHM3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnipaBka o5 3To BEpCun peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

SawmTa Android-ycTpolicTB B UHTEpHETE

[ns 3awmTbl nepcoHarnbHbIX AaHHBIX MOb30BaTENs MOBUNBHOIO YCTPOWCTBa B UHTEPHETE BKtounTe Beb-DunbTp.
Be6-®Ounbtp GnoknpyeT BpeAOHOCHbIE BEO-CaliThl, Lieslb KOTOPbIX — PacnpOCTPaHNTb BPEAOHOCHbIN KOA, @ Takxe
bULWMHroBble Be6-caliThl, LieSlb KOTOPbIX — YKPacTb Balun KOHPUAEHLIMANbHBIE faHHbIE 1 MOYYMTb AOCTYM K BalMM
drHaHcoBbIM cyeTaM. Beb-®DunbTp npoBepsieT Beb-caliTbl 4O OTKPbITUS, UCMONb3ys obnavuHyto cnyx6y Kaspersky
Security Network. Be6-®unbTp Takxe No3BoNseT HaCTROUTb AOCTYN Nonb3oBaTend k Beb-calitam Ha OCHOBE
cbOopMUPOBaHHbIX CMICKOB Pa3peLLEHHbIX 1 3aMpeLLeHHbIX BE6-CaliToB.

Mpunoxerne Kaspersky Endpoint Security ans Android [omkHO BbITb YCTaHOBMNEHO B KaYeCTBeE Cy>Obl
CneumanbHbix Bo3moxHocTel. Kaspersky Endpoint Security ans Android npepgnaraeT nonb3osaTtesnto
YCTaHOBUTb MPUOXEHME B KayecTse cry6bl CrieLmarnbHbix BO3MOXHOCTEN BO BpeMs paboTbl MacTepa
nepBoHaYanbHOW HaCcTPOokK. MNonb3oBaTenb MOXET MPOMYCTUTb STOT LLar UM BbIKIIOUNTb Cy>X0y B
napameTpax yCTpoicTBa NosaHee.

Be6-®unbTp Ha Android-ycTpolicTBax paboTaeT Tonbko B 6paysepax Google Chrome (Bkntoyas dyHKLmIO
Custom Tabs), Huawei Browser n Samsung Internet Browser. B 6pay3epe Samsung Internet Browser Be6-
DunbTp He BNOKMPYET CaliTbl Ha MOBUMBHbBIX YCTPOMCTBAX, ECV UCMONb3yeTcs pabounii npoduns 1 Beb-
PubTR BKIIKOUEH TONbKO ANg paboyero npodung.

Yrobbl BkmounTs Be6-Ounbtp B Google Chrome, Huawei Browser n Samsung Internet Browser, BbirnonHuTe
creayroLme [eic TS,

1. B nepeBe koHconu B nanke YnpaBnsiemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonmtukn.
3. OTKpoOliTe OKHO CBOMNCTB MOMUTUKM ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONMOLLY.
4. B nonnTuike, B okHe CBolicTBa BbibepunTe pasaen Be6-dunbTp.

5. [Ins ucnonbsosaHns Be6-PunbTpa BaM 1AM Nonb3oBaTesnio YCTPONCTBa HEOBXOANMO NPOUMTaTb U MPUHATD
MNMonoxeHne 06 0b6paboTke faHHbIX B Liensx ncrnonb3osaHns Be6-dunbtpa (MonoxeHne o Beb-OunsTpe).

a. [NepelignTe no ccoinke MonoxxeHne o Be6-PunbTpe.

OTkpoeTcs okHo MonoxeHue 06 o6paboTke AaHHBIX B Liensx ucnonb3osaHns Be6-Punbtpa. HTo6b
NpWHATbL MNonoxeHre o Be6-®OunbTpe, He06X0AMMO NPOYNTaTb U MPUHATL [TONNTUKY KOHOUAEHLNANBHOCT.

b. MNepeionTe no ccbinke MNMonuTtrka KoHbUaeHUMansHocTw. MNpounTalite 1 NpumnTe MNonnTrky
KOHbUAEHLMANBHOCTMW.
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Ecnu Bbl He npuHnMaeTe MonnTrKy KOHPUAEHLMANLHOCTH, NONb30BaTENb MOBUIBLHOrO YCTPONCTBA MOXET
NpWHATL [NonnTuKy KoHdVAEHUMaNbHOCTY B MacTepe nepBoHauanbHOM HAaCTPOVKM UM B MPUNIOXEHNN (
— O npunoxxeHnn — lNpaBoBas nHopmauns — Monntrnka koHbUAeHLMaNbLHOCTN).
c. YkaxuTe, npuHumaeTe v Bbl [onoxeHne o Be6-OunbTpe:
¢ 4 npouutan n npuHumaio MonoxxeHune o Be6-dunbtpe
* 3anpocuTb npuHsTUE MNonoxxeHns o Be6-dunbTpe y nonb3osaTtens ycTpoicTea

* 4 He npuHumato MonoxxeHne o Be6-PunbTpe

6. Ecnu Bbl BbiOpanu BapuaHT 9 He npuHumato MonoskeHne o Be6-PunbTpe, Be6-Ounbtp He ByneT 6noknposaTtb
cainTbl Ha MOBUbHOM yCcTpolicTBe. [Nonb3oBaTenb MOBUIBHOrO YCTPONCTBA HE CMOXET BKOUNTL Beb-PurnbTp
B Kaspersky Endpoint Security.

7. YcTaHoBuTe draxok Bknounte Be6-dunbTp.
8. HaxxmunTe Ha kHomKy MpruMeHUTb, 4TOObI COXPaHUTb BHECEHHbBIE N3MEHEHNS.

MapameTpbl Ha MOBUTBHOM YCTPOWCTBE ByayT HACTPOEHbBI MOC/E OYEPELHON CUHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnipaBka Ans 9Toi BEpCUn peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B crpaske Kaspersky Secure Mobility
Management 4.1&.

SalwmTa gaHHbIX NpY NOTepe UK Kpaxe YCTPOUCTB

OTOT paspen coaepXuT MHGOPMaLMIO O HACTPOIKe MapaMeTPOoB 3aLUMTbl MOBUIBHOIO YCTPONCTBA OT
HeCaHKLMOHNPOBAHHOrO JOCTYNa B Cllyyae NoTepu U KPaxu.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

OTnpaBka KOMaHg, Ha MOBUbHOE YCTPOCTBO

[ns 3awmThl JaHHBIX Ha8 MOBUNBHOM YCTPONCTBE B Cllydae ero noTepu Uiv Kpaxu Bbl MOXeTe OTNpaBnTb
creumarnbHble KOMaHIbl (CM. TabnuLy HUXe).

KOMaHﬂ,b\ 014 3anTbl JaHHBIX NPW NOTEpe Ui Kpaxke yCTpOIZCTBa

Cnoco6 KomaHpa PesynbTaT BbINONHEHUs KOMaHAbI
noAKoYeHUs
k Kaspersky
Security
Center

Kaspersky 3abnokunposatb Mo6unbHoe yCTpOoNCTBO 3aB60KNPOBaAHO.

Endpoint
Security ans PasbnokunposaTtb Ha ycTpoiicTBax nop ynpasneHvem onepauyoHHoii cuctemsl Android Bepcum 5.0 — 6.X nocne
Android pa3bnoKNPOBKN MOBUIIBHOTO YCTPOCTBA Naporib pa3briokMpPOoBKY aKpaHa ByaeT 3ameHeH Ha "1234".
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OnpenennTb
MEeCTOMOSIOXKEHE
ycTpolicTea

CdoTorpacuposatb

BocnpoussecTu
3BYKOBOII CUrHan

Ha ycTpolicTBax nog ynpasneHnem onepauynoHHoli cuctemsl Android 7.0 v Bbiwe nocne
pPa3brnoKNPOBKN MOBUILHOTO YCTPOCTBa Naposb pa3brioknpoBKIN 3KpaHa OCTaHETCS MPEXHUM.

MonyyeHbl KOOPAMHATLI MECTOMONOXEHNSI MOBUIBHOMO YCTPOCTBA Ha KapTe.

Ha ycTpoiicTBax ¢ onepauvioHHoli cuctemoli Android 12 v BbiLLie, ecniv nonb3oBaTento
npenocTaBneHo paspeLleHne "Vcnonb3osaTtb NpubananTensHoe Mectononoxerune', Kaspersky
Endpoint Security ans Android cHavana nblTaeTcs onpeaenTe TOYHOE MECTOMONOXEHNE
ycTpovicTsa. Ecnm aTo He yoanock, onpepenseTcs NpubnManTenbHoe MECTOMONIOXEHVE
YCTPOWCTBA, HO TOMbKO B TOM Cllyy4ae, eCnv AaHHbIE O HeM Bbinv NonyyeHsl He 6onee 30 MUHYT
Hasap. B npoTvBHOM cniyyae komaHaa OnpepenvTe MECTOMONOXKEHNE YCTPOCTBa
3aBEPLUNTCS C OLLNGKOI.

Mo6unbHoe ycTpoiicTBo 3abnokmposaHo. PoTorpadus BeiNoiHeHa GPOHTaNbHON kKamepori
yCTpoWiCTBa NMpu NonbITke pas3bnok/poBaTh YCTPONCTBO. Ha yCcTpoicTBax C BblABMKHO
dpoHTanbHo kamepoii poTorpacdus ByneT YepHOW, ecnv kamepa 3akpbiTa.

IMpu nonbiTke pa3BnokMPOBKY YCTPOVCTBA NMosb30BaTe b aBTOMAaTUYECKI COornallaeTcs Ha
doTorpadupoaHme.

Ecnu paspelueHne Ha ncnonb3oBaHme kaMepbl Bbi10 0TO3BaHO, Ha MOBUIBHOM YCTPOCTBE
oTobpaxkaeTcs yBenoMIeHe, Npef/iaraiolliee NpefocTaBnTb 3TO paspelueHrie. Ecnn
paspeLleHyie Ha NCMOMNb30BaHNe kamepbl BbIo 0TO3BAHO 13 NaHeNM BbICTPbIX HACTPOEK Ha
MOBUIbHOM YCTpOoIiCTBE NMog, ynpasneHem Android 12 nnn 6onee nospHein sBepcun,
yBegoMIieHre He oTobpaxaeTcs, HO caenaHHas doTorpadus byneTt YepHOIA.

Mo6urbHOE YCTPONCTBO BOCNPOV3BOAUT 3BYKOBOW CUrHasn. 3ByKOBOI CUrHam BOCMPOM3BOANTCS
MUH (MpuY HU3KOM YpoBHe 3apsida 6aTtapen — 1 MuH).

YpanuTb YnaneHbl faHHble B KOHTEHepaXx, y4eTHas 3amn1ch KOPnopaTVBHON 3NMEKTPOHHO NOYTbI, NapameTpbl
KopropaTusHble noakoyeHus k koprnopatusHoii cett Wi-Fi, VPN-ceTw, Touke pocTtyna (APN), paounii npodunb
OaHHble Android, KNOX-koHTeliHep, a Takxe ko4 KNOX License Manager.
C6pocunTb YnaneHsl Bce AaHHble C MOBUIbHOMO YCTPOWCTBA, HACTPOVIKM MOBIBHOTO YCTPOCTBA COPOLLIEHb! 10
HaCTPOWKN A0 3aBoAckux. [locne BbiNONHEHUs 3Tol KoOMaHAbl YCTPONCTBO HE CMOXET MoslyyaThb 1 BbINONHATb
3aBOACKUX nocneaytoLine KoMaHabl.

3abnok1posaTb Mob6wnbHoe ycTpoicTBO 3a610KMPOBAHO.

C6pocutb naponb

Cb6polueH naporb A pa3brokMpOoBKY aKpaHa MOBUIBHOMO YCTPOCTBA, MOb30BaTeNio
NPeAnoXeHo YCTaHOBUTb HOBbI MapOsib B COOTBETCTBUM C TPeBOBaHVSMMN NOMUTUKN.

Yoanntb BynyT ynaneHbl Bce ycTaHOBNEHHbIE KOHPUIrypaLVoHHbIe Mpodunu, provisioning-npodunu, i0S
KopropaTusHble MDM-npodwnb 1 NPUNoXeHUs., Ans KOTOPbIX Bbi ycTaHoBMEH $rnaxok Yaansats Bmecte ¢ iOS MDM-
LaHHble npodunem.

C6pocunTb YnaneHsl BCe AaHHble C MOBUIIbHOMO YCTPOWCTBA, HACTPOVIKMN MOBIIBHOTO YCTPOCTBa COPOLLIEHbI 10
HacTPOWKN A0 3aBoAckux. [locne BbiNoNHEHUst 3Tol KoMaHbl YCTPONCTBO HE CMOXET MosyyaThb 1 BbINONHATb
3aBOACKMX nocneaytoLime KoMaHabl.

[ns BbinonHeHns komang, Kaspersky Endpoint Security ans Android TpebytoTcs cneumansHble npasa 1
paspelueHns. Bo Bpems paboTbl MacTepa nepeoHayanbHol HacTpolikin Kaspersky Endpoint Security ans Android
npeapsiaraeT Nosb30BaTENIo MPEfOCTaBUTb MPUTOXEHNIO HeObXoOVMbIE MpaBa 1 paspeLleHys. [onb3osaTernb
MOXET NPOMNyCTUTb STU LWarv UK BbIKIIIOYNTL NpaBa B napamMeTpax ycTporcTea nosaHee. B atom cnyyae
BbINONHEHNE KOMaHL, HEBO3MOXHO.
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Ha yctpoiicteax ¢ onepaumoHHoin cuctemoin Android 10.0 1 BellLe HEOBXOAMMO NPenoCTaBnTh paspeLleHne
"Bcerpa" mns gocTyna K MecTOMOMOXEHUIO yCTpoicTBa. Ha ycTpoicTBax ¢ onepaumnoHHoin cuctemoin Android
11.0 11 BbILLE HEOBXOAMMO Tak>Ke NPefoCTaBUTb paspeLueHne "Tlpu Cronb3oBaHUM NMPUNOXEHNS" Ang 0OCTyna K
kamepe. B npoTtnBHOM criyyae komaHabl AHTU-Bopa paboTtaTb He bynyT. [lonb3osaTtento ByneT BolBeAEHO
yBeAoMIIeHe 06 3TOM OrpaHNYeH 1 ByaeT NPeAsioxKeHO NOBTOPHO NPEAOCTaBNUTb TpebyemMble paspeLleHuns.
Ecnv nonbsoBaTenb Bbibpan BapraHT "Tonbko celiuac” Ans paspeLleHns kKamepsl, CHUTaeTCs, UTo LOCTYM
NpefoCTaBneH NpunoxeHneM. PekomeHoyeTcs CBA3aTbCS C MOMb30BaTeNeM HanpsMyto Npu MOBTOPHOM
3anpoce pa3speLleHns os kamepsl.

MonHbI CNMCOK LOCTYMHbIX KOMaHA, MPUBELeH B pasaerne KomaHapl A8 MoBuibHbIX YCTROUCTB. MNoapobHas

Center .

CrpaBka On1st 3Tol BEpCUM peLLeHs 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHdopmaumto. AkTyansHas MHGopMaLwms o peLleHnn focTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.12.

Pa3bnokunpoBka MOBUIbHOMO yCTpolicTBa

Bbl MOXeTe pas3bnoknpoBaTb MOBUNBHOE YCTPOCTBO ClefyoLyMmy crnocobamu:

e OTnpaBuTb KomaHay Pa3610KMPOBKU MOBUIBHOTO YQDOMCTBG.

e BBecTu Ha MOBWIBHOM YCTPOWCTBE OOHOPA30BbI KOA, Pa3bnokMpoBKY (Tonbko s Android-ycTpoincTs).

Ha HekoTopbIx ycTpolicTBax (Hanpumep, Huawei, Meizu, Xiaomi) TpebyeTcs BpyuHyto fobasunTe Kaspersky
Endpoint Security ons Android B cnircok nprnoxeHunia, 3anyckaemblx Npw 3arpy3ke onepaLioHHON CUCTEMbI.
Ecnu npunoxeHre He fo6aBneHo B CNCOK, Bbl MOXETE pa3bnokmpoBaTb YCTPOWCTBO TOMBKO C MOMOLLbIO
O[HOPa30BOro koaa pasbnoknposky. PasbnokmpoBaTsb YCTPONCTBO C MOMOLLbIO KOMaHL, HEBO3MOXHO.

MoppobHas MHPopmaLms 06 OTnpaBke KOMaHA, U3 crvcka MoBUbHBIX YCTPONCTB B KOHCONM agMUHUCTPUPOBaHNS
npvBefeHa B crpaske Kaspersky Security Centert.

OnHopa3soBbiii kog pa3biokypoBKM — CEKPETHbIN KO, MPOorpamMmMbl Ans pa3bnoknpoBKn MOBUIBHOTO yCTPOCTBa.
OnHopasoBbii Kob, co3aaeTcs NPOrpaMMoit 1 IBNSETCS YHUKaNbHbIM A1 KaXXA0ro MOBUIbHOro ycTpoicTaa. Bbl
MOXeTe U3MEeHUTb AIMHY ofHOpa30Boro koaa (4, 8 nnun 16 undp) B napameTpax rpynnoBoi NONUTYKL B pasaene
AnTn-Bop.

YT06bI pa3bnokypoBaTs MObUIbHOE yCTPOUCTBO C MOMOLLbIO OAHOPA30BOr0 KOAE, BbiO/IHATE CEAYOLLNE
aevicteus:

1. B nepeBe koHcon BoibepuTe YnpasneHne MobunbHbiMn ycTpolicTBamn — Mo6unbHblie ycTpoiicTBa.

2. BeibepunTe MobubHOE YCTPOICTBO, AJ19 KOTOPOro Bbl XOTWTE MOMY4YNTb OOHOPA30BbIV KO, ANs pa3bnoKMpOBKN.
3. OTKpoliTe OKHO CBONCTB MOBUIBHOIO YCTPONCTBA ABOVHBIM LLETYKOM MbILLV.

4. BoibepuTe pasgen Mpunoxenus — Kaspersky Endpoint Security ans Android.

5. OTKpoliTe okHO cBocTB nNpunoxenns Kaspersky Endpoint Security ABOAHbBIM LLLENYKOM MbILLM.
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6. BoibepuTte pasgen AHTU-Bop.

7. B 6noke OpgHopasoBbili Kof pa3bnokupoBku ycTpolicTea B nosie OgHopas3oBbIii kog, OyaeT ykasaH YHMKasbHbIl
L5 BbIOpaHHOTO YCTPOICTBA KOA.

8. CoobLwyTe nonb3osaTento 3abnoKMPOBaHHOIO MOBUIBHOMO YCTPOCTBa OAHOPAa30BbIM KOA, Nto6biM LOCTYMHbIM
crnocobom (Hanpumep, B COOBLLEHNN 31EKTPOHHO MOYThI).

9. Monb3oBaTesnb BBOAUT OOHOPAa30BbI KO Ha aKpaHe yCTpolicTaa, 3abrnokmpoBaHHoM Kaspersky Endpoint
Security pns Android.

MoburbHoe ycTponcTBO ByaeT pasbnokmpoBaHo. Ha ycTpolicTBax nog ynpasneHnem onepauyoHHON CUCTEMbI
Android Bepcum 5.0 — 6.X nocne pasbrokmMpoBk MOBUIBHOFO YCTPONCTBa Naporib pa3brokMpoBKY akpaHa ByaeT
3aMeHeH Ha "1234". Ha ycTpolicTBax nog ynpasneHnem onepaumoHHol cuctemMsl Android 7.0 v Bbilwe nocne
pPasbnoKMPOBKN MOBUTBHOTO YCTPOWCTBA Naposib pasbiokMPOBKN 3KpaHa OCTaHETCS MPEXHUM.

CnpaBka Ons 3Tol BEpCum peLLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHdopmaumto. AkTyansHas MHGopMaLwms o peLleHnn AocTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

LLiIndbposaHme oaHHbIX

[ns 3awmTbl faHHBIX OT HECAHKLIMOHNPOBAHHOMO AOCTYNa TpebyeTcs BKIOUNTb WdPOBaHMe BCEX AaHHbIX Ha
yCTpOWCTBE (Hanpumep, yUYeTHbIX AaHHbIX, BHELLHWX YCTPOWCTB U MPUNOXEHWIA, @ Tak>Ke COOBLLEHNI SNEKTPOHHOM
nouTbl, SMS-coobLueHniA, KoHTakToB, doTorpaduii 1 apyrux darnos). [ng nocTyna k 3awmdpoBaHHbIM LaHHbLIM
TpebyeTcs 3anaTh CreumanbHbIl KoY — Naposb Ag pasbiokMPOBKM YCTROMCTBA. Takm 06pa3om, ecnn faHHbIe
3awmndpoBaHbl, OCTYMN K HAM MOXHO MOJTyUYXTb, TOMbKO KOrAa YCTPOCTBO pa3bnoknpoBaHo.

Ha iOS-ycTpoiicTBax WnppoBaHmMe JaHHbIX BKIIIOYEHO MO YMOIYaHMNIO, €CIN YCTaHOB/EH Naposb A1
pasbnokumposku ycTpolicTea (HacTpoiiku — Touch ID u naponb / Face ID v naponb — Bkniountb napons).

YTobbI 3aLLmpOoBaTh BCE AaHHbIE HA ANdroid-yCTpoViCTBe, BbINOIHUTE CREAYIOLNE AEVICTBUS:

1. BkntounTe BrokupoaHre akpaHa Ha Android-ycTpoiicTee (HacTpoiiku — Be3sonacHocTb — BnokupoBaHue
aKpaHa).

2. YcTaHOBMWTE Naposib pa3bnok1poBKY YCTPONCTBA, COOTBETCTBYIOLLMIA TpeboBaHVsSIM KopropaTuBHO
H6e30mnacHoOCTI.

He pekomeHayeTcs ncnonb3oBaTb rpadpuyeckimii naporsb AN1s pa3bnokupoBKK ycTpoiicTea. Ha HekoTopbix
Android-ycTpoiicTsax nog ynpasneHvem Android 6.0 v BbiLe nocre WndpoBaHns AaHHbIX 1 nepesarpyskiu
ycTporictea Android TpebyeT BBeCTU LMdppOoBOI Naposb A5 pa3bnokMpoBKN YCTPONCTBA BMECTO
rpadpuueckoro. [Npobnema ces3aHa ¢ 0COBeHHOCTAMM paboThbl cny>6b6l CreunanbHbix BO3MOoXHoCTel. [ns
pPa3bnoKMPOBKM 3KpaHa yCTPOoNCTBa B 3TOM Clyyae nepesedunTe rpaduryeckinii naporb B LIMPPOBOIA.
MoppobHee o nepesoae rpadrueckoro napons B LndpoBoi cM. Ha calite Crny>Obl TEXHNYECKO
MOAAEPKKN KOMMaHU-NMPON3BOANTENS MOBUBHOIO YCTPONCTBA.

3. BkntounTte windpoBaHmne Bcex aaHHbIx ycTpolicTea (HacTpoliku — BesonacHocTb — 3awmdpoBaThb AaHHbIE).
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLms O peLleHn JOoCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

YnaneHve fanHbix Ha Android-ycTpolicTBax nocne HeyoayHblx MOMbITOK BBOAA NMapOns

Bbl MOXeTe HacTpouTb yaaneHmne Bcex AaHHbix Ha Android-ycTpoiicTse (To ecTb COpPOC HaCTPOEK yCTpolicTBa A0
3aBOJCKYIX) MOCre TOro, kak Mosib30BaTe b HEMPaBUbHO BBEN Naposib Pas3bnokMpPOBKM aKpaHa CMWKOM MHOrO pas.

STV HaCTPOWKN MPUMEHVMBI 419 YCTPOCTB, paboTalowumx B pexume device owner, 1 nepcoHarbHbIX YCTPOWCTB, Ha
koTopbIx NpunoxeHne Kaspersky Endpoint Security pns Android BkitoueHo B kauecTBe agMUHUCTpaTopa
yCTpOWCTBa.

Y106kl HACTPOUTD yaaneHue BCeX AaHHbIX:

1. B AepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblbepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BXxoasT Android-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpoOWiTE OKHO CBOMNCTB MOMUTUKM ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B okHe CeolicTBa: <HasBaHue nonutukmn> Bbibepute pasgen AHTn-Bop.

5. B 6noke YoaneHune paHHbIX Ha YCTPOMCTBE yCTaHOBUTE priaxkok YaanuTb BCe AaHHbIE NOCe HeyaaYHbIX
NonbITOK BBOAA Naposs pa3broKnpoBKu.

6. B none MakcumanbHoe KonMyecTBO NOMbITOK BBOAA Naposs pa3brnoknpoBKN YKaXUTe KONMYECTBO MOMbITOK
pasbroKMpPOoBaTh YCTPONCTBO, KOTOPbIE MOXET COBEPLUMTDL MOJSb30BaTeNb. [10 yMOnyaHuto ykasaHo 3HaueHue 8.
MakcumanbHoe focTynHoe 3HadeHne — 20.

7. Haxkmute Ha kHonky MNpumMeHnTb, YTOBbl COXPaHWTb BHECEHHbBIE 3MEHEHWS.

MNapameTpbl Ha MOBUIBHOM YCTPOCTBE ByOyT HACTPOEHbI MOCNE OYEPENHON CUHXPOHN3aLMN yCTpolicTBa C
Kaspersky Security Center. Ecnv ykasaHHOe KONMYeCTBO NOMbITOK BBECTY MPaBWIIbHbIA Maposib pa3bnoknpoBKu
aKpaHa byoeT npeBbilleHo nosb3osaTtenem, npunoxerne Kaspersky Endpoint Security gns Android yganut Bce
[aHHblE Ha YCTpOIiCTBe.

CnipaBka o151 3TO BEPCUN peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLWs O peLleHn 4ocTyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

HacTpoiika HageXXHOCTM Napons pasbnokNpoBKY YCTPOCTBA

[ns 3awmnTbl 4OCTYNa K MOBUIBHOMY YCTPOICTBY NOMb30BaTeNs CnefyeT HaCTPOUTb Maposib PasbnoKNPOBKIA
yCTponcTBa.

OTOT pasnen coaepXxnT nHdopmaLmio o HacTpolike 3awmTbl naponem Android-ycTpolicTs 1 iOS-ycTpoicTB.
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLms O peLleHn JOoCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

HacTpoiika HagexxHocTu napons pasbnoknposky Android-ycTpoiicTea

[ns o6ecneveHns 6esonacHocT Android-ycTpoicTBa Hy)KHO HACTPOWTb UCMOMNb30BaHKE NaPOSs, KOTOPbIN
3anpaLunBaeTCs NpU BbIXOAE YCTPOCTBA N3 CMSLLLErO PEXIMA.

Bbl MOXeTe YyCTaHOBUTb OrpaHnyYeHns Npu paboTe nonb3oBaTens C YCTPOUCTBOM, EC/ NapOorb Pa3bnoKMpPOBKA
He[oCTaTOUHO COXHbIN (HanprMep, 3a6noKMPoBaThb YCTPOWCTBO). Bbl MOXeTe yCTaHOBWTb OrpaHnyeHns ¢
MOMOLLbIO KOMMOHeHTa KOHTRob cooTBeTCcTBId. [ 9TOro B napameTpax npasiia NpoBepku TpebyeTcs BolbpaTh
kpuTepuii Maponb pa3s6nokMpoBKU HE COOTBETCTBYET TpeboBaHNaM 6e30nacHOCTM.

Ha HekoTopbix Samsung-ycTpolicTBax NoL ynpasneHnem onepaunoHHol cuctemMbl Android 7.0 v Bbille npu
nonbITKe NOMb30BaTENs HACTPOUTb HEMOAAEPXKMBAEMbIE CMOCOOLI Pa3bnoKMPOBKI YCTPOCTBa (Hanpumep,
rpadunyeckmin naposb) YCTPONCTBO MOXET OblTb 3a610KMPOBaHO, €CN BbINONHEHDI CrieytoLLne YCOBUS:
BktoyeHa sawmta Kaspersky Endpoint Security nng Android oT ynaneHus v 3afaHsl TReboBaHms K
HaAeXHOCTW Napong pasbrnokMpoBkm akpaHa. [1ns pa3bnoknpoBky yCTpoicTea TpebyeTcs OThpaBnTb Ha
YCTROWCTBO crneLuanbHyo KOMaHay.

YrobbI HacTpouTb NCIOJIb30OBaHue raposis ,0635/70KM,OOBKM, BbIMO/IHUTe c/iegyroLie AevcTeus:

1. B nepeBe koHconu B nanke YnpaBnsemble yCTpoWCTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonnTtukn.
3. OTKpOliTE OKHO CBOMCTB MOMUTUKA OBOVHBIM LLLEMYKOM MbILLN MO IIOOOMY CTONGLLY.
4. B nonuTtuke, B okHe CBolicTBa BbibepuTe pasaen YnpaeneHue ycTpoicTBOM.

5. Ecnu Bbl xoTWTE, UTOBEI MPUOXEHNE MPOBEPSIIO HanMume napons pasbnokrposky, B 6rnoke BroknpoeaHue
aKpaHa ycTaHoBuTe dnaxok TpeboBaTb yCTaHOBUTL Naposib Afs pa3bnoknpoBKm aKpaHa.

Ecnun npunoxeHne oBHapy>XI1T, YTO Naposb Ha YCTPOMCTBE He 3a[aH, MoMb30BaTesio NoTPebyeTcs ykas3aTb ero.
Maponb ykasbiBaeTCs C y4eTOM NapaMeTpOoB, 3a4aHHbIX agMUHNCTPaTOPOM.

6. MNpr HEOBXOOMMOCTI YKaXUTe cremytoLive napameTpbi:

¢ MuHManbHoe KOM4YecTBO CUMBOJIOB
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MvHVMManbHOEe KOIMYeCTBO CMMBOJSIOB B naporsne nonb3oBaTesy. BoamoxHble 3HaueHus: oT 4 oo 16
CMBOJIOB.

No ymonuaHmio naposb Nosnb3oBaTens coaepXuT 4 cumsona.

Ha yctpoiictsax nog ynpasneHnem Android 10.0 n Beiwe Kaspersky Endpoint Security nprsogut
TpeboBaHNs HAOEXHOCTM NapPOosIs K OOHOMY 13 CUCTEMHbIX 3HAUYEHWIA: CPeaHWIA N BICOKUIA.

3HaueHns ons ycTpoicTs nog ynpasneHnem Android 10.0 v BbiLe OnpeaenstoTCs No CrefyoLmm
npaBunam:

* Ecnn Tpebyemas anvHa napons coctasnseT oT 140 4 CMMBOMOB, MPUIOXeEHWe npeanaraeTt
Nonb30BaTesNo YCTaHOBUTb NApOnb cpeaHein HapexHocTn. OH fomKeH 6biTb Moo Lumdpossiv (PIN-
KoA) 6€3 NOBTOPSIOLLMXCS UK YNOPSAOYEHHbIX MOCneaoBaTenbHocTeln (Hanpumep, 1234), nbo
BykBeHHbIM / BykBeHHO-LMdpPoBbIM. PIN-KOL 1nv naposb AOMXHbI COCTOSTb HE MeHee Yem 13 4
CMBOJIOB.

* Ecnn Tpebyemas ofiviHa napons cocTaBnsgeT He MeHee 5 CMMBOMOB, MpUoXeHWe npeanaraeT
MOMb30BaTENO YCTAHOBUTb NapPOsb BbICOKON HapgexHocTU. OH forxeH 6biTb nnbo umdposbiM (PIN-
kop) 6e3 NOBTOPSHOLLMXCS UM YNIOPSAOHEHHbIX MOCNefoBaTENbHOCTEN, TG0 ByKBEHHBIM /
BykBeHHO-LdpPoBbIM (Naposb). PIN-kon fonkeH cocToaTb He MeHee YeM 13 8 Lmdp; Naposb LOMXKEH
COCTOSTb HEe MeHee YeM 13 6 CUMBOSIOB.

* MuHumanbHble TpeboBaHug K naponio pasbnokuposku (Ans pexuma device owner, Android 12 unu HuXxe) @

164


javascript:toggleBlock('242556')

OnpenenseT MMHMManbHble TPebOoBaHUS K Naposio pasbnoknpoBky. TpeboBaHMs NPUMEHSIOTCS TOMBKO
K HOBbIM Maponsim nonb3osaTens. [JoCTymnHbl cnefyiolme 3Ha4eHus:

* Yucnosoi

MNonb3oBaTenb MOXET YCTaHOBUTb MapOsib, BKIOYAIOLLMIA B cebs Lmdpbl, nnv noboli bonee
HaLeXHblli Naposb (HanprmMep, ByKBEHHbIN 1N BYKBEHHO-LIMPPOBOIA).

OTOT NapameTp BbIbpaH Mo yMonyaHuio.

* BykBeHHbIi

MNonb3oBaTenb MOXET YCTaHOBUTb MapOsib, BKIOYUAIOLLMIA B cebs ByKBbl (UM Opyre HeUuMcnoBble
CUMBONbI), N Ntoboli Bonee HagexXHbI mapob (HanpuMep, 6yKBEHHO-LIGPOBOIA).

* BykBeHHoO-LMPpoBOI

MNorb3oBaTeNb MOXET YCTaHOBUTb Naposib, BKIOUatoLWmii B cebs umudpbl 1 BykBbl (Mnn opyrue
HEUNCNOBbIE CUMBOJIbI), UK NMo6O Bonee HageXHbI CNOXHbIV Maposb.

e Jlio6oi

MNonb3oBaTenb MOXET YyCTaHOBUTb IIOOOI Naporib.

¢ Cno>xHbiln

[Nonb3oBaTenb OOJKeH YCTaHOBUTb CIOXHbI naposib B COOTBETCTBUN C YKa3aHHbIMA CBOWICTBaMU
napong:

¢ MwuHumanbHoe konnyecTso GykB

* MwuHumanbHoe konnuyecTso Ludp

* MwuHnmanbHoe KonMYecTBO crneumanbHbIX CUMBOJIOB
* MunHuManbHoe KoNMYecTBO 3arnaBHbIX OYKB

¢ MwuHMManbHoe KONMYecTBO CTPOUHbIX 6YKB

* MwuHumanbHoe KonnyecTBo HEGYKBEHHbIX CUMBOJIOB

¢ Cno>HbllA YNCNOBOWA

MNornb3oBaTenb MOXET YCTaHOBUTb MapoJib, BKIIOUaOLLMIA B cebs umcna 6e3 NoBTopeHunii (Hanpumep,
4444) nnn ynopsooyeHHbIx nocrnenoBaTenbHocTen (Hanpumep, 1234, 4321, 2468), nunn nioboii 6onee
HaOEXHbI CITOXHbI Naposb.

* Cnabblii BriomeTpuyeckuin

MNornb3oBaTenb MOXET UCMONMb30BaTh BMIOMETPUYECKe MeToabl PasbioKNPOBKA U YCTAHOBUTb
Bonee HaLeXHbIl COXHbIV Maporb.

OTOT NapameTp NPUMEHVIM TOJIbKO A1 YCTPOWCTB Nof, yrpaBnieHnemM onepauyioHHON crcTemsl
Android Bepcun 12 11 Bbile B pexume device owner.

¢ CpokK AeiicTBUg Napons, B AHAX 2
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OnpepenseT KONMMYeCTBO AHEN [0 UCTEYEHNS cpoka AecTBUS napons. [py NpyMeHeH HOBbI CPOK
LeNcTBUs OyaeT yCTaHOBNEH NS TEKYLLErO Napors.

Mo YMOJTHaHNIO YKa3aHO 3HavYeHne 0. BT1o 03HauaeT, uTo CPOK OencTeus napong He orpaHn4eH.

e Konu4yecTBO AHel, 3a KOTOpPOe YBeAOMAATb 06 ncTeueHUn cpoka AelicTBUS napong (ang pexxvumva device
owner)

OnpegnenseT KONMYeCTBO AHEN, 3a KOTOPOE YBEAOMIISTh NOMb30BaTeNs 06 UCTEUYEHU CPOKa AeCTBS
napons.

Mo ymonyaHumto ykasaHo 3HayeHre 0. OTo 03HauaeT, UTo Nonb3oBaTesb He ByOeT yBeLoOMIEH 06
NCTEeYeHUM CpoKa AeliCTBIS Naponsl.

OTOT NapameTp NPUMEHNM TOSbKO AJ15 YCTPONCTB, paboTatoLLMX B pexume device owner.

¢ KonunyecTBo HEMOBTORSIOWMNXCS Naponel B XypHane

Onpen,enqu MaKC/ManbHOE KONMNYeCTBO paHee MCMNoJ/ib30BaHHbIX MONb30BaTEIEM I'IGpOJ'IGI7I, KOTOpbIE HE
MoryT ObITb YCTaHOBNEHbI B Ka4eCTBE HOBOIO Napon4d.

Mo ymonyaHuto ykasaHo 3HaueHve 0. OTo 03Hau4aeT, YTO HOBbI MapOsb MOb30BaTENs MOXET CoBMnajaTb
C NoBbIM paHee 1CMosb30BaHHbLIM NMaposieM, KPOME TEKYLLLETO.

OnpepenseT nepuog HeakTUBHOCTU nepep 6IoKNPOBKO akpaHa ycTpoicTaa. [locne okoHYaHWs 3Toro
nepviofa aKpaH ycTpolicTBa OyneT 3a6roKNpPOBaH.

Mo ymonuaHuio ykasaHo 3HaueHre 0. OTo o3HauaeT, UTo aKpaH YCTPONCTBa He ByaeT 6MoKNpoBaThCS
rocre OKoHYaHWs kakoro-nmbo neprioga.

¢ [Nepuopn pa3bnoknpoBku 6e3 napongd, B MUHYTax (Ang pexxuma device owner, Android 8.0+) @

OnpegenseT nepviog Ans pasbrokMpoBKkX YCTpolicTBa 6e3 napons. B TeueHne aToro neproga
Mosb30BaTe b MOXET MCMOMb30BaTh BrIoMeTpUYeckre MeToapl Ang pasbrnoknposku akpaHa. MNocne
OKOHYaHUS 3TOro NMeproaa Nob3oBaTeNb MOXET PasbrnokMpoBaTh 3KPaH TOJIbKO C MOMOLLbIO Mapors.

Mo ymonuaHuio ykasaHo 3HaueHve 0. DTo 03HauaeT, YTo NoNb30oBaTesNio He NpMAETCS pa3bnokmpoBaTb
YCTPOCTBO C MOMOLLBIO MApONs MOC/e NCTEYEHNS Kakoro-nnmbo nepuoaa.

OTOT NapameTp NPUMEHVM TOMBKO ANS yCTPOWCTB NofA, yrpaBieHeM onepaLyioHHON cucTemsl
Android Bepcun 8 v BoiLe B pexxme device owner.

¢ PaspewnTtb 6uomeTpuyeckme meTtoapl pasénokmpoeku (Android 9+) @
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Ecnn dnaxok ycTaHOBIEH, UCMOMb30BaHNE BUOMETPUYECKNX METOLOB Pa3bIoOKMPOBKM HA MOOUIIBHOM
YCTPOWCTBE paspeLleHo.

Ecnu dnaxok cHaT, Kaspersky Endpoint Security pns Android 3anpeluaeT ncnonb3osaTb
BromeTpurYeckme MeTombl 419 Pa3bnokMpoBKY akpaHa. [onb3oBaTenb MOXeT pa3bnokmpoBaTh SKpaH
TONBKO C MOMOLLIO MapOS.

Mo ymonyaHuio Gpraxok yCTaHOBNEH.

OTOT NapameTp NPYMEHNM TOMbKO AJ19 YCTPONCTB nof ynpasneHnem Android 9 v Bbilwe.

¢ PaspelunTb MCNoab30BaHME OTNEYaTKOB NaabLEB

icnonb3oBaHWe oTne4YaTkoB NanbLEeB s pa36)'IOKI/IpOBKI/I IKpaHa. ®naxok He orpaHmnymnsaeT
MCnosib3oBaHe CKkaHepa oTneYyaTkoB nanbleB Npr BXoAe B MPUNOXEeHNA NN NOATBEPXOEHNN NMOKYMOK.

Ha yctpoiictBax noa ynpasneHvem Android 10.0 v BblilLe ynpaBnsTe UCMONb30BaHEM OTNEYaTKOB
nanbLeB Ans pasbriokMpoBKY aKpaHa MOXHO TOMbKO B pabounx Npodunsx.

Ecnun dnaxok ycTaHOBNEH, NCMOMNb30BaHKe OTMNeYaTkoB NasnbLEB Ha MOBWIIbBHOM YCTPOCTBE
paspeLueHo. Ecnv naponb pas6nokmpoBKkn He COOTBETCTBYET TPeBoBaHVsSIM KOPropaTBHO
6e30MnacHOCTY, NMoMb30BaTeNb HE MOXET UCMOMb30BaTh CKaHEP OTNeYaTKOB NasbLes A
pPa3brIoKMPOBKM SKpaHa.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security ons Android 610kmpyeT BO3MOXHOCTb UCMONb30BaTh
oTreYaTku nanbLes Ans pa3bnoknpoBku akpaHa. [Nonb3oBaTenb MOXET pa3broknpoBaTb SKpPaH TOMbKO C
nomoLLbto napons. B HacTpoiikax Android nyHKT yCTaHOBKM OTrneYaTKoB nanbLeB ByaeT HedoCTymneH
(HacTpotikm Android > BesonacHocTb > Bnokuposka akpaHa > OTneyaTku nanbLUes).

draxok 4OCTYMNeH TOMbKO eCcnv ycTaHoBNEH dnaxok PaspewwmnTts 6romMeTpuyeckme metoapl
pas6nokuposku (Android 9+).

Mo ymonyaHuto $bnaXkok yCTaHOBMEH.

¢ PaspewnTtb pacnosHaBaHue nuua (Android 9+)@

Ecnn draxok ycTaHOBIEH, NCMOMb30BaHNeE pacrno3HaBaHNs f1ua Ha MOBUIIbBHOM YCTPOICTBE
paspeLueHo.

Ecnn dnaxok cHat, Kaspersky Endpoint Security ong Android 3anpeluaeT ncnonb3osaTtb
pacrno3aHaBaHue n1ua ns pasbrokMpoBKY aKpaHa.

dnaxxok 4OCTYMNEH TOMbKO eCn yCTaHoBNEH dnaxok Paspewnts 6romeTpuyeckue MeTtoabl
pas6nokuposku (Android 9+).

Mo ymonyaHuto $bnaxkok ycTaHOBMEH.

OTOT NapameTp NPUMEHVM TOMBKO ANs yCTPOUCTB nopA ynpasneHrem Android 9 v Bbile.

* PaspelunTb pacnosHaBaHue Mo pafykHoii o6onouke rnasa (Android 9+)
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Ecnu dnaxok ycTaHOBIEH, CMONb30BaHNeE pacno3HaBaHus No pamdy>KHol ob6onouke rnasa Ha
MOBWIBHOM YCTPONCTBE paspeLLeHo.

Ecnu dnaxok cHaT, Kaspersky Endpoint Security pns Android 3anpeluaeT ncnonb3osaTb
pacrno3sHaBaHue Nno pamy>XHoi obonouke rnasa ans pasbnokMpoBKM aKpaHa.

DdnaxoK JOCTYMeH TOMbKO eCNn yCTaHoBNEeH drnaxok PaspelumnTts GuomeTtpuydeckne metoapbl
pas6nokuposku (Android 9+).

Mo ymonyaHuio Gpriaxxok yCTaHOBNEH.

OTOT NapameTp NPYMEHNM TOJbKO AJ19 YCTPONCTB nof yrnpasneHnem Android 9 v Bbilwe.

¢ [lpuHyAWUTENbHO UCMoNb30BaTh Naposb NPY 3anycke

Ecnn dnaxok ycTaHOBIEH, MONb30BaTeNtO He TpebyeTcs BBOAUTL NMaposib Npy 3arnycke YCTPONCTBa.

Mocne Toro kak Gpnaxok yCTaHOBMEH, HEBO3MOXHO OTK/IIOUMTbL 3aMpPOC Naposis Npu 3anycke
ycTpolicTea 6e3 c6poca HaCTPOeK [0 3aBOACKUX.

Ecnn dnaxok cHAT, TpeboBaHs, KacatoLLecs 3anycka YCTPOMCTBa, OCTaloTCs 63 N3MeHEHWIA.

Mo ymonyaHuto bnaxkok CHST.

¢ [aponb pasbaokKMpPoBKN

OTOT NapameTp No3BONSET YCTaHOBUTL Maposib Ha YCTPONCTBE Nonb3oBaTens.

Ha ycTpolicTBax nog ynpasneHmem onepaumoHHoin cuctemsl Android Bepcum 11 v Beile aTOT
napameTp NPVYMEHUM, TONbKO eCN YCTPOMCTBO HAaXOANTCS B pexunme device owner.

MNocne coxpaHeHns NONUTUKMN HacTPOKa MPUMEHSETCS Ha YCTPOWCTBE B pe3y/ibTaTe OTrnpaBKu
KOMaHApl C ykadaHHbIM naponem. [one BBoga 6yneT oumnLeHo, ykasaHHbI Naposib HE COXPaHNTCS B
KoHconn agMUHNCTPUPOBaHMS.

* Ecnn ycTpoicTBO He 3aLLVLLLEeHO naponem unv paboTtaeT nof, ynpaseHeM onepaLmioHHON CUCTEMDI
Android Bepcun 10 nnu Huxe, Kaspersky Endpoint Security ang Android cpasy ycTaHaBnvBaeT
naporb.

e Ecnun ycTtpolicTBO paboTaeT nog ynpasneHnem onepaLoHHol cuctemsl Android Bepcun 11 nnm
Bblwe, Kaspersky Endpoint Security pns Android npepniaraeT nonb3oBaTesnio NPYMEHNTb HOBbI

naporb.

Ecnu Bbl OCTaBuTE MyCcTOE 3HAUYEHME, UISMEHEHWIN Ha YCTPOCTBE He byneT.

7. HaxxmunTe Ha KHOMKY an/IMeHI/ITb, YTOBHI COXpPaHnTb BHECEHHbIE N3MEHEHNS.

MapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCIE OYEPENHOV CUHXPOHN3aLMN yCTPOCTBa C
Kaspersky Security Center.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

HacTpoiika HagexxHocTu napons pasbnokmposkn iOS MDM-ycTpolicTs

[ing 3awmTbl aaHHbIX IOS MDM-ycTpoiicTBa cneflyeT HacTpouTb TPeGOBaHNS K HAAEXHOCTN Napons
pPas36noKMPOBKN.

Mo YMOJTHaHNIO NONb30BaTeslb MOXET MCMNOJIb30BaTb I'IpOCTOI7I napo’sib. Hpocrom“ raposib — 3TO Naposib, KOTOprI7I

MOXET cofep>aTb NOCNea0BaTeNbHOCTb CYMBOJIOB UM MOBTOPSIOLLMECS CUMBOSbI, Hanpumep, "abed” nnn "2222".
BeoaounTb andasnTHO-LMPPOBOI Maposb C NCMOMb30BaHNEM CrieLarnbHbIX CUMBOMOB He 0bg3aTenbHo. Cpok
LeliCTBMS Napons 1 KONMYECTBO MOMbITOK BBOAA MAPOSIs MO YMONYAHMIO HE OrPaHNYEHbI.

Y106bI HACTPOUTB NaPaMETPbI HAAEXHOCTY rapons pasbnokvposku iOS MDM-ycTpolicTsa, BbinonHuTe
crienyroLme AevicTeus:

1. B nepeBe koHconm B narke Yrnpaensgemblie yCTPOMCTBa BbibepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
BxonaT iOS MDM-ycTporicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.

3. OTKpOliTE OKHO CBOMCTB NMOMNTUKA ABOVHBIM LLLENYKOM MbILLN.

4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasaen Maponsb.

5. B 6noke MNapameTpbl naponsi yctaHosuTe dpnaxok MprmeHnTb NnapameTpbl Ha yCTpOlCTBE.
6. HacTpoliTe napameTpbl HAOEXHOCTY Napons pasbnoKMpPOBKU:

* YTOObI paspeLunTb Nob30BaTENIO UCMOb30BaTh NPOCTON Naporb, ycTaHoBMTe drnaxok PaspewmnTtb
nNpocToii Naponb.

* YTobbl TPEeboBaTh MCronb3oBaHue andaBnTHO-LMGPOBOro napons, yctaHosmTe Gpnaxok TpebosaTb BBOA,
andaBnTHO-UMNPOBOro 3HAUEHUS.

¢ B cnncke MnHuUmanbHoe Konm4yecTso CUMBOJIOB Bbl6epI/ITe MWHMMasbHYO OJIMHY Napond B CUMBONax.

* B crnvcke MuHMManbHoe KonmM4yecTBO crneumanbHbiX CUMBOJIOB BbiIGeprTe MUHVMANbHOE KONMYECTBO
creumarnbHbIx CMMBOOB B naporne (Harnpumep, "$", "&", "").

¢ B none MakcumanbHbili CpOK UCMOIb30BaHNS YKaXXUTE NePUOL BPEMEHM B IHSX, B TEUEHME KOTOpOoro byneT
fencTBoBaTbh Naporsb. [1o ncteueHnn yctaHosneHHoro cpoka Kaspersky Device Management ons iOS
3anpaluvBaeT y Nosb3oBaTensl CMeHy Naponsi.

¢ B cnicke BkniouaTb aBTO6NOKMPOBKY Yepes BbibepuTe BpemMs BKIOUeHNs aBTobnokuposku iOS MDM-
yCTpOWCTBA.

* B none Nctopusa naponeii ykaxnte Konm4ecTBO NCMONb30BaHHbIX Mapone (Bktovas TeKyLLMR), KOTopble
Kaspersky Device Management ans iOS npu cmeHe napons cpaBHMBaET C HOBbIM naposnem. Ecnv naponu
COBMayT, HOBbI Maposb He ByaeT MNPUHST.
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¢ B cniucke MakcumanbHoe Bpems ans pasbnoknposkin 6e3 napons BbibepuTe BPeMS, B TEUEHNE KOTOPOrO
nonb3oBaTesb MOXeT pasbnokmpoBaTs IOS MDM-ycTpolicTBo 6e3 BBOLa Napons.

¢ B cniucke MakcumanbHoe KonmyecTBO NonbITOK BBOAA BbiGEpUTE YMCIO OOCTYMHBIX MOMb30BaTENO
MOMbITOK BBECTY Naposb Ans pasdnokmposkn iOS MDM-ycTpolicTsa.

7. Haxxmute Ha kHomky MNpuMeHnTb, UTO6bl COXPaHUTb BHECEHHbBIE N3MEHEHNS.

B pesynbTaTe Ha MOBWIBHOM YCTPOWCTBE NOMb30BaTesNs nocne npuMmeHeHus nonutukn Kaspersky Device
Management ons iOS npoBepuT HageXHoOCTb Napons. Ecnv HapexxHoCcTb napons pasbrnoknpoBKY Ha YCTPOCTBE
He COOTBETCTBYET MONNTUKE, MONb30BaTENO BYAET NPEOOXEHO Ero N3MEHUT.

CnpaBka sl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLUYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLVs O peLleHn SOCTYymnHa B crpaBke Kaspersky Secure Mobility,
Management 4.1=.

HacTpolika BupTyanbHor yacTtHo ceTi (VPN)

OTOT pasnen conoepXxnT nHdopmMaLIMio O HAaCTPOoViKe NapaMeTPoB BUpTYanbHol yacTHon ceTur (VPN) ana
BesonacHoro noaknoveHns k cetam Wi-Fi.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn SOCTYmnHa B crpaske Kaspersky Secure Mobility
Management 4.1=.

HacTpoiika VPN Ha Android-ycTpoiicTBax (Tonbko Samsung)

[lns 6esonacHoro noaksioveHns Android-ycTpoiictsa k cetam Wi-Fi 1 3awwmTel nepenayn naHHbIx cnenyeT
HacTpouTb napameTpbl VPN (Virtual Private Network).

HacTpolika VPN Bo3MoOxHa TOMbKO Af19 Samsung-yCTPONCTB NOA, YNpaBieHeM OnepaLioHHON CUCTEMbI
Android 11 1 Hxe.

Mpwr rcnonb3oBaHUM BUPTYabHOM YaCTHON CeTy cnedyeT yunTbhiBaTh creaytolme TpeboBaHns:

e [punoxeHrune, ncrnonb3aytolee VPN-coenmHeHne, LomKHO BbITb paspelleHo B napamMeTpax CeTeBoro akpaHa.

* [lapameTpbl BUPTyasnbHOI YaCTHON CETW, HAaCTPOEHHbIE B MOINTMIKE, HE MOTYT OblTb MPVMEHEHbI 415 CUCTEMHbIX
npunoxeHwin. [ns cuctemHbix npunoxernin VPN-coennHeHne Hy>kHO HacTpamBaTh BPYYHYIO.

* [1ns HekoTopbIX NpunoxeHuiA, ncnonsayowmx VPN-coeavHeHne, npy nepeom 3anycke TpebyeTcs
LOMOMHNTENbHas HAacTPolKa. YTobbl BbINONHWUTE HACTPOVIKY, HY>XXHO pa3pewnTs VPN-coeanHeHne B napameTpax
NPUNOXEHUS.

Y1066 HacTpouTs VPN Ha MO6WIbHOM yCTPOVCTBE r10/1b30BATENS, BbINOTHATE CEAYIOLUNE AEVICTBUS:
1. B nepeBe koHconv B nanke YnpaensiemMble yCTPONCTBa BoIGepUTE rpynny agMUHUCTPUPOBAHMS, B KOTOPYIO

BxoasT Android-ycTpoiicTsa.
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2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonnTtukn.
3. OTKpOliTe OKHO CBOMCTB MOMUTUKA OBOVHBIM LLLEMYKOM MbILLN MO IOOOMY CTONGLLY.

4. B nonuTuke, B okHe CBolicTBa BbibepuTe paspen YnpasneHne Samsung KNOX — YnpaBneHune Samsung-
yCTpOMCTBaMW.

5. B 6noke VPN HaxmunTe Ha kHomnky HacTpouTb.

OtkpoeTcs okHo CeTb VPN.

6. B packpbiBatoLemcs cnivicke Tun coepuHeHus Bolbepute Tvn VPN-coeanHeHus.

7. B none Umsa cetn BBeanTe HaseaHne VPN-TyHHens.

8. B none Appec cepsepa BBeguTe ceteBoe ums nnu IP-agpec VPN-cepsepa.

9. B none OomeH(b) noncka DNS Beennte nomeH novicka DNS, koTopbIli aBTOMaTyYeckn [o6aBnseTcs K MMeHu
DNS-cepgepa.

Bbl MOXeTe BBECTU HECKObKO foMeHOoB rnovicka DNS yepes npobern.

10. B none DNS-cepBep(bl) BBEAMTE NMonHOe foMeHHoe ums nnu IP-appec DNS-cepsepa.

Bbl MmoxkeTe BBeCTM Heckonbko DNS-cepBepoB uepes npobern.

11. B none MNepeHanpaBneHne MapLUpyTOB BBeauTe AranasoH IP-agpecoB ceTn, 06MeH AaHHBIMU C KOTOPbIMM
ocywecTangeTca yepes VPN-coenmHeHme.

Ecnu B none NepeHanpaBneHne mapLipyToB He ykasaH AnanasoH IP-agpecos, Becb MHTEpHeT-Tpaduk
OyneT npoxoanTb Yepes VPN-coeanHeHve.

12. Ong Tvnos ceTn IPSec Xauth PSK n L2TP IPSec PSK gononHuTensHo HacTpoiTe crnefytoLme napaMmeTpsi:

a. B none O6wuii kniou IPSec BBeayTe Naposb OT NpeABapUTenbHO YCTaHOBIEHHOTO Ktoya 6e3onacHoCTr
IPSec.

b. B none UpeHtudukaTop IPSec BBeanTe NMs Nonb3oBaTeNst MOBUILHOMO YCTPOCTBA.
13. Ong Tnna cetn L2TP IPSec PSK gononHuTensHo ykaxuTe naposnb ons knova L2TP B none Knrou L2TP.

14. Ons Tvna cetn PPTP ycTaHosuTe dnaxok MicnonbsoBaTtk SSL-coeauHeHune, 4To6bl MpUnoXeHmne
ncnonb3osano MmeTop WwidposaHns faHHbX MPPE (Microsoft Point-to-Point Encryption) ons o6ecnevenns
Bes3onacHOCTY Nepefayun 4aHHbIX MPY MOaKoYeH MobunbHoro ycTpoicTea k VPN-cepsepy.

15. HaxxmuTte Ha kHorky MprmeHnTb, YTo6bl COXPaHUTb BHECEHHbIE 3MEHEHUS.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAYyT HACTPOEHbI MOCTE OYEPEnHON CUHXPOHM3aLMM YCTPOCTBA C
Kaspersky Security Center.

CnpaBka ons 370l Bepcum peLleHnst 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1.
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HacTpoiika VPN Ha iOS MDM-ycTpoiicTsax

[ns nogkntoyenns iOS MDM-ycTpolicTBa k BUpTYyanbHol yacTHol ceTu (VPN) n o6ecneveHuns 6esonacHocTu
JaHHbIx Npuv nogkmodeHnn k cetu VPN cnepyeT HacTpouTs napameTpbl nogknodeHuns K cetn VPN. [NpoTtokon VPN
IKEv2 Takxxe nossongeT HacTpouTb VPN-coenmHeHve gna na3bpaHHbix JOMeHOB Be6-caliToB B Safari.

Y1066l HacTpouTs VPN-coeamHervie Ha iOS MDM-ycTpovicTBe nosib30BaTesIs), BbiOIHATE CAEAYIOLNE [eViCTBUS:

1. B nepeBe koHconu B narke Ynpaensemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
BxomaTt iOS MDM-ycTpoiicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOliTE OKHO CBOMCTB NMOANTUKMA ABOVHBIM LLLENYKOM MbILLN.
4. B nonntuke, B okHe CeoiicTBa BbibepuTe pasgen VPN.

5. B 6noke Cetun VPN HaxmuTe Ha kHomnky [lo6aBuTh.

OTkpoeTcs okHo CeTb VPN.
6. B none Nma ceTtun BBeauTe HaseaHve VPN-TyHHens.
7. B packpsbiBatoemcs cniicke Tun coepuHeHus Bolbepute Tun VPN-coegnHeHus:

e L2TP (Layer 2 Tunneling Protocol). CoeanHeHne nopgaepxmsaeT ayTeHTUDMKALMIO NONb30BaTENS
MobunbHoro ycTtpoiictea iOS MDM ¢ nomolupto naponeii MS-CHAP v2, aByxdpakTopHyto ayTeHTUdmKaLmio v
aBTOMaTNYECKYIO ay TEHTUPUKALIMIO C MOMOLLLbIO OBLLEro Kitoya.

* PPTP (Point-to-Point Tunneling Protocol). CoennHerve nopaepxxmsaeT ay TeHTUMKALMIO NONb30oBaTeNs
MobunbHoro yctpoiictea iOS MDM c nomotupto naponeii MS-CHAP v2 1 aByxdpakTopHyto ayTeHTUdUKaLMIO.

* IKEv2 (Internet Key Exchange Bepcun 2). CoenunHeHvie ycTaHaBnMBaeT Mexay OBYMS CETEBbIMM OObekTamMm
aTpnbyT Accoumaums 6esonacHocT (SA) 1 noaaepXxmnBaeT ayTeHTUUKALMIO C crnonb3oBaHem EAP
(Extensible Authentication Protocols), 06Lumx kntoveii n cepTudrKaToB.

¢ |IPSec (Cisco). CoeanHeHve nonaepxmeaeT ayTeHTUGMKaLMIO Nonb3oBaTeneli C MOMOLLbIO NMapone,
OBYXPakTOPHYIO ay TEHTUUKALIMIO 1 aBTOMATUYECKYIO ay TEHTUPUKALIMIO C MOMOLLbIO OBLLErO KItoya 1
cepTndrKaToB.

e Cisco AnyConnect. CoeauHeHne nopaepxusaeT MmexceTeBol akpaH Cisco Adaptive Security Appliance
(ASA) Bepcun 8.0(3)1 n Bbiwe. [na HacTpoiikn VPN-coennHeHns TpebyeTcs yCTaHOBUTb Ha MOBUbHOE
ycTtporicteo iOS MDM npunoxerune Cisco AnyConnect nsa App Store.

¢ Juniper SSL. CoeguHerne nopnepxumsaeT wito3 Juniper Networks SSL VPN cepumn SA Bepcum 6.4 1 Bbille C
nakeToM Juniper Networks IVE Bepcumn 70 v Bbiwe. [na HacTpoiiku VPN-coennHeHrs TpebyeTcs yCTaHOBUTb
Ha MmobunbHoe npunoxerre iI0OS MDM npunoxerne JUNOS 13 App Store.

e F5 SSL. CoennHeHne nopnepxusaeT peleHns F5 BIG-IP Edge Gateway, Access Policy Manager n Fire SSL
VPN. Ons HacTpoiikn VPN-coenvHeHns TpebyeTcs ycTaHOBUTb Ha MobusnbHoe ycTpoiicTeo iOS MDM
npunoxerue F5 BIG-IP Edge Client ns App Store.

* SonicWALL Mobile Connect. CoenvHeHve nopaepxmsaeT ycTpoiictea SonicWALL Aventail E-Class
Secure Remote Access Bepcun 10.5.4 1 Boiwe, ycTpoiicTea SonicWALL SRA Bepcumn 5.5 1 Bbilue, a Takxe
ycTporictBa SonicWALL Next-Generation Firewall, Bkntouasi TZ, NSA, E-Class NSA ¢ SonicOS Bepcun 5.81.0
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n Bbiwe. [na HacTpoiikn VPN-coeanHeHns TpebyeTcs ycTaHOBUTb Ha MobunbHoe ycTpoiicTeo iOS MDM
npunoxeHune SonicWALL Mobile Connect na App Store.

e Aruba VIA. CoefvHeHne nonnepXrBaeT KOHTpoepbl MobunbHoro goctyna Aruba Networks. g nx
HacTPOKK TpebyeTcs yCTaHOBUTb Ha MobunbHoe ycTpolicTeo iOS MDM npunoxerune Aruba Networks VIA
13 App Store.

e Custom SSL. CoegvHeHue noanepxnBaeT ayTeHTUDMKALLMIO Nob3oBaTeNns MobubHoOro yctpoiictea iOS
MDM c nomolLblo naponeit n cepTudrKaTos, a Takxe AByXPakTOPHYIO ay TEHTUPUKALMIO.

8. B none Appec cepsepa BeeguTe ceteBoe nms unu IP-agpec VPN-cepsepa.

9. B none msi yueTHo 3anucu BBeoMTe UMS YHETHOI 3animncu Nonb3oBaTens ang asTopuaaumm Ha cepaepe VPN.
Bbl MOXeTe 1cnonb3oBaTb MakpoChl U3 packpbiBaloLLerocs cnvcka JJo6aButb Makpoc.

10. HacTpoiite napameTpbl 6ezonacHocT ang VPN-coeanHeHns B COOTBETCTBUN C BbIOPaHHBIM TUMOM
BUPTYasnbHoOI YacTHo ceTu. iHdopmaumio 06 aTux napameTpax MOXHO MOJyUnTb B KOHTEKCTHON CripaBke
nnarvHa yrnpasneHuns.

1. Ong coepmHeruns IKEv2 npun HeobxopmmocTn HacTpolite VPN-coeanHeHne ons nsbpaHHbix fomMeHoB B Safari:

a. YctaHosuTe dnaxok Hactponts VPN-coeanHeHne ana pomeHoB (Tonbko ans Safari), utobbl ykasaTb
LOMeHbl Be6-caiToB, koTopble akTuBupytoT VPN-coenmnHeHue.

b. YcTaHoBuTe draxok MNoaknouaTbca aBToMaTUYECKN, ECIIN XOTUTE, YTOObI Ha YCTPOWCTBE aBTOMAaTNYECKM
Bkntoyanock VPN-coeavHeHe, Koraa accoummpoBaHHble JOMEHbI IHULIMMPYIOT Nepeaayy AaHHbIX MO CeTu.
Ecnun dnaxok cHaT, nonb3oBaTtento Heobxoammo BkounTs VPN-coeamHeHre BpyYHyto, Mpexae Yem
accoLMMPOBaHHbIe AOMEHbI UHULMMPYIOT nepedayy faHHbIX Mo CEeTH.

c. YkaxuTe B TabnuLe 0oMeHbl, KoTopble akTusmpytoT VPN-coeauHeHme B Safari. Bce pomeHbl Heobxogymo
ykasblBaTb B popmaTe "www.example.com”.

12. HacTpoliiTte (ecnn TpebyeTcs) napameTpbl nogknodeHus k cet VPN uepes npokcu-cepsep:
a. BbibepuTe 3aknagky MNMapameTpbl npokcu-cepeepa.
b. BeibepuTe pexxmm HacTPOViKM MPOKCU-CepBepa 1 yKaXKMTe napameTpbl MOAKIIOUEHNS.
c. HaxxwmmTe kHonky OK.

B pesynbraTe Ha iOS MDM-ycTpoiicTee ByayT HaCTPOEHbI MapamMeTpbl NoaktoueHns ycTpolicTea kK VPN-ceTn
Yepes NpoKcu-cepsep

13. Haxxmute kHomky OK.

HoBas ceTb VPN oTo6pasnTtcs B cnincke.
14. HaxxmmnTe Ha kHomKy MpuMeHUTb, YTOBbI COXPaHNTb BHECEHHBIE N3MEHEHNS.

B pesynbTaTe Ha iOS MDM-ycTpoiicTBe nonb3oBaTens nocne npuMeHeHns NoNnTYK1 ByaeT HaCTPOEHO
nogknoyeHve k VPN-ceTu.

CnpaBka On1s 3Tol BEpCUM peLLeHns 6onblle He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLmsa O peLueHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1
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HacTtpolika CeTeBoro akpaHa Ha Android-ycTpolicTsax (Tonbko Samsung)

,D,J'I‘;'I KOHTPO14 CEeTEBbIX coeaVHeHWn Ha MOBUIbHOM YCTpOVICTBe nosib3oBaTenyd cnenyet HaCTpoOuUTb NapaMeTpbl
CeTeBoro IKpaHa.

Yr06bI HacTpouTs CeTeBOV SKpaH Ha MOBUIbHOM yCTPOVICTBE, BbIMO/IHUTE CAEAYIOLLME AECTBUS:

1. B nepeBe koHconv B nanke Ynpaensemble yCTPoOCTBa BbiGepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYO
BxomaT Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonmtuku.
3. OTKpoOliTe OKHO CBOMCTB MOMUTUKN OBOVHBIM LLLENYKOM MbILLM MO IIOOOMY CTONGLLY.

4. B nonuTtuke, B okHe CBoiicTBa BbibepuTe pasaen YnpasneHue Samsung KNOX — YnpaeneHne Samsung-
ycTpoiicTBamu.

5. B 6noke CeTeBoli akpaH HaxxMu1Te Ha kHorky HacTponTb.

OTkpoeTcs okHo CeTeBoW aKpaH.
6. BoibepuTe pexxum paboTel CeTeBoro akpaHa:

* YT06bI paspeLnTb BCe BXOASILLME U UCXOASLLME COSANHEHNS, MePeMeCTUTE MNON3YHOK B MOSIOXEHMe
PaspewaTb BCe.

* YTOObI BrIOKMPOBaTL NOBYIO CETEBYIO aKTUBHOCTb, KPOME MPUMOXEHNIA N3 CANCKA NCKTIOYEHUI,
nepemMecTuTe NMon3yHoK B nonoxeHrie bnoknpoeaTtb Bce, Kpome NCKIIoYEeHUIA.

7. Ecnu Bbl BbiBpanu pexxim paboTbl CeTeBoro akpaHa brnoknposaTb Bce, KpoMe UCKIIOUEHNIA, ChopMUpyiiTe
CMNCOK UCKITIOYEHNIA:

a. Haxxmunte Ha kHonky [o6aBuTb.

OTkpoeTcs okHo VckntoueHure ang CeTeBoro akpaHa.
b. B none HaseaHue npnnoxeHns BBeaMTe Ha3BaHE MOBUTBHOTO MPUIOXEHNSI.

c. B none msa nakeTa BBEAMTE CUCTEMHOE UMS NMakeTa MOBWBHOMO MPUIIOXEHWS (Hanprmep,
com.mobileapp.example).

d. Haxxmute kHomnky OK.
8. HaxxmunTe Ha kHomKy MpruMeHUTb, 4TOObI COXPaHUTb BHECEHHbBIE N3MEHEHNIS.

MapameTpbl Ha MOBUBHOM YCTPOWCTBE ByayT HACTPOEHbI MOC/E OYEPELHON CUHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnipaBka 15 9TO BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOPMaLKs O peLLeHn JOCTYynHa B cripaske Kaspersky Secure Mobility
Management 4.1%.
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3awwmTta Kaspersky Endpoint Security ons Android oT yoaneHus

[ns 3aLmnTbl MOBUNBHOrO YCTPOICTBA 1 BbINMONHEHNS TPeboBaHMIA KOPropaTBHOM 6€30MacHOCTU Bbl MOXETE
BktounTb 3awmTy Kaspersky Endpoint Security ans Android ot yaaneHus. B aTom cnyyae nonb3osatento
HeAQOCTYNHO yhaneHve NpunoxeHns ¢ noMmoLubio nHTepdeiica Kaspersky Endpoint Security ang Android. MNpw
YAANEeHN NMPUIOXEHWS C MOMOLLbIO MHCTPYMEHTOB onepaunoHHon cucTembl Android nosisutcs sanpoc Ha
BbIK/IOUEHME NpaB agMuH1cTpaTopa ans Kaspersky Endpoint Security ons Android. lMNocre BbikntoveHns npas
MOBUIIbHOE YCTPONCTBO ByneT 3abnoKMpPOBaHO.

Ha HekoTopbix Samsung-ycTpoiicTBax Mog yrnpasneHnem ornepaumoHHoli cuctembl Android 7.0 v Bbile npu
MOomMbITKe NOSb30BaTeNs HACTPOUTL HENOAAEPXKMBaEMble Crocobbl Pa3bIoKNPOBKM YCTPOCTBa (Hanpumep,
rpadunyeckmin naposb) YCTPONCTBO MOXET OblTb 3a6110KMPOBaHO, €CMV BbINONHEHD! CiefytoLLe YCOBUS:
BkntoyeHa sawmta Kaspersky Endpoint Security nng Android oT ynaneHus v 3aiaHbl TReboBaHms K
Ha[EeXHOCTW Napons RasbrokMpoBKM akpaHa. [11s pa3brokmMpoBKM YCTPOMCTBa TpebyeTcs 0TnRaBuTb Ha
YCTROWCTBO cneuuanbHyo KOMaHAaYy.

Yrtobb! BkounTs 3aLunTy Kaspersky Endpoint Security ans Android oT ynaneHus, Bbino/HUTe crenytoLme
AevicCTBUS:

1. B AepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblbepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BXxoasT Android-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpoOWiTE OKHO CBOMCTB MOMUTUKM ABOHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B nonunTtuke, B okHe CoiicTBa BbibepuTe pasaen JononHuTensHo.

5. B 6noke YaaneHne npunoxenus Kaspersky Endpoint Security gns Android cHummnTe dnaxok Paspewmnts
ynaneHue npunoxeHns Kaspersky Endpoint Security gna Android.

Ha ycTpoiicTBax nof ynpasneHnem onepaumoHHol cuctemsl Android Bepcun 7.0 1 Bbllle ANs 3almTh
npunoxeHus ot yaaneHus Kaspersky Endpoint Security ons Android poreH 6bITb yCTaHOBIIEH B kKauecTBe
cnyx6bl CrieumarnbHbix BO3MOXHOCTEN. Bo Bpems paboTel MacTepa nepsBoHavanbHo HacTpoiik Kaspersky
Endpoint Security pns Android npennaraeT nonb3oBaTesnto NPeaoCcTaBnTb MNPUIOXKEHNIO HeOBXoaVMble
npasa. [onb3oBaTenb MOXEeT NPOMyCTUTb 3TU LLarv U BbIKMIOYATL NpaBa B MapamMeTpax yCTponcTaea
nosnHee. B aTom cnyvae salyTa NpUIOXeHNs OT yaaneHus He paboTaerT.

6. HaxxmuTe Ha KHOMKY anIMeHVITb, YTObHI COXpPaHNTb BHECEHHbIE NSMEHEHUNS.

MapameTpbl Ha MOBWBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCNE OYEPEnHOW CUHXPOHM3aLUMM YCTPOCTBA C
Kaspersky Security Center. lNpy nonbiTke yoaneHns ipuioXeHns MoBuIbHOE YCTPONCTBO ByaeT 3a6noKMpOoBaHo.

CnpaBka 7isl 3To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYHO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 41
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Ob6Hapy>keHVe B31oMa YCTpolicTBa (nonyyeHne root-npas)

Kaspersky Security ons MobunbHbIX YCTPONCTB NO3BONSET OOHApPYXMBaTb B3MIOM YCTPOWCTBA (MonyyYeHne root-
npas). Ha B31oMaHHOM YCTPOMCTBE CUCTEMHbIE dalinbl HE 3aLLMLLEHBI 1 LOCTYMHbI 4719 U3MEHEeHWs. Takxe Ha
B3/IOMaHHOM YCTPOICTBE LOCTYMNHA YCTaHOBKA CTOPOHHUX MPUNOXEHNA N3 HEN3BECTHbIX MCTOYHUKOB. [Tocne
OBHapy>XeH1s B3oMa PeKOMEHLYeTCs BOCCTaHOBUTb HOPMarbHYto paboTy yCTpolCTBa.

[ns oBbHapy>eHns nonyyeHns root-npae nonb3osaTtenem Kaspersky Endpoint Security ons Android ncnonesyet
cnepytoLLVe CepBUCHI:

* BcTpoeHHbIVi cepauc Kaspersky Endpoint Security ans Android — cepsuc "TlabopaTtopun Kacnepckoro®,
KOTOPbIN MpOoBepseT NosyyeHne root-npae nonb3oBaTenem MobunbHoro yctpoiictea (Kaspersky Mobile
Security SDK).

* SafetyNet Attestation — cepsuc Google, KOToOpbIli NPOBEPSIET LIENOCTHOCTb ONepPaLOHHON CUCTEMBI,
aHanM3upyeT NporpaMMHoO-annapaTHoe obecrneyeHne yCTPOCTBA, a Takxke onpenenseT agpyrie npobnemsi
BesonacHocTu. [ogpobHasg nHpopmaums o paboTe SafetyNet Attestation npueBeneHa Ha Beb-caiTe Cry06bl
TexHuYeckol noaaepxku Android .

[Npv B3nome ycTpoIiCTBa Bbl MOMyunTe yBELOMIEHNE. Bbl MOXETE MPOCMOTPETH YBEAOMIIEHNS O B3/IOME B paboueli
obnacTtu CepBepa agMUHUCTPUPOBaHWS Ha 3aknanake MoHUTOpPUWHT. Bbl Takxke MOXeTe BbIK/IOUNTL YBELOMIIEHVE O
B3/IOME B NapameTpax yBeLOMIEHU O COBbITUSX.

Ha ycTpolicTBax nof ynpasneHnemM onepaumoHHo cuctemMbl Android Bbl MOXeETE YCTaHOBUTb OFpaHNYeHUs Npu
paboTe nonb3oBaTesns C yCTPONCTBOM B Cllyyae B3fioMa (Hanpumep, 3abnoknpoBaTb YCTPOCTBO). Bbl MoxeTe
YCTaHOBUTb OrpaHNYeHs C MOMOLLbIO KOMMOHeHTa KoHTponb cooTBeTCTBUg (CM. puyC. Hke). [Ing aToro B
napameTpax npaswia NPoBepkun TpebyeTcs BuibpaTh KpuTepuii Ha ycTpoiicTBe nonyyeHbl root-npaea.

CnpaBka 4nisl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SOcTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTpoiika rno6ansHoro HT TP-npoken Ha iOS MDM-ycTpoicTeax

[ns 3awmTbl IHTEpHET-Tpaduka Nonb3oBaTens Hy>KHO HacTpouTb noakoueHve iIOS MDM-ycTpolicTsa K
VWHTEPHETY Yepes NpoKCH-CepBep.

ABTOMaTNYECKOE NOAK/IOUEHME K UHTEPHETY Yepes NpoKCu-cepsep AOCTYMNHO TOMbKO A9 KOHTPOIMPYEMbIX
YCTPOWCTB.

Yro6b! HacTpouTs rnobanbHbivi HT TP-rpokcu Ha iOS MDM-ycTporicTae, BbinomHUTE CREAyoLME AEViICTBUS:

1. B nepeBe koHconu B nanke YnpaBnsemble yCTpoWCTBa BbiOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BxomaTt iOS MDM-ycTpoiicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonmtuku.

3. OTKpOiTE OKHO CBOCTB NMOANTVKI ABOVHBIM LLLENMYKOM MbILLM.
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4. B nonntuke, B okHe CeoiicTBa BbibepuTe pasgen MobanbHeiii HTTP-npokeu.

5. B 6noke NapameTpbl rnobansHoro HT TP-npokcu yctaHoBuTe driaxkok MpnmeHuTb NnapameTpsbl Ha
YCTPOWCTBE.

6. BoibepuTe Tun HacTpolikun rnobanbHoro HT TP-npoken.

Mo ymonuaHmto BbibpaH py4Holi Tun HacTpoiiky rnobansHoro HT TP-npokcu 1 nonb3oBaTento 3anpeLLeHo
MOAKOYATLCS K MOANUCHBIM CeTsIM 6e3 MOAKIoYeHNS K NPOoKCU-cepsepy. [ToanyvcHbie ceT —
BecrnpoBoHble ceTu, TpebytoLme NpeaBapuTeNibHON ay TeHTUGMKaLM Ha MOBUIIbBHOM yCTpoicTee 6e3
MOAKITIOYEHWNS K MPOKCU-CEepBepY.

® Ecnu Bbl XOTUTE BPYUHYIO BBECTM NapamMeTpbl MOAK/IOUYEHNS K MPOKCU-CEPBEPY, BbINMOAHUTE CreayoLe
nencTens:

a. B packpebiBatoLemcs cnivcke Tun HacTpoiiku BuibeprTe BpyuHyto.

b. B none Aapec npokcu-cepBepa 1 NOPT BBEAUTE UMS XOCTa, foMeHa unin IP-agpec npokcu-cepsepa u
HOMep nopTa NPOKCK-cepBepa.

c. B none Nma nonb3oBaTens 3agaiite nms yquHon 3annciu nonb3oBaTenya ongd aBTopundauin Ha npokKCu-
cepBepe. Bbl MoxeTe ncnonb3oBaTb MakKpOChbIl N3 paCKpbIBatOLLErocy Ccrnmcka ,D,OGaBI/ITb MaKpocC.

d. B none Maponb 3apaiiTe naposb y4eTHOM 3anvcy Nonb3oBaTens Afis aBTOpU3aLmMn Ha MPOKCU-cepBepe.

e. YTobbl paspelnTb NOIb30BaTENO AOCTYM K MOAMUCHBIM CETSM, ycTaHoBUTE driaxxok PaspelunTts goctyn
K MOANUCHbIM ceTam 6e3 noakloUeHNs K MPOKCU-cepBepy.

* YT106bI HACTPOWTL NapaMeTPbl MOAK/IIOUEHNS K MPOKCU-CepBEPY C MOMOLLIbIO NoaroToeneHHoro darina PAC
(Proxy Auto Configuration), BbinonHuTe cnepytoLume 4eCTBIS:

a. B packpebiBatoLemcs cnivicke Tun HacTpoiiku BoibepriTe ABTOMaTUYECKN.

b. B none Be6-appec PAC-dalina sBeeante Be6-agpec PAC-daiina (Hanpumep,
http://www.example.com/filename.pac).

. YTobbl paspelumnTb Nob30BaTENO NOAKIOUYEHE MOBUTBHOMO YCTPONCTBa K 6eCnpoBOaHON ceTn 6e3
MCMONb30BaHNs NMpPoKCcU-cepaepa B crnydae, ecnv PAC-daiin HeoocTyneH, ycTaHoBuTe $naxok
PaspewnTb npsmoe coeanHeHne, ecnu PAC-daiin HegocTyneH.

d. YTo6bI paspelnTb NoMb30BaTENO AOCTYM K MOAMUCHBIM CETSM, ycTaHoBUTe dnaxok PaspewmnTts gocTtyn
K MOANUCHbIM ceTam 6e3 noakIloYeHNs K MPOKCU-cepBepy.

7. Haxkmute Ha kHorky MNpumMeHnTb, YTOBbl COXPaHWTb BHECEHHbBIE 3MEHEHWS.

B pesynbTaTe nocne npuMeHeHUs NoAUTVKK Mob30BaTelb MOBUIBHOMO YCTPOMCTBa ByaeT NoaKoUaTsCes K
NHTEpPHETY Yepes NpoKCh-cepBep.

CnpaBka ons 370l BepCum peLleHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHoOpMaLKs O peLleHn SocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.
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Hob6asneHne ceptudmnkaToB besonacHocTn Ha iIOS MDM-ycTpoiicTsa

[ng ynpolieHns ayTeHTudmKaLmm nonb3osaTtens 1 obecrneyerns 6e30nacHOCTY AaHHbIX criefyeT nobasnTb Ha iOS
MDM-ycTpolicTBo nonbaosaTtens ceptudurkaTbl. [ToonncaHmne LaHHbIX ¢ MOMOLLLIO cepTudrKaTa 3alumLLaeT AaHHbIe
OT VBMEHeHUs BO BpeMs ceTeBoro obmena. LLindpoBaHme faHHbIX ¢ MOMoLLpio cepTudukaTa obecrneunsaeT
LOMONHNTENbHYIO 3awmTy HbopMaumn. CepTudurkaT Takxke MOXET UCMOoNb30BaThCS A5 YOOCTOBEPEHNS
NIMYHOCTV MOSIb30BaTENS.

Kaspersky Device Management ans iOS nonnepxumsaeT cnepytoLme cTaHOapTbl cepTndrkaTos:
* PKCS#1 - windposaHme ¢ OTKPbLITbIM KIIFOYOM Ha OCHOBE anroputmMoB RSA.
* PKCS#12 - xpaHeHrue 1 nepenava ceptudukaTa 1 3aKpbITOro Kova.

Y1066 O06aBUTL cepTdukaT besonacHocTu Ha iOS MDM-ycTpolicTBO Mo/ib30BaTe 1S, BbINOIHUTE CAEAYIOLMNE
aevicTeus:

1. B aepeBe koHconm B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BxomaT iOS MDM-ycTpoiicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntmku.
3. OTKpOliTE OKHO CBOCTB NMOANTVKIN ABOVHBIM LLENYKOM MbILLM.
4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasgen Ceptudunkarsi.

5. B 6noke CepTudukatbl HaxmMuTe Ha KHorky Jo6aBuTb.

OTkpoeTcs okHo CepTudumkar.

6. B none Nima daiina ykaxunTte nyTb K cepTudmkaTy:

®Darinel ceptudukatos PKCS#1 nmetoT paclumnperns cer, crt nnm der. ®@aiinel ceptudukatos PKCS#12
nMetoT paclumpenns p12 nnm pfx.

7. HaxkmuTe Ha kHomnky OTKpbITb.

Ecnun ceptudukaT sawmieH naponem, TpebyeTcs yka3aTb Naporb. [Tocne aToro HoBbll cepTudrkaT
oTOBpPasnTCs B Crincke.

8. HaxkmuTe Ha kHorky MprMeHUTb, UTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

B pesynbTaTe Ha MOBWIBHOM YCTPOWCTBE NOCE NPUMEHEHNS NMOANTUKMA NOMb30BaTENO ByAeT NPeasioXeHo
YCTaHOBUTb cepTudurkaTbl N3 CHOpPMUPOBAHHOIO Cr1CKa.

CnpaBka Ons 3Tol BEpcum peLleHnsl 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1.

Ho6asneHne npodpuna SCEP Ha iOS MDM-ycTpoiicTea
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Y7066l NonbaoBaTens iI0OS MDM-ycTpoiicTBa Mor aBToMaT4ecky nonyyaTb cepTudukaThl 13 LieHTpa
cepTUdUKaLLN Yepes NHTEPHET, cneayeT fnobasuTs npoduns SCEP. MNMpoduns SCEP nossongeT nonaepxmeaTtb
MPOTOKON MPOCTOWN perncTpaLmmn cepTnhukaTos.

Mo ymonuaruto pobasnseTtcs npoduns SCEP co cnegytolmmy napameTpamu:
* [Ins pernctpaumm cepTndrKaToB HE NCMONb3yeTCs anbTepHATUBHOE UMS CybbekTa.

* [lpennpuHumatoTcs Tpu nonbiTk onpoca SCEP-cepBepa ¢ nHtepsanom 10 cekyHa Mmexay nonbiTkamu. Ecnn
BCe MOMbITKM NOANMcaTb cepTuduKaT Bbiiv HeygauHbIMK, creayeT chopMmpoBaTh HOBbIM 3anpoc Ha
noanuncaHve ceptudukaTa.

* [lony4yeHHbli cepTudUKaT 3anpeLLEHO NCMONb30BaTb AJ19 MOANUCY UM WdPOBaHNS AaHHbIX.
Bbl MOXeTe N3MeHUTb YkasaHHble napameTpbl Npu fobasnerun npodung SCEP.
Y106b1 f06aBUTL Mpoguas SCEP, BbinonH1Te cnenyroLme AeicTaums:

1. B AepeBe koHconm B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBAHUS, B KOTOPYIO
BxoasT iIOS MDM-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpOIiTE OKHO CBOCTB MOANTVKIN ABOVHBIM LLENYKOM MbILLM.
4. B nonuTuike, B okHe CBolicTBa BbibepuTe paspnen SCEP.

5. B 6noke Npodunu SCEP HaxxmuTe Ha kHonky [,o6aBuTb.

OTkpoeTcs okHo Mpodunb SCEP.

6. B none Be6-appec cepeepa BeeanTe Beb-anpec SCEP-cepaepa, Ha koTopom pa3sepHyT LieHTp
cepTudmrkaLmn.

Beb-anpec moxeT copgepxatb IP-agpec nunm nonHoe gomeHHoe ums (FQDN). Hanpumep,
http://10.1010.10/certserver/companyscep.

7. B none HaseaHue BBennTe HasBaHuve LleHTpa cepTudmkaumm, passepHytoro Ha SCEP-cepsepe.

8. B none Cy6bekT BBEOMTE CTPOKY C aTpunbyTamu nonb3osatend iOS MDM-ycTpolicTBa, KOTOpble COLepXaTcs B
ceptudukate X.500.

ATpunbyTbl MOTyT copepaTb cBefeHus o cTpaHe (C), opraHuzaumm (O) n obwem nmenn nonssosatens (CN).
Hanpumep, /C=RU/O=MyCompany/CN=User/. Bbl MoxeTe ncrnonb3oBaTh 1 Apyrue aTpubyTbl, KOTOpbIe
npveeneHsl B RFC 5280.

9. B packpbiBatoLemcs crivicke Tun anbTepHaTUBHOIO UMEHU Cy6bekTa BoloepurTe TUM anbTepPHATUBHOMO MEHN
cybbekta SCEP-cepsepa:

e Het - VI,D,eHTI/ICI)VIKaLI,VI‘;l Nno anbTepHaTUBHOMY NUMEHN HE NCMOJIb3YEeTCH.

e RFC 822 nmg — noeHtndurkaums no agpecy anekTPoHHOW NouThl. AGpec SMeKTPOHHO MOYThl AOMKEH ObiTb
npencTasneH B cooteeTcTBUM ¢ RFC 822.

e DNS-nmse — ngeHTndukaLms no LJOMEHHOMY UMEHW.

e URI — npgeHtudukaums no IP-agpecy unm agpecy 8 dopmate FQDN.
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Bbl MOXeTe ncnonb3oBaTh anbTepHaTVBHOE UMS CyObekTa Ans naeHTUdMKaLmMm Nonb3osaTens MobunsHoro
ycTporicTtaa iOS MDM.

10. B none AnbTepHaTuBHOE NMS Cy6beKTa BBeANTE anbTepHaTUBHOE NMs cybbekTa ceptudmrkaTta X.500.
3HaueHne anbTepHaTVBHOMO NMEHW CyObekTa 3aBUCUT OT Tuna CyObekTa: aapec 3NeKTPOHHOM MNoYThI

nonb3oBaTenyd, AJOMeEH Unn Be6—anpec.

11. B none Nima cy6vekTta NT BBegnTe DNS-1Ms nonb3oBaTens MmobunsHoro yctpoiictea iOS MDM B ceTu
Windows NT.

Nms cybbekta NT conepxuTcs B 3anpoce Ha ceptudurkaT B8 SCEP-cepsep.

12. B none KonnuecTso nonbiTok onpoca SCEP-cepBepa ykaxuTte MakcmManbHoe KOnMYeCcTBO MOMbITOK onpoca
SCEP-cepBepa o515 nognuncanus ceptudukaTa.

13. B none UHTepBan mexay nonbiTkamu (CeK) ykaxunTe Neprof BPEMEHN B CEKYHIAX MeXAY MoMbITKaMmn ornpoca
SCEP-cepBepa ons nognucanus ceptudukara.

14. B none 3anpoc permcTpauum BBeavTe NpensapuTenbHO onybnkoBaHHbI KoY perncTpaLmi.

MNepen nopnucarnem ceptudurkata SCEP-cepsep sanpalunBaeT y nonb3oBaTens MOBUILHOMO YCTPOMCTBA
kntou. Ecnn octaButb none nycteim, SCEP-cepBep He BymeT 3anpalumsaTh KIlou.

15. B packpebiBatoLemcs crnivcke Pasmep kniouva BbibepurTe pasmep kioya permcTpaumnm B butax: 1024 nnm 2048.

16. Ecnu Bbl XOTUTE paspeLlnTb Nob3oBaTesNO UCMNONb30BaTb CepTUPMKAT, nosyyeHHbl ot SCEP-cepsepa, B
KauecTBe cepTudmrKaTa Noanucy, yctaHosuTe pnaxok Micnonb3osaTb ang nognucu.

17. Ecnv Bbl XOTUTE paspeLlnTb Nob30oBaTesO UCMNONb30BaTb CepTUdMKAT, nosyyeHHbli o1 SCEP-cepBepa, ons
WwndpoBaHKs faHHbIX, ycTaHoBuTe dnaxok Vicnonb3oBaTtb ang wndposaHums.

3anpeLueHo ncnosnb3oBath cepTudrkat SCEP-cepeepa B kauecTBe cepTudukaTa MOANMCU OaHHbIX 1
ceptudukaTa LWNPPOBaHNS AaHHbIX OQHOBPEMEHHO.

18. B none OTneuaTtok cepTudukaTta BBeOVTE YHVKAMbHbIM OTNeuaTok cepTudurkaTa Afis IpOBEPKY MNOLSMHHOCTHN
oTBeTa oT LleHTpa cepTudukaumn. Bol MoxeTe ncnonb3osaTh oTneyaTky cepTrdrKaTOB C anropuTMOM
xelmpoBannsg SHA-Tunm MDb5. Bel MoxeTe ckonmpoBaTb OTrieyaTok cepTuidrKaTa BpyUHYHO v BbibpaTh
cepTrdmKaT ¢ nomoLLbio kHorkn CoapaTh M3 cepTudukara. [py cospaHnm oTnevaTka ¢ MOMOLLbIO KHOMKM
Cospatb U3 ceptudumkarta otrnevaTok 6ynet LobasneH B none aBToMaTUYECKM.

OTneuaTok cepTudukaTa TpebyeTcs yKkasaTb, eCniv 06MeH AaHHBIMU MeXAY MOBUbHBIM YCTPONCTBOM 1
LleHTpom cepTudukaumm ocyluecTenseTcs no npotokony HTTP.

19. HaxkmuTe kHomnky OK.

Hogbii npoduns SCEP oTo6pasnTcs B crincke.
20. Haxxmute Ha kHomky MNpuMeHnTb, UTOGbl COXPaHUTb BHECEHHbBIE N3MEHEHNS.

B pesynbTaTe nocne npuMeHeHNs NONTUKA Ha MOBUIIbHOM YCTPOMCTBE NOMb30BaTesNs OyneT HaCTPOEHO
aBTOMaTMYeCKoe nonyyerve ceptudukaTa ns LieHTpa cepTudukaumm yepes NHTEPHET.

CnpaBka ons aTol Bepcum peLleHnst 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHpopmaLmio. AkTyanbHas MHOpPMaLKs O peLleHn JocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.
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KoHTponb

OTOT paspen coaepXunT MHGOPMALMIO O TOM, KaK YAaNeHHO KOHTPOIMPOoBaTb MOBUIbHbIE YyCTpoiicTea B KoHconm
agMuHUcTpupoBanus Kaspersky Security Center.

CnipaBka Ans 9Toi BepCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

HacTpolika orpaHnyeHni

B aToM paspene comepxatcs MHCTPYKLIMM MO HACTPOViKe AOCTYNa nosb3oBaTeneil K GyHKUMSIM MOBUIbHbIX
YCTPOWCTB.

CnpaBka Ons 3Tol BEpCum peLLeHs 6onblue He OBHOBNSIETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o peLleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

Ocobble pekomeHaaumn ang ycTporicTs nog ynpasneHnem Android 10 v Bbiwe

B Android 10 peann3oBaHbl MHOrOUUCTEHHbBIE N3MEHEHWS 1 OFPaHNYEHNSs,, OPUEHTMPOBaHHbIE Ha AP 29 nnu Bbiwe.
HekoTopble 13 3TUX N3MEHEHNI BASIOT Ha AOCTYMHOCTb 1 PaboTy OTAENbHbIX QYHKLMIA MPUIOXKEHWS. DTN
PeKoOMeHAaLMN MPUMEHMMbI TONbKO A1 YCTPONCTB nog, ynpasneHnem Android 10 v Bbiwe.

BkntoueHne, BoikntoueHne n HacTpoika Wi-Fi

e Cetn Wi-Fi moxHo [o6aBnsTh, yoandTb 1 HacTpansaTb B KoHconu agmuHucTpuposaHus Kaspersky Security
Center. Korga B nonutuky nobasnsetcs cetb Wi-Fi, Kaspersky Endpoint Security nonyuaeT koHdurypaumio
3TO ceTu npu nepeoM nopkntoveHun k Kaspersky Security Center.

e Korpa ycTpoiicTBO 0BHapy>X1BaeT CeTb, HACTPOEHHYIO ¢ nomolubio Kaspersky Security Center, Kaspersky
Endpoint Security npennaraeT nonb3oBaTento NOAKIIOUNTLCS K 3Toi ceTu. Ecnm nonb3osaTterns BbibupaeT
noaOk/toYeHne K CeTu, BCe NnapameTpsbl, HacTpoeHHble B Kaspersky Security Center, npymMeHsitoTcs
aBTOMaTMYecKn. 3aTeM yCTPOCTBO aBTOMATUYECKM NOAK/IOYAETCS K 3TO CETU, KOrAa HaxoauTCs B Npeaenax
AoCcAraemocCTwn. Hukakne OOMNONHUTEeNbHblE YBEOOMIEHUA 019 NOJIb30BaTENd HE OTO6pa)KaIOTC9I.

* Ecnn ycTpolicTBO Nonb3oBaTens y>e noakntoyueHo k apyroii cetn Wi-Fi, uHorna npunoxeHve MoxeT He
npensioXnTb Nonb3oBaTento onobpuTb fobasneHre ceTu. B Takmx cnyyasx nonb3oBaTesnto Heobxoanmo
OTK/OUMTb 1 cHoBa BkoUNTb Wi-Fi, 4TOBbI MONYyYnTb NPEeasioXeHve.

* Korpa Kaspersky Endpoint Security npennaraet nonb3osatento nogkntountbes k cet Wi-Fi, a nonb3osatesnb
OTKa3blBaeTCs 9TO caenaTb, paspeLleHne NPUIoXeHns Ha nameHeHne coctoaHns Wi-Fi anHynupyeTcs. [ocne
aToro Kaspersky Endpoint Security He cMoxeT npeanoxuTs nogknounTbes kK cetam Wi-Fi, noka nonb3oBaTenb
He NpefoCTaBUT paspeLleHe MOBTOPHO, Nepeias B HacTpoiikn — MpunoxeHns n ysegomneHus —
PaspelueHnsa npunoxeruii — Kontponb Wi-Fi — Kaspersky Endpoint Security.
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* [lopaepXrBalOTCs TONbKO OTKPbITbIE CETU 1 CETU, 3alLndpoBaHHble ¢ nomolubio WPA2-PSK. LLindposaxne WEP
n WPA He nopnepxunsaeTcs.

e Ecnu naponb Anisi ceTu, paHee NpeasioXeHHbI MPUnoXxeHnem, 6bin M3MeHeH, Nonb3oBaTento HEOBXoANMO
BPYUYHYIO YANTb 3Ty CETb U3 CMMCKa U3BECTHbIX ceTell. [Tocne 3Toro yCTpoNCTBO CMOXET MOMYUnTb
npennoxenve cetn ot Kaspersky Endpoint Security 1 nogknounTbes K 3TN ceTu.

* [pu 0BHOBNEHWN OMNEepPaLMOHHON ccTeMbl yeTpolicTea ¢ Android 9 n Huxke oo Android 10 v Bbilwe, unn npu
obHoBneHun npunoxeHns Kaspersky Endpoint Security, ycTaHoBneHHOro Ha yCTpoMCTBe Nopf, ynpaBneHnem
Android 10 v BbliLLe, HEMb3S USMEHWTL U YOanUTb CeTu, KoTopble Bbinv paHee fobasneHsl B Kaspersky Security
Center, ¢ nomoupsto nonnTuk Kaspersky Security Center. OnHako nonb3oBaTenb MOXET USMEHUTb U YOANUTb
Takue ceTu BPYYHYIO B HACTPOIiKax yCTPOMCTBA.

* Ha ycTpolicTBax nog ynpasneHnem Android 10 y nonb3oBaTens 3anpalunBaeTCs Naposib Mpw NOMbITKE BPYUHYIO
MOAKIOUNTLCS K MpeasiaraeMoit 3alumLLeHHon ceTu. [py aBToMaT4eckom NOAKIIOUEHN BBOA, MapOns He
TpebyeTcs. Ecnn ycTpolicTBO Nonb3oBaTens NOAKIoYeHO K kakon-nmbo apyroi cetn Wi-Fi, nonbsosatento
CHavana HeobXxoaMMO OTKIIOUNTLCS OT STOW CEeTH, YTOBbI aBTOMaTUYECKN MOAKOUNTLCS K OAHOM 13
NPEAIOXEHHbIX CETEN.

* Ha ycTtpoiictBax nog ynpasneHnem Android 11 nonb3oBaTtesib MOXeT BPYUHYHO MOAKIOUATLCS K 3aLLULLEHHON
ceTu, NPeasIoXKeHHON NpunoxeHrem, 6e3 BBoaa napons.

* [lpu ynanenun Kaspersky Endpoint Security ¢ ycTpoiicTsa, ceTu, paHee npeasiaraemble NPUNoXeHneMm,
UrHOPVIPYIOTCSI.

* He noppepxmBaeTcd 3anpeT Ha ncnonb3osaHue ceten Wi-Fi.

LocTyn k kKamepe

e Ha yctpoiicteax nog ynpaeneHnem Android 10 ncrnonb3oBaHne kamepbl HeMb3s 3anpeTUTb MOHOCTbIO. 3anpeT
Ha UCMONb30BaHKe KaMmepsbl A5 paboyero Npoduss No-NPexHemMy LOCTYMEH.

* Ecnm cTOpoHHee NpUnoXeHre nbiTaeTcs NoNy4YnTb JOCTYN K KaMepe YyCTPOWCTBA, 3TO NPUIoXeHve byneT
3a6n10KNPOBaHO, a Nonb3oBaTeNb NONYYMT yBedoMeHne o npobneme. OnHako NPUIOXEHWS, UCNOMb3YyioLme
Kamepy BO BpeMs paboTbl B GOHOBOM pexunmMe, He MoryT OblTb 3a6/10KMPOBaHbI.

e Korpa BHeLHsS Kamepa OoTK/to4YeHa OT YCTpOVICTBa, B HEKOTOPbIX ClTy4adax MOXeT OTO6pa)KaTbC9| yBegomiieHmne o
HEeOOCTYNMHOCTW KaMepbl.

YnpaBneHne meTogamm pasbnokMpoBKN aKpaHa

e Kaspersky Endpoint Security nprBoamnT TpeboBaHNs HageXXHOCTU NapPOsIs K OOHOMY N3 CUCTEMHbIX 3HAYEHWIA:
CpenHWi N BbICOKUIA.

e Ecnn Tpebyemas nnvHa napons cocTasnsgeT oT 140 4 CMMBOSIOB, MPUOXEHWE NpeasiaraeT Nob30BaTesNto
YCTaHOBUTb Naposib cpeaHein HagexHocTu. OH fomkeH 6biTb Mo undposbiM (PIN-kon) 6e3
MOBTOPSHOLLMXCS UIIN YNOPSAL0UYEHHbBIX MOcnefoBaTenbHocTel (Hanpumep, 1234), nnbo ByKkBeHHO-LIMbPOBbIM.
PIN-kon nnun naposnb BOMKHbI COCTOSATb HE MEeHee YeM 13 4 CMBOSIOB.

* Ecnun Tpebyemas AnvHa napons CocTaBnseT He MeHee 5 CMBOSIOB, MPUIOXEHVE NpeaiaraeT Nonb3oBaTento
YCTaHOBWTb Maposib BbICOKON HanexHocTu. OH gomkeH bbb nnbo umdposbiM (PIN-kon) 6e3
MOBTOPSHOLLMXCS NN YNOPSLOUEHHbBIX MocnefoBaTeibHocTel, 6o BykeeHHO-LbpoBbiM (Napornb). PIN-kog,
LOIMKEH COCTOSATb HE MeHee YeM 13 8 Ldp; Naporib JOMKEH COCTOATb HE MeHee YeM 13 6 CYIMBOSIOB.
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* YnpaBnsaTb NCMOMb30BaHEM OTrneyvaTka nasnblia Ans pasbnokMpOoBKM 3KpaHa MOXHO TOJbKO B paboyem
npodwune.

CnipaBka o5 3To BEpCun peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4OoCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

HacTtpolika orpaHunyeHuii ansa Android-ycTpoiicTs

[na obecneyeHns 6esonacHocTy Android-ycTpocTBa HY>XHO HAaCTPOUTL NMapameTpPbl UCMONb30BaHWS Ha
ycTtporictee Wi-Fi, kamepbl 1 Bluetooth.

Mo ymonuaHuio nonb3oBaTesb MOXeT UCMnonb3oBaTh Ha ycTpolicTee Wi-Fi, kamepy, Bluetooth 6e3 orpaHmnyeHunii.

YT06bI HACTPOUTL OrPaHUYeHNs NCMONb30BaHS Ha ycTporvicTae Wi-Fi, kamepsi v Bluetooth, BbinonHuTe
crenyroLme AevicTBuS:

1. B aepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknaaky Monntukn.

3. OTKpoliTe OKHO CBONCTB MOMVUTUKM ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.

4. B nonutuke, B okHe CBolicTBa BbibepuTe pasaen YnpaeneHue ycTpoCTBOM.

5. B 6noke OrpaHunyeHust HacTpoiiTe ncnonb3osaHne moayns Wi-Fi, kamepbl, Bluetooth:

* YToObI BbIKNOUNTL Moayb Wi-Fi Ha MOBUIIBHOM YCTPOICTBE NOMb30BaTENS, yCTaHOBUTE driaxok 3anpeTuTb
mncnonb3oBaHue Wi-Fi.

Ha ycTtpolicteax nog ynpasneHnem Android 10.0 v Bbilwe 3anpeT Ha ncnonb3oBaHue ceteit Wi-Fi He
noanepX1BaeTCs.

* YTOObI BBEIKMOUNTL KAMEPY Ha MOBWIbLHOM YCTPOCTBE NOMb30BaTeNs, yCTaHOBMTE Praxok 3anpeTuTtb
MCMONb30BaHNE KaMepbl.

Ha ycTpolicTBax nog ynpaeneHuem Android 10 11 Bbille NCNonb30oBaHe KamMmepbl HEMb3s 3anpeTuTb
MOMHOCTbIO.

Ha ycTpolicTBax ¢ onepaumoHHoi cuctemoit Android 11 v Bbilwe Kaspersky Endpoint Security ans
Android gonxeH 6biTb yCTaHOBEH B KauecTBe cny»x6bl CrieLanbHbix Bo3amoxHocTel. Kaspersky
Endpoint Security ans Android npepnaraeT nonb3oBaTesto yCTaHOBUTb MPUIOXKEHNE B KAaYeCTBe
cny>6bl CrieumanbHbIX BO3MOXHOCTEN BO BpeMs paboTbl MacTepa nepBoHauanbHOM HaCTPOMKM.
MNonb3oBaTenb MOXET MPOMYCTUTb STOT LUAr UK BbIKIOUNTL CIy>X0Oy B NapameTpax ycTponcTea
nosnHee. B aTom cnyuae He yoacTcs orpaH/umTb UCMOb30BaHNE KaMepbl.

* YTOObI BbIKNIOUNTL Bluetooth Ha MoBubHOM yCcTpolicTBe Nonb3oBaTens, ycTaHoBUTe dnaxok 3anpeTuTb
ucnonb3oBaHne Bluetooth.
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Ha Android 12 nnn 6onee nosgHei Bepcum ncnonb3osaHve Bluetooth MoxeT 6bITb OTKIIOUEHO, TOMBKO
ecnn nonb3oBaTesb YCTPONCTBa NpenocTaBun paspelueHre YeTpoiicTea Bluetooth no6nmsoctu.
MNonb3oBaTenb MOXET NPEfOCTaBUTb 3TO Pa3speLLEHNE BO BPeMs paboTbl MacTepa HayanbHow
HaCTPOVIKM U MO3Xe.

Ha nnuHbix ycTpoiicTeax nog ynpasnerHvem Android 13 nnu Bbile Henb3s OTKIIOYNTb UCMONb30BaHVEe
Bluetooth.

6. HaxkmunTe Ha kHorky MprMeHUTb, UTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

MapameTpbl Ha MOBUTBHOM YCTPOWCTBE ByayT HACTPOEHbI MOC/E OYEePEAHON CYHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnipaBka Ans 9Toi BEpCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

HacTpoiika orpaHnyenunii ang iOS MDM-ycTpoiicTs

[ns BeINONHEHNS TpeboBaHWI KOPHOPaTUBHOM 6E30MAaCHOCTL ClieayeT HaCTPOUTb OrpaHnYeHns B paboTe iOS
MDM-ycTpolicTsa. VIHbopmaLmio 0 4OCTYMHbIX OrpaHNYeHNSaX MOXHO MOMYYNTb B KOHTEKCTHOW CrpaBke niarvHa
ynpasneHus.

Y106b1 HacTpouTb orpaHuydeHys IOS MDM-ycTporicTBa, BbINOHUTE CAEAYIOLLNE AEVICTBUS:

1. B nepeBe koHconm B narke Ynpaensemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
BxomaT iOS MDM-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.

3. OTKpoliTe OKHO CBONCTB NOMUTUKA ABONHBIM LLETUYKOM MbILLIN.

4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasnen OrpaHuyeHns GyHKUNIA.

5. B 6rioke NapameTpbl orpaHnyeHuin yHkumi ycTaHoBuTe dnaxkok MprmeHnTb napameTpbl Ha YCTPOICTBE.
6. HacTpolite orpanuuenns yHkumii iOS MDM-ycTpoiicTsa.

7. Haxkmute Ha kHonky MNpuMeHnTb, YTOObI COXPaHWTb BHECEHHbIE 3MEHEHWS.

8. BeibepuTte pasnen OrpaHUYeHNs NPUNOXXEHWIA.

9. B 6noke MNMapameTpbl orpaHNYeHUIn NPUNOXKEHWIA ycTaHoBUTE driaxok MpumMeHUTL napamMmeTpsbl Ha
yCTpoiicTBe.

10. HacTpolite orpaHunyerns ons npunoxexuin Ha iOS MDM-ycTpolicTse.
11. Haxkxmute Ha kHorky MNpuMeHUTb, YTOObI COXPaHNTL BHECEHHbBIE 3MEHEHWS.

12. BoibepuTe paspen OrpaHnYeHNs MeanakoHTEHTa.
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13. B 6n1oke MapameTpbl orpaHnyYeHns MeauakoHTeHTa ycTaHoBUTe ¢riaxxok MpnmeHuTb NnapameTpsbl Ha
ycTpoiicTBe.

14. HacTpoiiTe orpaHnyeHns ong meamakoHTeHTa Ha iOS MDM-ycTpoiicTse.
15. HaxxmuTte Ha kHorky MprmeHnTb, YTo6bl COXPaHUTh BHECEHHbIE 3MEHEHUS.

B pesynbTaTe Ha MOBWIBHOM YCTPOCTBE NOMb30BaTeNs Noce NPYMEHeHVS NONTUKN ByAeT HaCTPOEHbI
orpaHnyeHnst yHKLINIA, MPUNOXEHNI 1 MeONaKoOHTEHTa.

CnpaBka ons 3Tol BEpCcum peLLeHsl 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1.

HacTpoiika gocTyna nonb3oBaTene K Beb-caitam

B aToM pasnene comepxatcs MHCTPYKLIMM MO HAacTpolike AocTyna k Beb-calitam Ha Android- n iOS-ycTpolicTeax.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKs O peLLeHnn JOCTYymnHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

HacTpoiika pocTyna k Beb-caritam Ha Android-ycTpoiicTBax

Bbl MOXeTe HacTpamBaTb LOCTYN nosb3oBaTenein Android-ycTpolicTs k Beb-calitam ¢ nomoLLbio Beb-OunbTpa.
Beb-PunbTp nogaepxusaeT dbunbTpaumio Be6-caiToB Mo KaTeropusM, onpeaeneHHsIM B 0bnayHon cnyxoe
Kaspersky Security Network. DunbTpaumns no3BonseT BamM OrpaHnynTb LOCTYN NoMb3oBaTesnel K oTAeNbHbIM BE6-
caiiTam unm kaTeropusiv Beb-caliToB (Hanpumep, kK Beb-caliTam 13 kateropun "AsapTHble Urpbl, TOTEpPeN,
ToTanusatopsbl” nnm "ObLeHne B ceTn”). Be6-DOunbTp TakxKe 3alumaeT nepcoHarnbHble JaHHbe nonb3oBaTeneli B
NHTEepHeTe.

[ns paboTbl Beb6-PunbTpa Heo6x0aMMO BbINOMHEHNE CNEeayoLWMX YCIOBUIA:
e [Npunoxerune Kaspersky Endpoint Security BkntoueHo B kauecTBe cny>x6bl CneupanbHbiX BO3MOXHOCTEN.

* [lonoxeHne 06 06paboTke AaHHbIX B Liensx Mcrnonb3oBaHns Beb-Dunbtpa (MonoxeHne o Be6-OunbTpe)
LOMKHO 6bITb NpUHaTO. Kaspersky Endpoint Security ncnonbayet Kaspersky Security Network (KSN) gns
npoBepku Beb-canToB. lNonoxeHre o Beb-OunbTpe copepXxunT ycnosus oomeHa aaHHbIMu ¢ KSN.

Bbl moxeTe npuHaTh MNMonosxeHne o Beb-®Ounbtpe B Kaspersky Security Center. B atom cnyyae nonb3oBaTento
He NoTPebyeTCs BbIMOMHATL HAKAKMX AeACTBUI.

Ecnu Bbl He npuHanu MNonoxeHre o Be6-OunbTpe 1 HanpaBuiv Nonb30BaTeto 3anpoc Ha NpuHATE [onoxeHns,
nonb3oBaTe b AOMKEH MPOUNTaTb U NPUHATL [MonoxeHne o Beb-OunbTpe B HacTpolikax MPUNoXeHMs.

Ecnu Bbl He npuHsnu MNMonoxeHne o Be6-PunbTpe, Be6-PunbTp 6yaeT HEAOCTYNEH.
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Beb-®unbTp Ha Android-ycTpolicTBax paboTaeT Tonbko B bpaysepax Google Chrome (Bkntouas dyHKLMIO
Custom Tabs), Huawei Browser n Samsung Internet Browser. B 6pay3epe Samsung Internet Browser Be6-
DunbTp He BNoKMPYET caliTbl Ha MOBUMBHBIX YCTPONCTBAX, ECM UCMONb3yeTcs pabounii npoduns 1 Beb-
DunbTR BKIOYEH TOMbKO Ang paboyero npoduns.

Mo ymonuarmo Beb-DunbTp BKIOYUEH: OrpaHnyeH 4OCTYM Nofb3oBaTens K Beb-caiTam kaTeropuii @ULLIMHF 1
BpenoHocHoe nporpammHoe o6ecneyeHue.

YT06bI HACTPOUTL [OCTYI MOML30BATESS YCTPOVICTBA K BE6-CaliTaM, BbiMONHATE CEAYIOLUNE [AEVICTBYS:

1. B nepeBe koHconu B narke Yrnpaensdemblie yCTPOMCTBA BbibepuTe rpynny agMUHNCTPUPOBAHNS, B KOTOPYIO
BxomaT Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.

3. OTKpoliTe OKHO CBOMNCTB MOMUTUKM ABOMHBIM LLETUYKOM MbILLK MO II06OMY CTONOLLY.
4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasnen Be6-dunbTtp.

5. YcTaHoBuTe dnaxkok BkntounTts Beb-PunbTp.

6. [Ins uicnonbaoBaHns Be6-OunbTpa BaM Ui nonb3oBaTento YCTPONCTBa HEOBXOAMMO NPOYUTaTh U MPUHSTb
MonoxeHre 06 0bpaboTke AaHHbIX B LiENsx Mcrnonb3oBaHus Beb-Dunbtpa (MonoxeHne o Be6-DunbTpe).

a. [NepelignTe no ccoinke MonoxxeHne o Be6-PunbTpe.

OTkpoeTcs okHo MNonoxkeHue 06 06paboTke AaHHbIX B LeNsX Ncnosb3osaHna Be6-Ounbtpa. YTobb
NpuHSTbL MNonoxeHne o Be6-PunbTpe, Heo6X0AMMO NPOUNTaTb U NPUHATL MoNNTUKY KOHOUAEHLNANBHOCTM.

b. MepeionTe no ccbinke MNonntrika kKoHdraeHUmansHocTy. MNpounTalitTe 1 npumnTe MNonnTrky
KOHPUAEHLMANBEHOCTN.

Ecnu Bbl He npuHMaeTe MNonnuTuKy KoHbUAEHUManbHOCTI, MOb30BaTENlb MOBUIIBHOrO YCTPONCTBA MOXET
NpWHATL MNonnTuKy KoHbVAEHUMaNbHOCTY B MacTepe nepBoHauanbHON HAaCTPOVIKN UK B MPUNOXEHNN (
— O npunoxeHuun — NpaBoBasa nHPopmauns — MNonntrka KOHGUAEHUNANBHOCTH).
c. YkaxuTe, npuHumaeTe v Bbl [onoxeHne o Be6-OunbTtpe:
* 4 npouutan n npuHumaio MNMonoxxeHne o Be6-dunbtpe
e 3anpocutb npuHaTue MonoxxeHns o Be6-PunbTpe y nonb3oBaTens ycTpolicTea

¢ 9 He npuHumato MNMonoxeHne o Be6-Punbtpe

Ecnw Bbl BbIGpanu BapnaHT 9 He npuHumato MonoxkeHne o Be6-DunbTpe, Be6-Ounbtp He ByaeT 6noknposaTtb
caliTbl Ha MOBUIbHOM ycTpoiicTae. [Nonb3oBaTenb MOBUIbHOIO YCTPOWCTBA HE CMOXET BKNoUMTL Beb-Punbtp
B Kaspersky Endpoint Security.

7. Ecnu Bbl X0TUTE, YTOGSI NPUNoXeHne orpaHnymBano OCTYMN Nnob3oBaTeNd K Beb-caliTaM B 3aBUCMMOCTU OT UX
copepXXaHnmg, BbinoNHATE crenytoumne OencTBu:

a. B paspene Be6-®unbTp B packpbiBaloLLEMCS Crincke BolbepuTe MyHKT 3anpeLueHbl Be6-caliTbl BblGpaHHbIX
KaTeropwuii.

b. ChopmupyiiTe crimcok 3anpeLLeHHbIX KaTeropuii, ycTaHoBUB $hnaxkki Afis KaTeropuii Beb-calitos, 4OCTYM K
KOTOPbIM NPUNOXeHVe ByaeT 6noknpoBaThb.
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8. Ecnu Bbl xoTWTE, UTOBbI MPUIOXEHNE pa3peLLano AOCTYM Mob30BaTeNs TOMbKO K Beb-caliTam, ykasaHHbIM
aOMVHNCTPaTOPOM, BbIMOMHUTE CrefytoLme AelicTBUS:

a. B paznene Be6-dunbTp B packpblBatoLLeMcs Criicke BbibepurTe NyHKT PaspelueHbl TOMbKO nepeyncnieHHbie
Beb-caiiThl.

b. ChopmmpyiiTe cnncok Beb-cainToB, 4O6aBNB agpeca Beb6-caiToB, K KOTOPbIM MPUIIOXeHe He ByaeT
6nokumposatb gocTyn. Kaspersky Endpoint Security ons Android nogaepxmnBaeT TONMbKO perynspHble
BbipaxeHus. [pu BBoae agpeca paspeLLeHHoro Beb-calita ncnonb3yiite cremytoLme LWabnoHb!:

e https://example.com.* — pa3peLueHbl Bce CTpaHuLbl Beb-caliTa (Hanpumep,
https://example.com/about).

* https://.*example.com — pa3peLleHbl BCe NOaLOMEHHbIE CTpaHuLpl Beb-caliTa (Hanpumep,
https://pictures.example.com).

Bbl Takxke MoxeTe ncnonb3osaTb BolpaxeHue https?, utobel BeibpaTh npokonsl HTTP n HTTPS. MNogpobHee
O perynsipHbIX BbIpaxxeHnsx CM. Ha cainTe Cny>xObl TexHuveckol noaaepxku Oracle.

9. Ecnun Bbl xoTUTe, UTOBBI MPUIIOXEHNE OrpaHnYMBano AOCTY NMonb3oBaTens K NtobbiM BeG-caiiTam, B pasaene
Be6-®PunbTp B packpbiBaloLLEMCS CCKe BbibepuTe anemMeHT 3anpeLueHbl Bce Be6-caliThbl.

10. Ecnun Bbl XOTUTE CHSATb OrpaHnyeHne Ha LOCTYN Nnonb3oBaTens YCTPolicTBa K Beb-caiiTam B 3aBUCUMOCTM OT 1X
COoLEepPXNMOro, CHUMUTE dpriaxxok BknounTb Be6-DPunbTp.

11. Haxkmute Ha kHorky MNpuMeHnTb, YTOObI COXPaHNTL BHECEHHbIE U3MEHEHWSI.

MapameTpbl Ha MOBUBHOM YCTPOWCTBE ByayT HACTPOEHbI MOC/E OYEPELHON CUHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnpaBka Ans 9Toi BepCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHnn JOCTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

HacTpoiika poctyna k Beb6-caritam Ha iOS MDM-ycTpoicTaax

HacTpolika napameTpos Beb-DunbTpa No3BoONSeT KOHTPOAMpoBaTh OCTyn nons3osaTeneli iOS MDM-ycTpolicTs
k Beb-calitam. Be6-PunbTp KOHTpONMpyeT 4OCTYN NMosb3oBaTeneit kK Be6-caliTaMm Ha OCHOBE CMMCKOB
paspeLUeHHbIX 1 3anpeLLeHHbIX Be6-caiiToB. Takxxe Beb-PunbTp nossonsgeT 4obaBnsaTh 3aknanku Beb-calitos Ha
naHenb 3aknagok Safari.

Mo ymonyaHuio gocTyn kK Beb-caliTam He OrpaHnyeH.

HacTpolika Be6-®unbTpa 4OCTYMNHa TONbKO AN YCTPOWUCTB B pexumMe supervised.

YTo6bI HacTpouTs [OCTY k Beb-caviTam Ha iOS MDM-ycTporicTae, BbinomHUTE CAeayoLmMe AeiCTBUS:

1. B nepeBe koHconu B nanke YnpaBnsiemble yCTpOWCTBa BblOepuTe rpynny anMUHUCTPUPOBaHUS, B KOTOPYIO
BxomaTt iOS MDM-ycTpoiicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
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3. OTKpOIiTE OKHO CBOCTB MOANTVKN ABOVHBIM LLEMYKOM MbILLM.
4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasnen Be6-dunbTp.
5. B 6rnoke MNapameTpbl Be6-Punbrpa ycTaHoBuTE Priaxkok NpumMeHNTb NnapameTpbl Ha YCTPOMCTBE.

6. YTO6bI BrIoKMpPOBaTL AOCTYM K 3aMpeLLEeHHbIM Be6-caiiTam 1 paspelunTb JOCTYM K paspeLleHHbIM Be6-caliTam,
BbINOJHUTE CReaytoLLVe OeCTBUS:

a. B packpebiBatoLLemcs cnvicke Pexxum ¢punbTpaumm Be6-calitoB BoibepuTe pexvim OrpaHMunTb coaepixaHne
"nnsa B3pocnbix”.

b. B 6noke PaspelueHHble Be6-caliTbl CHOPMMPYINTE CIMCOK pa3peLlEeHHbIX BEG-CaToB.

Appec Beb-caiiTa fomkeH HaunHaTbes ¢ "http://" nnm "https://" . Kaspersky Device Management ons
iOS npepnocTaBngeT AOCTYN KO BCceM Beb-calitam foMeHa. Hanprmep, ecnv Bbl 406aBWv B CNINCOK
paspeLueHHbIx Beb-caiTos http:/www.example.com, nocTyn paspeLueH k http://pictures.example.com n
http://example.com/movies. Ecnn cnvcok paspeLleHHbix Be6-caliToB MyCT, MPUIOXeHVe paspeLlaeT 4OCTYn
KO Bcem Beb-caliTaM, KpOMe yKasaHHbIX B CMINCKE 3anpeLLeHHbIX.

c. B 6noke 3anpelyeHHble Be6-caliTbl CHOPMUPYIATE CNINCOK 3anpeLLEHHbIX BEG-CalnToB.

Appec Beb-caliTa fomkeH HaumHaTbes ¢ "http://" vnm "https://". Kaspersky Device Management ans
iOS sanpelllaeT [OCTYN KO BCEM BeO-caliTaM JoMeHa.

7. YT06bI BnokMpoBaTb LOCTYM KO BCeM Beb-caliTam, KpoMe paspeLLeHHbIX Be6-CcaliToB 13 Crivcka 3aknamok,
BbINOSHUTE CreaytoLLVe OeNCTBUS:

a. B packpebiBatoLLemcs cnivicke Pexxum ¢punbTpaumm Be6-caliToB BoibepuTe pexviM PaspelunTtb Be6-caiiTbl
TONbKO M3 Cnncka 3aknafok.

b. B 6noke 3aknaaku chopmmpyliTe CIMCOK 3aKNafok padpeLleHHbIX Be6-canTos.

Apnpec Beb-caiiTa fomkeH HaunHaTbes ¢ "http://" nnm "https://" . Kaspersky Device Management ons
iOS npepocTaBngeT JOCTYM KO BCceM Beb-calitTam foMeHa. Ecnv cnncok 3aknagok nycT, puioXeHne
paspeluaeT JocTyn ko Bcem Beb-calitam. Kaspersky Device Management ons iOS po6asnseT Be6-caiTbl 13
crvcka 3aknafok Ha naHesb 3aknafok Safari Ha MoBKIbHOM YCTPOCTBE NOMb30BaTENS.

8. HaxkmunTe Ha kHorky MpnMeHUTb, YTOBbI COXPaHTb BHECEHHbIE N3MEHEHMS.

B pesynbTaTe Ha MOBUIBHOM YCTPOCTBE NOMb30BaTeNs Noce NPUMEHEHVS MONNTUKN ByaeT HacTpoeHa
dunbTpaLums Beb-caliToB B COOTBETCTBUM C BbIOPaHHBIM PEXUMOM 1 CHOPMUPOBAHHBIMU CMINCKAMU.

CnpaBka o515 370l BEpCum peLleHns 6ornblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 4.1.

KoHTponb cooTBeTcTBUS Android-ycTpoiicTB TpeboBaHNgM KoprnopaTUBHOMN
Be3onacHoCTU
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Bbl MoXeTe koHTponmpoBaTb Android-ycTpolicTBa Ha COOTBETCTBUE TPEBOBaHNSM KOPMOPaTVBHOW
BesonacHocTu. TpeboBaHNsa KopropaTBHOV 6e30MacHOCT PErnaMeHTUPYIOT paboTy Nnonb3oBaTens ¢
yCTpoiicTBOM. Hanpumep, Ha ycTpolicTBe Oo/MKHa ObiTb BKIIOUEHa NMOCTOSHHASA 3aLLTa, aHTUBUPYCHblE 6asbl
AOJI>KHbI BbITb aKTyaslbHbl, Maposb yCTpOI‘ﬁCTBa AOKEH BbITb AOCTaTOYHO CJITOXKHbIM. KOHTpOJ’Ib COOTBETCTBUA
paboTaeT Ha OCHOBe cricka npaswu. [paBuiIo COOTBETCTBUSA COCTOUT U3 CNEAYIOLLNX KOMMOHEHTOB:

* KpUTEPWI NPOBEPKN YCTPONCTBA (Hanpumep, OTCYTCTBME Ha YCTPOMCTBE 3anpeLLEeHHbIX MPUIIOXEHNI);
* BpeMs, BblAe/IeHHOE Mob30BaTesio YCTPONCTBA ANS YCTPaHeHWs HeCOOTBeTCTBIS (Hanpumep, 24 yaca);

* [pelicTBMe, KOTOPOE ByaeT BbIMOMHEHO C YCTPOMCTBOM, EC/IN NOMb30BaTESb HE YCTPAHUT HECOOTBETCTBME B
TeYeHVe yka3aHHOro BpeMeHu (Hanpumep, 610KMpoBaHMe yCTPOCTBA).

Ha Android 12 nnn 6onee noapHen Bepcu MPUIOXeHNE MOXET BbIMOMHUTL 3Ty 3agady Mosxe, YeM ykasaHo,
€C/N YCTPONCTBO HaXxoaMTCS B PEXUME SKOHOMUY 3apsaa baTapew.

[ocTynHbl cnepytolme 4efcTBIS, eCnv NONb30BaTesb HE YCTPaHUT HECOOTBETCTBIME B TEYEHME YKa3aHHOro
BPEMEHU:

e BrnokupoBaHne BCex NPUNoXeHniA, KpoMe CUCTEMHBIX. 3anyCk BCEX MPUIOXEHUN, KPOME CUCTEMHbIX, Ha
MOBWIBHOM YCTPOWCTBE MNOMb30BaTesNs 3ab10KMPOBaH.

* BnokunposaHue ycTpolictBa. MobunbHOe yCTPONCTBO 3a6n0KMpoBaHo. s nonyveHns [ocTyna K AaHHbIM
HeobxoaMMo pPasbnokMpoBaTh YCTRONCTBO. Ecrn nocne pasbnoknposaHus yCTpocTBa NpuynHa 6rnoknpoBkm
He yCTpaHeHa, yCTPONCTBO ByneT 3abNOKMPOBaHO CHOBa Yepe3 yka3aHHbI Neproa.

* YpaneHvie KOprnopaTuBHbIX faHHbIX. YOaneHbl AaHHbIE B KOHTEMHEpaX, yYeTHas 3anvcb KOPropaTBHOW
3NEKTPOHHO MNOYTbI, MapaMeTpbl NoaktoUeHns K kopriopaTusHoi cetn Wi-Fi, VPN-ceTn, Touke goctyna (APN),
pabounii npoduns Android, KNOX-koHTelHep, a Takxke kntou KNOX License Manager.

* C6poc HacTpoek A0 3aBOACKUX. YAaneHbl BCe AaHHbIe C MOBUIbHOrO YCTPONCTBA, HACTPOWMKN MOBUIBHOrO
yCTpOICTBa CHpOLLEHbI O 3aBOACKUX. [Tocne BbINONHEHNS 3TOro AeliCTBUS YCTPONCTBO NepecTaeT bbiTb
ynpasnsemMbim. [ns nopkntoveHns ycTpolicTaa k Kaspersky Security Center TpebyeTcs NOBTOPHO YCTaHOBUTb
Kaspersky Endpoint Security ana Android.

YT0bbI CPOPMIUPOBATE MPAaBUIIO MPOBEPKY YCTPOVICTB HA COOTBETCTBUE rPYrOBOU MOINTUKE, BEIMO/IHATE
creyroLme AercTBuS:

1. B nepeBe koHconu B nanke YnpasBnsieMble yCTPOWCTBA BbloepuTe rpynny agMUHUCTPUPOBAaHWS, B KOTOPYLO
BXxoasT Android-ycTpoiicTsa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOWTE OKHO CBOMNCTB NONUTUKIN ABOVHBIM LLENYKOM MbILLV MO JIO6OMY CTONOLLY.
4. B nonuntuke, B okHe CeoiicTBa BbibepuTe pasnen KoHTponb cooTBeTCTBUS.

5. YTobbl NonyyaTh yBeLoMeHNs 06 yCTpolicTBax, He COOTBETCTBYIOLLMX NONNTUKE, B 6rioke YBeAoMNeHus o
HEeCoOTBETCTBUN yCTaHOBUTE $pnaxoK YBeAOMNSTb agMUHUCTpaTopa.

Ecnun ycTpoiicTBO He COOTBETCTBYET NOMUTUKE, NPU CUHXPOHM3aLUMKM ycTpoiicTea ¢ Cepsepom
agMuHUcTpupoBaHus Kaspersky Endpoint Security ong Android cdopmupyeT 3anunch B xypHane cobblTuli
O6Hapy>eHo HecoOTBETCTBUE: <Ha3BaHNE KpUTepus Ans NpoBepkun>. XXypHan cobbITNA MOXHO MPOCMOTPETb
Ha 3aknagke CobbiTua B cBoiicTBax CepBepa agMUHVCTPUPOBAHNS U B TOKasbHBIX CBOVCTBaX NMPOrpamMmbl.
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6. YTobbI YyBEOOMNSTE NMOMb30BATENS YCTPOWCTBA O TOM, UTO €r0 YCTPONCTBO HE COOTBETCTBYET MOSUTVIKE, B
Bnoke YBepomMneHns o HECOOTBETCTBUN YCTaHOBUTE Griaxxok YBe[OMSATb Nosfb3oBaTens.

Ecnn ycTpolicTBO He COOTBETCTBYET MOUTIKE, MPU CUHXPOHMU3aLMN yCTpolicTBa ¢ CepBepom
agMuHUCTpupoBaHus Kaspersky Endpoint Security ons Android yBenomnsieT nonb3osaTtesisi 06 3TOM.

7. B 6noke MNMpaBuna cootBeTcTBUSA CHOPMUPYINTE CNNCOK NPAaBUN MPOBEPKN HA COOTBETCTBIME YCTpOIiCTBa
nonuTrke. [ng aToro BeINONHWTE Crneayiowye AencTaus:

a. HaxxmuTte Ha kHorky Jo6aBuTb.

3aI'IYCTI/ITC9| MacTep co3faHund npasnsia NnpoBepPKN.

b. CnenyiiTe ykasaHusm MacTepa CO34aHuNs npaBunia NpoBepKu.

MNocne 3aBepLUeHns paboTbl MacTepa HOBOEe MpaBuio oTobpasnTcs B 6roke MpaBuna cooTBeTCcTBUS B
CMMCKe MpaBu NPOBEPKN.

8. UTo6bI BpEMEHHO BbIK/IIOUNTL CHOPMMPOBAHHOE NPAaBIO MPOBEPKN, UCMONb3YIiTe NepekntoyaTeNb HaNPOTMB
BbIGpaHHOro npasuna.

9. HaxxmunTe Ha KHOMKY an/IMeHI/ITb, yTOBHI COXpPaHnTb BHECEHHbIE N3MEHEHNS.

MNapameTpbl Ha MOBUNBHOM YCTPOCTBE ByAyT HACTPOEHBI MOCIE OYEPENHON CUHXPOHM3aLMN yCTPOCTBa C
Kaspersky Security Center. Ecnu ycTpoiicTBo nonb3oBaTesns He COOTBETCTBYET Mpasuiam, K yCTPONCTBY
NPUMEHSIIOTCS OrpaHnYeHus,, KOTopble Bbl yka3asu B CrINCKE NMpaBuis MPOBEPKU.

CnpaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKWs O peLleHn JOCTYymnHa B crnpaeske Kaspersky Secure Mobility
Management 4.1&.

KoHTponb cootBeTcTBUS iIOS MDM-yCcTpoiicTB TpeboBaHNSM
KOpMnopaTMBHOW 6e30MacHOCTM

KoHTponb cOOTBETCTBIMS MO3BOSSIET KOHTPONMPOBaTL CobrioaeHne TpeboBaHUiA kopropaTreHo 6esonacHocTy Ha
iOS MDM-ycTpolicTBax 1 NpYHMMaTb Mepbl B ClyYae 0BHapy>XeHUs HECOOTBETCTBUS TpeboBaHmsM. KoHTporb
COOTBETCTBMS paboTaeT Ha OCHOBe crnincka npasun. Kaxxaoe NpaBuno cCoaepXunT Cnenytowme KOMMNOHEHTHI:

* cTaTyc (MpPaBuio BKIIIOYEHO WSV BbIKITIOHYEHO);

® KPUTEPUN HECOOTBETCTBUS (HAaNpMep, OTCYTCTBME YKa3aHHbIX MPUIOXEHUI N BEPCUS OnepaLiOHHOM
CUCTEMbI Ha YCTPOICTBE);

® [e/iCTBUS, BbINOHIEMbIE Ha YCTPOWCTBE, ecrivi OBHapy>XeHO HeCOOTBETCTBIME (Hanpumep, yoanuTb
KOpropaTuBHbIE JaHHbIE U OTMPAaBUTL NMOMb30BaTENO COOBLLEHNE 3IEKTPOHHON MOYThI).

Y1066 cO3aaTL MPaBu/Io;

1. B aepeBe koHconu B nanke YnpaBnsemble yCTpolicTBa BblOepuTe rpynny anMUHUCTPUPOBaHUS, B KOTOPYIO
BxoasT iIOS MDM-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BolbepuTe 3aknaaky Monntukn.

3. OTKpOVITe OKHO CBOWICTB MONNTUKN ABOVHBIM LLLETUYKOM MbILLIV.
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4. B nonuTtuke, B okHe CeoiicTBa BbibepuTe pasnen KoHTponb cooTBeTCTBUS.

5. B pasgene MNMpaeuna KoHTpons cooTBeTcTBUA HaxkmuTe [Jo6aBuTb.

3anycTutcsa MacTep co3aHung npasuna KOHTPOS COOTBETCTBUS.

6. YcTaHoBuTe dnaxok BkniounTtb npaBnio, ecnm xoTute BKIOUMTL Npasuio. Ecnmn dnaxok cHAT, npasuno
BbIK/TIOYEHO.

7. Ha 3aknagke Kputepumn HecooTBeTCcTBUS HaxkmuTe [lo6aBUTb KpUTEepuii 1 BbibepuTe KpUTepuii
HeCOOTBETCTBUS AN npasuna. Bel MoxeTe 0o6aBnTb HECKOMBKO KpUTepKrEB. VX MOXHO 06beANHWTD C MOMOLLbIO
norunyeckoro onepatopa AND.

[ocTynHbl cnefytolme KpUTepum:

e Cnmncok NpunoXeHuii Ha yCTpoicTBe

MpoBepseT CrMCOK MNPUNOXEHNI Ha YCTPOMCTBE Ha Hanmume 3anpeLLeHHbIX MPUIOXKEHWIA U Ha OTCYTCTBIME
0b4a3aTeNbHbIX MPUNOXEHNIA.

[Ins aToro kpuTepus HEOBXOAMMO BbIBPATb TWM MNPOBEPKY (COREPXUT UM HE COAEPXKUT) 1 YKasaTb
NAEHTNVKATOPbI MPUMOXEHNIA.

* Bepcus onepaunoHHo cucTembl
NpoBepseT BepCcuio onepaLmoHHON CUCTEMbI Ha YCTPOMCTBe.

[ns aToro kpuTeprs Heo6xoOMMO BbIOPaTh onepaTop CpaBHEHWS (PaBHO, HE paBHO, MeHbLLE 1 GonbLue) 1
ykazaTb Bepcuio iOS.

OnepaTopbl paBHO 1 HE PaBHO NPOBEPSIIOT NOSHOE COOTBETCTBUE BEPCUM ONEePaLIOHHO CUCTEMbI
yKasaHHOMY 3HaueHuo. Hanpumep, ecniu B npaBune yka3aTb Bepcuio 15, a ycTpoiicTso paboTaeT Ha iOS 15.2,
TO yCnoBMe paBHO He ByaeT BbiNonHeHo. Ecnn HeoBxoayMo ykasaTb Avana3oH Bepculii, Bol MOXeTe co3aaTb
[Ba KpUTEpKs, NCMOMb30BaB OnepaTopbl MeHbLUE 1 Gonblue.

* Pexum ynpaBneHus
MpoBepsieT pexrM ynpaBieHns yCTPOCTBOM.

[ns aToro kpuTepurs HeobxoOVMOo BbibpaTh pexxmm (YCTpoicTBO B pexxume supervised nnm
HekoHTponupyemoe ycTpoiicTBO).

8. Ha saknapke [elicTBua ykaxunTe OeNCTBUS, KOTOpble ByoyT BbINONHATLCS Ha YCTPONCTBE NMpu 06HaPY>KeHNM
BCEX yKa3aHHbIX KpUTepnes HecooTeeTCcTUS. [Lo6aBnTb eCTBME MOXHO OOHVIM U3 CredyoLyxX CocoboB:

* HaxwmuTe kHorky [lo6aBnTb AeiicTBmne, eCn OeNCTBIE [OMKHO ObiThb BEIMOMHEHO HAa YCTPOWCTBE Cpasy
nocne obHapy>XeHNs HeCOOTBETCTBMSI.

e Haxmunte KHOMKY ,D,OGaBl/ITb OT/IOXKEHHOE AeicTBUe, ECN Bbl XOTUTE YCTaHOBUTb Nepuno BpemMeHu, B
TeYeHne KOTOPOro nosib3oBaTeslb MOXET YCTPaHUTb HECOOTBETCTBMUE. Ecnn HecooTBeTCTBME He 6y,u,eT
YCTpaHeHO B TeYeHne yKka3aHHOro nepmoaa, Ha YCTpOVICTBe 6y,u.eT BbINOJSIHEHO OeliCTBME.

[ocTynHbl cnepytoLLme oencTeums:

e OTnpaBuTb COOBLLEHNE NONb30OBaTENIO
Monb3oBaTenb ycTpolicTBa ByaeT NporHGOPMUPOBaH O HECOOTBETCTBIUM MO 3MEKTPOHHOM NoyTe.

[ns aToro neicTBus HeOHBXOANMO yka3aTb agpec(-a) aeKTPOHHOM MOYTbI MOSIb30BaTENS U COOBLLEHME
3NEKTPOHHON MOYTHI.

e YctaHoBUTb Npodusb

KoHdburypaLumoHHbIi npodunb ByOeT yCTaHOBMEH Ha yCTpoicTBe. [leiicTBIE BEIMOMHAETCS C MOMOLLbIO
OTMNpPaBKy KOMaHAbl YCTaHOBUTbL NPodusb.
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[ns aToro peincTsns HeobxoOMo ykasaTb NaeHTUdMKaTOp yCTaHaBNMBaeMoro KOHGUrypaLoHHOro
npoduns.
e Ypanutb npodunb

KoHdburypaLumoHHbIi npodunb ByOeT yaaneH ¢ ycTpolicTBa. [leicTBIME BBINMOMHAETCS C MOMOLLBIO OTNPaBKy
komMaHabl YaanuTb npodusb.

[Ins aToro necTBrs HEOBXOAMMO YKa3aTb NAEHTUDVKATOP YAANSIEMOro KOHGUrypaLMoHHOro Npoduns.

* Ypanutb BCce npodunu

Bce paHee ycTaHoBnEHHbIE KOHGUINYpaLVOHHbIe Npodunmn BynyT yaaneHsl C yCTponiCcTBa.

e Ypanutb KopnopaTuBHbi€ fAaHHble

BynyT yoaneHbl Bce ycTaHOBMEHHbIE KOHOUIypaLMOHHble Npodunu, provisioning-npodunuy, i0S MDM-
npoduUIb N NPUNOXEHNS, AN151 KOTOPbLIX Obln ycTaHoBMNeH dnaxok Yaanate BmecTe ¢ iOS MDM-npodunem.
[elicTBre BbINOMHIETCS C MOMOLLIO OTAPaBKM KOMaHApl YAanUTb KOprnopaTuBHbIE AaHHbIE.

9. Haxxmute kHonky CoxpaHuTb, UTOObI COXPaHUTb MPAaBWIO 1 3aKPbITb MacTep.

HoBoe npaBuno nossutcs B cnvcke B pasaene MNMpaeuna KoHTpons cooTBeTCTBMS.

10. HaxxmuTe Ha KHOMKy MpuMeHnTb, YTOObI COXPaHUTb UBMEHEHIS, BHECEHHbIE B MONUTUKY, 1 3aKPbITb OKHO
CBOWCTB MONNTUKIA.

MapameTpbl Ha MOBUILHOM YCTPOCTBE ByOyT HACTPOEHbI MOCE OYEPEnHON CUHXPOHN3aLMN YyCTPOCTBa C
Kaspersky Security Center.

CnpaBka An1s 3To BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOPMaLKs O peLleHnn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.1%.

KOHTpOsb NpuioxeHni

B aToMm pasnene comepxaTcs MHCTPYKLMM MO HACTPOMKe [OCTYNa NoMb30BaTENei K MPUIOXEHNSM Ha MOBUIIbBHOM
yCTpOWCTBe.

CnipaBka Ans 9To BepCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AKTyanbHas MHGOpPMaLKs O peLleHnn JoCTynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

KoHTponb npunoxeruin Ha Android-ycTpoincTaax

KomnoHeHT KoHTposb MpunoXeHnii No3BonsgeT ynpaBnsaTb npunoxeHusammn Ha Android-ycTpolicTax, YToOb
obecneurBaTb 6€30MacHOCTb 3TUX YCTPOWCTB.

* Bbl MOXeTe yCTaHOBWTb OrpaHNYeHns Npu paboTe Nonb3oBaTenNs C YCTPONCTBOM, Ha KOTOPOM YCTaHOB/EHbI
3anpeLLeHHble MPUIOXEHNS NN HE YCTaHOBIEHbI 06s13aTesNbHble MPUNOXeEHNs (Hanpumep, 3abnoknpoBaTh
yCTPONCTBO). Bbl MOXETE YyCTAaHOBUTL OrpaHnYeHsi C MOMOLLbIO KOMMOHeHTa KoHTponb cooTBeTcTBug. N5
3TOro B MapameTpax npasuna npoBepkn TpebyeTcs BolbpaTh KPUTEPWIA YCTaHOBMEHbI 3anpeLLeHHble
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NPUNoXeHus, YCTaHOBMEHbI MPUIIOXKEHNS 3anpeLLeHHbIX KaTeropuii nnn He yctaHoBneHbl Bce obg3aTenbHble
NPUNOXEHUS.

[ns paboTtbl KoHTpons npunoxennii Kaspersky Endpoint Security ons Android foskeH 6biTb yCTaHOBIEH B
kauyecTBe cny>6bl CrieumanbHbix BoaMoxxHocTel. Kaspersky Endpoint Security nns Android npegnaraet
Mosb30BaTeNo YCTAaHOBUTL MPUIIOXEHME B KauecTBe Ciy>6bl CreuyanbHbix BO3MOXHOCTEN BO BpeMs paboThl
MacTepa nepBoHavanbHOM HaCcTPOKK. [Nonb3oBaTeNb MOXET MPOMYCTUTb STOT LUar UM BbIK/IIOUNTb CIyXO0y B
napameTpax ycTpolicTBa nosaHee. B atom cnyuae KoHTporb npunoxeHwnii He paboTaeT.

B pexwme device owner BaM BOCTYNEH PaCLUMPEHHBIA KOHTPOSb Haf, yCTPOCTBOM. KOHTPOb NPUNoXeHWiA
paboTaerT, He yBegoMas o6 3ToOM Nosb3oBaTesns yCTPOoNCTBa:

* Ob6s3aTenbHble NPUIOXEHNS YCTaHaBNMBAIOTCS aBTOMAaTUYECKN B GOHOBOM pexxume. [11s TUXON yCTaHOBKM
NPUNOXeHNiA HeoBXoAMMO ykasaTb ccbiniky Ha APK-daiin 0693aTenbHOro NpunoXeHrs B HAaCTPOKax NOMUTUKM.

* 3anpelLLeHHble MPUNOXEHNS MOXHO YAaNSTb C YyCTPOCTBA aBTOMaTUYECKN. [INs TUXOro yAaneHns npunoxXeHuii
Heo6XxoOVMO YCTaHOBUTb Gpnaxkok ABTOMaTUYeCKU yAanaTb 3anpeLleHHble NPUNoXeHNs (TONbKO B pexxume
device owner) B HacTpolikax NOANTUKN.

YTO6bI HACTPOUTB NaPaMeTPb 3arTyCKa MPUIOXKEHU Ha MOBWIBHOM YCTPOVICTBE, BbIMO/IHUTE CAeAYyoLLMe
aevicteus:

1. B AepeBe koHconu B nanke YnpaBnsemble yCTpolicTBa BblbepuTe rpynny anMUHUCTPUPOBaHUS, B KOTOPYIO
BxoasT Android-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.

3. OTKpoOliTE OKHO CBONCTB MOMUTUKM ABOMHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.

4. B okHe CpolicTBa: <Ha3aHue nonutukn> Bbibeprte pasgen KoHTponb npunoXeHunii.

5. B 6noke Pexxum paboTbl BoibeprTe pexxiumM 3arnycka npunoXXeHnin Ha MoOBUIbHOM YCTPOCTBE Nonb3oBaTeNs:

* YTOObI paspeLLnTb Nob30BATENIO 3aryckaTb BCe NMPUIOXEHWS, KDOME YKasaHHbIX B CIMICKe KaTeropuii 1
NPUIOXEHNI KaK 3anpeLLeHHble, BbibepurTe pexirmM 3anpeLueHHble npunoxeHuns. MNprnoxeHre ckpoeT
3HauKM 3a6MOKMPOBAHHBIX MPUIOXEHWIA.

* YTOObI paspeLUnTb Nob30BaTENIO 3aryckaTb TOMBKO MPUIIOXEHWS, YKasaHHbIe B CNIMCKEe KaTeropuii 1
NPUNIOXEHNI KaK pa3peLLeHHble, PEKOMEHA0BaHHbIE NN 0bs3aTenbHble, BbibepuTe pexiunm PaspelueHHbie
npunoxeHus. [NprnoxeHne cKpoeT 3HaYUKM BCEX MPUIOXEHUI, KPOME TeX, KOTOPbIE YKkasaHbl B CMICKe
pa3peLLEeHHbIX, PEKOMEHAOBAHHbIX NN 06S3aTeNbHbIX MPUNOXEHUIA N CUCTEMHbIX MPUIOXEHWIA.

6. Ytobbl Kaspersky Endpoint Security ons Android oTnpansii AaHHbIe O 3anpeLLeHHbIX MPUOXEHNSX B XXYPHas
CobBbITUIN He BNOKNPYS 1X, ycTaHoBMTE dnaxkok He GnokmpoBaTb 3anpeLleHHble NPUIOXKEHUS, TOMbKO 3anunch B
XKYpHan cobbITuiA.

Mpw cnepytoLeli CUHXPOHW3aLMK MOBUIBHOMO YCTPOICTBa Nonb3osaTtens ¢ CepBepoM agMUHUCTPUPOBaHIS
Kaspersky Endpoint Security ans Android cdopmupyeT B XypHane cobbiThii 3annck YcTaHOBNEHO
3anpeLleHHoe NpunoXxeHne. XXypHan cobbITUiA MOXHO MPOCMOTPETb Ha 3aknaake CobbiTus B cBOCTBaX
CepBepa agMUHNCTPUPOBAHUS U B NTOKabHbIX CBOCTBAX NPOrpamMmbl.

7. Ecnn ycTpolicTBO HaxoanTcs B pexirmMe device owner, ycTaHoBUTe driaxok ABToMaTU4ecku yaansTb
3anpeLueHHble NpunoXeHus (Tonbko B pexxume device owner), YTobbl yoanuTb 3anpeLLeHHbIe NMPUIOXEHNS C
yCTpolicTBa B GOHOBOM pPexuMe, He YBeoMIsas 06 aTOM Nonb3oBaTens.

8. Utobbl Kaspersky Endpoint Security gna Android 6nokupoBan 3anyck CUCTEMHbIX MPUNOXEHWIA Ha MOBUIBHOM
yCcTpoWncTBe nonbaosatens (Hanpumep, Kanenpaps, Kamepa, HacTtpolikun) B pexxnmve PaspelueHHble
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NpUNoXeHus, yctaHosuTe praxxok bnokupoBaTe CUCTEMHbIE MPUIOXKEHUS.

CneunanucTsl "JlabopaTtopum Kacnepckoro' He pekoMeHaYyoT 6oKMPOBaTb CUCTEMHbIE MPUNOXEHNS, TaK
KakK 9TO MOXET NMpuBecT K cbosM B paboTe ycTpolicTaa.

9. ChopmmpyiiTe CNNCOK KaTErOPWA 1 MPUIOXEHWIA 4151 HACTPOWKI 3arycka NpUnoXeHA.
MNonpobHyto NHGOPMAaLMIO O KaTEropusix MPUNOXEHWA CM. B [1punoxeHnm.

Cnncok NpUnoXeHnin, KOTOpbIe BXOOST B KaXyto KaTeropuio, NpuBeaeH Ha cainte "Jlabopatopum
Kacnepckoro'®.

10. HaxxmuTe Ha KHOMKY MNpuMeHnTb, YTOObI COXPaHNTb BHECEHHbBIE U3MEHEHNSL.

MapameTpbl Ha MOBUBHOM YCTPOWCTBE ByayT HACTPOEHbBI MOC/E OYEPELHON CUHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CnipaBka Ans 9Toi BepCun peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLLeHn JOCTynHa B cripaske Kaspersky Secure Mobility
Management 41%.

KoHTponb npunoxeruin Ha iOS MDM-ycTpoicTax

Kaspersky Security Center nossonseT ynpasnsaTb npunoxeHusmn Ha iOS MDM-ycTpolicTeax, YTobbl
MOAAEPXKMBaTL X 6€30MacHOCTb. Bbl MOXeTe co3paTb CMCOK MPUNIOXEHWIA, KOTOPbIE PaspeLleHO YCTaHaBMBaTb
Ha yCTPOWCTBaX, 1 CMIMCOK MPUIOXEHWIA, KOTOPbIE 3amnpeLLeHO 0TobpaxaTb 1 3anyckaTb Ha yCTPOCTBaX.

OrpaHnyenns npumeHnmbl Tonbko ans iOS MDM-ycTpoiicTs B pexume supervised.

MNepexopn k paspeny OrpaHnyeHns NPUNOXeHNIA

YT06bI OTKPBITL HACTPOVIK OrpaHnYeHnii nounoxeHui Ha iOS MDM-ycTtporicTeax:

1. B nepeBe koHconm B narke Yrnpaengemblie yCTPOMCTBA BbibepuTe rpynny agMUHNCTPUPOBAHNS, B KOTOPYIO
BxonaT iOS MDM-ycTporicTsa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonntukn.
3. OTKpOliTE OKHO CBOMCTB MOMNTUKN ABOVHBIM LLLENYKOM MbILLN.

4. B nonutuike, B okHe CBolicTBa BbibepuTe pasaen OrpaHnyYeHnsi NPUNoXeHNIA.

OrpaHunyeHmne ycTaHOBKM NPUIOXEHNI

Mo ymonyaHuto nonb3oBaTeslb MOXET YCTaHaBnMBaTh ntobblie npunoxenns Ha i0S MDM-ycTpoiicTse B pexumve
supervised.

Y106bI OrpaHNYNTL CIINCOK MPUIOXKEHV, KOTOPbIE MOXHO YCTaHOBUTL Ha YCTPOKCTBE:!
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1. YcTaHoBuTe dnaxok PaspelumnTb ycTaHOBKY NpUNoXXeHniA N3 cnmncka (Tonbko ans supervised).
2. B Tabnuue HaxmunTe [o6aBuTb, YUTOOLI LOGaBUTL MPUTOXEHVE B CMINCOK.

3. YkaxuTe ngeHTndunkaTop naketa npunoxeHus. MNonyunts noeHTndrKaTop nakeTa npuioXeHns MOXHO Mo

KAUMbI.
4. Haxxmute Ha KHorky MNpuMeHUTb, UTOObl COXPaHNTb BHECEHHbBIE 3MEHEHMS.

MNocne npyMeHeHNs MONNTVKM K YCTPOCTBY Ha YCTPOICTBE ByoyT HAaCTPOEHbI yKa3aHHbIE OrpaHnYeHs A1
NpUNoXeHwin. [1ns yctaHoBKM ByOyT LOCTYMHbI TOMBKO MPUNOXEHUS N3 CMIMCKA U CUCTEMHbIE NMPUIOXeHWs. JTlobble
Lpyrvie NPUNOXeHNs He MOryT OblTb YCTaHOBMEHbI Ha YCTPOWCTBE.

YkasaHHble MPUIOXKEHNS MOXHO YCTaHOBUTb Ha YCTPOCTBE CNeayoWwmmMy crocobamu (eCnm CoOoTBETCTBYIOLLVE
napamMeTpbl BKtoYeHbl B pasaene OrpaHnyeHns GyHKLMiA):

* YctaHoska n3 Apple Configurator nnm iTunes
* YcTtaHoBka 13 App Store

e ABTOMaTM4eckas 3arpyska

,D.o6aBneH|/|e I'IpVIJ'IO)KGHI/IM B CMNNCOK 3anpeLLeHHbIX

Mo ymonuaruio Ha iOS MDM-ycTpoiicTBe B pexume supervised MoryT oTobpaxaTbCs 1 3arnyckaTbCs BCe
MPUNOXEHWS.

YT06bI yKa3aTb 38MPELLEHHBIE MPUIOXEHUS:
1. YcTaHoBUTe dnaxok 3anpeTuTb oTo6paXKeHne 1 3anyck NpunoXxeHnii U3 cnucka (Tonbko ang supervised).
2. B Tabnuue HaxmunTe [lo6aBnTb, UTOHOLI JO06EBUTL MPUTOXEHNE B CMINCOK.

3. YkaxuTe ngeHTudukaTop naketa npunoxeHus. MNonyunts naoeHTndrkaTop naketa npunoxXeHns MOXHO Mo

KAnnbl.
4. Haxxmute Ha KHOMKY an/IMeHI/ITb, 4YTOBbI COXpPaHnTb BHECEHHbIE N3MEHEHNS.

MNocne npyMeHeHNs NONNTVKK K YCTPOICTBY Ha YCTPOICTBE OyoyT HAaCTPOEHbI yKa3aHHbIE OrpaHNYeHs A
npunoxexuia. MpunoxeHns ns cnvcka OyaeT 3anpeLleHbl 418 0OTobpaxeHns 1 3anycka Ha ycTpolicTee. Bece
ocTarbHble MPUOXEHNS ByoyT OTOBpaxaTbCs, U UX MOXHO ByaeT 3anyckaTb.

CnipaBka o151 3To BEpCun peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAePXaTb YCTapeBLLYIO

nHpopmaLmio. AkTyanbHas MHGOPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

YcTaHoBka 1 yganeHue npunoxenuiin ang rpynnsl iOS MDM-ycTtpoincTs
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Kaspersky Security Center nossongeT ycTaHaBnMBaTb U YoansTb npunoxeHus Ha i0OS MDM-ycTpolicTBax ¢
MOMOLLbIO OTMPAaBKM KOMaHg, Ha YCTPOlCTBa.

BbiGop ycTpoicTs

Y1061 BbI6PaTE IOS MDM-yCcTpOoricTaa, Ha KOTOPbIX HEOOXOAMMO YCTaHOBUTE U/ YAATATE MOUIOKEHMNS:

1. B nepeBe koHconu, B nanke YnpaBneHne MobunbHbIMU ycTpolicTBamu BbibepuTe nognanky MobunbHble
ycTpoiicTBa.

B pabouein obnacTu nanky oTobpaxaeTcs CAMCOK YNpaBnseMbiX MOBUbHbIX YCTPOCTB.

2. na otobpaxeHuns iOS MDM-ycTpolicTB B pabouein obnacTu HacTpoinTe dunbTp no Tuny npotokona (i0S
MDM).

3. Boibepute iOS MDM-ycTpolicTBO, Ha KOTOPOM HEOBXOAMMO YCTaHOBUTL WS YAANUTD MPUIOXKEHWS.

Bbl MOXeTe BbiOpaTh HECKONBbKO YCTPOMCTB M OTNPaBUTb KOMaHObl OAHOBPEMEHHO. BbibpaTb rpynny yCTpolicTs
MOXHO OJHVM 13 CNeayoLLIX CNoCObO0B:

e YT06bI BEIGPATHL BCE YCTPONCTBA B pabouein 06nacTu, HaCTPoNTe HEOBXOANMBI GUNLTP ANs Crincka
YCTPOWCTB 1 HaxkmuTe Ctrl+A.

* YTOObI BEIGPATH AManasoH YCTPOWCTB, BoibeprTe NepBoe 1 nocrenHee yCTPONCTBO B AvanasoHe Wenykom
MbILLK, yoepxuBas Shift.

* YTOObI BEIGPATh HECKOMBKO OTAENbHBIX YCTPOWCTB, BbIGEpUTE YCTPONCTBA, KOTOPbIE Bbl XOTUTE BKIIOUATL B
rpynny, Wenykom Mo, yaepxmsas Ctrl.

YCcTaHOBKa NPUNOXEHWI Ha YCTPOICTBaxX

MNepepn ycTaHoBKkoM NpunoxeHus Ha iOS MDM-ycTpoicTBe, Heobxoammo 0o6aBuTb NpunoxeHne Ha Cepaep iOS
MDM. JononHuTenbHas MHpopmaLms npviseeHa B pasgene [JobasneHvie ynpaBngaeMoro npuaoxeHns =.

YTObbI yCTaHOBUTB MPUNOXEHS Ha BbibpaHHbIx iOS MDM-ycTporicTax:

1. LLlenkH1Te npaBoli KHOMKOV MbiLLK MO BbIGPaHHBIM YCTPOMCTBaM. B nosiBrBLIEMCS KOHTEKCTHOM MEHIO BbibepurTe
Bce komaHapl, a 3aTem YCTaHOBUTbL MPUIOXEHUE.

Ecnn ycTpoiicTBO TONbKO OAHO, B KOHTEKCTHOM MEHIO MOXHO BblbpaTh MokasaTb XXypHan KomaHp, nepenT B
pasfen YcTaHOBUTb MPUOXeEHUE 1 HaxaTb KHonky OTnpaBuTb KOMaHAYy.

OTKpoeTcs okHO BbiGop NpunoxXXeHuii Co CNMCKOM yrnpaBiseMblX MPUTOXEHNIA.

2. BelbepurTe NpunoxeHuns, KOTopble XoTuTe ycTaHoBUTb Ha iIOS MDM-ycTpolicTBax. YToObl BbIGpaTh AvanasoH
NpPUNoXeHWiA, ncrnonb3ylite knasuwy Shift. YTobbl BbIGpaTh HECKONBbKO OTAENbHbIX MPUNOXEHWIA, UCMONb3YTe
knasuwy Ctrl.

3. Haxkmute OK, uToObl OTNpaBnTb KOMaHIy Ha YCTPOMCTBa.

B pesynbTaTe BbiNOMHEHWS KOMaHIpl Ha YCTPOCTBE ByoyT yCTaHOBMNEHBI BbibpaHHble MpunoxeHns. Ecnm
KOMaHAa BbIMO/IHEHA YCMELLHO, B XXypHare KOMaH[, ee TeKyLUMA CTaTyC U3MEHNTCS Ha 3aBepLueHa.

YoaneHue npunoXeHnii ¢ yCTPOCTB

Y106b! ynanTe npunoxeHus ¢ BblbpaHHbix IOS MDM-ycTporicTs:
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1. LLlenkHnTe npaBoli KHOMKOV MbILLK MO BbIGPaHHBIM YCTPOMCTBaM. B nosiBrBLLEMCS KOHTEKCTHOM MEHIO BbibepurTe
Bce komaHppl, a 3aTem Yaanutb npunioxeHne.

Ecnmn YCTpOMCTBO TOJIbKO OOHO, B KOHTEKCTHOM MEHIO MOXHO Bbl6paTb MNokasaTb J)XKypHan komaHa, rlepe|7|T|/| B
paspen Ypanuto ApUNoXXeHue 1 HaXkaTb KHOMKY OTI'IpaBI/ITb KomMaHAay.

OTKpoeTcs okHO YaaneHne npunoXKeHnii Co CriMcKOM paHee yCTaHOBNEHHbBIX MPUTOXEHNIA.

2. BoibepuTe NpunoXeHns, KOTopble XoTuTe ycTaHoBUTb Ha iOS MDM-ycTpoicTBax. YTobbl BoiOpaTh AManas3oH
NpUNoXxeHniA, ncnonbaylite knasuwy Shift. YTobbl BbIOpaTh HECKONBbKO OTAENbHbIX MPUIOXKEHWIA, UCMONb3YyiTe
knasuwy Ctrl.

3. HaxxmuTe OK, uTobbl OTNpaBmnTb KOMaHy Ha YCTPOlCTBa.

B pesynbTaTe BbiNOMHEHWS KOMaHpl C yCTpoicTBa OyayT yaaneHsl BoibpaHHble mpunoxeHus. Ecnv komaHza
BbIMOSIHEHA YCMELLHO, B XXyPHarne KOMaH[, €e TeKyLuiA CTaTyC U3MEHNTCS Ha 3aBepLUeHa.

CnpaBka 45isl 3To Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SOcTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

IHBEHTapK3aLMs NporpaMMHOro obecneyerns Ha Android-ycTpoiicTeax

Bbl MOXeTe BbINOMHSATbL MHBEHTaAPU3aLMIO NpUnoXeHUin Ha Android-ycTpolicTBax, noaktoyeHHbIX K Kaspersky
Security Center. Kaspersky Endpoint Security anga Android nonyyaeT nHdpopmaLmio 060 BCeX MPUNOXEHNSX,
YCTaHOBJEHHbIX Ha MOBWIbHBIX YCTpOUCTBax. VIHbopmaLms, nonyyeHHas B pesynbTaTe MHBEHTapmU3aLumuy,
oTobpaxaeTcs B CBOWCTBax ycTpolicTBa B padnene CobbiTus. Bel MoxeTe npocmaTpuBaTh NoapobHYo
NHOOPMALLMIO O KaXKLLOM YCTaHOBIIEHHOM MPUMIOXEHNU, B TOM YMC/IE BEPCUIO Y MPOV3BOANTENS.

YTo6bI BKIIIOYNTH VIHBEeHTapu3ayuro rporpamMmHoro obecrieyeHys, Bbino/IHNTe cnegyrouine aevicTeus:

1. B aepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknaaky Monntukn.
3. OTKpoliTe OKHO CBOMNCTB MOMVUTUKM ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B okHe CpoliicTBa: <Ha3aHue nonutukn> Bbibeprte pasaen KoHTponb npunoXeHunii.

5. B pasnene NiHBeHTapu3auusa nporpamMmmMHoro o6ecneyeHust yctaHosute dnaxok OTnpaBnsiTb AaHHble 06
YCTaHOBMIEHHbIX MPUNOXEHUSIX.

6. HaxxmuTte Ha KHOMKY an/IMeHI/ITb, YTOBHI COXpPaHnTb BHECEHHbIE N3MEHEHNS.

MapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCE OYEPENHOV CUHXPOHM3aLMN YCTPOCTBa C
Kaspersky Security Center. Kaspersky Endpoint Security pna Android oTnpaenseT gaHHbIE B XXypHan cobbITui
KaXkaplli pa3 nocne yCTaHOBKM UW yaaneHus NpunoXeHns ¢ ycTponcTaa.

CnipaBka Ans 9To BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLLeHn JOCTYmnHa B crpaeke Kaspersky Secure Mobility
Management 4.1%.
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HacTpoiika otobpaxeHus Android-ycTtpoiicts B Kaspersky Security Center

[ns yno6cTBa paboTbl CO CNMCKOM MOBWbHBIX YCTPOWCTB CNeayeT HaCTPOUTL NapamMeTPbl OTOBPaXxeHNs
ycTpoiicTsa B Kaspersky Security Center. [lo ymonuaHmo cnmcok MobusbHbIX YCTPONCTB oTobpaxaeTcs B aepese
koHconv JononHuTtenbHo — YnpaBneHne MobunbHbiMu ycTpolicTBamu — MobunbHble ycTpolicTsa.
NHdopmaums 06 ycTpolicTBe 06HOBNSETCS aBTOMaTNYECKM. Bbl Takxke MoxeTe 06HOBWTbL CAMCOK MOBUBbHbBIX
YCTPOICTB BPY4HYtO Mo kHornke OBHOBUTbL B MPaBOM BEPXHEM YITTy.

Mocne nogknoveHus yctpolicTea k Kaspersky Security Center oHo aBToMaTyeckn [obaBnseTcs B CAMCOK
MOBUIBbHBIX YCTPOICTB. B criricke MOBWbHBIX YCTPOWCTB MOXET cofepXaTbcs noapobHas nHdopmauyms ob
YCTPOWCTBE: MOAENb, OnepaLnoHHas cuctema, IP-agpec v gpyrue gaHHble.

Bbl MOXeTe HacTpouTb popmaT UMEHM YCTPOMCTBA, a Takxke BbibpaTb cTaTyc ycTpolicTBa. CTaTyc ycTpolicTBa
nHbopMurpyeT o paboTe komnoHeHToB Kaspersky Endpoint Security pns Android Ha MoBunbHOM ycTpolicTBe
nonb3oBaTens.

KomnoHeHrTbl Kaspersky Endpoint Security pns Android moryT He paboTaTb Mo CrefyoLyM MpUYHaM:
* [lonb3oBaTesb BbIK/OUMT KOMMOHEHT B HACTPOKax yCTPOMCTBA.

* [lonb3oBaTenb He NPEefOCTaBU NMPUNOXEHMIO HEOBXOANMbIE NpaBa Ans PaboTbl KOMMOHEHTa (Hanpumep,
OTCYTCTBYET paspeLleHne Ha onpeaeneHne MeCcToNoNOXEHNS YCTPONCTBA 415 BbINOSHEHNS COOTBETCTBYIOLLLEN
kKomaHabl AHTU-Bopa).

[ns oTobparkeHns cTaTyca yCTpoicTBa HEOBXOAMMO BKIOUNTL YcnoBre Onpepensemblii nporpamMmoi B
CBOIiCTBax rpynmbl agMUHUCTpupoBaHns (CeoctBa — CTaTyc ycTpoiicTBa — YCnoBug ang ctatyca
ycTporicTea "Kputnueckuii" 1 YenoBua pns ctatyca yctpoincTtsa "lpeaynpexpaenune”). B cBoicTsax rpynnbl
aOMVIHVCTPUPOBAaHUS Bbl Tak)Xe MOXeTe BbibpaTb Apyrune Kputepun Ans GpopmMmpoBaHns ctaTyca MobunbHoro
yCTpOnCTBaA.

Y106b1 HacTpouTb oTOBpPaxeHne Android-ycTporicTs B Kaspersky Security Center, BbinosHUTE CeaytoLume
aevcTeus:

1. B nepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
Bxonat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpOliTE OKHO CBOMCTB MOMNTUKNA OBOWHBIM LLLEMYKOM MbILLN MO TI0O6OMY CTONGLLY.
4. B okHe CeolicTBa: <HasBaHue nonutukm> Boibepute pasnen iHdopmauus o6 yctpoiicTse.

5. B paspene ima yctpoiictea B Kaspersky Security Center Beibepurte dpopmaT nMeHn ycTpolicTsa ans
oTobparxeHns B KoHconm agMUHUCTPUPOBaHNS:

* Mogenb ycTpoicTBa [OnekTpoHHas nouTa, ugeHTudmkaTop ycTponcTaal;

* Mogenb ycTpoiicTBa [OnekTpoHHas noyTa (ecnv ecTb) Unu naeHTudUKaTop yCTponcTeal.
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VineHTugKaTop yCcTporicTBa — YHUKanbHbIA aeHTurKaTop, koTopbii Kaspersky Endpoint Security ons
Android reHepupyeT 13 faHHbIX, NOMyYeHHbIX OT YCTpoicTaa. [1ns MOBUIbHbIX YCTPONCTB NOA, yrpaBneHem
Android 10 v Bbiwe Kaspersky Endpoint Security pns Android ncnonsayet SSAID (noeHtndvkaTop Android) nnm
XeL-CyMMY OpYriX AaHHbIX, MOMyYeHHbIX OT ycTpoicTsa. [ns npenbloywmx sBepcuii Android npunoxenue
ncrnons3yeT IMEL

6. YcTaHoBUTE aTpubyT "3aMOK” B 3aKPbITOE MONoXeHue (f@).

7.B 6noke Cratyc ycTpolictBa B Kaspersky Security Center BbiGepuTe cTaTyc ycTpoiicTBa, ecnv He paboTaeT
komMnoHeHT Kaspersky Endpoint Security ans Android: g (Kputnuecknina), g (Mpeaynpexaenne) nnn g (OK).

B cncke MobusbHbIX YCTPOCTB CTaTyC YCTPOMNCTBa BYyLeT M3MEHEH B COOTBETCTBUM C BbIOPaHHbIM CTaTYCOM.
8. YcTaHoBUTE aTpubyT "3aMOK" B 3aKPbITOE MOMOXEHNE.
9. Haxxmute Ha kHomky MprmeHnTb, UTO6bI COXPaHUTb BHECEHHBIE U3MEHEHNS.

MapameTpbl Ha MOBUNBHOM YCTPOKCTBE ByAyT HACTPOEHbBI MOCIE OYEPENHON CUHXPOHM3aLMN yCTPOCTBa C
Kaspersky Security Center.

CnipaBka o151 3TO BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLWsa O peLleHn JocTymnHa B cripaBke Kaspersky Secure Mobility
Management 4.2

YnpasneHue

OTOT pasnen CoaepXnT NHGOoPMaLIMIO O TOM, Kak YAaNeHHO YNpaBnaTh napameTpamMn MOBUIbHbIX YCTPOMCTB B
KoHconn agmnHmcTpupoBaHus Kaspersky Security Center.

CripaBka On1s 370l BEpCUM peLLeHs 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHn 4OCTYyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.1%.

HacTpoiika nogkntoueHns k cetn Wi-Fi

B aTOM pasnene comepxaTcs MHCTRYKLMM MO HAaCTPOKe aBTOMAaTUYEeCKOro NMOAKIIOYEHNS K KOpropaTyBHOW ceTu
Wi-Fi Ha Android- niOS MDM-ycTpolicTeax.

CnpaBka 47isl 9To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHn JOCTYmnHa B crnpaeke Kaspersky Secure Mobility,
Management 4.1%.

MopkntoueHne Android-ycTtpoiicTs k ceTnt Wi-Fi

[nsg aBTOMaTMyeckoro noakoueHns Android-yctporicTea k gocTynHoi cetn Wi-Fi n obecrneuermns 6esonacHocT
JaHHbIX crieflyeT HaCTPOWTb NapamMeTPbl MOAK/OUEHMS.
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Y106bI noakmounTe MOB6UILHOE yCTPOoVicTBO k ceTy Wi-Fi, BbinonHuTe cnenyroLume JevicTBYS:

1. B nepeBe koHconu B narke Ynpaensdemblie yCTPOMCTBA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpoliTe OKHO CBOMNCTB NOMUTUKM ABONHBIM LLETUYKOM MbILLK MO IIO6OMY CTONOLLY.
4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasgen Wi-Fi.

5. B 6noke Cetn Wi-Fi Haxmute Jo6aBuThb.

OTkpoeTcs okHo CeTb Wi-Fi.
6. B none NpeHtndukartop cetu SSID ykaxunTe nmvs cetn Wi-Fi, conepaliein Touky gocTtyna (SSID).

7. YcTaHoBuTe draxok CkpbiTas ceTb, ecnv xoTuTe ckpblTb ceTb Wi-Fi B crivicke [OCTYMNHbIX CeTeli Ha yCTpoicTBe.
B aTom criyyae Onisi nogktoyeHrs K CeTI NOMb30BaTENO NOTPebyeTcs BPYYHYO BBECTW HAa MOBWIIBHOM
ycTpoincTee naeHTudmkatop cetn SSID, 3apaHHbIN B NapameTpax MapLpytmusatopa Wi-Fi.

8. YcTaHoBUTE dpriaxkok ABTOMATNYE€CKOE NOAKIIOUYEHNE K CETU, ECIIM XOTUTE YTOBBI YCTPONCTBO MOAKIOYAIOCH K
cetun Wi-Fi aBTomaTunuecku.

9. B 6noke 3awmTta cetn BolbepuTe TUN 6esonacHocTn ceTt Wi-Fi (OTKpbITas nnm 3almileHHas no npoToKosy
WEP, WPA/WPA2 PSK, nnn 8021.x EAP).

MpoTtokon 6esonacHocTn 8021.x EAP nopnepxusaeTcs Tonbko B npunoxenun Kaspersky Endpoint Security
ans Android Bepcin 10.48.11 unu seiwe. MNMpoTtokon windposanns WEP nopaepxunsaeTcs Tonbko B Android
Bepcum 9.0 nnun Hrxe.

10. Mpw BbIGOpPE NpoTokona 6esonacHocTn 8021.x EAP, 3apaiiTe gononHuTenbHble HacTpolikn 3alwmTel ceTn (MeTopn,
EAP, KopHeBoli ceptudukar v gpyrue). Minbopmaumio o6 aTnx napameTpax MOXHO MOyUrTb B KOHTEKCTHOM
crpaBke nnarnHa ynpasaeHus.

11. B none Maponb 3agalite naposb A7 LOCTYNa K CeTU, eCnvi Ha Lware 9 Bbl BbIopan 3alLyLLEHHYO CeTb.

12. BoibepuTe BapraHT Micnonb3oBaTb NpoKkcr-cepBep, eCv XOTUTE NCMOMb30BaTb MPOKCU-CEpPBEP A
nogkmtoyveHns k cetn Wi-Fi. B npoTreHoM cnydae BbibepuTe BapraHT He ncnonb3osaTth Npokcu-cepsep.

13. Mpw BbIGOpE BapuaHTa Micnonb3oBaTb Npokcu-cepBsep, B none Aapec npokcu-cepBepa v NopT ykaxuTte IP-
agpec nn DNS-ums npokcur-cepBepa 1 Homep nopTa (ecrnv TpebyeTcs).

* Ha ycTpolicTBax nog ynpaeneHnem onepaunoHHon cuctemsl Android Bepcun 8.0 nnu Bbllle HacTPouTb
napameTpbl Npokcu-cepsepa aaa cetr Wi-Fi ¢ mroMoLLpio NoanTnkn HEBO3MOXHO. Bbl MoXeTe HacTpouTb
napameTpbl Npokcr-cepaepa ans cetn Wi-Fi Ha MoBunbHOM YCTPONCTBE BPYUHY!O.

Ecnu Bbl cnonbayeTe npokcu-cepsep Ans nogknoueHns k cetu Wi-Fi, Bbl MoXeTe HacTpouTb napameTpel
MOAKIIIOYEHWNS K CETY C MOMOLLIO NONUTUKI. [TapameTpbl npokcn-cepBepa Ha ycTpolicTeax Android 8.0  Bbilwe
HEeOBXOAMMO HaCTPOUTb BPYUHY!O. I3MeHnTb napameTpbl noaktoveHns k cet Wi-Fi ¢ noMoLLblo monmTuki Ha
ycTpoiicTtsax 8.0 1 Bbille HEBO3MOXHO, KPOME Napons Ans AOCTyna K CEeTU.

Ecnun Bbl He ncnonbayeTe Npokcu-cepsep Ang nogknoderns k cetn Wi-Fi, ynpasneHve noagknoyeHem K cetu
Wi-Fi c nomoLLpto nonnTuk He MeeT orpaHnYeHun.
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14. ChopmumpyiiTe cnmcok Beb6-afpecoB, s COEANHEHS C KOTOPBIMIU HE HY>KHO UCTMONb30BaTh NMPOKCU-CEPBEP, B
none He ucnonbsoBaTb Npokcu-cepeep AN appecos.

Bbl MOxeTe, Hanprmep, BBecTu agpec example. com. B aTom cnyyae npokcur-cepsep He ByaeT NCrnonb30BaTbCs
ang agpecos pictures.example.com, example.com/movies u T.n.[lpoTtokon (Hanpumep, http://)
yKa3sblBaTb HEO6S3aTENbHO.

Ha ycTpolicTBax nof ynpasneHnem onepaumoHHo cuctembl Android Bepcun 8.0 nnm BbllLie NCKOUEHME
npoKcu-cepBepa O/ Be6-aapecoB He paboTaerT.

15. HaxxmunTte kHonky OK.

[ob6asneHHas cetb Wi-Fi otobpasuTtcs B cnincke Cetu Wi-Fi.

Bbl MoxeTe nameHsTb nnn yoanate cetn Wi-Fi, Bxogswime B Cnncok ceTel, ¢ MoMOLLbio KHOMOK IameHuTb u
YpoanuTtb B BEPXHE YacTu crnmcka.

16. HaxxmurTe Ha KHOMKY MpuMeHNTb, YTOObI COXPaHUTb BHECEHHbBIE N3MEHEHUS.

MapameTpbl Ha MOBUNBHOM YCTPOUCTBE ByOyT HaCTPOEHBI MOCE OYEPenHON CUHXPOHN3aLMN YCTPOCTBA C
Kaspersky Security Center. lNocne npyMeHeHns NONUTUKK Ha MOBWIBHOM YCTPOCTBE NOb30BaTENb CMOXET
nopknoyaTbes k fobasnenHoi cetn Wi-Fi, He ykasbiBas napameTpbl CeTu.

Ha yctpoiicteax nog ynpasneHnem Android 10.0 1 BbiLLe, eciv Nob3oBaTeNb OTKa3blBAETCS NOAKIIIOYATLCS K
npegnaraemoii cetn Wi-Fi, paspelueHne npunoxenns Ha nsmeHeHve coctosHus Wi-Fi aHHynmpyeTcs.
MNonb3oBaTento HEOBXOANMO NPEAOCTaBNTb STO PA3PELLEHVE BPYUHYIO.

CnpaBka ons 7ol Bepcum peLleHnst 6onblue He 0BHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaLmio. AkTyanbHas MHOpMaLKs O peLleHn SocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

MNogkniouerne iIOS MDM-ycTpoiicts k cetn Wi-Fi

[ns aBToMmaTunyeckoro nogkntoueHns iOS MDM-ycTpoiicTBa k focTynHoi cetn Wi-Fi n obecneyeHns
6e30MacHOCTM AaHHbIX CreayeT HAaCTPOUTb MapamMeTPbl MOAKIIOYEHWS.

Y106b1 HacTpouTs noakmoyeHne iOS MDM-ycTtpovicTea k cetu Wi-Fi, BbinonHuTe creaytoLume aevicTeus:

1. B nepeBe koHconm B narnke Yrnpaensemblie yCTPOMCTBA BbibepuTe rpynny agMUHNCTPUPOBAHNS, B KOTOPYIO
BxonaT iOS MDM-ycTpoiicTsa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOliTE OKHO CBOMCTB MOANTUKA ABOVHBIM LLLEMYKOM MbILLN.
4. B nonuTuke, B okHe CBolicTBa BbibepuTte pasgen Wi-Fi.

5. B 6noke Cetn Wi-Fi HaxxmunTe Ha kHorky [,o6aBuThb.

OTkpoeTcs okHo CeTb Wi-Fi.

201


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

6. B none Npentudukarop cetu SSID ykaxunTe nms cetn Wi-Fi, copepxkatlein Touky goctyna (SSID).

7. 4710661 IOS MDM-ycTpoiicTBO aBTOMaTUYecky nogknoyanoch k cet Wi-Fi, yctaHoBuTe driaxok
ABTOMaTM4Yeckoe noaKoveHme.

8. Ytobbl noakntoveHne iOS MDM-ycTtporicTea k cetn Wi-Fi, TpebytoLeli npensaputenbHoi ay TeHTdrkaumm,
(mognvcHol ceTn) BbiNo HEBO3MOXHO, YCTaHOBUTE driaXkok 3anpeTuTb o6Hapy>keHne ceTeli ¢
ayTeHTUpMKaumen.

[lns ncnonb3oBaHVs NOANNCHOM CeTU HeOBXoaNMO 0POPMUTbL MOAMNMCKY, MPUHSATL COrNaLLEHe U BHECTY
nnaty. MoanncHble ceTn pasBepHyThl, HaNpUMep, B kade UM roCTUHMLAX.

9. Yto6bl ceTb Wi-Fi He oToBpaanach B crivicke LOCTYrMHbIX ceTel Ha iI0OS MDM-ycTpolicTBe, ycTaHOBMTE Graxok
CkpblTag ceTb.

B aTom cryyae ons nogktoyeHrst K ceTu Nosb3oBaTesto NoTpebyeTcs BpyYHYO BBECTN HAa MOBUIIBHOM
ycTpolicTee naeHtudrkaTop cetn SSID, 3agaHHbIli B napameTpax MmapLupyTmsatopa Wi-Fi.

10. B packpbiBatoLLLeMCs crincke 3awmTa ceTu BoibepuTe Tun 3aLLmThl nogkitoveHns k cet Wi-Fi:
e BbiknouveHa. AyTeHTudrKaLMs Nob3oBaTenNs He TpebyeTcs.
e WEP. CeTb 3awwmeHa no npotokony wudposanns WEP (Wireless Encryption Protocol).
e WPA/WPA2 (nunuHas). CeTb 3awmieHa no npotokony wndposanns WPA/WPA2 (Wi-Fi Protected Access).

* WPA2 (nuuHasg). CeTb 3awyeHa no npotokony wiudposaHns WPA2 (Wi-Fi Protected Access 2.0). Tun
sawmTel WPA2 gocTyneH Ha ycTpoiicTsax nog ynpaeneHvem iOS sepcum 8 v Boiwe. WPA2 He nocTyneH Ha
ycTpoiicTeax Apple TV.

e JTiobas (nnuHag). CeTb 3awyeHa no npotokony wudposaHus WEP, WPA nnn WPA?2 B 3aBrcmocT OT
Tuna mappyTtmsatopa Wi-Fi. [lng ayTeHTuduUKaLmm ncnonb3yeTcs NHAMBUAYanbHbIA A1 KaXAoro
nonb3oBaTens Koy LWNPpPoBaHUS.

e WEP (anHamunueckas). CeTb 3alumiieHa no npotokony wndposaHms WEP ¢ ncnonbsosaHnem
LVHAMUYECKOro KIloua.

e WPA/WPA2 (kopnopatusHas). CeTb 3alimiLeHa no npoTokony wudposarHus WPA/WPA2 ¢
ncnonb3oBaHnem npoTtokona 8021X.

e WPAZ2 (kopnopatueHas). CeTb 3aLumLLeHa no npotokony wndposaHus WPA2 ¢ ncnonbsoBaHnem ogHOro
kntoya WwindposaHus ans scex nonb3osateneii (8021X). Tun sawmtel WPA2 gocTyneH Ha yCTpoicTBax Nnos,
ynpasnennem iOS Bepcun 8 n Bbilwe. WPA2 He pocTyneH Ha ycTpoiicTsax Apple TV.

¢ Jliobaa (kopnopaTtueHas). CeTb 3alumieHa no npoTokony windposaHug WEP nnn WPA/WPA2 B
3aBVICUMOCTW OT Tuna MapLpyTusatopa Wi-Fi. ns ayTeHTudmKaumm ncnonb3yeTcs OAavH kiou WidpoBaHns
0119 BCex nonb3oBaTeneil.

Ecnwn B cnncke 3awmTa cetn Bobl Boibpann WEP (amHamunueckas), WPA /WPA2 (kopnopaTusHas), WPA2
(kopnopaTueHas) v Jliobaga (kopnopaTtusHas), B 6rioke [MpoTokosbl Bbl MOXeTe BbiOpaTh TUMbI MPOTOKOMNOB
EAP (Extensible Authentication Protocol) ons ngeHtudukaumm nonssosatens B cetn Wi-Fi.

B 6noke [loBepeHHble cepTrdUKaTbl Bbl TakXKe MOXETE CHOPMUPOBATbL CMIMCOK JOBEPEHHbBIX CEPTUDVKATOB
ons ayTeHTudukaumm nonb3osatens iOS MDM-ycTpolicTBa Ha LOBEPEHHBIX CEPBEPAX.

11. HacTpoiiTe napameTpbl y4eTHOM 3anmicu ofis ay TeHTUdrKaumm nonb3osaTtens npv nogkaoyeHur i0S MDM-
ycTpoicTtea k cetn Wi-Fi:

a. B 6noke AyTteHTudumkaums Haxmnte KHornky HactpouTs.
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OTkpoeTcst okHO AyTeHTuduKaums.

b. B none imsi nonb3oBaTens BBeOMTE UMS YUETHON 3anncu gns ayTeHTUudrKaumm nonb3osaTtens npu
nogknoyeHnn Kk cet Wi-Fi.

. YTobbI TpeboBaTh Y NoMb3oBaTeNs BBECTM NapOsib BPYUHYIO MpW KaxaoM noaktoveHun kK cetn Wi-Fi,
ycTaHoBuTe dpnaxok TpeboBaTb Naposib Npu KaXkAoM NOAKIIOHEHNM.

d. B none MNMaponb BBEOWTE Naposb yuYeTHOM 3anncu ans ayteHTudunkaumm B cetn Wi-Fi.

e. B packpbiBatowemcs cnvcke Ceptudukat ans ayTeHTnduKaumm soibepute ceptudurkaT ons
ayTeHTudVKaumm nonb3osatens B ceTu Wi-Fi. Ecnn B cnivcke oTcyTCTBYIOT cepTudMKaTbl, Bbl MOXETE 1X
no6asuTb B paspene CeptudukaThbl.

f. B none NipeHTudnkaTtop nonb3aoBaTens BBEONTE MASHTUPUKATOP NOSb30BaTENS, KOTOPLI ByaeT
OoTOBpPaxaTbCs BO BPEMS Nepefayn JaHHbIX NPy ay TEHTUPUKALIM BMECTO peasibHOro MEHM NMonb30BaTens.

|/],D,eHTVI¢I/IKaTOp nonb3oBaTesid npegHa3HaveH 419 NnoBbIlUeHNS YPOBHSA B6esonacHocTH BYTeHTI/ICI)VIKaLLVIVI, TakK
Kak Mg nosib3oBaTenyd He npencTtaBeHOo B OTKPbITOM BUAE, @ 0T06pa>|<aeTcsl B 3aUJI/I¢pOBaHHOM TLS-
TYHHEnNe.

g. Haxkmute kHonky OK.

B pesynbtaTe Ha iOS MDM-ycTpoiicTBe ByayT HAaCTPOEHbI NapaMeTpbl YY4eTHOM 3ancu ojis ay TeHTUdUKaumm
nonb3oBaTens npuv noakoueHnn Kk cet Wi-Fi.

12. HacTpolite (ecnn TpebyeTcs) napameTpbl nogkaoyeHns k cetn Wi-Fi uepes npokcu-cepsep:
a. B 6noke Mpokcu-cepeep Haxmute Ha kHorky HacTpounTs.

b. B oTkpbiBLLEMCS OKHe [Mpokcu-cepeep BuibepUTE PeXnM HACTPOKN MPOKCU-CepPBEPa U yKaxXunTe
napameTpbl MOAKOYEHNS.

c. HaxxwmuTe kHonky OK.

B pesynbraTe Ha iOS MDM-ycTpoiicTee ByayT HaCTPOEHbI MapaMeTpbl NOAKIoYeHNs ycTpolicTsa K ceTu Wi-Fi
Yyepes NpoKcu-cepsep.

13. HaxxmuTe kHomky OK.

HoBas ceTb Wi-Fi oTo6pasnTcs B crniicke.
14. HaxxmmnTe Ha KHOMKy MpuMeHUTb, YTOBbI COXPaHNTb BHECEHHBIE N3MEHEHNSI.

B pesynbTaTe Ha iOS MDM-ycTpoiicTBe Nonb3oBaTens nocne npuMeHeHs NoNUTYKN ByaeT HaCTPOEHO
nopknoyerne k cetn Wi-Fi. MobunbHoe ycTpoiicTBO nonb3oBaTens byaeT aBToMaTUYeCKM NOAKI0YaTLCS K
nocTtynHoi cetn Wi-Fi. BesonacHocTb aaHHbIx Npu noaxtouernn k cetn Wi-Fi obecneuriBaeTcs TexHonorvei
ayTeHTrdVKaumm.

CnipaBka Ans 9TO BEPCUN peLLeHns Bosblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHPopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

HacTpoika anekTpOHHOW NoYThbI
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OTOT pasnen CoaepXKnT MHGOPMALIMIO O HACTPOIKE MOYTOBbIX SLLMKOB Ha MOBUIIbHBIX YCTPOCTBAX.

CnpaBka 451sl 9TO BepCcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 4.1

HacTtpolika noutoBoro sawmka Ha iOS MDM-ycTpolicTsax

YTo6bl Nnonbaosatens iIOS MDM-ycTpolicTBa Mor paboTaTb C 3MeKTPOHHOM NMoYTON, crefyeT [O6aBUTb YUETHYIO
3anmch 3NEKTPOHHOM NMOYTbLI B CAINCOK y4YeTHbIX 3anucel Ha iOS MDM-ycTpolicTse.

Mo ymonuaHuio [o6aBnsgeTcs yueTHas 3anvcb aNEeKTPOHHO MOYTbI CO CreayoLLMY NapamMmeTpamMu:
® MPOTOKOS 3NEKTPOHHON nouThl — IMAP;

® Monb3oBaTeNb MOXET NepemMeLLaTb COOBLLEHMS ANEKTPOHHOW NOYThl MEXAY CBOUMUW YUYETHBIMY 3arUCIMU 1
CUHXPOHN3NPOBAaTb afpeca yUYeTHbIX 3anuncer;

* 1519 paboTbl C MOYTON MNOMb30BaTE b MOXET UCTMOSIb30BaTL NMOObIE MOYTOBbIE KIIMEHTHI (He Tonbko Mail);
* Mpu nepegave coobLleHNl He ncnonb3yeTcs SSL-coennHeHve.
Bbl MOXeTe N3MEeHNTb ykasaHHble NapameTpbl NPy LOGABNEHNN YYETHOI 3anmCi.

Y1066 106EBUTL YHETHYIO 38MUCH S/IEKTPOHHOU MoYTskl MosibaoBatesns iOS MDM-ycTporicTBa, BbinomHUTe
crenyroLme AevicTBuS:

1. B aepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BxomaT iOS MDM-ycTpoiicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonntukn.
3. OTKpOiTE OKHO CBOCTB NOANTUKIN ABOVHBIM LLLENYKOM MbILLM.
4. B nonuTtuke, B okHe CBoiicTBa BbibepuTe pasfnen OnekTpoHHas nouTa.

5. B 6roke YueTHble 3anncuy aneKTPOHHOM NOoUTbl HAXXMUTE Ha KHOMKy [lo6aBnTb.

OTKpoeTcs okHO YueTHasi 3anvcb 3N1eKTPOHHO MOYThI.
6. B none OnucaHue BBeOMTe OnvcaHne yYeTHON 3an1cu 31eKTPOHHO MOYThI Mosb30oBaTenNs.
7. BelbepunTe NPOTOKOS 3MEKTPOHHON MOYThI:
e POP
* IMAP

8. Ecnu TpebyeTcy, ykaxuTte npeduke nytu IMAP B none MNpedunke nytn IMAP.

Mpedwvikc nyTn IMAP Hy>HO ykasbiBaTb NponucHbIMu Byksamu (Hanpumvep, GMAIL ons Google Mail). Mone
LOCTYMHO, ecni BblbpaH npoTokon yyeTHol 3anvcu IMAP.
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9. B none Umga nonb3oBaTtens ansg otobpakeHns B COobLLEHUSIX BBEAMTE VM MOSb30BaTENS, KOTopoe ByaeT
oTobpaxaTbes B none OT: Ans BCEX UCXOQALLMX COOBLLEHNIA.

10. B none Appec aneKTPOHHOM NOYTbl BBEAUTE afpec SNEeKTPOHHOM NoyThl nonb3osaTens iOS MDM-ycTpolicTsa.
1. HacTpoiiTe pononHuTenbHble napaMeTpbl YY4ETHOM 3annCy 31eKTPOHHON MOYThI:

* YTOObI paspeLlnTb Nob30BaTENO NepemMeLLaTb COOBLLEHNS SNEKTPOHHON NOUTbI MEXAY CBOVUMU YYETHBIMI
3anucsamMu, yctaHosrTe dnaxok PaspewmnTs nepemelate COO6LEHNS MEXAY YYETHBIMU 3anncamu.

* YT06bl paspeLlmTb CUHXPOHN3ALMIO UCMONb3YEMbIX 8APECOB SNEKTPOHHON MOYUTHI MEXAY YYETHLIMM
3anncgamMm nosib3oBaTend, yCtaHoBUTe ¢na>|<0|< Pa3peLIJI/ITb CUHXPOHM3NpOBaTb NocnegHne Ncnosib3yemMmbie
appeca.

* YTOObI paspeLlnTb Nob3oBaTeNto Ucnonb3osaTh cepsrc Mail Drop ons nepenayun BnoxeHnii 60nbLLoro
pasmepa, yctaHoBuTe dnaxok Paspewnts Mail Drop.

e YT06bI paspeLlnTb Nosib30BaTENO MCMOMb30BaTb TOBKO CTaHAAPTHDIN MOYTOBbIN KNMeHT iOS, ycTaHoBUTE
¢dnaxok PaspewnTb ncnonbsoeaTtk ToNbKo npusoxeHue Mail.

12. HacTpoliTe napameTpbl ncnonb3osaHus npoTokona S/MIME B npunoxerun Mail. S/MIME — aTo npoTokon ans
nepepayn 3awndpoBaHHbIX COOBLLEHWNI C LNPPOBO MOAMMCHIO.

* Ytobbl ncnonbaosaTb npotokon S/MIME ons nognucu ncxopsiueli noytel, yctaHosuTe draxok MNoanuceiBaTth
coobueHus 1 Bbibepute cepTudukaT ong nognucu. Lindposas nognvch nogTBep>KaaeT NOAIMHHOCTb
OTNPAaBUTENS 1 YKa3biBaeT NosyyaTento, YTO COAEPXNMOE COOBLLEHNS He M3MEHWTOCH B MpoLiecce
nepepayn. Moannch coobLueHNii BOCTYMHa Ha ycTpoicTeax nog, ynpaeneHvem iOS sepcum 10.3 v BblLLe.

e Y706kl cronb3oBaTk NpoTokon S/MIME ons wmdpoBaHns CXOQSLLEN MOYTbI, YCTaHOBUTE $riaxok
LLindppoeaTk coobLLEHMS MO YMOMYaHWIO 1 BbibepuTe cepTUPUKaT Ang LUNPPOBaHNS (OTKPBITHIV KIoY).
LLIndppoBaHme coobLueHuii BOCTYMNHO Ha ycTpoiicTeax nog ynpasnervem iOS sepcumn 10.3 1 Bhilue.

* YTOObI NPenocTaBnTb MOIb30BATENO BO3MOXHOCTb BbINMOMHATH LUMbPOBaHNE COOBLLEHNI MO OTAENBHOCTH,
ycTaHoBuTe ¢naxok MokasbiBaTb NepeknioyvaTenb ang wmnpposaHus coobeHunii. [1ns otnpasku
3aWwndpoBaHHbIX COOBLLEHMNIA MOMb30BaTENO HEOBXOOVMMO HaxaTb Ha 3HauoK g B npunoxeHun Mail B none
Komy.

13. B 6nokax Cepsep BxoagLueli noutbl 1 CepBep ncxoadilei noyTtsl no kHorke HacTpolika HacTpoliTe
napamMeTpbl MOOKIIOYEHNS K CepBepam:

e Appec cepBepa 1 NopT: IMeHa XOCTOB Ui IP-agpeca cepBepoB BXOASLLEN N UCXOASLLEN MOYTbI U HOMepa
MOPTOB CEPBEPOB.

* Imga yuyeTHOI 3anmncu: Ms Y4eTHOW 3anncuy Nonb3oBaTens AN aBTopU3aLmn Ha cepBepe BXoasLLen n
NCXOASLLLEN MOYTbI.

* Tun ayTeHTUGMKaLMK: TUM ay TEHTUMKALMM YHETHOW 3anmcy NoSb30BaTeNs 3NeKTPOHHOM MOYThI Ha
cepBepax BXOASLLEN 1 UCXOOILLEN MOYTbI.

* [laponb: naponb y4eTHOI 3anncu 415 aBToprsaummn Ha cepBepe BXOOALLEN 1 NCXOALLEe MoYThl,
3aLUVILLEHHBIV BbIDPaHHBIM METOAOM ay TEHTUdMKALN.

* llcnonb3oBaTb OAMH NMaposib A1 CEPBEPOB BXOASILLEN U NCXOASLLE NOYTbI: UCMOSb30BaHNE OOHOrO
napons oJis ay TeHTUdUKaLMM Mosib30BaTeNs Ha CepBepax BXOAALLEN N UCXOASLLEN MOYTbI.

* licnonb3oBaTb SSL-coeauHeHMe: NCMOb30BaHNE TPAHCMOPTHOrO NMPOTOKOSa Nepeaayn aaHHbIx SSL
(Secure Sockets Layer), koTopblii npyMeHsieT WndpoBaHne 1 ayTeHTUdukaumio Ha 6ase cepTrudukaToB oss
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3alnTbl Nnepenayn gaHHbIX.

14. Haxxmute kHorky OK.

HoBas yuyeTHas 3anvcb 91€KTPOHHON MOYTbl OTOBPA3NTCS B CrINUCKE.
15. HaxxmuTte Ha kHorky MprmeHnTb, 4Tobbl COXPaHUTb BHECEHHBIE 3MEHEHUS.

B pesynbTaTe Ha MOBWIBHOE YCTPOCTBO NONb30BATENS NOCE NPUMEHEHWNS MONUTVKN OyayT Lo6aBneHsbl
yUYEeTHbIE 3ar1CY SNEKTPOHHOW NoYThl U3 CHOPMUPOBAHHOIO CrivcKa.

CnipaBka An1s 9TOW BEPCUN peLLeHns Bosblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

HacTpoiika noutoBoro suwmka Exchange Ha iOS MDM-ycTporicTBax

Y7066 NonbaosaTtens iOS MDM-ycTpoicTBa Mor paboTaThb C KOPrOpPaTVBHOWN 91EKTPOHHON MOYTON, KaneHaapem,
KOHTaKTamu, 3aMeTKkamu 1 3agadamu, Ha cepsep Microsoft Exchange cnenyet no6asuTh yueTHyto 3anuck Exchange
ActiveSync.

Mo ymonyaruto Ha cepsep Microsoft Exchange nobaenseTcs yueTHas 3anmch CO CleayoLLMY NapaMmeTpamu:

® MoYTa CYHXPOHU3VPYETCS OOVH Pas B HEAEnto;

® MOJib30BaTe/Ib MOXET rnepemMeLllaTtb COO6LLI,eHVI9I MeXay CBOVMW YYEeTHbIMW 3arnncamMm N CUHXPOHN3NPOBaTb
agpeca y4eTHbIX 3anucei;

* 1519 paboTbl C MOYTON NOMb30BaTENb MOXET UCMOSb30BaTh NIOObIE MOYTOBbIE KNMEHTHI (He Tonbko Mail);
* Mpu nepegave coobLueHNli He ncnonbayeTtca SSL-coennHeHve.
Bbl MOXeETE N3MEHUTb YKa3aHHble MapameTpbl Npy fobasneHnn yueTHoi 3anmncn Exchange ActiveSync.

Y106b1 LO6aBUTE yueTHYo 3anvick Exchange ActiveSync nonbsosatens iOS MDM-ycTporicTsa, BbinonHuTe
crenyroLme AecTBUS:

1. B nepeBe koHconm B narke Yrnpaengemblie yCTPOMCTBA BbibepuTe rpynny agMUHNCTPUPOBAHNS, B KOTOPYIO
BxonaT iOS MDM-ycTporicTsa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonntukn.
3. OTKpOliTE OKHO CBOMCTB NMOANTUKA ABOVHBIM LLLEMYKOM MbILLN.
4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasnen Exchange ActiveSync.

5. B 6rnoke YueTHble 3anuncu Exchange ActiveSync HaxmuTe Ha kHornky [lo6aBuTh.

OTkpoeTcs okHo YueTHas 3anuck Exchange ActiveSync Ha 3aknapke O6wue.

6. B none Nima yyeTHoIA 3anncu BBeOMTE UMS YYETHOI 3an1cy Ans asTopusaumn Ha cepeepe Microsoft Exchange.
Bbl MOXeTe 1crnonb30BaTb MakpoCh! U3 packpbiBatoLLerocs crnvcka Jo6aBuTb Makpoc.

7.B none Appec cepBepa BBeunTe ceTeBoe Mg unu IP-agpec cepsepa Microsoft Exchange.
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8. Ecnu Bbl XOTUTE MCNOMb30BaTb TPAHCMOPTHbIV MPOTOKON Nepefayn AaHHbIx SSL ons 3allmTbl nepenayn 4aHHbIX,
ycTaHoBuTe dnaxok Micnonb3osatb SSL-coeauHeHne.

9. B none JomeH BBeanTe MMs goMmeHa nonb3osaTtens iOS MDM-ycTporicTea. Bbl MOXeTe ncnonb3oBaTb MakpocChl
13 packpbiBatoLLerocs crnvcka Jo6aBuTb Makpoc.

10. B none MNMonb3oBaTtenb yueTHOI 3anucu BBeanTe 1Ms nonb3osaTtens iOS MDM-ycTpolicTsa.

Ecnn ocTaBuTb 3TO None nycTbiM, Npwv NpuMeHernn nonnTukn Ha I0OS MDM-ycTtporiicTee Kaspersky Device
Management ons iOS 3anpocuTt nms y nonb3osaTtens. Bel MoxeTe ncnonb3oBaTe MakpoChl 13
packpblBatoLLerocs crnvcka Job6aBuTb Makpoc.

11. B none Appec anekTpOHHO NoYTbl BBEAWTE afpeC 31eKTPOHHON NoYThl Nonb3osaTtens iOS MDM-ycTpoiicTBa.
Bbl MOXeTe ncnonb3oBaTb Makpochl U3 packpbiBatoLLLerocs crnvcka JobaBuTb Makpoc.

12. B none Maponb BBegnTe Nnapornb yyeTHo 3anncu Exchange ActiveSync ons asTopusaumm Ha cepeepe
Microsoft Exchange.

13. BoibepuTte 3aknanky JonoAHUTENbHO 11 HACTPONTE Ha 3akfiaake AOMONHUTENbHbIE NapaMeTPbl yYeTHO 3anncu
Exchange ActiveSync:

* CUHXpOHN3NpOBaTb NOYTY 3a Neprop, <Neprog, BpemMeHn>;

* Tun ayTeHTUdUKaLmu;

¢ PaspewwmTb nepemelatb COOBLLEHNA MEXAY YYETHBIMM 3anuncamu;
* PaspelunTb CUHXPOHU3NPOBaTb NOCNeAHNE NCMNONb3yeMble agpeca;
* PaspelwmTb ncnonb3oBaTb TONbKO npunoxeHue Mail.

14. HacTpoliTe napameTpbl Mcnonb3oBaHus npoTokona S/MIME B npunoxerun Mail. S/MIME — aTo npoTokon ang
nepenayn 3andpoBaHHbIX COOBLLEHNI C LMdPOBOY MOOMNCHIO.

e Y7066l cronb3oBaTh NpoTokon S/MIME anst nognvcn ncxomsiieli noyThl, ycTaHoBuTe dprnaxkok MNognnceieath
coobLweHus 1 Boibepute ceptudukaT ong nognucu. Lindposasa nognuck noaTsepxaaeT NoASMHHOCTb
OTMNPAaBUTENS 1 YKa3blBAET NOMyYaTeNto, YTO COAEPXMMOE COOBLLEHNS HE U3MEHMIOCH B NMpoLiecce
nepepaun. MNognmnce coobLLeHWin [OCTYMHA Ha YCTpolicTBax nog yrnpasneHnem iOS sepcun 10.3 v BoiLe.

* YTo6bl ncnonbaosaTb Npotokon S/MIME ons LunpposaHns UCXOASLLEN NOYUTbI, yCTaHOBUTE driaXok
LLindposaTb coobLueHMs No ymMonyaHuio 1 Bbibepute cepTudukaTt Ang LunpposaHns (OTKPbITLIV Ktou).
LLIndpoBaHme coobLueHnin [OCTYMHO Ha YCTpoicTBax nog ynpaenerem iOS Bepcun 10.3 1 BbiLe.

* YTOObI NPenoCcTaBnTb MOSb30BATENO BO3MOXHOCTb BbINMOMHSATL LWbpPOBaHME COOBLLEHNI MO OTAENBHOCTY,
ycTaHoBuTe dnaxok MNokasbiBaTb NepekniovaTenb ans wmndposaHus coobweHnii. [1ng otnpasku
3aLLdPOBaHHBIX COOBLLEHNI NOMb30BATENO HEOOXOAVMMO HaXxaTb Ha 3HAYOK g B MpunoxeHuy Mail B none
Komy.

15. HaxxmunTte kHonky OK.

HoBas yueTHas 3anunce Exchange ActiveSync oTobpasutcs B crimcke.
16. HaxkmuTe Ha kHornky MpruMeHnTb, 4TOOb! COXPaHUTL BHECEHHbBIE N3MEHEHMS.

B pesynbTaTe Ha MOBWIbHOE YCTPOMCTBO MOMb30BaTENS NMOCE NPUMEHEHWS MONNTUKL ByayT Ao6aBneHb
y4yeTHble 3anucu Exchange ActiveSync ns cdopmmnposaHHoro crincka.
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYyrnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

HacTpoiika noutoBoro sauwmka Exchange Ha Android-ycTporicTeax (Tonbko Samsung)

[nsg paboTbl C KOpropaTVBHOI MNOYTON, KOHTaKTaMU 1 KaneHaapem Ha MoBUIbHOM YCTPOCTBE CreyeT HacTPOUTb
napameTpbl nouToBOro gwmka Exchange (moctynHo Tonbko B Android 9 1 Huxe).

HacTpoiika noutoBoro suwmka Exchange BoamoyxHa Tonbko ansg Samsung-yCTpONCTB.

Y106bI HacTpouTL NoYTOBbLIV SLLMK Exchange Ha MOGWIbHOM yCTPOVICTBE, BbINOIHATE CAEAYIOLLNE [BEHCTBUS:

1. B nepeBe koHconv B nanke YnpasBnsieMble yCTPOWCTBA BblbepuTe rpynny agMUHUCTPUPOBAHWS, B KOTOPYLO
BxoasT Android-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BbibepuTe 3aknanky Monntukn.
3. OTKpOWTE OKHO CBONCTB NONUTUKIN ABOVHBIM LLENYKOM MbILLV MO JIO6OMY CTONOLLY.

4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasnen YnpasneHne Samsung KNOX — YnpaeneHue Samsung-
ycTpoiicTBamu.

5. B 6noke Exchange ActiveSync HaxmuTe Ha kKHornky HacTpouTb.

OTkpoeTcs okHo MNapameTpbl nouToBoro cepeepa Exchange.
6. B none Appec cepsepa BeeguTe IP-agpec nnn DNS-1ms cepsepa, Ha KOTOPOM pa3mMeLL,eH MOYTOBbIV CepBep.
7. B none [lomeH BBeOuMTe 1Ms SOMEHa Nob30BaTeNs MOBUIbHOrO YCTPONCTBA B KOPNOPAaTMBHOM CETU.

8. B packpbiBatoLemcs crnivicke NepuoguiuHoCcTb CUHXPOHN3aLMN BbIDEPUTE XeNaeMblil nepros, CUHXPOHU3aLM
MobunbHoro yctpoiictea ¢ cepsepom Microsoft Exchange.

9. YTOBbI MCMONB30BaTb TPAHCMNOPTHbIN NPOTOKON Nepeaaun faHHbx SSL, ycTaHosuTe dnaxok Micnonb3oBatb
SSL-coepuHeHme.

10. YT06bI Mcnonb3oBaTh LdpoBble cepTUdMKaTbI A1 3aLLUMTLI Nepefayn LaHHbIX MeXAy MOBUIbHBIM
ycTpolicTBom 1 cepsepom Microsoft Exchange, yctaHosuTe dnaxok MpoBepsiTb cepTudumkaT cepsepa.

M. Haxxmute Ha KHOMKY an/IMeHI/ITb, YTOObI COXpPaHnTb BHECEHHbIE N3MEHEHNS.

MapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCIE OYEPENHON CYHXPOHN3aLMN yCTPOCTBa C
Kaspersky Security Center.

CripaBka o515 3Tol BEpCum peLLleHs 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTapPEBLLYIO
MHPopmMmaLmio. AKTyanbHas MHPOpPMaLIMS O peLleHnn [OCcTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.
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YcTaHoBKa KOpHEBbIX cepTudurkaTos Ha Android-ycTpoincTeax

KopHeBoli cepTudurkaT — 3TO CEPTUPUKAT OTKPBITOrO K/toYa, BbiMyLLEHHDI LOBEPEHHBIM LIEHTPOM cepTurdrKaLmm
(CA). KopHeBble cepTudukaTbl UICMOAb3YHOTCH, UTOBLI MPOBEPSATH NOMb30BaTENbCKNE CepTUDUKaTbI 1
rapaHTMpPOBaTb X MOL/IMHHOCTb.

Kaspersky Security Center nossonseT no6aensTb KopHeBble cepTudukaTsl Ans Android-ycTpolicTs, paboTalowmx B
pexume device owner. Takve KOpHeBble cepTUPUKaTLI aBTOMATMUYECKN YCTaHaBIMBaIOTCS B AOBEPEHHOE
XpaHunuLLe cepTrdrKaToB Ha YCTPOCTBaX.

Y1066 L06aBUTE KOpHeBowi cepTudukaT B Kaspersky Security Center:

1. B AepeBe koHconm B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BXxoAsT Android-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BblbepuTe 3aknaaky Monntukn.
3. OTKpOWiTE OKHO CBOMNCTB MNONUTUKI ABOVHBIM LLENYKOM MbILLV MO JIO6OMY CTONOLLY.
4. B nonuTuike, B okHe CBolicTBa BbibepurTe pasaen KopHeBbie cepTudmkaTsi.

5. B paspene KopHeBble cepTudukatbl Haxmute Job6aBuTb.

OTKpoeTCs NPOBOOHNK.

6. Bolbepute daiin ceptudukata (.cer, .pem nnu .key) n Haxxmumte OTKpbITb.

OTkpoeTcs okHo CepTudumkar.

7. NMpocmoTpute nHbopmaumio o cepTrdrkaTe 1 HaxMmMTe YCTaHOBUTb cepTUdUKar...

3anycTutcs cTaHOapTHLIM MacTep UMMNopTa CePTUPUKATOB.

8. CnepyiiTe yKasaHuaM MmacTepa.

MNocne 3aBepLueHns paboTbl MacTepa KOpHeBOW cepTUdrKaT NOSIBUTCS B CRMCKe cepTudrKaToB.

[lo6aBneHHble KopHeBble cepTudrKaTl OyayT ycTaHoBNEHb Ha Android-ycTpolicTBa B pexume device owner
nocne crnegnyoLleli cuHxpoHuaaummn ¢ Kaspersky Security Center.

CnipaBka Ans 3Toi BepCuin peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKWs O peLleHnn JOCTYynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

YnpaBneHne CTOPOHHUMU MOBUIbHBIMU MPUTOXEHUSMY

[Ins KOHTPONS aKTUBHOCTM MOBUIBHBIX MPUNOXEHWIA, 3amyCKaeMblX Ha YCTPOWCTBE MONb30BaTENs, Bbl MOXETE
MCNoNb30BaTb KOHTEHEePbl. KOHTEViHep — 9TO cneumanbHas 06onouka A1 MOBUbHbIX MPUIOXEHWIA, KOTopast
Mo3BONSET KOHTPONMPOBAaTb ASNCTBUS COAEPXKALLErOCS B HEW MPUNOXEHNS, TEM CaMbIM 3aLLVLLLAas MepCOHanbHbIE 1
KopropaTuBHble AaHHbIe MONb30BaTeNs Ha YCTPOMCTBE.
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B Kaspersky Security gns mobunbHbix ycTpoincTs Service Pack 3 Maintenance Release 2 nopgnepyka cosgaHus
KOHTEHEPOB A5l MOBUIBbHBIX MPUNoXeHU npekpalteHa. OaHako Bbl MoxeTe obasnsaTe Ha Android-
YCTPOWCTBa KOHTENHEPDI, CO3AaHHbIE B 6oMee paHHNX BEPCUSX MPOrpamMMbi.

,D,J'Iﬂ YCTaHOBKW MPUNOXeHN4 B KOHTeVIHepe Ha yCTpOI7ICTBO nosib3oBaTeNd Bbl MOXeETe NCMNOoJ1b30BaTb OOVIH U3
cnenyroumnx CcrnocoboB:

® OTMPaBUTb MNOSIb30BATESO COOBLLEHVE 3EKTPOHHON MOYTbI, COAEPXXaLLLEee CChINKY Ha OUCTPUOYTVB
NPUNOXEHNS B KOHTEHEpe.

* B CBOWCTBax NonMTUKI B pasaene KoHTponb NpunoXxeHnii ykasaTtb MPUIoXeHVe B KOHTeHepe Kak
obssaTenbHoe UM paspeLLeHHoe K ycTaHoBke. [Tocne cruHxpoHmsaLumm mobunbHoro yctporictea ¢ Kaspersky
Security Center oncTprbyT1B NPUNOXEHNS B KOHTENHepe OyaeT aBToMaTNYeCK/ CKOMMPOBaH Ha YCTPONCTBO
nonb3oBaTens.

[Ins ycTaHOBKM NPUNOXEHWIA B KOHTEHepax Ha MOBUILHOM YCTPOICTBE NoMb30oBaTeNs AOMKHA ObiTb paspeLleHa
yCTaHOBKa NPUNOXEHUI 3 HEN3BECTHbIX MCTOYHUKOB. [15 obecneyeHns 6e30nacHOCTM YCTPONCTBA U 3aLLMTbI
[aHHbIX Mocse YCTaHOBKM MPUNOXEHN B KOHTEMHEpPaX peKoMeHOYeTCs 3anpeTuTb YCTaHOBKY NPUIOXEHNIA 3
HEeN3BEeCTHbIX NCTOUHKKOB. [ogpobHas HPopmaLms 06 yCTaHOBKE NpunoxeHnin 6es ncnonbaosaHns Google Play
npvBeneHa B crpaske Android?.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGopPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTtporika yBepomnenunin Kaspersky Endpoint Security ansa Android

Ecnu Bbl xoTUTE, UTOBEI MOMb30BaTENb MOBUILHOTO YCTPOWCTBA He OTBEKancs Ha yBegomnerns Kaspersky
Endpoint Security ons Android, Bl MOXeTe BbIKIIOUNTb HEKOTOPbIE YBEAOMIIEHWS.

B Kaspersky Endpoint Security ncnonbsytorcs cnegytolime CpeacTsa 4is OTobpaxeHns ctaTyca 3allnThi
yCTpOWCTBa:

* YBefoMmNeHne 0 COCTOSIHUN 3alnThl. YBEAOMIIEHVE 3aKPEneHO B NaHeN yBeAOMIEHWA. YBeAOMNIEHME O
COCTOSHWM 3aLLMTbI HEMb3s yaanuTb. B yBegomneHnn otobpaxaeTcs cTaTyc 3alumTbl yCTpolicTBa (Hanprmep,
(1)) v KonMUecTBO NPOBNEM, ECNIV OHU MEIOTCS. YTOBLI MOCMOTPEThL CMICOK MPOBNEM B MPUNOXEHUM, BbIGEpHTE
cTaTyc 3alMTbl yCTPONCTBA.

* YBegomMneHuUs NpunoXeHns. YBeLoMIeHNs MHGOPMMPYIOT NOMb30BaTENS YCTPONCTBA O MPUNOXEHNM
(HanprmMep, 06 0BHapPY>XeHWN Yrpo3bl).

* BcnnbiBatowme coobLueHns. BennbiBatoLye coobLeHns TpedytoT BHUMaHMNS CO CTOPOHbI MOb30BaTeNs
ycTpoicTBa (Hanpumep, AeNCcTBUS, NPEANPUHIMAaEMbIe MPU OBHaPYXXEHUM Yrpo3bl).

Mo ymonuaruio Bce yBegomnerus Kaspersky Endpoint Security ons Android BkntouyeHbl.

Ha Android 13 nonb3oBaTesnb yCTpoicTBa AOMKEH NMPEAOCTaBUTbL pPa3peLLeHe Ha OTNPaBKy YBEOLOMIEHNI BO
Bpems paboTbl MacTepa HavanbHOV HAaCTPOVKI M MO3XKE.
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Monb3osaTtenb Android-ycTpoicTBa MOXET Bblk/IloUnTb BCe yBemomMneHus ot Kaspersky Endpoint Security anas
Android B HacTpolikax naHenn ysegomneHuii. Ecnv yBegomneHns BbIKtoUeHb!, MoNb3oBaTe b HE KOHTPONMPYeT
PaboTy NPUIOXEHWS N MOXET MNPOMYCTUTb BaXHYIO MHbOPMaLMO (HanprMep, 0 COOSX MPU CUHXPOHN3aLIMI
ycTpolicTsa ¢ Kaspersky Security Center). YTobbl nonb3oBaTenb y3Han cTaTyc paboTbl MPUNOXEHWS, eMy
Heobxoammo oTKpbITb Kaspersky Endpoint Security ans Android.

YTobbI HacTpouTs 0TOBpPaxeHne yBenomieHuii o pabote Kaspersky Endpoint Security ans Android, BbinonHuTe
crenyoLume [evicTBuS:

1. B AepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BXxoasT Android-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpOliTe OKHO CBOMCTB MOMUTUKA OBOVHBIM LLLEMYKOM MbILLN MO TI0O6OMY CTON6LLY.
4. B nonuntuke, B okHe CoiicTBa BbibepuTe pasaen JononHuTensHo.

5. B pasgene YBegomMneHns NpUNoXeHUs HaxXMuTe Ha KHornky HactpounTs.

OTkpoeTcs okHo MNapameTpbl yBegomneHuiA Ha yCTpoicTBe.

6. BoibepuTe npobnembl Kaspersky Endpoint Security ons Android, KoTopble Bbl XOTUTE CKPbITb Ha MOBUIbHOM
yCTpOWCTBE Nonb3oBaTens 1 HaxmmuTe Ha kHorky OK.

Kaspersky Endpoint Security ons Android He 6yneT oTobpaxaTb yBeLOMEHWS O npobremMax. YBeooMneHns o
COCTOSHMM 38Tl U YBEAOMITEHWS MPUIIOXEHWS MpofomkaT oTobpaxaTbes B Kaspersky Endpoint Security ana
Android.

HekoTopeble yBepomneHus Kaspersky Endpoint Security ana Android siBnstoTcs o693aTenbHbIMA U KX
HEBO3MOXHO OTK/IOUNTL (HanNpUMep, YBEAOMIEHNS 06 NCTeUYeHU Ccpoka OeCTBUS MALLEH3UN).

7. YT106bI CKPLITL BCE YBEAOMSIEHMS 11 BCM/bIBatOLLME COObLLEHWS, BbibeprTe OTKMoUaTh yBEe[OMASHNS 1
BCrbiBaloLWue coobLueHus, korga npunoxeHne pabortaet B $OHOBOM pexmme.

Kaspersky Endpoint Security ang Android 6ypeT nokasbiBaTb TONbKO YBELOMIIEHMSI O COCTOSHMN 3awmThl. B
yBEAOM/IEHUMN OTOBPaXaeTCs CTaTyC 3alumThl yCTpoiicTea (Hanpumep, (1)) n konuuecTso npobnem. Takxe B
NPUNoXeH ByLy T oToBpaxaTbCs YBeAOMIEHUS, KOraa nonb3oBaTenb paboTaeT C NPUIoXeHemM (Hanpumep,
BPYUHYIO OOHOBNSIET aHTUBMPYCHbIE 6a3bl).

CneumnanucTsl "JlabopaTopun Kacnepckoro” pekoMeHayoT BKIOUNTb YBEAOMIIEHNS 1 BCTIIbIBAOLLME
coobLeHns. Ecnn yBeooMneHns 1 BCrbiBatoLLe COOBLLEHNS OTKIOYEHbI, KOrAa NpuioXxeHne paboTaeT B
GOHOBOM pPEXMME, MPUIIOXEHNE HE YBELOMSET NMOSb30BaTENEN OO Yrpo3ax B peasibHOM BPEMEHN.
MNonb3oBaTeny MOBUIbHBIX YCTPOWCTB Y3HAOT O COCTOSHMM 3aLLThl YCTPOWNCTBA, TOMbKO KOraa OTKPOKOT
MPUIOXEHNE.

8. HaxxmuTe Ha KHOMKY an/IMeHI/ITb, YTObbI COXpPaHnTb BHECEHHbIE NUSMEHEHNS.

MapameTpbl Ha MOBUNBEHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCE OYEPENHON CUHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center. Ha MobunbHOM ycTpolicTBe nonb3oBaTens He ByayT oTobpaxaTbCs yBeAOMIEHNS
Kaspersky Endpoint Security ans Android, koTopble Bbl BbIKITFOUNN.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

[NooknioueHne iIOS MDM-ycTpoicTs k AirPlay

[na notokoBol nepenayn Mmysbiku, potorpaduii n Bugeo ¢ iOS MDM-ycTpolicTsa Ha ycTpolicTea AirPlay cnenyeT
HaCTPOUTb aBTOMaTU4YeCKOE NoaktoyeHne K ycTporicteam AirPlay. [Ins ncnonbsosanus TexHonorum AirPlay
MOBUbHOE YCTPOICTBO 1 ycTpoiicTea AirPlay nomkHbl ObiTb NoaKtoYeHbl K ogHol 6ecnposogHoli ceTu. K
ycTporicteam AirPlay oTHocsTcs ycTpolicTea Apple TV (BToporo n TpeTbero nokoneHuit), yctpoictaa AirPort
Express, OvHaMVK Ui IpUEMHNKI € nopaepkkoit AirPlay.

AsToMaTnyeckoe nogkodeHne K yctporicteam AirPlay BoCTynHO TONbKO 4SS KOHTPOMPYEMbIX YCTPONCTB.

Y1066 HacTpouTs nogkmoydeHne iOS MDM-ycTporiicTsa k ycTpovicteam AirPlay, BeinonHuTe crenyrolme AevicTBUS:

1. B nepeBe koHconm B narke Ynpaensemblie yCTPOUCTBA BbibepuTe rpynny agMUHNCTPUPOBAHNS, B KOTOPYIO
BxomaTt iOS MDM-ycTpoiicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.

3. OTKpOliTE OKHO CBOMCTB NMOANTUKN ABOVHBIM LLLENYKOM MbILLN.

4. B nonntuke, B okHe CoiicTBa BbibepunTe pasgen AirPlay.

5. B 6rnoke YcTpolicTta AirPlay yctaHoBuTe drnaxok NpumMeHUTb NnapameTpbl Ha yCTPOICTBE.

6. B 6roke MNaponu HaxxmunTe Ha kHorKy [lo6aBnTb.

B Tabnvue naponeil nobaBuTcs nyctas cTpoka.
7. B rpade WNims ycTpoiicTea BBeauTe nMms ycTpoiicTaa AirPlay B 6ecnposonHoli ceTu.
8. B rpade Naponb BBeanTe naposb oT ycTpoiicTea AirPlay.

9. YT06bI OrpaHnumTb nogktoyeHne i0OS MDM-ycTpolicTsa k ycTpolicTeam AirPlay, cdopmupyitTe crincok
paspeLleHHbIX YCTPOCTB B 6roke PaspelueHHble ycTpoiicTBa. [Ins aToro fobaBbTe B CNMCOK paspeLleHHbIX
ycTpolicte MAC-agpeca ycTtpoiicTs AirPlay.

K ycTpolictBam AirPlay, He BxoOsLyM B CIMCOK paspeLLeHHbIX YCTPOCTB, AOCTYN 3anpeLleH. Ecnn octaBntb
CMMCOK pa3peLLeHHbIx ycTpoiicTs nycTbim, Kaspersky Device Management ons iOS paspelmT gocTyn Ko BCeM
ycTporicTeam AirPlay.

10. HaxkmunTe Ha KHOMKY MpuMeHnTb, YTOObI COXPaHNTb BHECEHHbBIE N3MEHEHUS.

B pesynbTaTe MOGUIbHOE YCTPOMCTBO MOMb30BaTeNs NOCE NPUMEHEHNS NMOANTUKK ByOeT aBTOMaTUYeCcKn
nomkno4aTbes K ycTpoicTteam AirPlay ong nepenauv Meana-koHTeHTa.

CnpaBka o115 370l BepCum peLleHns 6onblue He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLKs O peLleHn JocTyrnHa B crnpaske Kaspersky Secure Mobility
Management 4.12.
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MNoakmoueHne iIOS MDM-ycTporicTs Kk AirPrint

[na neyaTtn pokymeHToB ¢ iOS MDM-ycTpolicTBa 6ecrnpoBOAHbIM CMOCOB0M C MOMOLLBIO TexHonorum AirPrint
crneflyeT HaCTPOUTb aBTOMaTYeckoe nogkoyeHne K npuHTepam AirPrint. MobunbHoe yCTpoMCTBO 1 NpUHTER
LOIMKHBI BbITb MOAKMOYEHb! K 0gHON BecnposogHoi ceTu. Ha npuHTepe AirPrint TpebyeTcs HacTpouTb o6l

LOCTYN O/ BCeX Nnosb3oBaTenell.

Y1o6b1 HacTpouTs nogkmoydeHne iOS MDM-ycTtporicTsa k npyHTepy AirPrint, BuinoaHUTe crneaytoLme AeicTBusS:

1. B aepeBe koHcon B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BxoasT iIOS MDM-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BblbepuTe 3aknaaky Monntukn.
3. OTKpoOliTe OKHO CBONCTB MOAUTUKM ABONHBIM LLETUYKOM MbILLIN.
4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasgen AirPrint.

5. B 6noke MpuHTepbl AirPrint HaxxmuTe Ha kHornky [Jo6aBuTb.

OtkpoeTcd okHo MNpurHTEp.
6. B none IP-appec BeeanTte IP-agpec npuHTepa AirPrint.

7.B none lMyTb Kk pecypcy BBeanTe NyTh K NpuHTERY AirPrint.

lNyTb K NPUHTEPY COOTBETCTBYET Kntouy rp (resource path) npoTtokona Bonjour. Hanpumep:
e printers/Canon_MG5300_series;
* ipp/print;
e Epson_IPP_Printer.

8. HaxxmuTe kHomky OK.

[ob6asneHHbili npuHTep AirPrint oTobpasuTcs B crnincke.
9. HaxxmuTe Ha kHornky MprMMeHnTb, 4TOBbl COXPaHUTL BHECEHHbBIE N3MEHEHWS.

B pesynbTaTe nonbsosatenb MOBUIIBHOrO YCTPONCTBA NOCe MPUMEHEHVS MOMIMTUKN CMOXET neyaTtaTtb
LOKYMEHTbI Ha MpuHTepe AirPrint no 6ecnpoBonHoli CBA3N.

CnpaBka Ons 3Tol BEpCum peLLeHs 6onbLie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPOpPMaLIMS O peLleHnn [OocTyrnHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

HacTtpowka Toukn goctyna (APN)

[Ins nopkntoyeHns MOBUNBLHOroO YyCTPOICTBA K yCyram nepefayn JaHHbIX B MOBUIbHOM ceTu cnefyeT HacTpouTb
napameTpbl APN (Access Point Name).
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

HacTpoiika APN Ha Android-ycTpoiicTsax (Tonbko Samsung)

HacTporika APN BO3MOXHa TONbKO A5 Samsung-yCTPONCTB.

[Ins ncnonb3oBaHWs TOYKM [OCTYNa Ha MOBUILHOM YCTPOCTBE NOMb30BaTENs AOMKHA ObITb YyCTaHOBNEHA
SIM-kapTa. [NapameTpbl TOUKM AOCTYNa NPELOCTaBNSOTCS ONepaTopoOM MOBWbHON CBA3W. HenpasuibHas
HacTpolika TOYKM AOCTYMNa MOXET NPUBECTM K AOMOSTHUTENbHBIM PacXofam Ha MOBUbHYIO CBS3b.

YTo6bI HaCTpoOUTL NapameTpsbl Touku focTyna (APN), BeinonHUTe cresyroLme AevicTBus:

1. B nepeBe koHconu B nanke YnpaBnsemble yCTpoWcTBa BblOepuTe rpynny angMUHUCTPUPOBAaHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BolbepuTe 3aknaaky Monntuku.
3. OTKpoliTe OKHO CBONCTB MOMUTUKM ABOMHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasaen YnpasneHne Samsung KNOX — APN.

5. B 6noke APN HaxmunTe Ha kHorky HacTponTb.

OTkpoeTcs okHo MNapameTpbl APN.
6. Ha 3aknapke O6wue ykaxuTe crnegytoLLe napameTpbl TOYKM LOCTYna:
a. B packpebiBatowemcs crivicke Tuin Touku gocTyna BubibepuTe TUM TOYKM LOCTYNa.
b. B none Ums Toukn gocTyna ykaxute HasBaHne TOYKU JOCTYyna.
c. B none MCC ykaxute MobunbHbIii kof cTpaHsl (MCC).
d. B none MNC ykaxute mobunbHbiii kog cet (MNC).

e. Ecnm B kauecTBe TvNa Toukn gocTyna Bbl Bbibpan MMS vnv UHTepHeT u MMS, ykaxxnTe [ONONHUTENbHbIE
napameTpbl gns MMS:

¢ B none Cepeep ana MMS ykaxunte nonHoe 4OMEHHOE Ms cepBepa MOBUTbHOro onepaTopa Ans
obmeHa MMS.

¢ B none MNpokcn-cepeep ana MMS ykaxunte ceteBoe nms nnm IP-agpec npokcu-cepaepa 1 HOMep nopTa
npoKcu-cepBepa MobubHOro onepaTopa g obmeHa MMS.

7. Ha 3aknagke JononHUTeNnbHO HacTpoTe AONOMHUTESNbHbIE NapamMeTpbl Toukn gocTtyna (APN):

a. B packpebiBatoemcs cniicke Tun ayTeHTudmKaLmm BoibeprTe TUM aBTopU3aLmy Nob30BaTeNs MOBUIbHOMO
yCTpOICTBa Ha cepBepe MOBUNIbHOro onepaTopa A1 AOCTyna K CeTU.
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b. B none Appec cepBepa ykaxuTe CETEBOE 1Ms CepBepa onepaTopa MobUIbHOM CBA3M, Yepes KOTOpbIl
OCYLLECTBAeTCS AOCTYN K yCNyram nepenayn 4aHHbIX.

c. B none Appec npokcu-cepBepa ykaxuTte ceTeBoe nma unn IP-agpec 1 Homep nopTa npokcu-cepeepa
MOBUNBHOro onepaTopa Afis AOCTYyna K CeTu.

d. B none Mimsi nonb3oBaTens ykaxuvTe UMs NONb30BaTeNs AN aBToOpU3aLmy B MOBUNbHON CeT.
e. B none Maponk ykaxunTe naposb 415 aBTOpU3aLmm Nonb30BaTess B MOBUIIbHON CeTu.
8. HaxxmunTe Ha kHorKy MpruMeHUTb, UTOBbI COXPaHUTb BHECEHHbBIE N3MEHEHIS.

MapameTpbl Ha MOBUNBHOM YCTPOWCTBE ByAyT HACTPOEHBI MOCIE OYEPEnHON CUHXPOHM3aLMN YyCTPOCTBa C
Kaspersky Security Center.

CnipaBka Ans 9Toi BEpCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHnn JOCTymnHa B crnpaeke Kaspersky Secure Mobility
Management 41%.

HacTpoiika APN Ha iOS MDM-ycTpoicTaax

[ns nogkntoyenns nonb3osatens iOS MDM-ycTpolicTBa K ycryram nepefaym JaHHbIX B MOBUIbHOM ceTu cnepyeT
HacTpouTb Touky gocTtyna (APN).

Pasnen APN yctapen. PekomeHayeTcs HacTpaveaTb napameTpbl APN B pasnene CoToBas cBs3b. [lepen
HacTpOoliKol NapaMeTpoB COTOBOV CBSA3U Y6eanTecs, UTo napameTpbl pasaena APN He npyMeHeHbl Ha
ycTpolicTBe (CHAT dpraxok MpumeHUTb NnapameTpbl Ha ycTpolicTee). COBMECTHOE NCMOMb30BaHNe
napameTpoB pasaenos APN 11 CoToBas cBSi3b HEBO3MOXHO.

Y106k HacTpouTs ToYKy gocTyrna Ha iOS MDM-ycTporicTBe nosb30BaTesis, BuiOIHATE CAEAYOLMNE AeViCTBUS:

1. B nepeBe koHconv B nanke YnpasBnsieMble yCTPOWCTBa BblbepuTe rpynny agMUHUCTPUPOBAHWS, B KOTOPYLO
BxoasT iIOS MDM-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BbibepuTe 3aknaaky Monntnkn.

3. OTKpoOliTe OKHO CBONCTB MOMUTUKM ABONHBIM LLETUYKOM MbILLIN.

4. B nonutuke, B okHe CBolicTBa BbibepuTe pasgen CoToBas CBA3b.

5. B 6roke MNapameTpbl coToBOl CBA3M ycTaHOBUTE dnaxok MpnmeHnTb napameTpbl Ha yCTpolicTBe.

6. B cnincke Tun APN BbiGepuTe TVN TOUKM OCTYNa A1 nepeaayn AaHHbIx B MobuneHoli cetn GPRS/3G /4G

* BcTpoeHHas APN — koHbUrypaLums napameTpoB COTOBO CBS3M A1 Nepefaqn AaHHbIX Yepes onepaTtopa
MOBUNBbHOM CeTu, KOTOPbIV NogaepXxmnsaeT padboTy co BcTpoeHHol Apple SIM. MNoapobHas nHdpopmaums ob
ycTpolicTBax co BcTpoeHHol Apple SIM nprseneHa Ha Beb-caiite Cry>Obl TEXHUYECKOW NOAAESPXKKM
Apple®.

e APN - HacTpoiika napameTpoB COTOBO CBS3M ANg Nepenaqn AaHHbIX Yepes ornepatopa MOBUIbHO ceTu
BCcTaBneHHon SIM-kapTbl.
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e BcTpoeHHass APN n APN — koHdUrypaums napamMeTpoB COTOBOV CBA3W A1 Nepefaydn 4aHHbIX Yepes
onepaTopoB MOBUSbHbIX ceTel BcTaBneHHon SIM-kapTbl 1 BcTpoeHHol Apple SIM. MNoapo6Hasa nHdopmaLms
06 ycTpoiicTBax co BcTpoeHHo Apple SIM n cnotom ang SIM-kapThl NnprBeneHa Ha Beb-caiite Cnyx6bl
TexHu4eckon noanexkn Apple .

7. B none Nima Toukun AOCTYyna yKaXunTte HasBaHe TOYKN OOoCTyna.

8. B packpbiBatoLemcs cnivicke Tun ayTeHTudmrKaumm BolbepuTe TUN ay TEHTUDVKALLMN NONMb30BaTENs YCTPOCTBA
Ha cepBepe MoBUbHOro onepaTopa A focTyna k cetu (MHTepHeT n MMS).

9. B none Umga nonb3oBaTtens ykaxxuTe VMs NOb30BaTENS LS aBTOPU3aLmmn B MOBUIbHON CET.
10. B none Maponb ykaxuTe naposb A1 aBTOpU3aLmn Nonb3oBaTens B MOBUbHOM CeTu.

11. B none Appec npokcu-cepeepa 1 nopT BBEAUTE MMS XOCTa, AoMeHa unn IP-agpec npokcu-cepsepa 1 Homep
nopTa NpoKcu-cepsepa.

12. HaxxmunTe Ha kHorkKy MNpuMeHUTb, YTOOb COXPaHUTL BHECEHHbBIE U3MEHEHWS.

B pesynbTaTe Ha MOBWIBHOM YCTPONCTBE NOMb30BATENS NOCHEe NPUMEHEHUS MONUTUKN ByOeT HacTpoeHa Touka
poctyna (APN).

CnipaBka Ans 9To BEPCUN peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

HacTpoiika pabouyero npoduns Android

OTOT paspen cogepXkuT nHbopmaLmio o paboTe ¢ pabourm npodunem Android.

CrpaBka Ons 370l BEpCum peLleHns 6onblue He OBHOBNSIETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
MHPopmMaLmio. AKTyanbHas MHPOpPMaLIMs O peLleHnn [ocTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

O paboyem npodune Android

Android Enterprise — nnatdopma ons ynpasneHns MobuibHOM MHGPaCTPYKTYPOM KOMMaHnW,
NpefoCTaBNSoLLas COTPYAHMKAM KOMMaHn pabouyto cpefy Ans paboTbl Ha MOBUIbHBIX YCTPOCTBaX.
MoppobHas nHbopmaums o pabote ¢ Android Enterprise npusefeHa Ha cainTe TEXHUYECKOV NOAAERXKKI
Google®.
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Bbl MOXeTe cospaTb Ha MOBUTbHOM YCTPOCTBE Nonb3oBaTens pabounii npodunb Android (ganee Takxke "pabounii
npodunv’). Pabounii npoguns Android — 6e3onacHas cpefna Ha YCTPOWCTBE Nonb30BaTeNs, B KOTOPOM
aOMUHUCTPATOP MOXET YNPaBnsaTb MPUIOXEHNSAMU 1 YHETHBIMM 3an1CsMU MOSb30BaTeNs, He OrpaHnyvBas
BO3MOXHOCTM Npw paboTe ¢ ero cobCTBEHHBIMY faHHbIMU. [1pr co3naHnm Ha MOBUIbHOM YCTPONCTBE
nonb3oBaTens paboyero npobus B HEro aBTOMaTNYECKM YCTaHaBNMBAIOTCS CNEAYOLLE KOPNopaTVBHbIE
npunoxerns: Google Play MapkeT, Google Chrome, Sarpysku, Kaspersky Endpoint Security nns Android v gpyrue.
KopnopaTuBHble NpUNoXeHs, pa3meLLeHHble B paboyeM Npodune, a Takxxe YBEOOMIIEHNS STVX MPUMOXEHWN,
oTMeueHbl 3HaukoM ). [ns npunoxeHus Google Play MapkeT TpebyeTcs cosaaTh OTAembHYI0 KOPNopaTyBHYIO
y4eTHylo 3anuck Google. MpunoxeHuns, pasmelleHHble B pabouem npodune, otobpaxaloTcs B 0OLLLEM Crvcke
MPVIOXEHWIN.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapEeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

HacTpoiika pabouero npoduns

Yrobbl HacTpouTb NapameTpsl paboyero npoguis Android, BeinonHyTe cneayroLume AeicTBUS:

1. B nepeBe koHconu B nanke YnpaBnsemble yCTpoWcTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.

3. OTKpoliTe OKHO CBONCTB NOMUTUKM ABOMHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.

4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasaen Pabounii npodunb Android.

5. B paboueii obnacti Pabounii npodune Android yctaHoBuTe dnaxxok Cospatb pabounii npodusb.
6. YkaxunTe napameTpbl paboyero npoduns:

* Y1obbl BKIIoUMTb KOHTpOsb Nprnoxernii B pabovem npodune Android v BbiktounTb B IMYHOM npodune,
ycTaHoBuTe driaxok BkntounTtb KoHTponb npunoyxeHuii Tonbko B pabovem npodune.

B pasnene MNonb3oBaTenn MoxHO BbibpaTh KoHTponb npunoxenuii 1 B paboyein obnacty co3natb CNNCKM
pa3peLLEeHHbIX, 3anpPeLLEHHBIX, PEKOMEHAYEMbIX 1 HEOBXOAMMBIX MPUNOXKEHUIA, @ Tak)Xe PaspeLLIEHHBIX 1
3anpeLLLeHHbIX KaTeropuii MPUIOXEHNIA.

* YT06bI BKNIOUNTE Be6-PunbTp B paboyem npodune 1 oTKIOUATL B IMYHOM npodune ang bpaysepa Google
Chrome, yctaHoBuTe dnaxok Bknounts Be6-dunbTp Tonbko B pabouem npodune.

[ng Samsung Internet Browser 1 Huawei Browser dnaxok Bkntounts Be6-Punbtp Tonbko B pabouem
npodwune fomXeH 6biTb CHAT. DT Bpay3epbl HE NO3BONSOT BKIOUNTL Be6-DurnbTp Tonbko B pabovem
npodwune. Ecnn yctaHoBuTb 3TOT dnaxok, Beb-DOunbTp He ByneT paboTaTb B aTUX bpaysepax.

Bbl MoxeTe ykasaTb napameTpbl AOCTYNa k Beb-caiiTam (co3aaTb CNMCOK 3anpeLLeHHbIX KaTeropui Beb-
CalTOB NN CNINCOK paspeLleHHbIx Beb-caliToB) B pasnene Be6-dunbTtp.

* Y706l 3aNpeTnTb NONb30BaTENO KOMMPOBAaTb AaHHbIE C MOMOLLIO Bydepa obMeHa 13 NPUNIOXKEHNI
pabouero Npoduns B NINYHbIE NPUIOXEHS, YCTaHOBUTE driaxxok 3anpeTuTb NepeHOC AaHHbIX U3 paboyero
npoduna B INYHBINA.
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e YT06bI 3aMpPeTUTb NONb30BaTENO NCMOMb30BaTb pexum oTnanky no USB Ha Mo6unbHOM yCTpoicTBe B
paboyem npodure, ycTaHoBMTE bnaxok 3anpeTuTb BKOYaTb pexxum otnagku no USB.

B pexxume otnapkn no USB nonb3oBaTenb MOXET, Hanpumep, 3arpy3uTb NPUIoXeHre Yepes pabouyio
cTaHumio.

* YTOObI 3aNpeTUTb NoMb30BaTeNo YCTaHaBNMBaTb NPUIOXEHUS B pabounii npoduns Android ns Bcex
NCTOYHMKOB, kpomMe Google Play, ycTaHoBUTe dnaxok 3anpeTuTb YCTaHOBKY MNPUIOXEHUI B pabounii
npodwnib N3 HEN3BECTHLIX NCTOYHUKOB.

* YTOObI 3aNpPeTUTb NONb30BATENO YOANITh NPUNOXeHWS 13 paboyero npoduns Android, ycTaHoBrTe dnaxok
3BanpeTuTb yaaneHve npunoXxeHnii n3 paéouyero npoduns.

* Yt06bI Takxe ycTaHoBUTb VPN-cepTudumkaT B MMYHbIN Npodunb, ycTaHoBuTe dnaxok OybnuposaTtb
yctaHoBky VPN-cepTudmkara B nnuHbiii npoduneb. [No ymonuaruio VPN-cepTudumkaTsl, nonyyeHHble 13
Kaspersky Security Center, ycTaHaBnvBatoTCs B paboumii npodub. 3Ta onums NpUMeHIeTCs, Koraa
BbiNvcbiBaeTCs HOBbI VPN-cepTudumkar.

7. YTo6bI HACTPOUTL NapamMeTpbl paboyero Npoduns Ha MOBUILHOM YCTPOCTBE NMOb30BaTeNsl, 3abNoKNpyiTe
N3MeHeHne NapamMeTPOB.

8. HaxkmunTe Ha kHorky MpnMeHUTb, YTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

MapameTpbl Ha MOBUIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEPEnHOW CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center. [pocTpaHCTBO MOBWIBHOIO YCTPOWCTBa NMOSb30BaTeNs byAeT pasaenieHo Ha
pPabounii 1 NINYHBIA NPOGUIIN.

CripaBka ons 370l BEpCum peLLleHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGopMaLms O peLleHn JOCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1%.

Hob6asneHne yyeTtHom 3anvcu LDAP

YTo6bl Nnonb3osaTenb IOS MDM-ycTpolicTBa MOr MOMY4YnTb LOCTYM K KOPMOPaTUBHBIM KOHTakTaMm Ha cepBepe
LDAP, cnepyeT pobaBuTtb yyeTHyto 3anunck LDAP.

Y106b1 O06aBUTE yueTHYyto 3anvice LDAP nons3osatens iOS MDM-ycTpovicTsa, BbinoaHUTE CREAYoLME AEViICTBUS:

1. B nepeBe koHconm B narke Ynpaensemblie yCTPOMCTBaA BblbepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
BxomaTt iOS MDM-ycTpoiicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOliTE OKHO CBOMCTB NMOANTUKM ABOVHBIM LLLENYKOM MbILLN.
4. B nonuntuke, B okHe CoiicTBa BbibepuTe pasnen LDAP.

5. B 6rnoke YueTHble 3anucu LDAP HaxmuTe Ha kHornky [Jo6aBuTb.

OTkpoeTcs okHo YueTHag 3anuck LDAP.

6. B none OnuncaHne Beeaunte onvcaHne yueTtHon 3anncy LDAP nonb3osaTtens. Bbl MOXeTe MCcnonb30BaTh
MaKkpOChl U3 packpbiBatoLLerocs crnvicka [Job6aentb Mmakpoc.

218


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

7. B none imga yueTHoIh 3anucu BBEAUTE UMS YYETHOW 3anmcu ong asTopusaumnmn Ha cepaepe LDAP. Bbl MoxeTe
MCMonb30BaTh MakpOChl 13 packpbiBatoLLerocs cnvcka [lo6aBute makpoc.

8. B none Maponb BBeanTe naponb yyeTHol 3anvicn LDAP ons asTopusaumnm Ha cepaepe LDAP.

9. B none Appec cepsepa BeeanTe nMs gomeHa cepaepa LDAP. Bbl MoxeTe ncnonb3osaTb MakpocCh! 13
packpsbiBatoLLerocs cnncka [lo6aBuTb Makpoc.

10. YTO6bI CMONb30BaTL TPAHCMOPTHBIV MPOTOKON Nepeaayn AaHHbIX SSL Ans 3alUmThl Nepenaqn CoobLLEeHNT,
ycTaHoBuTe dpraxok Micnonb3oBaTb SSL-coepguHeHwme.

1. ChopmumpyiTe CrMcCoK MOMCKOBbIX 3anpoCcoB A1s AocTyna nonb3osaTtens iOS MDM-ycTpoiicTBa K nankam ¢
KoprnopaTuBHbLIMU AaHHBIMY Ha cepiepe LDAP:

a. B 6noke MapameTpbl noncka HaxmuTe Ha kHorky [o6aBuTb.

B Tabnmue norcKoBbIX 3anpoCcoB 0TOOPAa3nTCs NycTas CTpoka.
b. B roade HasBaHne BBeanTe HasBaHNe NONCKOBOrO 3anpoca.

c. B rpade My6unHa noncka BoibepurTe ypoBEHb BNOXEHHOCTY Nankuy L MoVcKa KOPropaTUBHBIX JaHHbIX Ha
cepsepe LDAP:

e KopeHb pepeBa — nowvick B 6asosoli nanke cepsepa LDAP.
* OpauH ypoBeHb — MOWCK B Narnkax Ha NepBOM YPOBHE BIIOXXEHHOCTM OT 6a30BOI Nanku.
* [MoppepeBo — MoVCK B narkax Ha BCEX YPOBHSIX BIOXEHHOCTY OT 6a30BOV Narnku.

d. B rpade baza noucka ykaxute nyTb k nanke Ha cepsepe LDAP, ¢ koTopoli HaunHaeTcs nouck (Hanpumep,
"ou=people’, "o=example corp”).

e. MNosTopuWTe NYHKTbI a-d ANs BCeX MOMCKOBLIX 3arpocoB, KOTopble Bbl XOTUTE fobaBnTb Ha I0S MDM-
YCTPOWCTBO.

12. Haxxmmnte kHomky OK.

Hoag yueTHas 3anvce LDAP oTobpasnTtcs B cniicke.
13. HaxxmunTe Ha KHOMKY MNpuMeHnTb, YTOObI COXPaHNTb BHECEHHbBIE U3MEHEHNSL.

B pesynbTaTe Ha MOBWILHOM YCTPOICTBE NOMb30BaTENS NOCNE MNPUMEHEHNS MONNTVKK ByayT AOOaBNEHb
yyeTHble 3anucu LDAP 13 chopmmposaHHoro crivcka. [onb3oBaTesib MOXeT NonyuynTb OCTYM K KOPNopaTUBHBIM
KOHTakTaM B CTaHAapTHbIX npunoxeHnsx iOS KoHTakTbl, CoobLueHns 1 Mail.

CnipaBka An1s 9To BEPCUN peLLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO

nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.

[ob6aBneHne yyeTHOM 3anmncuy KaneHoaps
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Y7066l Nonb3oBaTens iI0OS MDM-ycTpoicTBa Mor paboTaTb CO CBOUMU COBLITUSAMY Kanenaaps Ha cepeepe CalDAV,
crnenyeT pobaBnTb yyeTHYto 3anuck Ha CalDAV. CuHxpoHusaums ¢ cepsepom CalDAV nossonvT nonb3osaTento
co3paBaTb 1 NPYHMMaTb MPUriaLleHns, NonyyaTe OOHOBEHWS COBBITUI 1 CUHXPOHN3MPOBAaTbL 3aAaun C
npunoxeHnem HanommHaHus.

Y106b1 06aBUTL yueTHyto 3anvce CalDAV nonssosatens iOS MDM-ycTporicTsa, BbinoiHuTe cnenytoLume
AevicTBuS:

1. B AepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblbepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BxoasT iOS MDM-ycTpoiicTsa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOWiTE OKHO CBOMCTB MNONUTUKM ABOVHBIM LLENYKOM MbILLIA.
4. B nonuntuke, B okHe CeoiicTBa BbibepuTe pasnen Kanengapes.

5. B 6rnoke YueTHble 3anuncu CalDAV HaxxmunTe Ha KHorKy [Lo6aBuTb.

OTkpoeTcs okHO YueTHasa 3anuck CalDAV.
6. B none OnucaHue BBegnTe onvcaHve yyeTHoli 3anncu CalDAV nonb3osaTens.

7.B none Appec cepBepa 1 nopT BBeauTe nMs xocTta unu IP-agpec cepsepa CalDAV 1 Homep nopTa cepsepa
CalDAV.

8. B none OcHoBHoli Be6-agpec 3apaiite Beb-agpec yyeTHol 3anvcy CalDAV nonbaosatens iOS MDM-
ycTpolicTsa Ha cepBepe CalDAV (Hanpumep, http://example.com/caldav/users/mycompany/user).

Beb-appec nomkeH HaunHatbes ¢ "http://" vim "https://".

9. B none ms yuyeTHoI 3anucu 3apainTe NMs y4eTHON 3anmcu nonb3oBaTens Afs aBTopr3aumm Ha cepBepe
CalDAV.

10. B none Maponb 3agaiite naponb yyeTHol 3anvcy CalDAV gnsa asTopusaumn Ha cepsepe CalDAV.
11. YToBbI CNONB30BaTb TPAHCMOPTHbIN MPOTOKON Nepefayn AaHHbIX SSL Ang salwmTel nepefayn AaHHbIX O
cobbiTusx Mexay cepepom CalDAV 1 MobunbHbIM YCTPORCTBOM, ycTaHoBUTe dnaxok Micnonb3oBatb SSL-

coeaHeHwune.

12. Haxxmute kHonky OK.

HoBas yueTHas 3anuce CalDAV oTobpasnTtcs B crincke.
13. HaxxmuTe Ha kHornky MpruMeHnTb, 4TOBbl COXPaHUTL BHECEHHbBIE N3MEHEHMS.

B pesynbTaTe Ha MOBWIBHOM YCTPOICTBE NOMb30BaTENS NOCNE MNPUMEHEHNS MONNTVKK ByayT AoOaBneHb
yueTHble 3anvcu CalDAV 13 chopmMmpoBaHHOro crnmcka.

CnpaBka Ons 3Tol BEpCum peLLeHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPoOpMaLIMs O peLleHnn [OcTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.

Iob6aBneHne y4yeTHON 3anmcum KOHTakTOB
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Y1066 Nonb3oBaTenb i0OS MDM-ycTpoicTBa MO CUHXPOHU3UPOBAaTL CBOU KOHTakThl ¢ cepBepom CardDAV,
cnenyeT 0o6aeuTb yueTHyto 3anuck CardDAV. CuHxpoHusaums ¢ cepeepom CardDAV no3BoinT Nosib3oBaTesio
MOMy4YnTb JOCTYM K AAHHBIM KOHTaKTOB C IIOBOro yCTpoicTBa.

Yro6bl L06aBUTE yueTHyto 3ance CardDAV nonbaosatens iOS MDM-ycTporicTsa, BbinOIHUTE CREAYIOLMNE
aevicTens:

1. B aepeBe koHcon B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BxomaT iOS MDM-ycTpoiicTBa.

2. B paboueli obnacTu rpynbl BoibepuTe 3aknanky Monntuku.
3. OTKpOliTE OKHO CBOCTB MOANTVKN ABOVHBIM LLLEMYKOM MbILLM.
4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasnen KoHTakTbl.

5. B 6noke YueTHble 3anucu CardDAV HaxmuTe Ha kHornky [lo6aBuThb.

OTKkpoeTcs okHO YueTHas 3anuck CardDAV.

6. B none Onuncanwue BBeanTe onvcaHme yyeTtHol 3anuncu CardDAV nonb3oBaTtens. Bbl MoxeTe ncnonb3osaTtb
MaKpOChl U3 packpbiBatoLLLerocs cnvcka Job6asuTb Makpoc.

7.B none Appec cepBepa v nopT BBeauTe nMs xocta unu IP-agpec cepsepa CardDAV 1 Homep nopTa cepsepa
CardDAV.

8. B none OcHoBHoli Be6-agpec 3apalite Beb-agpec yueTHoli 3anmcu CardDAV nonbsosaTtens iOS MDM-
ycTpolicTsa Ha cepBepe CardDAV (Hanpumep, http://example.com/carddav/users/mycompany/user).

Beb-appec nomkeH HaunHatbes ¢ "http://" vim "https://".

9. B none ms yuyeTHoI 3anucu 3apainTe NMs y4eTHON 3anmcu nonb3oBaTens Afs aBTopr3aumm Ha cepBepe
CardDAV. Bbl MoxeTe 1crnonb3oBaTb MakpocChl U3 packpbiBatoLlerocs cnvcka Job6aBuTb Makpoc.

10. B none Maponb 3agaiite naposnb yyeTHol 3anmcy CardDAV ans aBTopusaumm Ha cepaepe CardDAV.

11. YTo6bI CMONb30BaTh TPAHCMOPTHLIV MPOTOKON Nepefayn AaHHbIX SSL Ang 3aLliyThl nepefayn KOHTakTOB MeXay
cepaepom CardDAV 1 MobUnbHbIM YCTPONCTBOM, ycTaHoBUTe dnaxok Micnonb3osatb SSL-coeanHeHue.

12. HaxxmuTte kHonky OK.

HoBag yueTHas sanuce CardDAV oTobpasunTcs B crivcke.
13. HaxkmuTe Ha kHornky MpruMeHnTb, 4TOObl COXPaHUTL BHECEHHbBIE N3MEHEHMS.

B pesynbTaTe Ha MOBUIBHOM YCTPOWCTBE NOMb30BaTENS NMOCe MPUMEHEHNS MONUTVKN ByayT Lo6aBneHsbl
yuyeTHble 3anmcuy CardDAV 13 chopmMmnpoBaHHOro crnincka.

CnpaBka 47isl 9To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHn JOCTYmnHa B crnpaeke Kaspersky Secure Mobility,
Management 4.1%.

HacTtpolika nognnuckun Ha kaneHgapb
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YTo6bl Nnonb3osaTens iIOS MDM-ycTpolicTBa Mor [06aBuUTb B CBOI KaneHAapb COBbITVS CTOPOHHKX KaneHaapel
(HanpuMep, KOPMOPaTUBHOIO KaneHAaps), Hy>KHO Lo6aBNTb Ha kKanenaapb Nnoanuncky. CTopoHHVE KareHaapy —
KaneHmapv Apyrux nonb3oBaTenei, y KoTopblx ecTb yyeTHas 3anuck CalDAV, kaneHnapw iCal, a Takxe apyrue
OTKPbITO OMNyBMKOBaHHbIE KaneHaapw.

Yrobbl n06aBUTL rnoAarnncKy Ha KasieHA4apb, BbINOJIHTe CriefyroLuine aevicTeus:

1. B aepeBe koHcon B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BxomaT iOS MDM-ycTpoiicTBa.

2. B paboueli obnacTu rpynbl BoibepuTe 3aknanky Monntuku.
3. OTKpOIiTE OKHO CBOCTB MOANTVKN ABOVHBIM LLLENMYKOM MbILLM.
4. B nonuTtuke, B okHe CeoiicTBa BbibepuTe pasnen NMoanucka Ha kaneHpapsb.

5. B 6noke Noanncku Ha kaneHaapuv HaxmnTe Ha KHornky [lo6aBuThb.

OTkpoeTcs okHo Moanucka Ha kaneHAapb.
6. B none OnncaHue BBeOnTe onvcaHne Noan1ckn Ha KaneHaapb.

7. B none Be6-appec cepBepa ykaxute Beb-agpec CTOPOHHErO KaneHaapsi.

Bbl MOXeTe ykasaTb B Mosie OCHOBHO Be6-afpec yyeTHol 3ancu CalDAV nonb3oBaTens, Ha kaneHaapb
KOTOpOoro oopMnseTcs Noanvcka. Takxe Bbl MOXeTe ykasaTb Beb-afpec kaneHgaps iCal unv gpyroro otkpbiTo
nyonMKyemMoro KaneHnaps.

8. B none Nmg nonb3oBaTtens BBeguTe M4 yquHoM 3arnncun nosib3oBaTtenyd angd a}/TeHTI/Id)I/IKaLI,I/II/I Ha cepBepe
CTOPOHHEro KaneHgap4.

9. B none Maponb BBeATE Naposib OT NOAMUCKM Ha KaneHaapb Ans ayTeHTUdUKaLMM Ha cepBepe CTOPOHHErO
KaneHgaps.

10. YT06bI MCNONb30BaThL TPAHCMOPTHLIV MPOTOKON Nepeaayn AaHHbIX SSL Ans 3awmTsl nepeaayn JaHHbIX O
cobbiTusx Mexay cepepom CalDAV 1 MoburbHbIM YCTPONCTBOM, ycTaHoBUTe dnaxok Micnonb3oBatb SSL-
coeauHeHune.

1. Haxxmute kHonky OK.
12. HoBasi nognvcka Ha kaneHnapb 0TobpasnTcs B CrNCKe.
13. HaxkmuTe Ha kHornky MpruMeHnTb, 4TOObl COXPaHUTL BHECEHHbBIE N3MEHEHMS.

B pesynbTaTe B kaneHgapb MOBWILHOrO YCTPOCTBA NONb30BaTeNs NOCE NPUMEHEHNS MONUTUKA Byay T
LoBaBneHbl COBbITVS CTOPOHHVIX KaneHaapein ns chopMmnpoBaHHOro Crivcka.

CnpaBka 4isl 3TO BepCcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGoOpPMaLs O peLleHnn SOCTYymnHa B crpaske Kaspersky Secure Mobility,
Management 41

[lobaBneHne Beb-KInnos
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Beb-k/mn — npunoxeHune, KOTopoe OTKpbIBaeT BeO-CaliT C rMaBHOro akpaHa MobubHOro ycTporicTea. Haxumas Ha
3HauKM BEH-KIMMOB Ha rMaBHOM aKpaHe YCTPOWCTBA, NOMb30BaTe b MOXET BbICTPO OTKpbIBaTb BEG-CcaliThl
(Hanpvmep, kopnopaTuBHbIV BEO-CailT).

Bbl MoxeTe ob6aBnsaTb Be6-kNuMbl Ha YCTPOMCTBA NoNb3oBaTeNeli U ykasblBaTb 3HaYKV BEO-KMMOB, KOTOPbIE

0To6pa>|<a+0Tc9 Ha 3KpaHe.

[obasneHne Be6-knmnos Ha Android-ycTpoicTeax

Y106b1 06aBUTL BEG-K/MMT HA Android-ycTporic TBO Mo/Ib30BATES, BLINOIHUTE CAEAYIOLUNE [AeVICTBUS,

1. B nepeBe koHconu B narke Ynpaensdemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
BxomaT Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntukn.
3. OTKpoOliTe OKHO CBONCTB MOMUTUK ABOMHBIM LLETUYKOM MbILLK MO IIO6OMY CTONOLLY.
4. B nonuTuike, B okHe CBolicTBa BbibepunTe pasaen YnpasneHue ycTpoicTBOM.

5. B paznene [lo6aBneHne Be6-KIMNOB Ha rMaBHbI 3KpaH ycTpoiicTBa HaxkmuTe [Job6aBUTb.

OTkpoeTcs okHo [ob6aBuTb BE6-Kvn.

6. B none HasBaHwme BBenTe HasBaHne Be6G-KMMa, KOTOpoe ByaeT oTobpaxaTbCs Ha rnaBHOM akpaHe Android-
yCTpOICTBa.

7. B none Be6-agpec BBeOnTe agpec Beb-caliTa, KOTOpbI ByOeT OTKPbIBaTLCS MPU HaXaTu Ha 3Ha4YOK BeE6-
knvna. Agpec fomkeH HaumHaTbes ¢ "http: /" vnm "https://".

8. B none 3Hauok ykaxuTe n3obpaxeHre af1s 3Hauka seb-knvna: Haxxmmte O630p... 1 BblbepuTe daiin
nsobpaxeHus. MNopgaepxusatotcs popmaTsl daiinos PNG 1 JPEG. Ecnn Bbl He BbibepeTe nsobpaxeHune ons Beb-
K1na, B kauecTBe 3Hauka byneT oTobpaxaTbCs MycTOM KBagparT.

9. HaxxmunTe kHonky OK.

HoBblili BE6-knun oTobpasnTCs B CAnCKe.
10. HaxkmunTe Ha KHOMKy MpuMeHnTb, YTOObI COXPaHNTb BHECEHHbBIE N3MEHEHUS.

Mocne Toro, kak Kk yCTpocTBY ByaeT npumeHeHa nonuTuka, npunoxenune Kaspersky Endpoint Security ans Android
OyneT nokasbiBaTb YBEOOMIIEHUS, MpeniaratoLLve nonb30BaTeNto YCTaHOBUTb BE6-KNMbI, KOTOPbIE Bbl CO3AaMN.
Mocne Toro, kak NoNb3oBaTesNb YCTAaHOBUT BEO-KWMbI, COOTBETCTBYIOLLME 3HAYKM ByayT Ao6aBneHbl Ha rnaBHbIN
3KpaH yCTpoiCTBa.

MakcurmanbHoe KonMyYecTBO BE6-KIMMOB, KOTOPbIE MOXHO 406aBUTb Ha Android-yCcTpoiiCcTBO, 3aBUCUT OT TUMa
ycTpolicTsa. Korpa aTo KonnyecTBo AOCTUMHYTO, BEH-KMMbI NepecTatoT fobasnaTbes Ha Android-
YCTPOWCTBO.

[o6asneHve Be6-knmnos Ha iOS MDM-ycTpolicTeax

Mo YMOJTHaHNIO MPUMEHAOTCY Crenyowmne orpaHnyeHnd Ha ncronb3oBaHne BEO-KNMOB:

¢ [lonb3oBaTeslb HE MOXET CaMOCTOATENIbHO yoandaTtb BEB-KNUMbI C MOBUTBHOIO YCTpOIZCTBa.
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* Beb6-caliTbl, KOTOPbIE OTOBPaXaTCs MPY HAXaTUM Ha 3HAYOK BEG-KNMMNa, OTKPLIBAOTCS HE Ha BECb dKpaH
yCTpOWCTBa.

e K 3Hauky BeG-kuMna Ha aKpaHe NpUMEHSIIOTCS BU3yasbHble 3dbekTbl CriaXmnBaHns YrioB, TEHU U FISHLA.
Y106b1 06aBUTL BE6-KMM Ha iIOS MDM-yCcTporicTBO Noib30BaTess, BbINOIHATE CEAYIOLUME AEViCTBUS:

1. B nepeBe koHconu B narke Ynpaensemblie yCTPOMCTBA BblbepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
BxomaTt iOS MDM-ycTpoiicTsa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOliTE OKHO CBOMCTB MOANTUKN ABOVHBIM LLLENYKOM MbILLN.
4. B nonntuke, B okHe CBoiicTBa BbibepunTe pasaen Be6-knunbi.

5. B 6rioke Beb-knunbl HaxxmuTe Ha KHorky [,o6aBuTb.

OTkpoeTcs okHo Beb-knunbi.

6. B none HasBaHue BBeOnTe Ha3BaHve BeO-knmna, kKoTopoe ByaeT oTobpaxaTbcs Ha rnaBHoM akpaHe i0S MDM-
yCTpOICTBaA.

7.B none Be6-agpec BBeonTe agpec Beb-caliTa, KOTOPbI ByOeT OTKPbIBaTLCS MPU HaXaTu Ha 3Ha4YOK BE6-
knuna. Aopec BomxkeH HaumHatbes ¢ “http://" nam "https://".

8. YTobbl paspelwnTb Nonb3osaTento yaanuTb Beb-knun ¢ iOS MDM-ycTpolicTBa, ycTaHoBUTe dnaxok PaspelumTs
yaoaneHue.

9. HaxxmnTe Ha kHomnky BeibpaTb 11 ykaxmnTe dpaiin ¢ n3obpaxeHrem osis sHauka Beb-knmna.

3Hauok oTobpaxkaeTcs Ha rnaBHOM akpaHe iI0OS MDM-ycTpoiicTBa. MI3obparkeHne 0oMKHO yLooBNeTBOPATh
crnemyoLlymM TpeboBaHNSM:

¢ pasmep nsobpaxeHus He 6onee 400 x 400 nvkcenelr:;
e dopwmar daiina GIF, JPEG nnmn PNG;
e paswmep daiina He Gonee 1 MbB.

3Hauvok Beb-knmna [OCTyNeH Ans NnpeasapuTenbHOro NpocMoTpa B none 3Havok. Ecnv Bbl He BbibepeTe
n3obpaxeHune o1 BeO-Kvna, B kayecTse 3Hauka OyaeT oTobpaxaTbCs NyCcTon KBagpar.

Ecnu Bbl xoTuTE, UTOGEI 3HAUOK BED-KNIMMNa oTOBpaxancs 6e3 cneumarnbHbix BU3dyanbHbiX 9 PekToB (CkpyrneHne
yrnoB 3Hauka 1 abdekT rnsHua), yctaHosuTe dpnaxok Beb-knnn 6e3 BnsyanbHbix 3¢pdekToB.

10. Ecnni Bbl XOTUTE, YTOOBI NMPU HAaXaTUK Ha 3HaYOK BeD-CcalT oTKpbIBancs Ha Becb akpaH iOS MDM-ycTpolicTsa,
ycTaHoBuTe dnaxok MNonHoakpaHHbI Be6-knnn.

1. Haxxmute kHonky OK.

HoBblili Be6-knmn oTobpasmnTcs B Crncke.
12. HaxkmunTe Ha kHomKy MpuMeHnTb, YTOBbI COXPaHNTb BHECEHHBIE N3MEHEHNS.

B pesynbTaTe Ha rnaBHbIil 9KpaH MOBWIbHOMO YCTPOMCTBA NONb30BaTENS MOCE NPUMEHEHNS NONUTUKK ByayT
LoBaBneHbl 3Hauky BEG-KNMNOB 13 CPOPMUPOBAHHOIO CrNCKa.
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

[o6asneHue wpundTos

Y1066 f06aBUTB WpndT Ha IOS MDM-ycTpoiic TBO No/ib30BaTE NS, BbIMNOHUTE CAEAYIOLUME AECTBUS,

1. B nepeBe koHconu B narke Ynpaensemble yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
BxomaTt iOS MDM-ycTpoiicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOliTE OKHO CBOMCTB NMOANTUKNA ABOVHBIM LLLENYKOM MbILLN.
4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasaen LpngTsbi.

5. B 6noke LLpngTbl HaxxmmTe Ha kHomky Jo6aBuTb.

OTkpoeTcs okHo LLpnoT.

6. B none Nima darina ykaxute nyTb K danny wpudTa (dbaiin ¢ pacwmpennem ttf nnm otf).

LWpundTbl ¢ paclumpeHviem ttc nnm otc He noaaepXmBatoTCS.

LpndTel noeHTndMLmpytoTcs no nmenn PostScript. He ycTanasnvaliTe WwWpndThl C 0OMHAKOBbLIM MEHEM
PostScript, naxxe ecnm nx cogep>kaHe oTamyaeTcs. YcTaHoBKa WPUPTOB C OANHAKOBLIM MEHEM
PostScript npuBeneT k HeonpeneneHHon owmnbke.

7. Haxxmute KHomnky OTKpbITh.

HoBblili LupndT 0TOBPa3nTCS B Crincke.
8. HaxxmunTe Ha kHorKy MpruMeHUTb, 4TOBbI COXPaHUTb BHECEHHbBIE N3MEHEHNS.

B pesynbTaTe Ha MOBWIBHOM YCTPOICTBE NOCNe MPUMEHEHNS MONNTYKI NONb3oBaTesNio OyaeT NPenoXeHO
YCTaHOBUTb LIPUPTbI N3 CHOPMMPOBAHHOIO CrMCKa.

CnipaBka Ans 9To BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTymnHa B crpaske Kaspersky Secure Mobility
Management 41%.

Pexxum device owner

OTOT paspen coaepXuT MHGOPMaLMIO O TOM, KaK YNpaBsTb HaCcTPoNKaMn MobunbHbIX Android-ycTpolicTs B
pexunme device owner. VIHpopmaLms o pasBepTbiBaHUM pexyMa device owner LOCTYyNHa B 9TOM pasaene.
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B pexume device owner BOCTynHbl cnepytoLume byHKLUMM Ansg MobuibHbIX Android-ycTpoincTs:

* OrpaHuyeHrs QyHKLM onepaLioHHon cucTemMbl Android

* YnpasneHve HacTpoiikamu Google Chrome

* Tuxag ycTaHoBKa 0bga3aTesNbHbIX MRUIOXKEHWUIA 1 yAaNeHNe 3anpeLleHHbIX MRUoxXeHwin B pasaene KoHTposb
ORUIOXEHWIA

e PexuM KMocka

¢ Ynpaenenve Exchange ActiveSync nng Gmail

¢ [onkmoyenne NDES n SCEP

CnpaBka ons aToli Bepcum peLleHrst 6onbLue He 0BHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

OrpaHunyeHne pyHkumin Android Ha ycTpoicTBax

Bbl MOXeTe orpaHnunTb GyHKLMM onepaumoHHoi cucTemel Android B pexxme device owner. Hanpumep, Bbl MoxeTe
OrpaHNYnTb COPOC HAaCTPOEK A0 3aBOACKMX, U3MEHEHNE YUYETHbIX faHHbIX, ncnonb3osaHre Google Play n Google
Chrome, nepegnavy daiinos no USB, nameHeHne HaCTpOeK MeECTOMONIOXEHUS 1 YNPaBisaTb OBHOBNEHNSAMY CUCTEMDI.

Bbl MoxxeTe orpaHnuntb dyHkumm Android B pasnene OrpaHnyeHns GyHKLMIA.
Y106b! OTKPBITE pasnesn OrpaHnyeHns QyHKLNNA:

1. B nepeBe koHcon B nanke YnpaBnsemble yCTpoicTBa BblbepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
BXxoasT Android-ycTpoiicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntuku.
3. OTKpoOliTE OKHO CBOMNCTB MOMUTUKM ABOMHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.

4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasaen Pexkum device owner > OrpaHuyenns GyHKUNIA.

OrpaHunyeHne GyHKUMIA yCTporcTBa

Ha Bknapke ®@yHkuun ycTpoiicTsa B pasaene OrpaHunyeHns GyHKLUWIA Bbl MOXETE BKIIIOUNTb MW OTKIIIOUNTb
cnegnytowme GyHKLMN:

e 3anpeTtuTb c6poc K 3aBOACKUM HacTpoWKam

YcTaHoBKa 1nv cHeTue dnaxka onpenenseT, pa3peLleHo N nonb3oBaTento YCTPONCTBa copackiBaTh
HaCTPOVKM YCTPOWCTBa OO 3aBOACKMIX.

Mo ymonuaHuto $hnaxok CHAT.

* 3anpeTuTb CHUMKK 3KpPaHa
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YcTaHoBKa U CHATVE dnaxkka onpenenseT, paspeLleHo v Nosib30BaTestio YCTPOWCTBA AeaTh CHUMKM
aKpaHa.

Mo ymonuaHuio $hnaxok CHAT.

e 3anpeTuTb UcxoAgdLe 3BOHKU

YcTaHoBka i cHaTre dnaxka onpenenseT, paspeLleHo N Nob3oBaTesto YCTPOCTBa CoBepLUaThb
NCXOASLLNE 3BOHKN Ha STOM YCTPOWNCTBE.

Mo ymonyaHuto $hnaxok CHAT.

¢ 3anpeTuTb oTNpaBKy 1 nony4yeHne SMS-coobuieHuin

YcTaHoBKa 1nv cHSTUE dnaxkka onpeenseT, pa3peLleHo i Nonb30BaTeso YCTPONCTBa OTNPaBNSTh U
nonyyate SMS-coobLLeHNs Ha 3TOM YCTPOICTBE.

Mo ymonyaHmio dnaxok CHAT.

b 3al'lpeTI/ITb Nn3mMeHeHune y4eTHbIX AaHHbIX

YcTaHoBKa Unn CHATUE d)ﬂa)KKa onpenendeT, pa3peLlleHO /1 Nosib3oBaTesto YCTpOVICTBa MEHATb YYETHbIE
OaHHble B OI'IepaLI,I/IOHHOI‘/JI cuncrteme.

Mo ymonyaHuio Gpraxok CHAT.

¢ 3anpetutb cTRoky cocTosiHus (Android Bepcum 6.0 nnu Bbiwe) @

SanpeUJ,aeT 0T06pa>KeH|/|e CTPOKN COCTOAHNS.

Ecnun ¢naxok ycTaHoBNEH, CTPOKa COCTOSHNS He OTODpaxaeTcs Ha YCTpoNcTBe. YBEAOMNEHNS 1 BbICTpble
HaCTPOVIKW, BOCTYTMHbIE B CTPOKE COCTOSHS, TakxKe ByayT 3a6noKMpOBaHbI.

Ecnun dnaxok cHAT, CTpoka COCTOSIHUS OTOBpaXaeTcs Ha YCTPOMCTBE.
OrpaHunyeHne nogaepxmnsaeTcs Ha ycTpolicteax ¢ Android Bepcum 6.0 1 BbiLLe.

Mo ymonyaHuio Gnaxkok CHST.

¢ 3anpeTutb 6e3onacHyto 3arpy3Kky (Android Bepcum 6.0 unum Bbiwe) @

YcTaHoBKa U cHATVE dnaxkka onpenenseT, paspeLueHo N Nob3oBaTenNto YCTPOCTBa 3anyckaTb
YCTPOWCTBO B 6€30MacCHOM pexume.

OrpaHunueHne nopaepxmBaeTcs Ha ycTporicteax ¢ Android Bepcun 6.0 v BblLLe.

Mo ymonyaHuo Gpraxok CHAT.

¢ [NpuHynuTeNbHO BK/IOYaTb 3KPaH NPU NOAKJIIOYEH K ceTeBoMY, 3apsgaHomMy ycTpolicTsy (Android Bepcun 6.0
unu Bblwe) @

YcTaHoBka 1 cHaTre dnaxka onpenenseT, OyaeT 1 3KpaH YCTPONCTBa BKIIOYEH BO BPEMS 3apsiaKn C
MOMOLLbIO CETEBOrO 3apSAaHOro YCTPOMCTBA.

OrpaHnyeHne nogaepxmnsaeTcs Ha ycTpolicteax ¢ Android Bepcum 6.0 1 BbiLLe.

Mo ymonyaHmio GnaXkok CHST.
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¢ [puHyaUTENbHO BKOYaTb 3KPaH NpY NoAKIoYEeHUN K 3apgaHomy yceTpoiicTBy USB (Android Bepcuu 6.0 nnu
BbiLuEe) @

YcTaHoBka unv cHaTre dnaxka onpenenseT, OyaeT 1 9kpaH YCTPOWCTBa BKIOYEH BO BPEMS 3apsiAKN C
NomMoLLbto 3apsgHoro yctpolictea USB.

OrpaHnyeHne nogaepxmnsaeTcs Ha ycTpolicTeax ¢ Android Bepcum 6.0 1 BbiLLe.

Mo ymonuaHuto $prnaxkok CHAT.

¢ [NpuHyauTenbHO BKAOYaTb 3KPaH NpU NoAKAYEHN K 6ecnpoBoaHOMY 3apsaHoMy ycTpoiicTey (Android
Bepcuu 6.0 nnwu Bbiwie)

YcTaHoBKa Unv cHATVE dnaxkka onpenenseT, 6yoeT N aKpaH yCTPONCTBa BKIOUYEH BO BPEMS 3apSALKM C
MOMOLLIO 6eCMNPOBOAHOIO 3apPSLHOro yCTpolicTBa.

OrpaHnyeHne nogaepxumnsaeTcs Ha ycTpolicteax ¢ Android Bepcum 6.0 1 BblLLe.

Mo ymonyaHuto pnaxok CHAT.

OrpaHnueHmne GyHKLNA NPUNOXEHWNIA

Ha Bknagke MpunoxxeHns B pasnene OrpaHuyeHunst GyHKLUMIA Bbl MOXETE BKIIIOUNTb UM OTKIIOUNTE CredytoLye
YHKLMN:

¢ 3anpeTuTb NCNOJIb30BaHME KaMepbl (2

YcTaHoBKa N CHATUE d)ﬂa)KKa onpenendeT, pa3peLlleHO 1 Nosib3oBaTesto YCTpOVICTBa MCronb30BaTb BCe
nveruinecsd Ha YCTpOI\/’ICTBe Kamepbl.

Mo ymonuaHuto pnaxok CHAT.

¢ 3anpeTtutb nepekniovenne kamepbl (Android Bepcum 12.0 nnum Bbilwe)

SanpeUJ,aeT nonb3oBaTesito YCTpOI‘/JICTBa MCrnosib30BaTb NepeKkitovaTeslb KaMepbl.

Ecnn dnaxok ycTaHOBMEH, NONb30oBaTesb YCTPOWCTBA HE MOXET BIOKMPOBaTh AOCTYM K KaMepe C
MOMOLLbIO CUCTEMHOrO NMepektoYaTens.

Ecnun dnaxok cHAT, nonb3oBaTento YCTPONCTBa paspeLLeHo NCTOIb30BaTh NepektouaTesib Kamepsbl.
OrpaHnyeHne nogaepXxmnsBaeTcs Ha ycTpoiicTeax ¢ Android Bepcun 12.0 1 BbiLe.

Mo ymonuaHuto $prnadkok CHAT.

¢ 3anpeTtutb ncnonb3oBaHve Google Play @

YcTaHoBKa UM CHATME draxka onpeaenseT, paspeLleHo v Nob30BaTeNto yCTPOCTBa NCNONb30BaTb
Google Play.

Mo ymonyaHuo Gpraxok CHAT.

e 3anpeTutb ucnonb3osaHue Google Chrome
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3anpeLuaeT ncnonb3osarHe Google Chrome.

Ecnn dnaxok ycTaHoBNEH, Nonb3oBaTesb yCTpocTBa He MoxeT 3anyckaTb Google Chrome nnn namexsats
€ro napameTpbl B CUCTEMHbIX HACTPOIIKaX.

Ecnn dnaxok cHaT, nonb3oBaTento yCTpolricTBa paspelueHo ncnonb3osatb Google Chrome Ha ycTpolicTse.

Mo ymonyaHuio Gnaxkok CHST.

e 3anpeTtutb ncnonb3oBaHue Google Assistant

YcTaHoBKa 1nv cHSTUE dnaxkka onpefenseT, pa3peLleHo N Nofb30BaTeso YCTPONCTBa MCMOMb30BaThb
Google Assistant Ha ycTpoiicTse.

Mo ymonyaHmio dnaxkok CHAT.

¢ 3anpeTuTb YCTAHOBKY MNPUIOXEHWU N3 HEN3BECTHbIX UICTOYHVKOB

YcTaHoBKa N CHATUE ¢na>|<|<a onpenendeT, pa3peLleHO 1 Nosib3oBaTesto YCTpOVICTBa yCTaHaBMBaTb
NPUNNOXEHUNA N3 HEN3BECTHbIX NCTOYHUKOB.

Mo ymonyaHuo Gpraxok CHT.

e 3anpeTuTb USMEHEHWE NPUIOXKeHU Yepes HacTpolikn

3anpeluaeT N3MeHeHVe NPUNoXeHuiA Yepes HacTpoliku.

Ecnun dnaxok ycTaHOBMEH, NONb30BaTENO YCTPONCTBA 3anpeLLeHbl CreaytoLle AeNCTBUS:
* ypaneHue npuioXeHuii;

® OTKJ/IIOYEHNE NMPUIIOXKEHNI;

® O4YNCTKa KeLla NPUIoKEHNIA;

® ypaneHue gaHHbIX MPUIOXEHW;

® MPUHYyOUTENbHas OCTaHOBKa MPUNOXEHNIA;

® CHPOC NPUNOXKEHNI MO YMOMUYaHMIO.
Ecnu dnaxok CHaT, Nonb3oBaTento YCTPONCTBA Pa3peLLEHO N3MEHSTb MPUIOXEHWS Yepes HacTpoiiku.

Mo ymonyaHuio Gpnaxok CHST.

¢ 3anpeTuTb YCTaHOBKY MNPUNAOXEHWUI

YcTaHoBKa Unn CHATME priaxka onpeaenseT, paspeLLeHo i Nob30BaTeNto yCTPOCTBa yCTaHaBMBaTb
MPUNOXEHNS Ha YCTPOWCTBE.

Mo YMOT4aHno ¢na>|<0|< CH4T.

e 3anpeTuTb yaaneHve NpUIoKeHUn
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YcTaHoBKa U CHATUE drakka OnpeaenseT, paspeLleHo v Nonb3oBaTento YCTPoCTBa yaanaTb
NPUIOXEHNS C YCTPOMCTBA.

Mo ymonuaHuio $hnaxok CHAT.

* 3anpeTuTb OTK/IOYEHNE NPOBERKU NPUIOXKEHNS

YcTaHoBKa 1nu cHeTUe dnaxka onpefenseT, paspeLleHo N Nonb30BaTesto YCTPONCTBa OTKoYaTb
NPOBEPKY MPUITOXEHNIA.

Mo ymonyaHuto $hnaxok CHAT.

OrpaHnuenne dyHKUMiA namaTn

Ha Bknagke MamaTb B paznene OrpaHnyeHns GyHKUMIA Bbl MOXETE BKIIOUMTD UM OTKITIOUMTL CleayoLime
OYHKUMM

e 3anpeTtutb GyHKUMN OTNAAKN

3anpeluaeT ncnonb3oBaHne GyHKLUNIA OTNaaKW.

Ecnun dnaxok ycTaHOBNEH, NONb30BaTeNb YCTPOWCTBA HE MOXET UCMONb30BaTh GYHKLMN oTnaaku no USB n
PEXMM pa3paboTyrika.

Ecnn dnaxok cHaT, nonb3oBaTento yCTPOCTBa pa3peLLeHo NnosyyaTb AOCTYN K GYHKLMSM OTNaaku 1
pexunMy paspaboTurika 1 BKIoYaTb UX.

Mo ymonyaHmto $hnaxok CHAT.

b 3al'lpeTI/ITb YCTaHOBKY $dn3nYECKMX BHELLUHMX HOCUTENEN

YcTaHoBKa 1Unv cHsTre dnaxka onpenenseT, pa3peLleHo N Nonb3oBaTesnto YCTPONCTBa yCTaHaBIMBaThb
dusnyeckmne BHeLWHne HocuTenu, Hanpumep, SD-kapTel n OTG-aganTepsi.

Mo ymonyaHmio dnaxok CHAT.

e 3anpeTtutb Nnepenavy daiinos yepes USB

YcTaHoBKa Unn CHATVE driaxka onpeaenseT, paspeLLeHo i Nob30BaTeNto yCTpolicTBa nepeaasaTs darinbl
yepes USB.

Mo ymonuaHuo Gpraxok CHT.

¢ 3anpeTtutb cepBuc pesepeHoro konmposanus (Android Bepcun 8.0 nnum Bbilwe) @

YcTaHoOBKa UK CHATE c|>na>|<|<a onpependeT, pa3peLlleHo i noJsib3oBaTento YCTpOMCTBa BKJTKOYaTb Nn
BbIK/tO4YaTb CEPBNC PEe3EePBHOIro KONMpoBaHNS.

OrpaHunyeHune nogaepxumnsaeTcs Ha ycTpolicteax ¢ Android Bepcun 8.0 1 BbiLe.

Mo ymonyaHuio hnaxok CHAT.

OrpaHunyenne dyHkumii cetn
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Ha Bknanke CeTb B pasgene OrpaHuyueHuns GyHKUNIA Bbl MOXETE BKIIOUATD UM OTKIIIOUMTL criedytolime dyHKUMN:

¢ 3anpetutb ucnonbzosaHue Wi-Fi

YcTaHoBKa U CHATUE drakka OnpeaenseT, paspeLleHo v Nonb3oBaTento yCTporicTaa ncnonssosatb Wi-
Fi n namenats ero napameTpbl B HacTporikax.

Mo ymonuaHuto pnaxok CHAT.

¢ 3anpeTutb ucnonb3osaHue Bluetooth (Android Bepcuu 8.0 nnu Bhiwe) @

3anpeLuaeT ncnonb3oBaHre Bluetooth.

Ecnun dnaxok ycTaHOBMEH, NONb30BaTeNb YCTPONCTBA HE MOXET BkItoyaTh Bluetooth n nameHsTs ero
napameTpbl B HacTporikax.

Ecnun dnaxok cHAT, nonb3oBaTento YCTPONCTBa paspeLLeHo Ncnonb3oBaTh Bluetooth.

OrpaHunueHne nopaepxusaeTcs Ha ycTporicteax ¢ Android Bepcum 8.0 v Bbie. [Ins npeapioyLumx Bepcuii
Android ycTaHoBuTe dnaxok 3anpeTuTb ucnonb3osaHue Bluetooth B pasgene YnpasneHuve
YCTPOICTBOM.

Mo ymonyaHuto pnaxok CHAT.

e 3anpeTtutb usmeHeHue Hactpoek Wi-Fi

YcTaHoBka 1 cHaTre dnaxka onpenenseT, paspeLLeHo N1 Nob3oBaTesio YCTPOoWCTBa HacTpanBaTh
Touku pocTtyna Wi-Fi B HacTpolikax. OrpaHuyeHre He 3aTparmsaeT HacTpolikn Wi-Fi ons pexvva mogema.

Mo ymonyaHmto $hnaxok CHAT.

¢ 3anpeTuTb U3MEHeHVE NPeABAPUTENLHO HAacTPOEHHbIX ceTent Wi-Fi

YcTaHoBKa 1nv cHsTUe dnaxkka onpeenseT, pa3peLleHo N Nonb30BaTesto YCTPONCTBa USMEHSATb
kKoHdurypaumm Wi-Fi, no6aBneHHble agpMuHUCTpaTopoMm B pasgene Wi-Fi.

Mo ymonuaHuto $pnaxkok CHAT.

* 3anpeTtuTb M3MeHeHue HacTpoek Bluetooth

YcTaHoBKa 1N CHATVE driaxka onpeaenseT, paspeLLeHo I Nob30BaTesNto YCTPONCTBA NSMEHSATb
napameTpbl Bluetooth B HacTpolikax.

Mo ymonuaHuio Gpraxok CHAT.

e 3anpeTtutb usmeHeHue HacTpoek VPN

3anpeluaeT nameHeHve Hactpoek VPN.

Ecnun dnaxok ycTaHOBMEH, NONb30BaTeNb YCTPOMCTBa He MoXeT HacTpouTb VPN B HacTpoiikax, 3anyck
VPN 3anpeLueH.

Ecnun dnaxok cHAT, nonb3oBaTento YCTPONCTBa paspelueHo nameHsts VPN B HacTpoiikax.

Mo ymonuaHuto $dnaxok CHAT.

b 3al'lpeTI/ITb M3MEHEHNE HAaCTPOEK MOBUILHOW ceTun
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YcTaHoBKa U CHATUE driaxka OnpenenseT, paspeLleHo v Nonb30BaTento YCTPONCTBa M3MEHSTb
HaCTPOWNK/ MOBUIIbHON CETU.

Mo ymonuaHuio $hnaxok CHAT.

e 3BanpeTtutb ncnonbsosaHue Android Beam uepes NFC

YcTaHoBKa 1nv cHeTue dnaxka onpenenseT, pa3peLleHo N Ha ycTpolicTee ucnonb3osats NFC ana
nepepayn AaHHbIX U3 MPUIOXEHWA. TeM He MeHee, Monb3oBaTe b YCTPONCTBa MOXET BKItOUaTb U
BbiktouaTb NFC.

Mo ymonuaHuto pnaxkok CHAT.

¢ 3anpeTuTb NCMONb3OBaHUE MOAEMA

YcTaHoBKa Unn CHATUE CI)J'Ia)KKa onpenendeT, pa3peLleHO /1 Nosib3oBaTesto YCTpOVICTBa HacTpanBaTb
pexnmMm Mmogema 1 TOUKMN gocTyna.

Mo ymonuaHuo Gpraxok CHAT.

e 3anpeTtuTb o6MeH faHHbIMY Yepes Bluetooth (Android Bepcuu 8.0 unu Bbiwe) @

YcTaHoBKa U CHATUE driaxka ONpenenseT, paspeLleHa N Ha YCTPONCTBE OTrpaBka AaHHbIX Yepes
Bluetooth.

OrpaHunyeHune nogaepxumnsaeTcs Ha ycTpolicteax ¢ Android Bepcun 8.0 1 BoiLe.

Mo ymonuaHuto $hnaxok CHAT.

OrpaHunyeHne cnyx6 reonokawmm

Ha Bknanke Cny»x6bl reonokauuv B pasgene OrpaHudeHns GyHKUMIA Bbl MOXETE HAaCTPOUTL CreaytoLLme
rnapameTpbl:

¢ 3anpeTuTb OTCNEXMNBaAHUE MECTOMONOXEHN]

3anpeUJ,aeT BKJTIOYEHME U BbIK/TIOYEHNE OTCIIEXBaHNSA MECTOINMOJTOXEHUS.

Ecnn dpnaxok ycTaHOBNEH, NoNb30oBaTe b YCTPOWNCTBA HE MOXET BK/IIOYaTb U BbIK/IIOUaTb OTCEXNBaHME
MecTomnonoxeHus. [Monck yctpoicTaa B pexxume AHTU-Bop ByaeT HenocTyneH.

Ecnmn cbna>|<0|< CH4T, NoJib30BaTES b yCTpOVICTBa MOXET BKJto4YaTb 1 BbIK/1KOYaTb OTCJieXBaHe
MECTOMONOXEHUNS.

Mo ymonuaHuto $hnaxok CHAT.

Ecnn onHoBpemeHHO ycTaHOBNEHbI Griaxkn 3anpeTuTb OTCNEXUBaAHNE MECTOMONOXKEHS 11 3anpeTuTb
n3mMeHeHue HacTpoek MmectononoxeHus (Android Bepcun 9.0 nnn Bbiwe), oTCnexviBaHmne
MECTONMONOXEHNS ByAET OTK/IIOYEHO, 1 MONb30BaTE b YCTPONCTBA HE CMOXET BKJIIOUNTD €ro.

* 3anpeTtuTb UsMeHeHne HacTpoek mecTononoxeHud (Android Bepcuu 9.0 nnu Boilwe)
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SanpeUJ,aeT N3MEHEeHNE HaCTPOEK MeCTOMNOJTIOXEHNS.

Ecnmn d)ﬂa)KOK YCTaHOBNEH, MOSIb30BaTe b YCTpOIZCTBa HEe MOXET USMEHATb HaCTpOMKM MECTOMNONOXEHNA
NN OTKNKoYaTb OTCNeXmnBaHme MeCTOMOJIOXEHNS.

Ecnun dnaxok cHAT, nonb3oBaTesb YCTPONCTBA MOXET U3MEHSTb HACTPOWKIM MECTOMONOXEHMSI.
OrpaHnyeHne nogaepxmnsaeTcs Ha ycTpolicTeax ¢ Android Bepcum 9.0 v Bbilwe.
Mo ymonyaHuto $naxok CHAT.

Ecnn ooHoBpemMeHHO ycTaHOBNEHbI Griaxkn 3anpeTuTb OTCNEXUBAHME MECTOMONOXKEHUS 1 3anpeTuTb
n3mMeHeHue HacTpoek MmectononoxeHus (Android Bepcun 9.0 nnn Bbiwe), oTCnexviBaHmne
MECTONMONOXEHNS ByAEeT OTK/IIOYEHO, 1 MONb30BaTE b YCTPONCTBA HE CMOXET BKJIOUNTD €ro.

OrpaHunyeHne obHOBNEHNI CUCTEMBI

YnpaBrneHve HacTpolikamy OBHOBNEHNI Ha MOBWIbHbBIX YCTPOWCTBaX SBsieTCs BeHpop-creundunyHbiM. Ha
HekoTopbix Android-ycTpolicTBax orpaHnyYeHrs Ha yCTaHOBKY OBHOBMNEHNI ONMepaLiOHHON CUCTEMbI BPYYHYHO
nonb3oBaTesneM MoryT paboTaTb HEKOPPEKTHO.

Ha Bknanke O6HoBneHus B pasgene OrpaHnveHns GyHKLMIA Bbl MOXETE HAaCTPOUTL CriedytoLme napameTpbl:

* YcTaHOBUTb NONUTUKY. 0BHOBNEHUS CUCTEMbI

Tvin NONNTVKN OBHOBNEHNS CUCTEMBI.

Ecnn d)ﬂa)KOK YCTaHOBNEH, MPUMEHAETCA OaHa U3 NOJINTYK OBHOBMNEHVS CUCTEMBI:

e YcTaHaBnuBaTb OGHOBNEHNS aBTOMAaTUYECKN. YCTaHaBMBaeT OBHOBEHWS CUCTEMbI CPasy, 6e3
B3aVMOLENCTBIS C MoSb30BaTeNeM. OTOT NapaMeTp BbibpaH Nno yMonyaHuio.

¢ YcTaHaBnMBaTb OGHOBNEHUS B YKaSaHHbIﬁ nepwvopa BpemMeHn. YcTaHaBnBaeT OBHOBMEHNS CUCTEMbI BO
BpeM4a exegHeBHOro nepmona O6CJ'Iy>KVIBaHI/I‘7'I 6es B3aMOENCTBYS C NOMb30BaTENEM.

ALMUHNCTPaTOPY HEOBXOAMMO YKasaTb Hauaso 1 3aBepLUEHNE eXENHEBHOMO neprona ob6Ccny>XnBaHns B
nonsgx Bpemsa Havana n Bpems okoH4yaHus.

e OTtnoxutb o6HoBNeHue Ha 30 gHell. OTkNafpiBaeT yCTaHOBKY OBHOBNEHU cucTembl Ha 30 OHEN.

MNocne okoHYaHKs yKa3aHHOro Neproaa onepaLmoHHas CUcTeMa NpensioxnT Nonb30BaTesNto
YCTPOICTBa YCTaHOBUTb OBHOBMEHWS. Ecnn foCcTynHO HOBOE OBHOBIEHE CUCTEMBI, Nepuog, OyaeT
COPOLLEH 1 OTCYET HAYHETCS 3aHOBO.

Ecnn dnaxok CHAT, NonnTika OBHOBEHNS CUCTEMbI HE MPUMEHSETCS.
Mo ymonyaHuto $bnaXkok yCTaHOBMEH.

YnpaBneHve HacTpolikamMmy OBHOBNEHWIA Ha MOBUIIbHBIX YCTPOCTBaX SBNSETCS BEHAOP-CNeLMbUUHbIM.
Ha HekoTopbix Android-ycTpoiicTBax orpaHNYeHns Ha yCTaHOBKY OBHOBNEHWIA ONepaLIiioOHHON CUCTEMBI
BPYUYHYIO Nnosnb3oBaTenemM MoryT paboTaTb HEKOPPEKTHO.

* [Mepuopbl npuocTaHoBKM 06HOBNEHUS cucTembl (Android Bepcun 9.0 unu Bbiwe) @
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B 6noke MNepuoabl npnoctaHoBky o6HoBNEeHUs cuctembl (Android Bepcun 9.0 nnu Bbilwe) Bbl MOXETE
3a[aTb OAUH WM HECKOBKO NepUomoB AnnTenbHOCTbo fo 90 aHel, BO BpeMsi KOTOPbIX OGHOBNEHNS
CcUCTeMbl He ByayT ycTaHaBnMBaTbCs Ha ycTpoiicTee. Bo Bpems neproga nprocTaHoBKN OBHOBIEHWS
CUCTEMbI YCTPONCTBO paboTaeT CrneayoLyMm obpas3om:

® YCTPOWCTBO He NosnyyaeT YBELOMIIEHMS O MPEACTOSLLX OBHOBNEHWSIX CUCTEMBI;
® OBOHOBMEHWS CUCTEMbI HE YCTaHaBNNBAIOTCS;

® Monb3oBaTesb YCTpOIZCTBa HE MOXET BPYUYHYIO MPOBEPUTb Hannvne OBHOBNEHWI CUCTEMBI.

Y1o6bl LO6aBUTL Nepuog, HaxxMUTe [lo6aBUTb NeproA, 1 3adaliTe Hauano 1 OKoHYaHVe neproma B Nosx
Bpems Hauana n Bpemsi okoHuyaHus.

Mpumeyanne. Kaxablii nepron MoXeT AnnTbcs He 6onee 90 OHel, a MHTepBan MeXay COCenHVMU
nepriofamun AOMKEH COCTaBNSATb He MeHee 60 aHel.

OrpaHnyeHne nogaepxmnsaeTcs Ha ycTpolicTeax ¢ Android Bepcum 90 v Boilwe.

YnpaBneHne HacTpoikamy OBHOBNEHNI Ha MOBWIIbHBIX YCTPOWCTBaX SBNseTCs BeHOop-crneunduyHbiM. Ha
HekoTopbix Android-ycTpolicTBax orpaHNYeHns Ha yCTaHOBKY OBHOBNEHUI OonepaLyioHHON CUCTEMBI
BPYUYHY!IO NMosb3oBaTenemM MoryT paboTaTb HEKOPPEKTHO.

CnpaBka [5isl 3To Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn JOCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

YnpaeneHue HacTpolikamu Google Chrome

Bbl MoxxeTe ynpasnsaTb HacTpolikamu Google Chrome B pasnene Hactpoiiku Google Chrome B pexwumve device
owner.

Y106b! OTKPLITE pasnen Hactpovikn Google Chrome:

1. B nepeBe koHconm B narke Ynpaendemblie yCTPOMCTBA BbibepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpoliTe OKHO CBOMNCTB MNOMUTUK ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.

4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasnen Pexxum device owner > HacTpolikn Google Chrome.

YnpaBneHne HacTpoikamm KOHTEHTa

Ha Bknanke KoHTeHT B paspene HacTtpolikn Google Chrome Bbl MOXeTe 3apnaTh crienytolme HacTPOKN KOHTEHTa:

* 3apatb HacTpoiiku ¢aiinos cookie No ymonyaHuio

234


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm
javascript:toggleBlock('241867')

HacTpoliku daiinos cookie no ymonuaHuio.

Ecnmn d)ﬂa)KOK YCTaHOBMNEH, MO YMOIYaHMIO KO BCEM cavitam 6y,u,eT NMPUMEHATBCA OaHa N3 CrenyoLnx onuuiA:
O Pa3peu1vm: BCeM calitTam COXpaH4Tb JIOKaJibHble faHHble (ﬂO YMOﬂ'«IaHI/I}O)
O Sal'lpeTVITb BCEM caiitTam COXpaHsaTb JIOKasbHble faHHble

e XpaHuTb dalinbl cookie oo KoHUa ceaHca
Ecnn dnaxok cHaT, ByayT NpYMEHSTbCS NePCOHasbHbIE HACTPOMKI MOb30BaTENS.
OT10T napameTp nogaepxusaetcs B Google Chrome sepcun 30 nnm BbiLe.
Mo ymonuaHuto $hnaxkok yCTaHOBMEH.

Mexay wabnoHamu URL, koTopble ykasbiBatoTcs B nonsx PaspelumnTb ¢aiinbl cookie Ha aTux caiiTax,
BnokunpoBaTb ¢aiinbl cookie Ha aTux caritax 1 PaspewwmnTb ¢aiinbl cookie Ha 3TUX caiiTax ToNbko Ans
opfHOro ceaHca He JOMXHO 6biTb KoHdNMKTOB. Ecriv URL He ykasaH 1 ycTaHoBrneH dnaxok 3apaTtb
HacTpoiikn ¢aiinos cookie no ymonuaHuto, onuyis, BoibpaHHas B packpblBaroLLeMCs crnvcke, yaeT
NMPVIMEHSITLCS A9 BCEX CaliTOB.

¢ PaspewnTb daiinbl cookie Ha aTnx calnTax

Cnincok caliToB, KOTOPbIM PaspeLLeHO 3anaBaTh HacTPOKK darinos cookie. Takxxe Bbl MOXeTe 3anaBaTth
wabnoHbl URL, Hanpumep: [*.Jexample.com.

OToT napameTp nopnepxreaetcs B Google Chrome Bepcum 30 nnu BbiLue.

¢ Bnokuposatb ¢alinbl cookie Ha aTuX caliTax

Cnucok caliToB, KOTOPbIM 3aMpeLLLEHO 3aaBaTb HacTPoku dalinos cookie. Takxxe Bbl MOXeTe 3afaBaTb
wabnoHbl URL, Hanpumep: [*.Jexample.com.

O70T NnapameTp nogaepxusaetcs B Google Chrome Bepcun 30 nnm BbiLle.

e PaspewunTtb daiinbl cookie Ha 3TMX caliTax TONbKO A1 OAHOro ceaHca

Cncok caliToB, KOTOPbIM paspeLleHo coxpaHaTb dalinbl cookie ToNbKo AN1s OAHOro ceaHca. Takxe Bbl
MoxeTe 3apaBaTb WwabnoHbl URL, Hanpumep: [* Jexample.com.

OT0T napameTp nopaepxusaetcs B Google Chrome Bepcun 30 vnu BbilLe.

e 3apaTtb HacTpoliku JavaScript no ymonyaHuio
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HacTporikn JavaScript no ymonuaHuto.

Ecnmn d)ﬂa)KOK YCTaHOBNEH, 6YD,eT NPUNMEHATBCA OfHa U3 CnenyoLnX onuuii, 1 Nonb3oBaTeslb HE CMOXET ee
N3MEHNTb:

e PaspewuTb Bcem caiitam 3anyckaTtb JavaScript (no ymonuaHumo)

e 3anpeTuTb Bcem caiiTam 3anyckaTtb JavaScript
Ecnun dnaxok cHaT, 6yayT NPUMEHSTLCS NepCOoHanbHble HAaCTPOWKM MNOSb30BaTeNs.
OT0T napameTp nopaepxuvsaetcs B Google Chrome Bepcumn 30 nnu BbiLLe.
Mo ymonyaHuto $hnaxkok CHST.

Ecnn napameTpbl PaspewmTs JavaScript Ha aTux calitax 1 BnokuposaTtb JavaScript Ha aTux calitax
He onpepeneHsl 1 ycTaHoBNeH pnaxok 3aaaTb HacTpolikn JavaScript no ymonyaHuio, BbibpaHHas
onuus ByaeT NPYMEHSATLCS KO BCEM caiTam.

¢ PaspewnTtb JavaScript Ha 3Tux caliTax

Cncok caliToB, KOTOPbIM pa3peLleHo 3anyckaTb JavaScript. Takxe Bbl MoxeTe 3agaBaTb wabnoHbl URL,
Hanpumep: [*.Jexample.com.

OTOoT napameTp nopnepxreaetcs B Google Chrome Bepcumn 30 nnu BblLue.

Ecnn napameTpbl PaspewmTb JavaScript Ha aTux calitax 1 Bnokuposatb JavaScript Ha aTux calitax He
onpegneneHsl 1 ycTaHoBneH ¢raxok 3agaTtb HacTpoliku JavaScript no ymonyaHuto, BbibpaHHas onums
OyoeT NPUMEHSTLCS KO BCEM caliTam.

¢ BnokuposaTtb JavaScript Ha 3TUx canTax

Cnincok caliToB, KOTOPbIM 3aMnpeLLLEeHO 3anyckaTb JavaScript. Takxke Bbl MoXeTe 3agaBaTh WwabnoHsl URL,
Hanpumep: [*. Jexample.com.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 vnu BbilLe.

Ecnn napameTpbl PaspewmTb JavaScript Ha aTux calitax 1 Bnokuposatb JavaScript Ha aTux calitax He
onpegneneHsl 1 ycTaHoBneH ¢raxok 3agaTb HacTpoiiku JavaScript no ymonuyaHuio, BbibpaHHast onums
ByneT NPUMEHSTLCS KO BCEM CaliTaM.

¢ 3apaTb HaCTPOVKWN BCM/IbIBAIOLWMX OKOH MO YMONYaHuo
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HaCTpOMKa BCrJibIBatOLLLIX OKOH MO YMONYaHuIo.

Ecnmn d)ﬂa)KOK YCTaHOBNEH, )19 BCMJIbIBAIOLLKMX OKOH MPUMEHAETCH OfHa N3 Cnenyrounx onuuIA:

O Pa3peLIJ|/ITb BCEM cailiTam nokasblBaTb BCMibiBaloLme okHa. [lo3BonseT Bcem cantam OTKpbIBaTb
BCM/blBalOLLME OKHA. DTO 3HaAYEHME Bbl6paHO Nno yMOJT4aHUIO.

O 3al'lpeTI/ITb BCEM cailiTamMm nokasbiBaTb BCMJIbiBalOLLVE OKHA. 3ar|peu.|.aeT BCEeM cailiTam OTKpbIBaTb
BCruiblBaloLlie OKHa.

Ecnmn CI)J'Ia)KOK CH4T, BCrJiblBaroLle OKHa 6J'IOKVIpYIOTCS|, HO MoJib3oBaTe/lb MOXET N3SMEHUTb 3TO B
HacTporikax.

OT10T napameTp nogaepxusaetcs B Google Chrome Bepcun 33 nnu BhbiLLe.
Mo ymonyaHuo $hnaxkok CHST.

Ecnn napamMeTpbl Pa3pe|.uv|Tb BCMN/IbIBalOLLME OKHA Ha 3TUX caliTax n EHOKI/IPOBaTb BCribiBarowine
OKHa Ha aTnx caiitax He onpeneneHbl n yCTaHOBEH ¢na>|<0|< 3apaTtb HaCTpOI‘/’IKVI BCnJibiIBalOWNX OKOH
no ymMmosn4yaHuio, Bbl6paHHaﬂ onun4 6y,u,eT NPUMEHATBCA KO BCEM canTam.

* PaspelunTb BCn/ibiBalOLWME OKHa Ha 3TUX caliTax

Cncok caliToB, KOTOPbIM paspeLleHo NokasbiBaTb BCM/IbIBAOLLME OKHA. TakxXe Bbl MOXeTe 3ajaBaTb
wabnoHbl URL, Hanpumep: [*.Jexample.com.

OT0T NapameTp nogaepxusaetcs B Google Chrome Bepcuin 34 nnu Bbilue.

Ecmn napamMeTpbl Pa3pe|.uv|1'b BCM/IbiBalOLLMIE OKHA Ha 3TUX cainTax ” BHOKI/IpOBaTb BCrJibiBaowme oKHa
Ha 9TNX caiTax He ornpeneneHbl n yCTaHOBJIEH d)ﬂa)KOK 3apaTtb HaCTpOI?IKI/I BCnJibiIBalOWMX OKOH Nno
ymMmon4yaHuio, Bbl6paHHa9| onun4 6y,u,eT NPNMEHATBCA KO BCEM canTam.

¢ BnokupoBsaTb BCnJblBalOLWME OKHa Ha 3TUX caliTax

Cnincok caliToB, KOTOPbIM 3arnpPeLLLEHO NoKasbiBaTb BCTbIBAIOLLME OKHA. Tak>Ke Bbl MOXEeTe 3anaBaTth
wabnoHbl URL, Hanpumep: [*.Jexample.com.

OT10T NnapameTp nogaepxusaetcs B Google Chrome Bepcun 34 vnu BoiLe.

Ecnn napameTpbl PaspewwmnTb BennbiBalowWwmye okHa Ha 3TuX cailitax 1 BnokupoBaTb BcrnibiBalowme okHa
Ha 3TUX caiiTax He ornpeaesieHbl 1 yCTaHOBMEH ¢naxok 3agaTe HACTPOIKN BCTIIbIBAIOLLMUX OKOH MO
yMon4yaHuio, BelbpaHHas onuys 6yneT NpYMEHSITLCS KO BCEM caliTam.

¢ 3apaTb HaCTPOWKMN OTCNEXMBaAHUSA MECTOMONOXEHUS NoNb3oBaTene

HacTpolikn MecTononoXeHNs Nno yMonyaHmto.

Ecnun dnaxok ycTaHOBMEH, MO YMOIYaHMIo KO BCeM calitTam ByaeT NpUMEHSTLCS OfHa U3 CledyoLWmX OnUuiA:
e PaspeluTb BCeM caliTam oTcreXXmnBaTb MECTOMOIOXXEHNE
e 3anpeTuTb BCEM caiiTaM OTCNeX1BaTb MECTOMONOXEHNE

e CnpaluvBaTb, ECN CalT NbITAETCS OTCAEAUTL MECTOMOJIOXKEHME MOosb3oBaTenNs (Mo YMONYaHNIO)
Ecnn dnaxok cHAT, ByayT NPUMEHSTbCS NePCOHarbHble HaCTPOWKYM MoSb3oBaTessl.
OT10T napameTp nogaepxusaetcs B Google Chrome sepcun 30 nnm BoiLwe.

Mo ymonyaHuto $bnaxkok CHAT.
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YnpaBneHune HacTpokamm MPOKCH

Ha Bknanke Mpokewu B paspene Hactpoiiku Google Chrome Bbl MoXeTe 3aaaTh CriefytoLLme HaCcTPOKM MPOKCH:

e 3apaTb HAaCTPROWKU NPOKCKY

HacTtpoliku npokcn ansg Google Chrome n ARC-npunoxeHuii.

Ecnn d)ﬂa)KOK YCTaHOBJIEH, 6y,u,eT NMPUMEHATbCHA O4Ha N3 Cnenyrownx oMU, N MoNb3oBaTeSlb HE CMOXET
N3MEHNTb HaCTpOIZKI/I NpPoKCwW:

* Hukorpa He ncnonb3oBaTb NPoKcK. 3anpeLLaeT NCMONb30BaHKe NPOKCH, BCE OCTallbHbIE HACTPOVKI
MPOKCY UTHOPUPYIOTCS. OTOT NapameTp BbIGpaH Nno yMonyaHuio.

e OnpepensTb HacTPOIiku Npokcu aBTomaTnyeckn. OnpenenseT HaCTPOWKI MPOKCY aBTOMaTUYECKM,
BCe OCTarlbHble oMU MTHOPUVPYIOTCS.

¢ Vcnonb3oBaTb PAC-dalin. VicnonbayeT PAC-daiin npokcu, ykasaHHbil B none URL PAC-daiina.

* Vcnonb3oBaTtb $puKcupoBaHHbIE MPOKCU-cepBepbl. Vicnonb3yeT faHHble, ykasaHHble B nonsax URL
npokcun-cepsepa 11 CnnMcok NCKIIoYEeHNIA.

* llcnonb3oBaTb CUCTEMHbIE HACTPOMKU NPOKCU. Icnonb3yeT cUCTEMHbIE HACTPOMKIM MPOKCH.
Ecnn dnaxok cHaT, ByayT NpYMEHSTbCS NEePCOHasbHbIE HACTPOMKI MOb30BaTENS.
OT10T napameTp nognepxusaetcs B Google Chrome sBepcun 30 nnu BbiLe.

Mo ymonuaHuio Gpnaxkok yCTaHOBMEH.

¢ URL npokcu-cepeepa

URL npokcu-cepBepa.

OToT napameTp nognepxreaetcs B Google Chrome Bepcumn 30 nnu Bblwue.

e URL PAC-daiina

URL PAC-daiina npokcu.

OToT napameTp nognepxmeaetcs B Google Chrome Bepcumn 30 nnu Bblwue.

¢ CnucoK UckayeHumn

Cnncok xocToB, Ans KOTOPbIX MPOKCH 6y,u,eT MrHOpMpoOBaTbCA.

OToT napameTp nognepxmeaetcs B Google Chrome Bepcum 30 nnu Bblwue.

YnpaBneHne HacTporikamm novcka

Ha Bknagake MNMownck B paspene HacTtpoiiku Google Chrome Bbl MOXeTe 3aaaTh CneaytoLLe HaCTPOVKI NMomcka:

e PaspelunTb BbICTPbIN MOUCK [
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YcTaHoBKa UK CHATE d)na>|<|<a onpependeT, pa3peLlleHo i nosib3oBaTesnto y0TpOI7ICTBa MCronb30BaTb
6blCprII7I MOWNCK, BK/KOYaTb U BbIKJ1HFOYaTb ero.

ST10T napameTp nogaepxmsaetcs B Google Chrome Bepcumn 40 nnu BhiLwe.

Mo ymonyaHmio GpraXkok yCTaHOBEH.

* Bko4YnNTb NONCKOBYIO CUCTEMY MO YMOIYaHUIO
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HacTpoiikn NonckoBom CUCTEMBI MO YMOYaHWIO.

Ecnmn d)ﬂa)KOK YCTaHOBNEH M NOJIb30OBaTelb BBOOUT B aApPEeCHYIO CTPOKY TEKCT, HE aBnaoLLMics Beb-
agpecom, Ncrnosib3yeTcyd NomckoBagd cnctemMa rno ymMmondaHuto. [MownckoBag cuctema no YMOJTHaHNIO 3aBNCUT
OT HacTpoeK MOWVCKOBOW CUCTEMBI, PacnonioXXeHHbIX nog 3TUM d)}'la)KKOMI

e Ecnuv B HacTpolikax MOMCKOBOW CUCTEMbI OCTaBUTb MYCTOE 3HaYeHe, NoSb30BaTeNb YCTPOMCTBA
CMOXET BblbpaTb MOVCKOBYIO CUCTEMY B HAaCTPOViKax bpaysepa.

e Ecnu 3apaTb HaCTPOKM MONCKOBOW CUCTEMbI MO YMOMYaHuio, BCeraa 6yneT UCnonb3oBaThCa aTa
MoVCKoBag CCTEMA, U MoSb30BaTe b YCTPOWCTBA HE CMOXET BbiBpaTh MOUCKOBYIO CUCTEMY B
Bpaysepe.

Mo ymonyaHmio Gpnaxkok YCTaHOBMEH, HO HACTPOWKY MONCKOBOV CUCTEMbI MO YMOYaHMIO He 3aaHbl.

Ecnu Bbl xoTuTe BbiIKNMOUNTL Nonck B Google Chrome, Mbl pekomerzyem ocTaBuTb driaxxok BinounTs
NMOWCKOBYIO CUCTEMY MO YMOJIYAHMIO YCTaHOBMIEHHbIM 1 YKa3aTb B napameTpe HasBaHne nonckoBoii
CUCTEMbI CaliT, He SBNSOLLMIACS MOVCKOBOK cucTeMoli. B HekoTopebix Bepcusx Google Chrome mpwu
cHaTum dnaxka B pabote Google Chrome moryT HabnogaTbcs Npobremb.

ST10T napameTp nogaepxmsaetcs B Google Chrome Bepcum 30 vnu BoiLLe.
MNapameTpbl MOVCKOBOW CUCTEMbI MO YMOYaHIO:

* HasBaHune nonckoBoli cucTemsl

e KnioueBoe cnoso

¢ URL noncka

¢ URL 3anpoca noackasok

e URL 3Hauka

e KopupoBku

e ononHuTtenbHbie URL

* URL nso6pakeHnii

e URL cTpaHuubl 6eicTporo gocTtyna

¢ [lapameTpbl gnsa 3anpocoB POST k URL-agpecy ansa novcka

* lMapameTpsbl anga 3anpocos POST k URL-apgpecy anst noncka npeanoxeHni

* [MapameTpbl g 3anpocoB POST k URL-apgpecy ans novcka nsobpaxeHui

¢ HasBaHue NOMCKOBOW CUCTEMDI

VIMs nonckoBOW CUCTEMBI MO YMOJTYaHNIO.

ST10T napameTp nogaepxmsaetcs B Google Chrome Bepcum 30 nnu BoiLLe.
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e KnoueBoe cnoBo @

KntoueBoe cnoso vnu APnbIK, NCNONb3yeMble B ap,peCHoM CTpOKe A4 3anycka rnoncka B MOWNCKOBO
cucteme.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 vnu BbilLe.

¢ URL noucka

URL nonckoBol CUCTEMBI, UCMOSb3YEMOV BO BPEMS MOUCKa MO YMONYaHWIO.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 1nu BbilLe.

¢ URL szanpoca noackasok

URL nonckoBol cUCTEMbI, MPEAOCTaBNSIOLLEN MONCKOBBIE MOACKA3KM.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 mnu BbilLe.

e URL 3Hauka

URL 3Hauka NomcKoBOM CUCTEMbI MO YMOMYaHWIO.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 vnu BbilLe.

¢ Kopunposku

KoonpoBku cMBONOB, NogaepX1Baemble MONCKOBOW cUCTEMOI. [Topaep>BaeMbiM/ KOAVNPOBKaMM
ABNSAOTCS:

UTF-8

UTF-16

GB2312

1ISO-8859-1

OT0T napameTp nopaepxveaetcs B Google Chrome Bepcumn 30 nnu BbiLue.

e NononHutenbHblie URL

Crncok gononHuTenbHbix URL ons nseneyeHns nonckoBbix 3anpocoB N3 MOWNCKOBOW CUCTEMBI.

OT0T napameTp nognepxreaetcs B Google Chrome Bepcumn 30 nnu BblLue.

e URL nsobpaxkeHui

URL nounckoBoii cucTeMbl, UCMOMb3yeMbIli A9 moucka N30BpaXxeHuA.

OToT napameTp nognepxreaetcs B Google Chrome Bepcumn 30 nnu Bblwue.

¢ URL cTpaHuubl 6bicTporo aoctyna
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URL nowckoBoli CUCTEMbI, MICMOMb3YeMbliA LSt OTKPbITUS CTPaHKLbI BbICTPOro JocTyna.

OT0T NnapameTp nogaepxusaetcs B Google Chrome Bepcun 30 nnu BbiLle.

¢ [Napametpsbl ang 3anpocos POST k URL-appecy ang nomncka

MapameTpbl URL, ncnonbayemble npu novcke no URL-agpecy metonom POST. [MapameTpbl npeacTasnstot
coboii paspeneHHble 3ansaTbiMU Napbl Ktoy-3HadeHve. Ecnin s3HaveHnem senseTcs napameTp wabnoHa,
Harmpumep, '{searchlTerms}, oH 3ameHseTcs GakTUYeCKMN MONCKOBBIMI 3anpocamu. Hanprmep:

g={searchlerms},ie=utf-8,0e=utf-8

OT0T napameTp nognepxreaetcs B Google Chrome Bepcum 30 nnu Bblwue.

¢ [lapameTpbl ang 3anpocos POST k URL-apgpecy Ang noucka npeanoxXeHnii @

MapameTpbl URL ons momckoBbix MOACKA30K NMpu Mcnonb3oBaHum 3anpocos metogoM POST. [NapameTpbl
NpencTaBnstoT coboli pasaeneHHble 3ansaTbiMy Napbl KoY-3HayeHne. Ecnmn 3HaueHrem senseTcs napameTp
WwabnoHa, Hanpumep, '{searchTerms}’, oH 3ameHseTCa dakTUYeCKUMY MOUCKOBLIMU 3anpocamul. Hanpumep:

g={searchlerms},ie=utf-8,o0e=utf-8

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 mnu Bbille.

¢ [NapameTpbl ang 3anpocoB POST k URL-aapecy ang novicka nsobpaxeHuia

MapameTpbl URL ons novicka n3obpaxeHuii npu ncrnosb3oBaHny 3anpocos Metonom POST. MapameTpel
NPeACTaBNStOT COOOV pasaenieHHble 3ansThiMu napbl KItoY-3HadveHve. Ecnv sHaueHnem sBnseTcs napameTp
wabnoHa, Hanpumep, {imageThumbnail}', oH 3ameHseTcs dakTueckon MUHNaTIOPOL N30BPaXEHNS.
Hanpumep:

content={imageThumbnail},url={imageURL },sbisrc={SearchSource}

OT0T napameTp nogaepxusaetcs B Google Chrome Bepcun 30 nnm Bbille.

YnpaBneHne HacTpokamy naponem

Ha Bknagnke Maponu B pasnene Hactpoiikn Google Chrome Bbl MOXeTe 3aaaTh CnefytoLme HacTPOoK Naponeli:

* BkaounTb coxpaHeHue naponen

YcTaHoBka unuv cHatre dnaxka onpenenseT, 6yaeT nn Google Chrome sanomunHaTh naposnu, BBOAVMbIE
nonb3oBaTenem, U NpeasiaraTb UX MPU CNeayoLLEeM BXOAE.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 1nu BbilLe.

Mo ymonuaHuio $pnaXkok ycTaHOBEH.

YnpaBneHne HacTpokamm CTPaHNLL

Ha Bknagoke CTpanuupl B pasgene Hactpoliikn Google Chrome Bbl MOXeTe 3apaTbh crnefytoLme HaCTPONKM
CTpaHuL;

* Bkao4nTb AONONHUTEbHbLIE CTRAHULIbI C coobLeHngamMm 06 owmbkax
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YcTaHoBKa Unn cHaTre pnaxka onpeaenseT, paspeLueHo nm Google Chrome ncnonb3oBaTb BCTPOEHHbIE
CTPaHuLbl C COOBLLIEHMSIMN 06 oLumbkax, Takue Kak "CTpaHuLa He HaloeHa".

OT70T NnapameTp nogaepxusaetcs B Google Chrome Bepcun 30 nnm Bbille.

Mo ymonyaHmio GpraXkok yCTaHOBEH.

¢ BkaounTb aBTO3anoJHEHNE agpPeCcoB

HacTpolikun aBTo3anonHeH1s agpecos.

Ecnn dnaxok ycTaHOBMEH, MONb30BaTENO YCTPOWCTBA paspeLleHo YrpaBnsTb aBTo3anoHeHNEM afpecoB
yepes NHTepdeiic.

Ecnn d)ﬂa)KOK CH4T, aBTO3arno/IHeHNE He NCMOMb3YEeTCH, a TakXXe HE COXpaHAEeTCA OOMOJIHNTEIbHagA
|/|H¢op|v|au,|/|9 o6 agpecax, BBOOMbIX NMoJsib3oBaTenemM BO BpemM4 pa6OTbI B HTEpPHETEe.

OT0T napameTp nopaepxveaetcs B Google Chrome Bepcum 69 nnu Boilwe.

Mo ymonyaHmio GpraXkok yCTaHOBMEH.

* Bkno4ynTb aBTO3ano/IHEHNE AaHHbIX KReANTHbIX Kap_T

HaCTpOMKM aBTO3arnoJIHEeHNSA OaHHbIX KOeONTHbIX KapT.

Ecnn dnaxok ycTaHOBMEH, MOMb30BaTENO YCTPONCTBA PaspeLLEHO YNPaBsTb MNPELIOKEHNSMN
aBTO3aMoNHEHNS O KPEeONTHBIX KapT Yepes nHTepdeiic.

Ecnn CI)J'IG)KOK CH4T, aBTO3arnosiHeHe He NCMNob3yeTC4d, a TakXXe He COXpaHdAeTCd OOMOIHNTEIbHagA
|/|H<1>op|v|au,|/|9| O KpeOuTHbIX KapTaX, KOTOPYHO MOXET BBOOUTb NMOS1b30BaTElb BO BPEMYA pa6OTbI B NHTEPHEeTEe.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 63 nnu Bbilue.

Mo ymonyaHmto $naxxok yCTaHOBMEH.

YnpaBneHve gpyrumm HacTpokamm

Ha Bknanke Opyroe B pasnene Hactpoiiku Google Chrome Bbl MoXeTe 3aaaTh CrefyoLLe HACTPOMKIA

e BknwounTtb neyaTtb

YcTaHoBKa U CHATUE driaXka ONpenenseT, paspeLleHo v Nonb30BaTento YCTPOCTBa NPON3BOANTb
neyatb B Google Chrome.

OT10T NnapameTp nogaepxusaetcs B Google Chrome Bepcun 39 nnu Boilwe.

Mo ymonyaHmio GpraXkok yCTaHOBMEH.

¢ 3apaTtb HacTpolikn BesonacHoro npocmoTtpa Google
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YpoBeHb 3awwmThl BesonacHoro npocmoTpa Google.

Ecnun ¢naxok ycTaHoBMEH, NONb30oBaTENO YCTPOCTBA paspeLLEHO YNpaBnsTb HacTpolikamm besonacHoro
npocmoTpa Google B Google Chrome 1 BbibrpaTh YpoBEHb 3alyThbl. YPOBHM 3aLLNTbI:

* BesonacHblii npocmoTp Google Bcerpa oTknioueH. [NonHocTbio oTktoyaeT besonacHblii npocMoTp
Google.

e BesonacHbiii npocmoTp Google Bcerga BkoUeH B peXXume cTaHgapTHo 3awuTbl. besonacHbii
npocmoTp Google ByneT Bcerga BKIIIOUEH B peXUME CTaHOAPTHON 3aLUMThl. DTOT napaMeTp BbibpaH no
YMONYaHMIO.

* BesonacHbili npocmoTp Google Bcerpa BkAOUEH B peXuMe ynyudlleHHo 3awmTbl. besonacHbli
npocmoTp Google ByneT Bcerpa BKIIIOUEH B PEXUME YyULLEHHOW 3aLLUTbI, HO AaHHblE O paboTe
nosnb3oBaTens yCTPOolicTBa B UHTepHeTe BynyT oTnpasnsaTecs B Google.

Ecnn dnaxok cHaT, besonacHblii npocmoTp Google 6yneT paboTaTh B peXMMe CTaHOaPTHO 3aLLUmThl, U
nosib30BaTeNo YCTPOoicTBa ByAeT paspeLleHo U3MeHSTb HacTpoiikn BesonacHoro npocmoTpa Google.

OT0T NnapameTp nopaepxuvsaetcs B Google Chrome Bepcum 87 vnu BoiLLe.

Mo ymonyaHuto $bnaxkok ycTaHOBMEH.

* OTKNIOUYNTb COXPaHEeHre ucTopum Gpayasepa

YcTaHoBka Ui cHaTre dnaxka onpenenseT, CoOXpaHieTCs N NcTopus bpaysepa 1 BbINONHAETCS N
CUHXPOHN3aLMS BKITa#oK.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 30 vnu BbilLe.

Mo ymonyaHuio GnaXkok CHST.

* OTKNIUYUTb NEpPEXon co CTRaHuLIbl NpeapynpexXxaeHud BesonacHoro npocmMmoTpPa Googlg

YcTaHoBKa 1N CHATME priaxka onpeaenseT, paspeLLleHo v Nob30BaTeNto yCTPOCTBa NepexoanTb Ha
onacHble caliTbl CO CTpaHuL, NpenynpexaeHnin besonacHoro npocmoTpa Google, Hanpumep, o
BpenoHocHoM 10 nnun duwmrHre. OrpaHnyeHe HENPUMEHMO LS NPOBneM, CBA3aHHbIX ¢ SSL-
cepTUdUKaTOM, Takmx Kak HeaeCTBUTENbHbIE CePTUPUKATBI U CEPTUDUKATBI C UCTEKLLMM CPOKOM
AencTBus.

OT0T napameTp nopaepxusaetcs B Google Chrome Bepcun 30 vnu BbiLLe.

Mo ymonyaHuto $naxok CHAT.

¢ Bkawountb npepBapuTesZibHOe onpeaenieHne cetn

YcTtaHoBka unv cHatre dnaxka onpenenseT, 6yaeT nn Google Chrome npepBapuTenbHO onpeaensTb Takue
LelcTBMA B ceTu, Kak npeasarpyska DNS, npensaputensHoe nogkntoyeHve no npotokonam TCP 1 SSL, a
TakXe NpeaBapuTenbHas BU3yan3aLums Beb-CTpaHuLL,

Ecnmn d)ﬂa)KOK CHAT, NpeaBapuTesibHOe onpeneneHne cetm OTK/Io4YeHO, HO NoJib3oBaTe b YCTpOMCTBa
MOXET BK/TIOYNTb ero.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 38 nnu BhilLe.

Mo ymonyaHuio Gnaxkok CHST.

¢ Bkawountb npUuHyauTesnbHoe ucnoJsib3oBaHne BesonacHoro noncka Googlg
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YcTaHoBKa Unn CHATWE driaxkka onpenenserT, ByaeT m npuMeHsaTeca besonacHblin nonck Google ans
3anpocos B Google Noucke.

ST10T NnapameTp nogaepxusaetcs B Google Chrome Bepcun 41 uni Boilue.

Mo ymonyaHuto $hnaxok CHAT.

¢ HacTpoutb BesonacHbii pexxum anga YouTube

MuHVManbHbIV Tpebyemblin ypoBeHb BesonacHoro pexuvma ons YouTube.

Ecnn dnaxok ycTaHoBMEH, onpefenseTcs MUHUMarbHbli Tpebyemblli yposeHb BesonacHoro pexuma s
YouTube, 1 nonb3oBaTenb YCTPOWCTBa HE MOXET BbiOpaTb MeHee 6e30macHbIfi PeXM. YPOBHI
BesonacHoro pexuma:

* OTknounTb obg3aTenbHoe ncnonb3osaHne besonacHoro pexuma. OnpenenseT, OTKIOUYEHO N
obs3aTenbHoe ncnonb3osaHue besonacHoro pexvma B Google Chrome. Tem He MeHee, BesonacHbilit
PEXMM MOXET 0653aTeNIbHO NPUMEHSTLCS B COOTBETCTBUN C BHELLUHVMW NONUTUKaMU. OTOT napameTp
BbIGPaH Mo YMONYaHuIo.

* BkniounTb 06513aTENbHOE CMNONb30BaHMe XoTs 6bl YMepeHHoro 6e3onacHoro pexxuma. [lossonseT
nosnb30BaTeNto YCTPONCTBA BKIIOUMNTL YMepeHHbI 1 CTporuii 6esonacHbili pexkm Ha YouTube, Ho
3anpelyaeT oTk/loveHne besonacHoro pexmma.

e BkniouuTb ob693aTensHoe ucnonb3oBaHue Ctpororo 6esonacHoro pexuma. BkitouaeT nocTosiHHOe
ncnonb3oBaHne CTpororo 6e3onacHoro pexuma Ha YouTube.

Ecnn dnaxok cHaT, Google Chrome He TpebyeT ncnonb3osaTtb besonacHbii pexim ans YouTube, Ho
BesonacHblin pexmnm MOXET MPUHYANTENBHO BKIOUYATbCS HA OCHOBAHWM BHELLHWX MPaBWAS, TakuxX Kak
npasuna YouTube.

OT0T napameTp nopnepxmsaetcs B Google Chrome Bepcum 55 nnu Boiwwe.

Mo ymonyaHuto $bnaxkok ycTaHOBMEH.

° HaCTpOI/ITb AOCTYNHOCTb peXMMa UHKOrHUTO

HocTynHocTb pexuma nHkorHuto B Google Chrome.

Ecnun dnaxok ycTaHOBNEH, aAMVHUCTPATOP MOXET ONMpefensThb, Pa3peLleHo N Nonb30BaTeNto YCTPONCTBa
OTKPbIBaTb CTPaHWLbl B PEXUME UHKOFHMTO, BbIOPAB OOHY U3 CNedyoLmX OnLiA:

* Pe>XXM MHKOrHUTO AOCTYMEH (MO YMOn4aHuto)

® PeXkm NMHKOrHUTO OTK/IIOUEH

Ecnn dpnaxok cHaT, nonb3oBaTenb YCTPOMCTBA HE MOXET OTKPbIBATb CTPaHULLb B PEXMME UHKOTHATO B
Google Chrome.

OT10T napameTp nogaepxusaetcs B Google Chrome sepcun 30 nim BbiLwe.

Mo ymonyaHuto $bnaXkok yCTaHOBMEH.

¢ BknounTb NONCKOBbLIE NOACKAa3KN
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YcTaHoBKa U CHATWE driaxka onpenenseT, BKoYeHbl N MOVCKOBbIE MOACKa3KM B aApeCHO CTpoke
Google Chrome.

ST10T napameTp nogaepxmsaetcs B Google Chrome Bepcumn 30 nnu BoiLLe.

Mo ymonyaHmio GpraXkok yCTaHOBEH.

e 3apaTtb HacTpoliku [NepeBopyuukari

BkntoueHne dyHkumIA nepesoga.

Ecnun dnaxok ycTaHOBMNEH, aAMVHUCTPATOP MOXET BbiOMpaTh CrefytoLme onumm ofis nepesoaa:

e Bcerpa npepgnaratb nepesod. OTobpaXxaeT NHTErPUPOBaHHYIO NMaHe b NePeBOAYECKNX UHCTPYMEHTOB
N MYHKT C KOMaHOOM Ha NepeBOL, B KOHTEKCTHOM MEHIO, KOTOPOE OTKPbIBAETCS MPW HaXaTum NpaBo
KHOMKW MbILUW. OTOT napamMeTp BblbpaH Mo yMONYaHuIo.

e Hwukorga He npegnaratb nepesod. OTKOYaeT BCe BCTPOEHHbIE PYHKLIN NMEPEBOLA.
Ecnn dnaxok cHAT, ByayT NPUMEHATbLCS NepCOoHarbHble HaCTPOWKYM MoSb3oBaTess.
OT10T napameTp nognepxusaetcs B Google Chrome sepcun 30 nnn BbiLLe.

Mo ymonuaHuio Gnaxcok CHaT.

¢ BinounTb BO3MOXHOCTb U3MEHEHUS 3aKNaAokK (@

YcTaHoBKa N CHATUE CI)J'Ia)KKa onpenendeT, pa3peLleHO /1 Nosib3oBaTesto YCTpOVICTBa ,D,O6aBﬂ9|Tb,
YOanaTb Wi N3SMEHATb 3aknanku.

OT10T napameTp nogaepxusaetcs B Google Chrome Bepcun 30 nnm Bbile.

Mo ymonyaHmio Gpraxxok yCTaHOBMEH.

* Ynpaensgemble 3aknaaku @
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Cnincok 3aknagok, yrnpaensemMbix aoMUHUCTPaTopoM. Crincok sIBASIETCS crnoBapem ¢ kntovamm "name” n “url”.
To ecTb koY comepXnT UMS 1 agpec 3aknagku. Bel MoxeTe HacTpouTb nognanky ¢ knoyom “children”, B
KOTOPOW TakxXe COOEPXXUTCS CMMCOK 3aKNafok.

lNo ymonyaHmio narnka ¢ ynpasnsembIM/ 3akagkamm HasblBaeTcs “Ynpaensgemble 3aknagkn”. Bel moxeTe
N3MeHNTb ee, 4OBaBUB HOBbIM OOMOMHUTENbHBIV CnoBapb. [119 aToro ykaxuTe ko "toplevel_name” ¢
XenaemblM IMEHEM Marnky B Ka4eCcTBe 3HaUYEHUS.

Ecnu Bbl ykaxkeTe HenonHbii URL B kauecTBe agpeca caiita ans 3aknapku, Google Chrome 3ameHWT ero Ha
URL Tak e, kak Npun ero BBoAe B agpecHoli cTpoke. Hanpumep, "kaspersky.ru” npeobpasyercs B
"https://www.kaspersky.ru”.

Hanpumep:

"ManagedBookmarks": [{
//VI3MeHAEeT UMs nanku Mo YMONYaHUK

"toplevel name": "My managed bookmarks folder"

s

{

//0ob6aBnaeT 3aknaAky B Manky C ynpaB/isieMbMM 3aKaKamu
"name": "Kaspersky",

"url": "kaspersky.com"

s

{

"name": "Kaspersky products”,

"children": [{

"name": "Kaspersky Endpoint Security",

"url”: "kaspersky.com/enterprise-security/endpoint™

¥

{

"name": "Kaspersky Security pna no4ToBbiX cepBepoB",
"url": "kaspersky.com/enterprise-security/mail-server-security"
¥

]

}

OT10T napameTp nogaepxunsaetcs B Google Chrome Bepcun 37 nnu Bolwe.

e 3abnokupoBaTtb focTyn Kk aTum URL

Cnincok 3anpetueHHbix URL. Takxxe Bbl MOXeTe 3agaBaTh WabnoHsl URL, Hanpumep: [*.Jexample.com.

OT70T NnapameTp nogaepxusaetcs B Google Chrome Bepcun 86 nnu BoiLue.

* Paspewurb poctyn k atum URL (uckniovenus ang 6nokuposku URL) @

Crncok URL, koTopble SBASIOTCS UCKIIOYEHVSIMI 13 CINCKa, YKa3aHHOro B NMyHKTe 3abnoknposaTb AOCTYN
k aTum URL. Tak>xe Bbl MoxeTe 3agaBaThb WwabnoHsl URL, Hanpumep: [*.Jexample.com.

OT0T NapameTp nopaepxusaetcs B Google Chrome Bepcun 86 vnu Bhilue.

¢ 3apaTb MUHUMAaNbHO AoNycTUMYIO Bepcuio SSL
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MuHuMmanbHo ponycTumas Bepcus SSL.

Ecnn dnaxok yctaHosneH, Google Chrome He 6yneT ncnonb3oBaTb SSL 1 TLS 6onee paHHMx Bepcuid, Yem
BbIbpaHHas. JocTynHble Bepcuu:

e TLS 1.0 (no ymonuyaHuto)
e TLS11

e TLS1.2

Ecnn dnaxok cHat, Google Chrome 6yneT coobuiaTh 06 owmnbke ang npotokonos TLS10mn TLS 11, Ho y
nosnb3oBaTens ycTpolicTBa 6yneT BOZMOXHOCTb VX MPOVUrHOPMPOBATb.

OT0T napameTp nopaepxursaetcs B Google Chrome Bepcuu 66 nnu BbiLLe.

Mo ymonyaHuto $hnaxkok CHAT.

CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyarnbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

HacTpolika pexxnma Knocka

Pexwum knocka ato dyHkums Kaspersky Endpoint Security ang Android, koTopas nossonseT orpaHnyuiTe Habop
NPUNOXEHWIA, AOCTYTMHbIX MOMb30BATENO YCTPOWCTBA, OAHVM UM HECKOMBKMU MPUNOXEHUSAMU. TakKe Bbl MOXeTe
9P PEKTMBHO YNPaBnsTb HEKOTOPLIMM HACTPOKaMM yCTPOICTBa.

HacTpolikn pexxuma knocka NpyMeHnMbl Ans yCTPOMCTB, ynpaenseMblx Yepes Kaspersky Endpoint Security ons
Android B pexume device owner.

Trnbl pexxnma knocka

B Kaspersky Endpoint Security focTynHbI crefytoLme TUrbl pexmmMa KMocka:

* PexXX1M 0LHOro NPUIOXEHNS — PEXIM KMOCKa TOMBbKO C OOHUM NpunoxeHneM. B aTom pexvive nonbaosatento
YCTPOWCTBA pa3peLleHO OTKPbIBaTh Ha YCTPOWMCTBE TONbKO OAHO MPUIOXKEHNE, KOTOPOE YKasaHOo B HacTpoKax
pexumMa Knocka.

Ecnn npunoXeHme, KOTopoe Bbl XOTUTE I)ZI,O6<'EIBI/ITb B PeXnM KNOCKa, He YCTaHOBJIEHO Ha YCTpOVICTBe, pexum
KOCKa BKJTIO4aeTCHd Nocne yCTaHOBKN 3TOro NPUIIOXKEHUS.

Ha ycTpoiicteax ¢ Android Bepcum 9.0 1 Bbille fns 3anycka NpUnoXeHne 4OMKHO NoanepxmsaTb GyHKLMIO
pexvMa Knocka 1 caMmoCcTOSaTeNbHO Bbi3biBaTh MeTop, startlLockTask().

Ha ycTpoiicteax ¢ Android Bepcum 9.0 1nn Hxe NpUIoXeHVe 3anyckaeTcs HanpPsMYIo B PEXMME KMOCKa.

* PeXXuM C HECKONBbKMU MPUIOXEHNSMU — PEXIIM KMOCKa, B KOTOPOM AOCTYMHO HECKOJbKO MPUIOXEHUI. B aTom
PEeXMME Mosib30BaTENIO YCTPOWCTBA Pa3peLLEHO OTKPbIBaTb Ha YCTPOMCTBE HECKOSbKO MPUTOXEHNI, KOTOPbIE
yKasaHbl B HACTpOWKax pexuma Kmocka.

[NpenBapuvTenbHas HacTporika
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MNpenBapuTenbHas HacTpoOliKa ANg pexunma KMocka BKoYaeT B cebg crefytoLye waru:
e [lepep Tem, Kak yKasaTb MPUIOXEHNS, KOTOPbIE PaspeLLeHO 3anyckaTb Ha YCTPOMCTBE B PeXMME KMOCKa,

cHayvana Heobxoaumo 0o6aBuTb 3T Npunoxenns B KoHTponb npunoxeHuii > Cnncok kaTeropuii u
NPUNOXEHWI 1 OTMETUTb UX Kak 0Bs13aTerbHbIE MPUIIOXEHWS. 3aTeM OHM NosBaTCS B crnivicke MNakeT

APUNOXEeHUA peXxnma KNoCka.

HenaBHo fo6aBneHHble 0693aTenbHbIe MPUIOXEHWS MOTYT He oTobpaxaTbcs B crivicke MakeT
npunoxeHus. Ytobel NPOCMOTPETL BCe A06aBMEHHbIE MPUNOXEHNS 11 BbIDPaTh NPUIOXEHNE AN1d paboThl B
PEXNME OQHOIO MPUMOXEHNS, HEOBXOOVMO COXPaHUTb Y 3aKPbITb MONTIKY, @ 3aTEM OTKPbITb €€ CHOBA.
Bce nobaBneHHble NpUoXeHns NOSIBATCS B CrICKE.

* [lepen BKNOUYEHVEM PEXMMA KMOCKa pekoMeHayeM 3anpeTuTb 3anyck Google Assistant, Bktoums
cooTBETCTBYIOLLEE orpaHnyeHvie B MonnTtuka > Pexxum device owner > OrpaHundenuns eyHkumii > MpunoxeHus
> 3anpeTutb Ucnonb3oBaHue Google Assistant. B npoTtusHom crniyyae Google Assistant sanycTutcs B pexvme
KMOCKa 1 MO3BONSET OTKPbIBATb HELOBEPEHHBIE MPUIIOXKEHUS.

MNepexon B HACTPOVIKM pexXmnma KMocka

Y106kl OTKPBITE HACTPOUKYM PEXMMA KNOCKA:

1. B aepeBe koHconu B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBAHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntmku.
3. OTKpOliTe OKHO CBOMCTB MOMNTUKA OBOVHBIM LLLEMYKOM MbILLN MO IIOOOMY CTONGLLY.

4. B nonuTuike, B okHe CBolicTBa BbibepuTe pasaen Pexkum device owner > Pexkum kunocka.

HacTpolika pexxuma ogHOro npuioXeHns

YT06bI HACTPOUTL PEXVIM OBHOIO MPUIOXEHNS:
1. B packpbiBatoLLemcs criicke Pexxnm knocka BoibepuTe Pexxrm ogHOro npunoXeHus.

2. B packpsbiBatoLemcs crnivicke MakeT npunoxeHus BbIoepuTe NakeT NPUNOXKEHWS C MPUNOXEHEM, KOTOpOe
paspeLLeHo 3anyckaTb Ha YCTPOUCTBE.

3. YkaxuTe nobble Heobxoanmble orpaHnieHuns. C AOCTYNHBIMU OFPaHNYEHSIMN MOXHO O3HAaKOMUTHCS B MyHKTE
OrpaHunyeHns pexxnma Knocka Hxe.

4. YcTtaHoBuTe dnaxok [loBepeHHble NPUMOXEHUS, ECIIN XOTUTE OOaBUTb LOMOMHUTENbHbBIE MPUNOXEHNS,
paspeLleHHble Ha yCTpoicTBe. YTobbl y3HaTb, Kak 3TO CAenaTh, O3HAaKOMbTECh C NMyHkTOM [lo6aBneHue

AOBEpPEeHHbIX I'Ipl/IﬂO)KeHI/Iﬁ HXe.

5. HaxkmuTe Ha kHorky MprMeHUTb, YTOObI COXPaHTb BHECEHHbIE N3MEHEHMIS.

HacTpoiika pexuma ¢ HECKOMbKMY MPUIOXKEHNSMMU

YrobbI HaCcTpOUTb PEXXVIM C HECKOJIbKVIMU MPVTIOXKeHNSIMU.

249



1. B packpbiBatoLemcs cnvcke Pexxum knocka Boibepurte PeXXnm ¢ HeCKONbKUMM NPUNOXEHUSIMM.
2. Haxxmute [lo6aBuTb, BoibEpUITE MPUIOXEHNS, KOTOPbIE Pa3peLLEHO 3arycKaTb Ha YCTpolicTBe 1 HaxmuTe OK.

3. YkaxuTe nobble Heobxoaunmble orpaHnieHns. C AOCTYMHBIMU OFPaHNYEHNSIMN MOXHO O3HaKOMUTLCS B MyHKTE
OrpaHunyeHns pexxnma Knocka Hxe.

4. YcTaHoBuTe dnaxok PaspewmnTb nepexopn, B AOBEPEHHbIE NMPUIIOXKEHNS, ECIV XOTUTE 006aBUTb
LOMOMHNTENbHbIE MPUNOXEHNS, Pa3peLLEHHbIe Ha YCTPoCTBe. YToBbl y3HaTb, Kak 3TO caenaTb, 03HaKOMbTECH C

MYHKTOM ,D,O6aBﬂeH|/Ie AOBEpPEeHHbIX I'IpVIﬂO)KEHI/IVI HXe.

5. HaxkmunTe Ha kHorKy MprMeHUTb, YTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

OrpaHnyeHns pexnma Kmnocka

B pexunmMme KNoCka Bbl MOXETE YCTaHOBUTb CNnenytolne orpaHnYeHnd:

* 3anpetutb kHonKy O630p (Android Bepcun 9.0 unu Bbiwe) @

YcTaHoBKa 1nu cHeTue dnaxka onpegenseT, OyaeT nu ckpbita kHornka O63op. OrpaHnyeHne
nofaepXmBaeTcs Ha ycTpoicTsax ¢ Android Bepcum 9.0 v BbilLe.

Mo ymonyaHmio GpraXkok yCTaHOBEH.

¢ 3anpetutb kHonKy MaeHbI a3kpaH (Android Bepcuu 9.0 nnu Boiwe) @

YcTaHoBKa 1nv cHsTue dnaxka onpenenseT, OyaeT N ckpbiTa kHorka [naBHbii akpaH. OrpaHnyeHrie
nofaepXkvBaeTcs Ha ycTpoicTsax ¢ Android Bepcum 9.0 v Bbilwe.

Mo ymonyaHmto $naxxok yCTaHOBMEH.

¢ 3anpeTtutb cTROKY cocTogHus (Android Bepcum 9.0 unu Bbiwe) @

YcTaHoBKa U CHATUE driaXka OnpeaenseT, 0TobpaXkaroTCs M B CTPOKE COCTOSIHAS YBELAOMIEHNS 1
VHOVKaTOpPbI, Takne Kak ceTb, baTapes, 3ByK 1 BUbpaumns. OrpaHnyeHne noanepXXnBaeTcs Ha yCTPONCTBax ¢

Android Bepcumn 90 v BbiLe.

Mo ymonyaHmio Gpraxkok yCTaHOBMEH.

e 3anpeTuTb Nokas cucTeMHbIx yBeaomaeHuin (Android Bepcuu 9.0 nnv Boiwe) @

YcTaHoBKa 1nu cHeTue dnaxka onpenenseT, OyayT X CKPbITbl CUCTEMHblE yBeaoMneHns. OrpaHnyeHne
nofaepXuBaeTcs Ha ycTpoicTsax ¢ Android Bepcum 9.0 v BbilLe.

Mo ymonyaHmio Gpnaxkok yCTaHOBEH.

¢ [NobaeuTb Kaspersky Endpoint Security ang Android kak noBepeHHOe NpunoXxeHne

YcTaHoBka unn cHatre dnaxka onpepenseT, OyneT i npunoxenne Kaspersky Endpoint Security ons
Android fo6aBneHo B CMNCOK AOBEPEHHbIX MPUIOXEHWIA. DTa onums AOCTYMHA, eCN yCTaHOBMEH $hnaxok

PaSPELIJI/ITb nepexon B AoBepeHHbIe NPUIo>XeHn4.

Mo ymonuaHuio $naxok yCTaHOBIEH.
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[obaBneHve [OBEPEHHbBIX MPUNOXEHWIA

MoMVMO HacTpoWiKI YCTpOCTBa A5 pabOoThl C OOHVIM W HECKOMBKVMN MPUIOXEHNUSMI, Bbl TAKXXE MOXETE
[06aBUTb LOBEPEHHBIE MPUIOXEHWNS, B KOTOPbIE PaspeLLeHO NepPexXoanTb NOMb30BaTENO yCTpoicTaa. [1ng aToro B
pasnene Pexxum knocka:

1. YeTaHoBuTe dnaxok PaspelumnTb nepexop, B AoBepeHHble npunoxeHns. OTkpoeTcs cnmcok [oBepeHHbie
NPUNOXEHUS.

2. Haxxmute [lo6aBuTh, BoibeprTe HEOBXOANMOE VIMS NMakeTa NPUIoXeHns 1 Haxmute OK.

3. HaxkmuTe Ha kHorky MprMeHUTb, UTOObI COXPaHTb BHECEHHbIE N3MEHEHMS.

CnipaBka An1s 9To BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JoCTynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

YnpasneHune Exchange ActiveSync ona Gmail

Bbl MoxeTe ynpaBnaTb HacTpoiikamu Exchange ActiveSync ong Gmail B pexxume device owner.
Yrobbl oTKpbITH pasnesn Exchange ActiveSync:

1. B nepeBe koHconm B narke Ynpaensdemblie yCTPOMCTBA BbibepuTe rpynny agMUHNCTPUPOBAHNS, B KOTOPYIO
BxoodaT Android-ycTpolicTsa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntmku.

3. OTKpoOliTe OKHO CBOMNCTB MOMUTUKM ABONHBIM LLETUYKOM MbILLK MO II06OMY CTONOLLY.

4. B nonuTuke, B okHe ColicTBa BbibepuTe pasnen Pexxum device owner > Exchange ActiveSync.
5. YkaxxunTe cnepytoLume napameTpsbi:

* Appec cepBepa Exchange ActiveSync®@

URL noutoBoro cepsepa Exchange ActiveSync. [MNepen URL He obg3aTtensHo ncnonb3osatb HTTP:// vnu
HTTPS:/.

¢ [puHyauTensHo ucnonb3osartb SSL

YcTaHoBKa 1 CHATUe dnaxka onpenenseT, OyaeT v NCnonb30BaThCs CBS3b MO NpoTokony SSL ¢
NMopTOM CepBepa, KOTOPbIN Bbl yka3anu B none Appec cepeepa Exchange ActiveSync.

Mo ymonyaHuto $bnaxkok ycTaHOBMEH.

¢ OTknouuTb NpoBepky SSL-cepTudukaTos
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YcTaHoBKa U CHATVE dnaxka onpeaenseT, OyayT i OCyLeCTBNSTbCS NpoBepky SSL-cepTudunkaTos,
ncnonb3dyeMbix Ha cepeepax Exchange ActiveSync. MNposepka nonesHa, ecnv cepTudrkaTbl SBASIOTCS
camo3aBepPeHHbIMU.

Mo ymonyaHuto $bnaxkok CHHT.

° Paapemvm: Heynpasngdewmble y4YeTHble 3annucu

YcTaHoBKa 1y CHeTUE dnaxkka onpenenseT, pa3peLleHo v Nonb30BaTesto YCTPONCTBa LO6aBNSaTh
Opyrue yyeTHble 3anvcy B Gmail.

Mo ymonyaHuio $bnaXkok yCTaHOBMEH.

¢ Tun ayTeHTUdMKaLUUU @

Twvin GYTeHTI/ICI)VIKaLI,VII/I, I/ICI'IOﬂb3yeMbII7I 014 NPOBEPKN YHETHbIX OaHHbIX MOYTbI NOJIb30OBaTEN 4 YCTpOVICTBa.
Bo3amMoxHble 3Ha4eHus:

e CoBpeMeHHas ayTeHTdUKaLMsa Ha OCHOBE TOKEHOB. /lcronbayeT meTon ayTeHTudbMKaumm Ha
OCHOBE TOKEHOB. OTO 3HaUY€EHME BbIOPAHO Mo YMOHaHWIO.

* basoBag ayTeHTUdUKaLma. SanpalumBaeT Y Nofb30BaTENS MapOsib 1 COXPaHSIET €ro asis
NCMOnb30BaHVs B ByayLLeM.

¢ WpeHTudukaTop ycTpoiicTBa

Ctpoka, ncnonbadyemas npokcu Kaspersky Security Center nnm CTopoHHUM LUMIO30M AN
noeHTdrKaumm ycTpoicTsa 1 ero nomknodeHns kK Exchange ActiveSync. Bel MoxeTe BBECTU 3HaUeHME
1y BbIbpaTh ero B packpbiBaroLlemMcs crnvcke [JLocTymnHble Makpochl.

* |img nonb3oBartens

Ims nonb3oBaTens, KoTopoe byaeT NCMob30BaTLCH A1 MONYyYEHNs MMeHW nonb3osaTtens s Microsoft
Active Directory. OHO MOXeT OTnMYaTbCs OT agpeca SNeKTPOHHOM NoYTbl Mosb3oBaTens. Bel moxeTe
BBECTM 3HaYeHVe UK BbIbpaTh ero B packpbiBatoLLeMcs cnvicke [LocTymnHble MakpoChI.

® aapec 3NEeKTPOHHOW MOYThI;

Appec an1eKTPOHHOU NOYThI, KOTOPbIN BYAET NCMOb30BaTLCS AJ1S MOYyYEeHNs agpeca aNeKTPOHHOW
nouTbl nonb3osaTtens 13 Microsoft Active Directory. Bel MoxeTe BBECTU 3HaueHMe nnn BoibpaThb ero B
packpbiBatoLLLeMcs crvcke [LocTymnHble Makpochl.

¢ [ocTynHble MaKpochl
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Makpoc, KoTopeblli 6yAeT NCNONb30BaThCA AN 3aMeHbl 3HAUEHN B COOTBETCTBYHOLLLX MOMSX.
Bo3amoykHble 3HaueHns:

* %email%. OnpenengeT anekTPOHHYO NOYTY MOMb30BaTENs, Ha KOTOPOro 3aPerncTPUPOBaHO
YCTPOMNCTBO. 3HaUeHNE MOXET BbITb MOTyYeHO N3 MOBUIBHOTO cepTudurkaTa.

* %email_domain%. OnpenensgeT LOMeH 31eKTPOHHOV MOYTbI MOSIb30BaTESS, Ha KOTOPOro
3aperncTpUpPOBaHO YCTPONCTBO. 3HaUEHME MOXET BbITb MONYyUYEHO 13 MOBUIBHOrO cepTuduKaTa.

* %email_user_name%. OnpenenseT nMs Nonb3oBaTens 13 agpeca a/eKTPOHHO NMoYThl, Ha KOTOPbINA
3apEerncTpUpPOBaHO YCTPONCTBO. 3HaUEHVE MOXET BbITb MONYyUYEHO 13 MOBUIBHOrO cepTuduKaTa.

* %user_name%. OnpenenseT nMs Nonb30oBaTesNs, Nof, KOTOPbIM 3aperMcTpUpoBaHO YCTPONCTBO.
3HaueHre MoOXeT BbITb MOyYeHO U3 MOBUIbHOro cepTrdrkaTa.

* %device_id%. OnpenenseT naeHTndMKaTOp YCTPONCTBA.

* %group_id%. OnpenenseT naeHTndmKaTop rpynnbl aoMUHUCTPUPOBAHWS, B KOTOPYIO BXOAUT
YCTPOWCTBO.

* %device_platform%. Onpenenget nnatdopmy ycTpolicTea.
* %device_model%. OnpenenseT mogenb yCTpolicTaa.

* %os_version%. OnpepenseT BEpCUO OnepaLioHHON CUCTEMbI Ha YCTPONCTBE.

e Ceptudukar nonbsosareng

NceBOoOHNM CTPOKW, KOTOPLIV NMPEACcTaBAseT cepTUPUKaT C 3aKpbITbIM KilouoM. CepTndrKkaTom MOXeT
ObITb cepTUdUKaT Nonb3osaTens ans ayteHTudukaumm Ha cepsepax Exchange ActiveSync.

* llHTepBan CUHXPOHU3aL N MO ymMmonyaHuio

lcnonb3yemblii MO YMOIYaHUIO MHTepBas CUHXPOHM3aLMM NIEMEHTOB NMoYThl Ha cepBepax Exchange
ActiveSync ¢ Gmail. BoaMoxHble 3HauYeHus:

e 1 0eHb

* 3 nHd

* 1Hemens (Mo ymonyaHuto)
° 2 Hepenu

e 1 mMecdy,

¢ [Nopnuchk pag 3NEKTROHHOW NOYTbI MO YMONYaHuo

[Moanmck ans 3)'IeKTpOHHOI7I NOYTbl NO YMOJTHaHUIO, KOTOpad aBTOMaTN4eCKn ﬂ,06aBJ'I9IeTC9| B KOHLIE
ONEKTPOHHbIX MMCEeM.

6. Haxxmunte an/IMeHl/ITb, YTObbI COXpPaHTb BHECEHHbIE NSMEHEHUNS.
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYyrnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

NoakmoueHne k NDES/SCEP-cepsepy

Bbl MoxeTe HacTpouTb nogkntoueHne kK NDES/SCEP-cepeepy, UTobbl MonyunTb cepTrudurkaT oT LeHTpa
ceptudukaumm (CA) ¢ MOMOLLBIO MPOCTOro NpoTokona perncTpaunm ceptudrkatos (SCEP). [1ng storo
HeobX0OMMO HaCTPOUTb NoAK/YeEHME K LleHTpY cepTudukaumm (CA) ¢ nomolsto SCEP n ykasaTs npodunb
cepTudukara.

Y0661 L06EBUTL NOAKIIOHEHNE K LUEHTPY CEPTUGUKALMM 1 yKa3aTb Npodusis cepTrgukaTa:

1. B aepeBe koHcon B nanke YnpaBnsemble yCTpoicTBa BblOepuTe rpynny angMUHUCTPUPOBaHUS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BbibepuTe 3aknaaky Monntukn.
3. OTKpoOIiTE OKHO CBOMNCTB MOMUTUKM ABOMHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B nonuTtuke, B okHe CBolicTBa BbibepuTe pasaen Pexkum device owner > NDES u SCEP.

5. B paspene MopknioueHune k LeHTpy ceptudukaumm (CA) Haxmute [o6aBuTs.

OTkpoeTcs ananorosoe okHo MNMopaxnioveHne K LLeHTpy cepTudukaumu.
6. YkaxuTte cnepytowme napameTpbl 1 Haxmute OK:

* /img coepnHeHUa

YHUKanbHoe NMs coequHeHVs.

* Twn npotokona

Bepcmg npoTokoa. BoamoxxHble 3HaueHus:

e SCEP

* NDES (no ymonuanuio)

¢ Beb6-anpec SCEP-cepBepa

Beb-appec SCEP-cepsepa.

Beb6-agpec ons NDES nveet dopmat http://<ServerName>/certsrv/mscep/mscep.dll.

¢ Tun KOHTpoNbHOI dpasbl
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Tvn KOHTPONbBHOW PPasbl, HEOOXOAMMOW Ans ayTeHTUdUKaLMK. Bo3MOoXHble 3HaueHUs:
* HeT - paHHble Ans ayTeHTUdMKaLmMm He TpebytoTcs.

e CraTuueckas - TpebyeTcs BBecTU dpasy ons ayTeHTudukaumm B none Ctatnveckas KOHTpoOsibHas
$pasza. OT0 3HaUEHVIE YCTAaHOBMNEHO MO YMOYaHMIO.

e CraTnyeckas kOHTponbHasa dpasa

OnpenenseT ¢pasy Ansg ayTeHTUdrKaumm, Kotopas UCMonb3yeTcs Npu ay TeHTUdMKaLMmM yCTpoicTea ¢
nomoLubto cepTudukaTa ¢ Beb-agpecom SCEP-cepBepa.

7. B pasgene Mpodunu ceptndukarta HaxmmTe [Lo6aBuThb.

OTkpoeTcs ananorosoe okHo MNpodunb cepTudumkara.
8. YkaxunTe cnepytolume napameTpbl npoduns ceptudukata n Haxmmnte OK:

¢ Wwmg npodung

YHukanbHoe nms npoduns ceptudukara.

® LleHTp ceptudukauvm (CA) =@

LleHTp cepTudukaumm, koTopbil Bbl co3pani B 6noke MopknioyeHune k ueHTpy ceptudukaumm (CA).

* lwmg cybbekTa

YHWKanbHbI noeHTUdrKaTop, SBnsoLmniics cybbekTom cepTudmrkaTa. CoaepXuT nHpopmaLumio o
cepTrdmrKaLmm, Takyto Kak, Hanpumep, obLLee NMS, OpraHn3aLns, nogpasaeneHne, Kog cTpaHbl. Bbi
MO>XeTe BBECTM 3HaUYEHVE U BbIBpaTh €ro B packpbiBatoLemMcs criicke [JLocTyrnHble MakpoChl.

¢ [1nnHa NUYHOro KJo4a

[nvHa nnyHoro krtoya cepTudukaTa. BosmMoxHble 3HaueHus:
* 1024
e 2048 (no ymonuaHuto)

* 4096

e Tun nn4yHoro Kya
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Tun nnyHoro ktoya cepTudukaTa. BoamoxHble 3HaueHUs:
* [lognuck (Mo ymonyaHuio)
* LllndposaHre

* [lognvck n wndposaHne

e AnbTepHaTuBHOE NMa cy6bekTa (SAN)

AnbTepHaTMBHOE UMS, KOTOPOE NPeACcTaBnseT UMs cybbekTa cepTudukaTa. Bol MoxeTe ykasaTb
HECKONbKO anbTepHaTVBHbIX MeH cybbekTa. [1ns aToro HaxxmnTe [lo6aBnTb 1 3apaiiTe napameTpbl Tun
SAN 1 BHaueHue SAN.

9. Haxxmunte an/IMeHI/ITb, YTOObI COXpaHUTb BHECEHHbIE USMEHEHNS.

YnpaBneHue nogknoyeHnammn 1 npodunamm ceptudukaTta

BrniocnencTsum Bbl MOXETE N3MEHSATD U YAansaTb LOOaBeHHbIe NOAKIIoUeHs 1 npobunn cepTudukara.
YT06bI N3MEHVTb MOAKIOYEHNE VN MPOPUTTL CepPTUPUKATA:

1. BoibepurTe HeobxoaMmoe noaktoUeHre nnm npodunb cepTudukaTa B COOTBETCTBYIOLWLEM pasaene.

2. Haxxmute NiameHuUTb, BHECUTE HEOBXOAMMbIE N3MeHeEHUS 1 HaxxmmnTe OK.

3. HaxkmuTe MprmeHnTb, YTo6bl COXPaHUTL BHECEHHbIE 3MEHEHUS.
Y106b! yRammTe NOAKOHEHNE Uiy MPOGUIbL cCEPTUGKATA:

1. BoibepurTe Heobxoammoe nomkoueHne unv npoduns ceptrdukaTa B COOTBETCTBYIOLLEM pasaene.

2. Haxxmute Ypanutb, a 3atem OK.

Mprmevanne. Ecnmn yoanuTb coegmHeHne ¢ LeHTpoM cepTudurkaumm, Bce npodunm ceptndrkaTos, KOTopble
MCMONb3YIOT 3TO COeANHEHME, Takxe ByayT yaaneHsi.

3. HaxxmuTe MNMpuMeHUTb, YTOObI COXPaHNTL BHECEHHbBIE 3MEHEHWS.

CnpaBka An1s 9Toi BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaLmio. AKTyanbHas nHbopMaLIs O peLleHn BocTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.1.

Komargbl of1s MOBUSIbHBIX YCTPOWCTB
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Kaspersky Security Center nognepxveaeT koMaHObl 47191 YOaNeHHOro ynpaBieHns MOBUbHBIMU YCTPOCTBaMU.
Hanpumep, B cnyyae noTepu unm kpaxxv MOBUIbHOrO YCTPOCTBA Bbl MOXETE OTNPaBUTb KOMaHbl, YTOObI
onpeneniTb MeCTOMOIOXEHNE YCTPONCTBA UMW YAANUTb KOPNOopaTVBHbIE AaHHbIE C YCTPOWCTBA.

Bbl MOXeTE OTNPaBnsTh KOMaHIbl Ha CreLyOLLE TUMbI YNPaBAseMbIX MOBUIbHBIX YCTPOWCTB:
e Android-ycTpolicTBa, ynpaensemble Yepes npunoxerune Kaspersky Endpoint Security ons Android:;
¢ iOS MDM-ycTporiicTsa.

Kaxgplli TMN yCTpONCTB NopaepmBaeT cBoi Habop komaHa, ViHdopmaums o6 oTnpaske komaHa, 13 KoHconm
agMUHUCTPUPOBaHKS NpuBeneHa B cnpaske Kaspersky Security Center®.

Komargbl ons Android-ycTponcTs

KomaHpp! PesynbTar BbINnOMHEHNS KOMaHbI
3BabnokuposaTb Mo6unbHoe ycTpoiicTBO 3aBGNIOKMPOBAHO.
PasbnokuposaTtb Ha ycTpoiicTBax nog, ynpasneHem onepaLyoHHoii cuctemsl Android Bepcun 5.0 — 6.X nocne pasbnokmposkm

MOBUNBHOrO YCTPOCTBa Naposb PasbrnokMpoBKIN akpaHa ByneT 3ameHeH Ha “1234". Ha ycTpoiicTeax nog ynpasneHuem
onepaLmoHHoi cuctembl Android 7.0 1 Bbile nocne pasBnokmpoBKy MOBUIBLHOrO YCTPOCTBA Naposib pa3BrnokMpoBKy
3KpaHa OCTaHETCS NMPEXHVIM.

C6pocuTb YpaneHbl BCe faHHbIE C MOBWIbHOMO YCTPONCTBA, HACTPOKM MOBUIBHOIO YCTPOMCTBa COPOLLEHBI A0 3aBoAcKuX. [locne
HacTpoWikv Ao BbINOIHEHUS 3TOM KOMaHpl YCTPOWCTBO HE CMOXET MOJTyYaThb Y BbINMOMHATD NOCEy oLLE KOMaHAbI.

3aBOACKUX

Yoanntb YnaneHbl faHHble B KOHTEHepaXx, y4eTHas 3an1cb KOPropaTUBHON 31EKTPOHHON MOYTbI, MapameTpbl MOAKIOUEHNS K
KopropaTunBHble kopnopatusHoi cetn Wi-Fi, VPN-ceTu, Touke noctyna (APN), pabounii npoduns Android, KNOX-koHTeliHep, a Takxe
naHHble Koy KNOX License Manager.

CuHXpoHM3MpoBaTh [laHHble ¢ MOBUBHOrO YCTPOICTBA CUHXPOHM3MPOBaHbI ¢ CepBEepPOM aaMUHNCTPUPOBAHUSI.

YCTPOICTBO

Onpepenuts [MonyyeHbl KOOpPANHATEI MECTOMOSOXEHMS MOBUIBHOIO YCTPONCTBA Ha KapTe.

MECTOMONOXEHME

yCTpoKncTBa

Ha ycTpolicTeax ¢ onepaunoHHoli cuctemoii Android 12 1 BeiLLe, ecn Nonb3oBaTento NpefoCTaBneHo
paspetueHue "Vicnonb3oBaTtb NpubnmanTensHoe MectononoxeHre”, Kaspersky Endpoint Security gns Android
cHavarna rnblTaeTcs onpeaennTb TOYHOE MEeCTOMONOXeHNe yCTpolicTaa. Ecnn aTo He ynanocs, onpefnenseTcs
npuGAN3nNTENbEHOE MECTOMOSOXEHVE YCTPOWCTBA, HO TONbKO B TOM CJlyyae, eCiv AaHHbIE O HEM Obln MOSTyYeHbl He
Bonee 30 MuHYT Hasag, B npoTueHom cnyuae komaHaa OnpeaennTb MECTOMONOXKEHNE YCTPONCTBA 3aBEPLUNTCS
C OLUMBKOIA.

CdoTorpaduposatsb Mo6unbHoe ycTpoiicTBo 3abnokmposaHo. DoTorpadus BeinonHeHa GpoHTaIbHON Kamepoli yCTpOCTBa Npu MOoMbITKe
pasbnokmpoBaTh YCTPONCTBO. Ha ycTpoiicTBax € BbiABUXHON bpoHTanbHol kamepoiil doTorpadus GyaeT YepHoii, ecnm
Kamepa 3aKpbiTa.

[Mpwv nonbITke Pa3bIoKNPOBKI YCTPOWCTBA Nosb3oBaTe b aBTOMaTUYECKM cornallaeTcs Ha doTorpabuposaHume.

Ecnu paspelueHiie Ha ncnonb3oBaHne kamepbl Bbi10 0TO3BaHO, Ha MOBUTBHOM YCTPOICTBE OTOBpaXaeTcs
yBEAOMIIEHe, NpeasiaraioLiee NpefocTaBUTb 9TO paspelueHyie. Ecnv paspelueHrie Ha Cnonb3oBaHne kamepel
©ObINIO OTO3BAHO 13 NaHeNN BbICTPbIX HACTPOEK Ha MOBUIBHOM yCTpoiicTBe nop ynpasnexnem Android 12 nnn
Bonee no3nHeli Bepcui, yBeLoOMIIEHNE He oToBpaxaeTcs, HO caenaHHas poTorpacdus ByaeT YepHOIA.

Bocnpoussectn Mo6unbHoe ycTpOoiicCTBO BOCTIPON3BOANUT 3BYKOBOI CUrHas. 3BYKOBOW CHrHan BOCMPOU3BOANTCS 5 MUH (Mpu HA3KOM
3BYKOBOWI CUrHan ypoBHe 3apsna 6atapen — 1 MuH).

KomaHgbl ons iOS MDM-ycTpoiicTs
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YcTaHoBUTL
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YcTaHoBUTb
provisioning-
npodunb

Yoanutb
provisioning-
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Hactpouts
napameTpbl
pPOyMUHra

HacTtpoutb
Bluetooth

PeaynbTaT BbINOAHEHNs1 KOMaHAbI
Mo6unbHoe yCTPONCTBO 3aB10KNPOBaAHO.

C6poLueH napornb Ans pasbnokMpoBKM akpaHa MOBUIBHOrO YCTPOCTBA, NOIb30BaTENO MPEANOXKEHO YCTaHOBUTL HOBBIN
naposb B COOTBETCTBIM C TPEGOBAHUSAMYI MOANTIKA.

YnaneHbl BCe faHHble C MOBWIbHOrO YCTPOCTBA, HACTPOMK MOBUIBHOrO YCTpOICTBa COPOLLEHbI A0 3aBoAckMX. [locne

BbINOSIHEHNS 3TOW KOMaHabI yCTpOIZCTBO HE CMOXEeT nosy4aTb U BbINOIHATH NocnenyoLlmne KomaHabl.

BynyT ynaneHbl Bce ycTaHOBNEHHbIE KOHDUrypaLUVoHHble npodunu, provisioning-npoduny, i0OS MDM-npodunb 1
NPVNOXEHUS!, 415 KOTOPbIX Bblfl ycTaHoBMeH dnaxok YaanaTte BmecTte ¢ iOS MDM-npodunem.

[aHHble ¢ MOBUIBHOrO YCTPOWCTBA CUHXPOHM3VPOBaHbI ¢ CepBEepOM aMUHVCTPUPOBaHNS.

KoHburypaLumnoHHbIi npodub ycTaHOBNEH Ha MOBWIbHOM YCTPONCTBE.

KoHdurypaLumoHHbiii npodusb yoaneH ¢ MoBUIbHOro yCTpoicTBa.

Provisioning-npodwunb ycTaHoBREH Ha MOBWIBHOM YCTPOACTBE.

Provisioning-npodub yaaneH ¢ MoGubHOro ycTpoiicTsa.

I'Ip|/|r|0>KeH|/|e YCTaHOBJ/IEHO Ha MOBWbHOM yCTpOI\/IICTBe.

MprnoxeHre yoaneHo ¢ MoBubHOro yCTpOoCTBa.

BBepneH ko, noralleHns Af1s NAaTHOrO NMPUIOXKEHWS.

Ha mMo6unbHoM ycTpoicTBe 3annaHMpoBaHbl OBHOBMNEHNIS ONEePaLVIOHHON CUCTEMbI B COOTBETCTBIN C yKa3aHHbIMU
HacTpoiikamy OBHOBNEHWIA.

OTa koMaH[a Noaaep>XnBaeTCs TONbKO Ha YCTPOICTBaX B pexuvimMe supervised.

BkntoueHre nnm BoiktoueHve POyMUHra gaHHbIX N poymMnHra ronoCOBOV CBA3N.

BkntoueHune nnu BeikioveHne Bluetooth Ha MobunbHOM ycTpolicTse.

OTa komaHa NoALepPXMBaeTCs TOMbKO Ha YCTPOCTBaX B pexuMe supervised, paboTatoLumx nog, ynpaenermem iOS
1.3 v BbILWE.

PaspeLueHqu 014 BbINONMHEHNSA KOMaH[,

[ns BbinonHeHns komang Kaspersky Endpoint Security ons Android TpebytoTcs cneumarnbHble npasa v
paspeLeHus. Bo Bpems paboTbl MacTepa nepBoHadanbHo HacTpoiikn Kaspersky Endpoint Security ons Android
npeapsiaraeT Nosb30BaTENO NMPEAOCTaBUTb MPUTOXEHNIO HeobXoOVMble MpaBa 1 paspeLleHus. [onb3osaTernb
MOXeT MPOMNYCTUTb 3TU LU U BbIK/IKOUNTL NpaBa B NapameTpax ycTpolicTea nosgHee. B aTom cnyyae
BbIMOSIHEHNE KOMaHL, HEBO3MOXHO.
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Ha yctpoiicteax ¢ onepaumoHHoi cuctemoin Android 10.0 1 BeilLe HEOBXOAMMO NPenoCcTaBUTb pas3peLleHne
"Bcerpa" mns gocTyna K MecTOMOMOXEHNIO YCTpoicTBa. Ha ycTpoicTBax ¢ onepaumnoHHoin cuctemoin Android
11.0 11 BbILLE HEOBXOAMMO Tak>Ke NPefoCTaBUTb paspeLueHne "Tlpu Cronb3oBaHUM NMPUNOXEHNS" Ang 0OCTyna K
kamepe. B npoTtuBHOM criyyae komaHabl AHTU-Bopa paboTtaTh He bynyT. [lonb3osaTtento ByneT BolBeAEHO
yBeAoMIIeHEe 06 3TOM OrpaHNYeH 1 ByOeT NPeAsioXKeHO NOBTOPHO NPEAOCTaBNUTb TpebyemMble paspeLleHns.
Ecnv nonbsoBaTenb Bbibpan BapraHT "Tonbko celiuac” Ans paspeLleHns kKamepsl, CHUTaeTCs, UTO LOCTYMN
NpefoCTaBneH NpunoXxeHneM. PekoMeHOyeTcs CBA3aTbCS C MOMb30BaTeNeM HanpsMyto Npw MOBTOPHOM
3anpoce pa3speLleHns os kamepsl.

CnpaBka o5isl 3Toi Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGopMaLs O peLleHn JOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 4.1

YnpasneHne npunoXeHnem ¢ NOMOLLbO CTOPOHHUX EMM-cuctem (Tonbko
Android)

Mpunoxerune Kaspersky Endpoint Security ans Android MoxHO ncnons3oBaTh 6€3 cMcTeM aAMUHNCTPUPOBAHS
"INabopaTtopum Kacnepckoro'. [1ns passepTbiBaHUS 1 ynpasneHus npunoxeHnem Kaspersky Endpoint Security ons
Android moxHo ncnonbaosate EMM-peLueHuns (Enterprise Mobility Management) cTopoHHMx nocTasLumkos. s
paboTbl NpUNoxeHns co cTopoHHMN EMM-peluennamvm "Nlabopatopus Kacnepckoro” yuacTtsyeT B AppConfig
Community .

YnpasneHve npunoxeHnem Kaspersky Endpoint Security ons Android yepes ctopoHHe EMM-petluenns
LOCTYMHO TOJIbKO Ha YCTPOMCTBax nog ynpasneHnem Android.

CtopoHHe EMM-peLueHns MoXHO 1MCrnonb3oBaTh TONbKO A5 pasBepTbiBaHUS npunoxerns Kaspersky Endpoint
Security ons Android. MogkntounTe ycTpolicTtso k Kaspersky Security Center n ynpasnsiiTe npunoxeHvem ¢
nomoLubio KoHconu ynpasnerus. B aTom cnyyae ynpasnenne npunoxeHrnem Kaspersky Endpoint Security ons
Android ¢ nomotubto EMM-koHconm 6yneTt HepocTymnHO.

Ecnun Bbl passepHynu npunoxerne Kaspersky Endpoint Security gns Android ¢ nomolubto ctopoHHern EMM-
CUCTEMBI, YNPaBnsaTb NpunoxeHnem ¢ nomolubto Kaspersky Endpoint Security Cloud 6yaeT HeBo3MOoXHO. Bbl
MoXxeTe ynpaensTb npunoxerHnem Kaspersky Endpoint Security ons Android ¢ nomouubio EMM-koHconn.

Crepnytowme EMM-pelueHns nogaepxmsatoT ncrnonb3osaHue npunoxeHns Kaspersky Endpoint Security ans
Android:

e \/Mware AirWatch

Mobilelron

IBM Maas360

Microsoft Intune

SOTI MobiControl

B EMM-KoHconu Bbl MOXeTe BbINONHATL CNeaytoLme AeNCTBUS:
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e PasBopaunBaTh NpuioxeHre B pabounin npodbuab Android Ha yCTpocTBax nosib3oBaTeneil.

* AKTVBMPOBAaTbH MPUITOXEHME.
* HacTpavBaTb NapameTpbl MPUIOXKEHUS:
® BK/IIOYATb 3aLLUTY OT MOCELLEHS BPEOOHOCHbIX Y GULLMHIOBbLIX BE6-CaliTOB B UHTEPHETE;
® HacTpavBaTb MapameTpbl NoaKtoYeHns ycTpoiicTaa k Kaspersky Security Center;
® HacTpavBaTb MapameTpbl AHTVBMPYCA;
® HacTpavBaTb pacrnucaHune 3amnycka aHTUBMPYCHOW MPOBEPKM YCTPONCTBA;

® BKJ/ltOYaTb o6Hapy>KeH|/|e peknamMHbIX I'IpI/IJ'IO)KeHI/II‘/‘I n I'IpI/IJ'IO)KeHI/II‘/JI, KOTOpbIE MOTYT BbITb NCMONb30BaHbI
310y MbILUNEHHKaMM 09 HaHeCeHWd Bpena yCTpOI\/JICTBy nnn oaHHbIM Monb30BaTeNy,;

® HacTpauBaTb pacnmcaHme obHoBneHns 6a3s NPUNNOXEHUA.

CnpaBka Ons 3Tol BEpCum peLLeHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaAPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPOpPMaLIMS O peLleHnn [OCcTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

Hauano paboTsbl

[Ins pasBepTbIBaHNS MPUNOXEHUS HA MOBWIBHBIX YCTPOCTBaX Nonb3oBaTeneil Heobxoanmo fobasnTb Kaspersky
Endpoint Security ons Android B marasuH npunoxenuii EMM. Bel moxeTe nobasutb Kaspersky Endpoint Security
ans Android B marasuH npunoxenuii EMM ¢ nomolubto cebiikn Google Play 2. MogpobHee o paboTe ¢
npwunoxernsmn 8 EMM-KoHconun cm. Ha cavite Criyxx6bl TeXHNYECKOV MoAAEPXXKY MocTaBLumka ycayr EMM.

Mpwunoxerne Kaspersky Endpoint Security ang Android passopaursaeTcs B paboyem npodune Android.
MprnoxeHre N3onMpoBaHO OT NEPCOHarbHbIX AaHHBIX MOMb30BaTENS Y 3aLLMLLAET TObKO KOPropaTyBHbIE AaHHbIe
B pabouem npodune. PekomeHgyeTtcs obecneuntsb 3awmty Kaspersky Endpoint Security gns Android oT ynaneHus
cpencteamy EMM-KoHconu.

CnpaBka 4isl 9To Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility,
Management 4.1

Kak YCTaQHOBUTDb NPUIOXEHNE

B 3aBucrmocTn ot EMM-KoHconum BbibeprTe crnocob yCTaHOBKM MPUNOXEHWS Ha YCTPONCTBA: TUXas YCTaHOBKa,
OTMpaBKa COOBLLEHNS SNEKTPOHHOW NOYTbI C CChINKON Ha npunoxeHne B Google Play unu opyroin focTynHbIin
crnocob.

[ns paboTbl NpUnoxeHns TPebyOTCS CNeayioLLe PaspeLLEHIS:

e Paspeluenne TlamsaTts' ong noctyna k dalinam npu pabote AHTUBMpYca (Tonbko ans Android 6.0 v Bbiwe).
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e PaspeleHne "TenedoH" oia noeHTUGnKaumm yCTpoicTaa, HanprmMep, NP akTUBaLMv MPUIIOXEHUS.

e 3anpoc Ha nobasneHue Kaspersky Endpoint Security ons Android B ciMcok npunoXeHunia, 3anyckaemblx npu
3arpyske ornepaunoHHO cUcTeMbl (Ha HEKOTOPbIX YCTPOMCTBax, Hanpumep, Huawei, Meizu, Xiaomi). Ecnn 3anpoc
Ha pobaBneHve He oTobpaxaeTcs, nobasbTe Kaspersky Endpoint Security ans Android B cnvcok npunoxeHunli
aBTO3arnycka BpyUHyto. 3anpoc MOXET He oTobparkaeTcs, ecnn B paboyemM npodure He yCTaHOBNEHO
npunoxeHne besonacHocTb.

Tpebyemble paspelueHns MoXHO NpefocTasnTb B EMM-koHconu nepep passepTbiBaHneM npunoxeHns Kaspersky
Endpoint Security ons Android. Bonee nonpo6bHyto nHdopmaumio o npefocTasneHnn paspetueHnii B EMM-koHconm
cM. Ha cavite Criy>6bl TEXHUHYECKOU NoaAaep kY nocTasLmka ycayr EMM. PaspelueHns MoXHO Takxe
npefocTaBnTb MPW BbINONMHEHWUM NepBoHaYansHoi HacTpoliku Kaspersky Endpoint Security ans Android Ha
YCTPOCTBE C MOMOLLIbIO MacTepa.

Mpunoxerne Kaspersky Endpoint Security ana Android 6yneT ycTaHoBneHo B padounii npoduas Android.

[ns paboTbl Be6-®OunbTpa B napameTtpax Google Chrome pnononHuTenbHo TpebyeTcs HaCTPOUTb MPOKCU-CEPBEP:
* Pexum HacTpolika MpoKCU-cepBepa: BPYUHY!O.
* Apnpec n nopt npokcu-cepsepa: 127.0.01:3128.
¢ [lopnepxka npotokona SPDY: BblktoueHo.

o (CxaTne JaHHbIX Yepes MPOKCK-CepBEP: BbIK/TIOYEHO.

CnpaBka ons aTol Bepcum peLleHnst 6onbliue He 0BHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaLmio. AkTyanbHas MHOpPMaLKs O peLleHn JocTyrnHa B crnpaske Kaspersky Secure Mobility
Management 4.12.

Kak akTnBmpoBaTb NpunoxeHne

NHdopmaums o 11LieH3ur nepenaeTcs Ha MOBWIbHOE YCTPOMCTBO BMECTE C OCTaslbHbIMU NapameTpamu B darine

Ecnu akTrBaums nprnoxeHus He npousoLuna B TedeHne 30 gHel C MOMEHTa YCTaHOBKM Ha MOBUIbHOE YCTPONCTBO,
TO CPOK OelCTBUS MPOBHON NnLIeH3un cTekaeT. 1o ncTeyeHnn cpoka AelicTBUS MPOBHOM NNLLEH3U MOBUIIbHOE
npunoxerne Kaspersky Endpoint Security ang Android mpekpaliaeT BbINOMHATL BCE CBOV PYHKLAM.

Mo ncTeyeHUn cpoka OelicTBMS KOMMEPUYECKO MNLEH3UN MOBUIIbBHOE MPUTOXEHVE NMPOoLoxKaeT paboTy, HO C
orpaHnyYeHHol GyHKLMOHaNbHOCTLIO (HanprMep, HefoCTynHO obHoBNeHVe 6a3 Kaspersky Endpoint Security ons
Android). YTo6bl NPOAOMKNTE NCMONb30BaHME MPUNOXEHNS B PEXME NMOHON GYHKLMOHANBHOCTH, BAM HY>KHO
NPOASINTE CPOK AEACTBIS KOMMEPUECKOMN NINLEH3UMN.

Yrobb! akTuBMpOBaTH NpunoxeHne Kaspersky Endpoint Security Ans Android, BeinonHUTe cresyroLme AevicTBus:
1. B EMM-KoHconun oTkpoliTe HacTpoiiku npunoxenus Kaspersky Endpoint Security ons Android.

2.B none napameTtpa LicenseActivationCode BBeauTe KOA aKTVBALIMM NPUIOXKEHNS.

[ns akTBaLMM MPUIOXEHNS Ha YCTpolicTBe TpebyeTcs AOCTYN kK cepBepaM akTusaumm "JlabopaTtopum
Kacnepckoro”.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

Kak nogkntounTtb ycTpoiicTBo k Kaspersky Security Center

Mocne ycTaHosku npunoxeHns Kaspersky Endpoint Security nns Android Ha MOBUIbHOE YCTPONCTBO Bbl MOXETE
noakounTb yeTpoincTso k Kaspersky Security Center. [laHHble ons nogkntoyeHns yctporictsa k Kaspersky
Security Center nepenatoTcs Ha MOBUIIbHOE YCTPONCTBO BMECTE C OCTasbHbIMU MapamMeTpamu, NepedncrieHHbIMm
LIeHTpanM3oBaHO HacTpanBaTb NapamMeTPbl MPUTOXEHMS C MOMOLLbIO TPYMMOBbLIX MOUTKK. Takke Bbl MOXeTe
nosly4YaTb OTUYETbl U CTAaTUCTUKY O paboTe npunoxeHns Kaspersky Endpoint Security gna Android.

Mepen nookntoueHnem yctpoiicTs k Kaspersky Security Center y6enmTtecs, UTo BbINMOMHEHbI CrefyoLLe YCnoBus:

* Ha pabouem MecTe agMVHUCTpaTOpa YCTaHoBeH niarvH ynpasnenus Kaspersky Endpoint Security ong
Android.

* B cBolicTBax CepBepa adMUHUCTPUPOBaHNS OTKRLIT NORT A1 NOAKIOYEHNS MOBULHbIX YCTRONCTB.

e B KoHconu aAMVNHNCTPNPOBaHNA BKITIOYEHO oTobpaxeHue nanky YnpaeneHne MmobuabHbIMu YHDOVICTBBMM.

e B xpaHunue ceptudukaTo Kaspersky Security Center cosgaH MobusibHbIV cepTuduUkaT Ana naeHTUdbrKaumm
nonb3oBaTens MoBUIbHOro YCTRONCTBA.

MNepen nopkntoveHnem yctpoincTs k Kaspersky Security Center pekoMerayeTCs BbiNMOMHUTb CleaytoLLme AeNCTBIS:

e Ecnv Bbl xO0TUTe co3paBaTb 3agaqym v NOAUTUKN A1 MOBUIbHBIX YCTPOMCTB, CO3aaliTe OTAENbHYIO FRYNMY.
AAMUHVCTRUROBAHNS 4151 MOBWbHBIX YCTPONCTB.

* Ecnu Bbl XOTWTe aBTOMaTUYECKN NepemMelLaTb MOBUbHbIE YCTPONCTBA B OTAENbHYIO rpynny
aAMVHVCTPUPOBaHUS, CO3AaliTe MPaBMIO aBTOMaTUYECKOrO NepeMeLLeHNs YCTROWMCTB 13 Nanku
HepacnpepneneHHble ycTpoiicTBa.

* Ecnu Bbl XOTWTE LEHTPanM3oBaHHO HacTpanBaTh napameTpbl npunoxeHns Kaspersky Endpoint Security ang
Android, cospaliTe rpynnoByo NOANTYKY.

Y1061 nogkmounTs yeTporicTBo k Kaspersky Security Center, BbimoHUTE CReAyroLme AeiCTBUS:
1. B EMM-KoHconu oTkpoiiTe HacTpoiiki npunoxerns Kaspersky Endpoint Security ons Android.

2. B none napametpa KscServer seegnte DNS-ums nnn IP-agpec cepsepa agMnHUCTpupoBaHus Kaspersky
Security Center. [NopT no ymonuaxuto 13292.

3. Ecnu Bbl xoTWTe, 4TOOBI MOMb30BaTesb He OTBeKancs Ha yBegomnerus Kaspersky Endpoint Security ons
Android, BbikntounTe yBegomaeHns npunoxenns. [1ns storo yctaHosute napamveTp DisableNotification =
True.

[NTocne noagknoueHns npunnoXXeHne rnoka3biBaeT BCe YBE4OMITEeHUSA. Bbl MOXeTe BbIKNOUYNTb HEKOTOpblE
YBeOoMIIEHNA NPUIOXKEeHWA B NapamMeTpax NoanTunKn.
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He Bbikntoyalite yBegomneHus o paboTe NpunoxeHns, ecnn Bbl He ncnonbayeTte Kaspersky Security Center.
Hanpumep, nonb3oBaTenib MOXET He NMONy4YnTb YBeAOMIEHME 06 NCTeYeHUM CpoKa AeliCTBIS NLEeH3nN. B
pesynbTaTe NPUIOXEHVE NPEKPaTUT BbINOMHATL BCE CBOW PYHKLIN.

MNocne HacTpoOKM NapaMeTpoB NoaktoyeHns npunoxerne Kaspersky Endpoint Security ons Android oto6pasut
YBELOMIIEHVE C 3aNMPOCOM CeayoLNX LOMOMHUTENbHBIX Pa3peLLenIii 1 Npas:

e Paspewenne "Kamepa" ong pabotel AHTU-Bopa (komaHaa CoTorpadumpoBath).

e PaspelueHne "MecTononoxeHne" ans pabotel AHTU-Bopa (komaHza OnpeaenvTb MeCTOMONOXEHVE
YCTpOIiCcTBA).

* [lpaBa agMVHMCTpPaTOpa ycTpolicTaa (Bnafenbua paboyero npoduns Android) ans paboTbl cnegytoLmx
YHKUMIA MPUNOXKEHNS:

® ycTaHoBKa cepTndrKaToB 6€30MacHOCTY;
® HacTporlika Wi-Fi;
* HacTpolika Exchange ActiveSync;

® OorpaHuyeHe ncrnosnb3osaHns kamepsl, Bluetooth, Wi-Fi.

N3-3a ocobeHHocTel paboThl pabouero npodunsg Android (oTcyTcTBrE cnyx6bl CheumanbHbx
BO3MOXHOCTE) B MPUNOXeEHNN HepocTymnHbl KoHTponb npunoxxeHnin n AHTr-Bop.

Korna nonb3oBaTtenb NpefoCcTaBUT HEOOXOAVMbIE Pa3peLLEHNS 1 NPaBa, yCTPONCTBO OyAeT NOAKIOUEHO K
Kaspersky Security Center. Ecnn He cosaaHo npaBun aBTOMaTU4eCKOro nepemMeLL,eHs yCTPONCTB B rpynny
aOMUHUCTPUPOBaHKS, YCTPONCTBO ByneT aBToMaTu4ecku gobasneHo B nanky HepacnpepeneHHble ycTpoiicTea.
Ecnn cospaHo npasmnno aBToMaT4eckoro nepeHoca yCTPOWCTB B Fpynny agMUHUCTPUPOBaHNS, TO YCTPONCTBO
OyneT aBTOMaTMYecky LO6aBNEHO B 3aAaHHYO rpynny.

Kaspersky Endpoint Security nossonseT ncnonb3osaTb cregytomin dopmaTt Ha3BaHWA YCTPOCTB:
* Mogenb ycTpoiicTBa [OnekTpoHHas nouta, naeHTudrkaTop yctpolicTtaal;
* Mogenb ycTpoiicTBa [OnekTpoHHas noyta (ecnv ecTb) U NAeHTUPUKaTOp YCTPONCTBA].

NoeHTudurkaTop ycTpolicTBa — YHUKanbHbIN aeHTudrKaTop, koTopbii Kaspersky Endpoint Security ons Android
dopmmpyeT 13 AaHHbIX, TOTyYEeHHbIX OT YCTPOCTBA. [115 MOBUIbHBIX YyCTPOICTB nog, ynpasneHnem Android 10 n
Bbiwe Kaspersky Endpoint Security ans Android ncnonesyet SSAID (noeHTndwrkatop Android) nnm xelu-cymmy
OPYrX AaHHbIX, MOMTyYeHHbIX OT ycTpoicTsa. [ns npenblaywmx sepcuii Android npunoxenue ncnonesyeT IMEL
MOo>KHO HacTRoWTb hopMaT Ha3BaHNUA YCTROMCTBA B FRYNNOBOW NOANTHUKE.

B SOTI MobiControl Bl MoxeTe ncnonb3osaTb Makpoc %DEVICENAME% B none KscDeviceName. 3ToT makpoc
Mo3BONSEeT aBTOMaTUYeCKM nosyyaTb UMs ycTpolicTea ns koHconm SOTI MobiControl B Kaspersky Security Center.

MoxkHO Takxe J06aBUTb TEer K Ha3BaHMIO YCTPOMCTBA. DTO YNPOLLLaeT NMOUCK 1 COPTUPOBKY YCTpoincTs B Kaspersky
Security Center. VicnonbaoBaHue Tera 4ocTynHo Tonbko ansg VMware AirWatch.

Y106b1 L068BUTE TEr K HA3BAHUIO YCTPOVICTBA:

1. B EMM-KoHconu oTkpoiiTe HacTpoiiki npunoxerns Kaspersky Endpoint Security ans Android.
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2.B none KscDeviceNameTag BbibepuTe 3HaUEHWS:
e {DeviceSerialNumber} — cepuiiHblii HOMep yCTPOCTBA.
e {DeviceUid} — yHuKanbHblli ugpeHTUdMKaTop yctpoiicTaa (UDID).

e {DeviceAssetNumber} — uHBEeHTapHbIli HOMEpP YCTPONCTBA. OTO BHYTPEHHWIA HOMEpP, CO30aBaeMbli B
opraHusaumm.

PekomeHayeTcs MCnonb3oBaTh TOMbKO 3T 3HadeHus. VMware AirWatch Takxxe nopgnepxvsaeT opyrue
3HaueHus, Ho Kaspersky Endpoint Security He rapaHTUpyeT KOPPEKTHOCTb UCMONb30BaHNS ATUX 3HAUEHUIA.

Mo>xkHO fo6aBUTb HECKOMBKO 3HaueHwin (Hanpumep, {DeviceSerialNumber} {DeviceUid}). Ter 6yneT nobasneH
K HasBaHuto ycTpoiicTea B Kaspersky Security Center. Ter 1 HasBaHWe ycTpoiicTBa pasferneHbl npobenom.
Hanpumep, ecnun Ha3BaHve ycTpoincTBa — Google Pixel 2 al@c6b75f7b31de9 22:7D:78:9E:C5:1E, 1O €ro
UDID-Ter 6ymeT 22:7D:78:9E:C5: 1E. [1pn coBMecTHOM ncnonb3oBaHum Kaspersky Security Center n
VMwareAirWatch, Ter nossonseT ngeHtTubunLMpoBaTh yCTpocTBa B 06enx KOHConsx. YTobel conocTaBnTh
YCTPOWCTBA, BbIOepuUTE OAMHAKOBbIE 3HaUYEHVS Ha3BaHUS YCTPOICTBa (HanpryMep, CEPUHbI HOMepP YCTPOCTBA).

Mocne noaknioveHns yctpolicTea k Kaspersky Security Center napameTpbl NpunoxeHus 6yayT U3MeHeHb! B
COOTBETCTBUM C rpynnoBoi nonuTukoii. Mpunoxerne Kaspersky Endpoint Security ang Android nrHopupyet
napameTpbl NPUNOXeHNs 13 Palina KoHbUrypaLumm, HacTpoeHHble B EMM-koHconu. [ns HacTpolkn LOCTYMHbI BCe
pasgenbl NOAUTUKM 38 UCKITIOUYEHVEM CleayOLLIX Pa3aeroB:

* AHTU-Bop (bnokunposka ycTpoincTaa);
* YnpasneHue yctpoiictBom (BnokumpoBka akpaHa);

¢ KoHTponb npunoxeHnii (brnoknposka 3anpeLLeHHbIX MPUNOXEHNI);

Pa6ouwnii npoduns Android;

* YnpaeneHune Samsung KNOX.

Cnocob pa3BepTbiBaHWs paboyero Npoduns He NO3BONSET NPUMEHNTL NapaMeTpbl rPyrnnoBOL NOAUTUKA 13
pasnena Pabouuii npodunb Android. ST napameTpbl MOXHO NPUMEHUTb, TONbKO eCn paboumnii npodurnb
cospaH ¢ nomolubio Kaspersky Security Center.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

dainn AppConfig

KoHdurypaLmnoHHbii daiin cospaeTcs Ang HacTpoliku npunoxeruns B EMM-koHconu. MapameTpbl npunoxeHns B
KoHbUrypaLumoHHom daiine npuBeneHsl B crepytoLeli Tabnuue.

[MapameTpbl kKoHUrypaLumoHHoro dalina

Kniou koHurypaumm OnucaHnne Tun 3HaueHune 3HauyeHue no
ymonuaHuio
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LicenseActivationCode

EulaAcceptanceConfirmationVvil

EulaAcceptanceCodeVl

EulaAcceptanceCodesV2

Kop akTmBaumn
NPUNOXeHNs

<Ccblinka Ha
JInLeH3noHHoe
cornaweHue>

Kopn JTnueHsmnoHHoro
cornatlieHus

Kopb! JTNUeH3MOHHbIX
cornalleHui

String

Choice

String

String
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Kop akTvBauum npunoxeHns na 20
naTuHCKnx 6ykB v Ldp. YTobbl
aKTUBUPOBATb MPUSIOXKEHVE C NMOMOLLbIO
Kofa akTusauuy, TpebyeTcs [OCTyn B
VHTEPHET NS NOAKMIOYEHNs K cepBepam
akTuBaumn "Nlabopatopum Kacnepckoro”.

Ecnn ocTaBuTh none nycTbiM, MpUIoXeHve
ByneT akTVBUPOBaHO Mo NPO6GHO
nueHsun. MNpobHas NMLEH3Vs UMeeT CPOK
30 pHeii. [No nctevyeHnn cpoka gencTaus
NPOBHOW NMLEH3MN MOBUbHOE
npunoxerune Kaspersky Endpoint Security
ansg Android npekpalliaeT BbiNONHATb BCe
cBou byHKLMW. YTOBEI NPOAOIXNTbL
MCMob30BaHVIE MPUNOXEHIS, BaM HY>XKHO
NpUoBPECTN KOMMEPUYECKYIO NINLIEH3NIO.

OTOT NapameTp AOCTYMNEH TOMbKO
onga VMware AirWatch.

Accepted — 9 noaTBepxaato, UTo
MOMHOCTbBIO MpounTan(a), MoHUMato 1
MPVHUMaO MNOSTOXEHWS 1 YCNOBUS
HacTogLwero JINLEH3NOHHOro cornalleHns

Declined - 9 He MpUHUMAaIO YCNOBUS 1
nonoXxeHus HacTosiLero JIMLEeH3NOHHOro
cornatuenus.

YTOBbI MPUHSITH YCNOBWS 11 MONOXEHNS
JInueHsnoHHoro cornatleHmns ons Bcex
MOBUBHbIX YCTPONCTB, HEOBXOAMM LOCTYN
B UHTEPHET A1 NOAK/IOUEHNS K cepBepam
“NabopaTopun Kacnepckoro'.

Ecnw Bbl BbIGepeTe BapuaHT Declined,
NPUNOXeHNe NPeasIoXNT NoNb3oBaTesto
MPUHATD YCNOBUS 11 MONTOXKEHNS
JInueHsnoHHoro cornatueHus.
MNonb3oBaTenu MoOBUbHbIX YCTPONCTB
MOTYT MPVHSTb 3TW YCNOBKS B MacTepe
nepBoHaYanbHON HaCTPOVIKN.

OTr napameTpbl AOCTYTHbI TONLKO
onga VMware AirWatch.

Vcnonbayiite EulaAcceptanceCodeVl,
YTOBBI IPUHSATH OAHO JINLEH3NOHHOE
cornatueHve. Vicnonbayinte
EulaAcceptanceCodesV2, ytobbl
O[HOBPEMEHHO MPVHSATb HECKOJBKO
JIMLEH3NOHHBIX cornallenuit. MNMone
EulaAcceptanceCodesV2 fonxHo
cofepxatb cnmcok kopos EULA,
pasfneneHHbIX TOYKOV C 3anaTol:
<EULAid1>;<EULAid2>;
<EULAid3>;...".

Kopa JlnueHsnoHHoro cornatueHns
conepxumTcs B JIMLEH3MOHHOM
cornaweHum.

Yro6b! npocmoTpeTs koa JINLeH3oHHOro
COr/1alLeHVIs], BbIMNO/IHUTE CAEAyoLme
aevictaus:

1. CkonupyiiTe ccbinky Ha JIueHaroHHoe
cornatiueHve
(EulaAcceptanceConfirmationVvil)
13 EMM-koHconu.

2 BcTaBbTe cebinky B 6paysep.



OTKpoeTCﬂ JlnueHsnoHHoe
cornawlieHve.

3. O3HaKOMbTECH C YCIOBUSMY U
MonoxeHUsIMmM JIMLEH3NOHHOTO
cornalleHus 1 onpeaenvTe Koa,
JInueHsroHHoro cornatleHms.

YTOBBI IPUHSATH YCNOBUS N MOSIOXEHWIS
JIMLEH3MOHHbIX cornaLLennii Ans Bcex
MOBUbHBIX YCTPONCTB, HEOBXOAVM
LOCTYN B IHTEPHET A/1S MOAKIIIOUEHMS
K cepBepam "JlabopaTtopum
Kacnepckoro”.

Ecnu Bbl He 3anonHUTe 3T Nong,
NPUNOXEHNE NMPEJIOKUT NoSb30BaTENO
MPVHSTb YCMOBYS U MOMOXEHNS
JnueHavoHHbIX cornaweHuii. MNonb3osaTtenb
MOBUIBHOrO YCTPOCTBA MOXET NMPUHATb
3TN YCNOBYS B MacTepe NepBoHaYanbHoM
HaCTPOWKMN.

Ecnu Bbl ykaxxeTe 3HaueHUst B 060X MOSIX,
BynyT NPVIHATbI YCNOBWS BCEX YKa3aHHbIX B
HUX JIMLEH3VIOHHbIX COrMaLLeHuiA.

KscServer Appec v nopt String DNS-nms nnm IP-appec Cepsepa <appec
Cepsepa agmuHUCTpupoBaHus Kaspersky Security cepBepa>:13292
aAMVHCTPUPOBaHMS Center n Homep nopta. BeeanTe agpec
Kaspersky Security cnenytoLyiM obpasoM: <aapec
Center cepBepa>:<nopT>. Ecnv Bbl BBENM agpec

cepBepa 6e3 ykasaHus nopTa, MPUIoXeHvie
1Cronb3yeT NOPT Mo ymonyaHuio 13292.

DisableNotification BbikntounTts Boolean = True — Kaspersky Endpoint Security ans False
yBEAOMINEHNS! Android ckpblBaeT Bce yBEAOMNEHNS O
NPYNOXeHUs [0 paboTe npunoxeHus. Mpunoxexne
NMOAKIOUEHNS K Kaspersky Endpoint Security ons Android
Kaspersky Security CKpblBaeT yBEAOMIIEHUS AO MOAKIIOYEHUS
Center ycTpoiictsa k Kaspersky Security Center.

[Mocne nopkntoueHns npunoxeHve
nokasblBaeT BCe yBeAOMNEHUS. Bbl moxeTe
BbIKJTIOYNTb HEKOTOPbLIE YBEAOMIEHUA
NpunoXxeHnsa B napameTpax NnoanTUKu.

He BbikntovaiiTe yBeoMIeHUs O
paboTe NPUNOXEHNS, ECIN Bbl HE
ncnonb3yete Kaspersky Security
Center. lHaye nonb3oBaTesnb MOXeT
He Moy4nTb yBEAOMIIEHNE 06
NCTEeYeHV Cpoka AeNCTBIS
nmueHaun. B atom cnyyae
NMPUNOXeHVEe NepecTaHeT
dYHKLIIOHVPOBATb.

False — Kaspersky Endpoint Security nns
Android noka3sblBaeT Bce yBeAOMIEHUS O
paboTe NPUNOXKEHNS.

ScanScheduleType Pexwm 3anycka Choice AfterUpdate — 3anyck aHTUBMPYCHOIA AfterUpdate
npoBepKM npoBepku nocne obHoBeHUs 6as.
MpunoxeHne o6HOBNSIET aHTUBMPYCHbIE
6a3bl N0 CPOPMMPOBAHHOMY PacnCaHMio
(UpdateScheduleType).

Daily — 3amyck aHTUBMPYCHO NPOBEPKK
pas B AeHb. HacTpoiite Bpems 3anycka
nposepku (ScanScheduleTime).

Weekly — 3anyck aHTUBMPYCHOM NPOBEPKM
pa3 B Hefento. Beibepurite aeHb Henenm
3anycka aHTVBVPYCHOI MPOBEPKU
(ScanScheduleDay) n HacTpoliTe Bpems
(ScanScheduleTime).
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ScanScheduleDay

ScanScheduleTime

ScanSchedulelock

ScanOnlyExecutableFiles

ScanArchives

ScanActionOnThreatFound

[eHb 3anycka
npoBepKM

Bpewms sanycka
npoBepKu

3anpeTuTb
HacTpavBaTb PeXIM
3anycka NnpoBepKu

Tvinel paiinos ans
npoBEpPKM
(AHTUBMpPYCHas
nposepka)

MpoBepsiTb apxviBbI C
pacnakoBKo

[HeticTsure npu
oBHapy>XeHn
yrposbl
(AHTMBUMpPYCHas
nposepka)

Choice

String

Boolean

Choice

Boolean

Choice

267

Off — aBTOMaTUYeCKUiA 3aryck
aHTVBMPYCHO MPOBEPKM BbIK/TIOUEH.

Mpw nto6om 3HayeHn NnapameTpa
nonb3oBaTeslb yCTPONCTBA MOXET
3anyCTuTb aHTUBUPYCHYIO MPOBEPKY

BPYYHY!IO.
Monday / Tuesday / Wednesday / Monday
Thursday / Friday / Saturday /

Sunday

Bbl MoxeTe BbibpaTh TOMbKO OfAHO
3HayeHe napameTpa.

Bpewms B 24-uacoBom popmaTe (Hanpumep, 8:00
13:00) nnwn 12-uacoBom (Hanpumep, 10.30

pm).

True — napameTpbl pexunma sarnycka True

aHTVBVPYCHOII MPOBEPKN HEAOCTYMHbI 4151
nonb3oBaTesNs B HaCTPOKax MPUNOXEHUS.

False — nonb3oBaTesib MOXET HAaCTPOUTbL
PeX1M 3arnycka aHTVBUPYCHO MPOBEPKM U,
HanpumMep, BbIK/IOYMTb aBTOMaTUYECKUIA
3anycK aHTVBVPYCHO MPOBEPKU.

AllFiles - nposepka Bcex dpaiinos. AllFiles

OnlyExecutables — npoBepka TOMbKO
ncnonHsiembix daiinos. K ncnonHsembsim
dalinam oTHocaTCS aiinbl C pacLUpeHem
.apk (.zip), .dex, .so.

B Kaspersky Endpoint Security ans Android
Service Pack 4 Maintenance Release 1
HEBO3MOXHO BKJIOUNTb MPOBEPKY TOSbKO
ncnonHsiemMbix ¢anos.

True - npunoXxeHne pacnakoBbiBaeT True
apXuBbl 1 NPOBEPAET NX COAEPXMNMOE.

False — MpunoxeHne NpoBepsieT TOMbKO
dalinbl apxvBoB.

MpunoxeHne NpoBepseT TONbKO apXyiBbl C
paclmpenrem .zip (.apk).

B Kaspersky Endpoint Security ons Android
Service Pack 4 Maintenance Release 1
HEBO3MOXHO BbIK/TIOUNTH MPOBEPKY
COAEPXXVMOro apX1BOB.

Quarantine — npunoxexue nomeLlaeT KapaHTuH
OBHapy>XeHHbIe OObEKThLI Ha KapaHTVIH.

KapaHTuH xpaHuT daiinbl B ynakoBaHHOM

BUE, B KOTOPOM OHW HE MOTYT HaHeCTun

Bpen ycTpoicTsy. KapaHTuH

npenocTaBnseT BO3MOXHOCTb yAanuTb Un

BOCCTaHOBUTbL dalinbl, TOMeLL,EHHbIEe B

N30MPOBaHHOE XPaHUNKILLE.

Delete — npunoxeHve ynanset
OBHapy>KeHHble 0BbEKTbI.

Skip — npunoxeHve octaBnseT
OBHapy>XeHHble 06beKTb 6e3 N3MEHEHWIA.
Ecnun o6HapyskeHHble 06BbeKTbI Bbinm
nponyueHsl, Kaspersky Endpoint Security
ons Android npenynpexpaet
nonb3oBaTens o Npobnemax B 3aluyTe
ycTpoiicTaa. [pn nonbiTke obpalLeHns K
06beKTY Ha yCTpolicTBe (Hanpumep,
NomMbITKE CKOMMPOBAaTbL N OTKPbITb)
npYnoxeHne 6roKMpyeT JOCTYMN K HEMY.

AskUser — npunoxeHve npegnaraet
nonb3oBaTento BbIbpaTh AeicTBMe ANg
KaX[1oro 0BHapy>KeHHOro obbekTa:
NPOMNYCTUTb, MOMECTUTb Ha KapaHTUH 1n
yoanuTb. [py 0BHapyXeHNM HECKOMBbKINX
0BBEKTOB MOb30BaTENb MOXET
NPUMEHNTb BbIGpaHHOE AEeNCTBIME KO BCEM
o6bekTaMm.



ScanlLock

ScanAndProtectionAdwareRiskware

ProtectionMode

UseKsnMode

ProtectScanOnlyExecutableFiles

3anpeTuTb Boolean
HacTpavBaTb
napameTpbi

npoBepKm

Brokuposatsb Boolean
peknamHoe MO,
cpencTBa
aBTO[03BOHA U
MPUIOXEHUS,
KOTOpble MOTyT
1CMoNb30BaTbCH
3710y MbILLEHHVIKaMU
LN HaHeceHNs
Bpena yCTpomncTBy n
LlaHHbIM
nonb3oBaTens

PexuimM nocTogaHHo Choice

3aLLMThI

Pexwum Kaspersky Choice

Security Network

Tunbl daiinos ons Boolean
npoBepKM
(MocTosHHas

3awmTa)
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MprnoxeHre 3anvcbiBaeT nHPopmaLmio 06
OBHaPY>KEHHbIX YrpO3aXx U BbINMOMHEHHBIX
LeNCTBUSIX B OTHETbI MPUNOXEHVIS.

True - cnenytoLyie napameTpbl MPOBEPKU
HEeLOCTYMHb! 415 NoMb30oBaTens B
HacTpOKax NPUNoxeHus: T1n dannos ang
NpOBEpPKM, NpoBepKa apx1BOB, AeiCTBE
npvt 06HapY>KEeHNN Yrposbl.

False — nonb3oBaTenb MOXeT HaCTPOUTb
napameTpbl MPOBEPKU 1, HaMpPUMEP,
BbIbpaTh AeiicTere Skip npu
OBHaPY>KEeHMMN Yrposbl.

True — npunoxeHne obHapyxviBaeT
peknamMHble MPUIOXKEHIIS 11 MPUNOXEHMS,
KOTOpPbIE MOTYT BbITb MCMOML30BaHbI
3/10YMbILLNEHHVKaMV AN HaHeCeHns Bpea
YCTPOWCTBY V1 AaHHBIM MOJIb30BaTENS.

False — mpunoxeHue nporyckaeT
peknamMHble MPUIOXKEHNS 1 MPUNOXEHIS,
KOTOpPbIE MOTYT BbITb MCMOMb30BaHbI
3M0YMbILLAEHHUKaMY 419 HAHECEHVIS Bpea
YCTPOICTBY MM f@aHHbLIM MOb30BaTENS.

Recommended — npunoxeHune ToNbKO
OfHOKPaTHO MPOBEPSET HOBbIE
NPUIOXeHWs (Cpasy nocrne yCTaHOBKM) 1
dalinbl 13 nankn 3arpyaku.

Extended — npunoxeHne nposepsieT Bce
alinbl, KOTopble MoNb3oBaTe b OTKPLIBAET,
N3MEHSIET, KOMMpYeT, 3anyckaeT 1
COXpaHsieT Ha ycTpolicTBe. Takxe
NpUNoXeHNe NpoBepsieT HoBble
npYRoxeHust n ealinbl U3 nanky 3arpyskiu.

Disabled — nocTogHHaga 3aWwmTa
BbIK/IOYEHa.

Recommended — npunoxeHne
obmeHnBaeTcs aaHHbIMU ¢ Kaspersky,
Security Network (KSN). Kaspersky
Endpoint Security ang Android ncnoneayet
KSN ans nocTosiHHOM 3alwmThl yCTpOCTBa
ot yrpos (O6naunas sawmTa) n paboTbl
Be6-®unbTpa B MHTEpHETE.

Extended — npunoxeHvie obmeHvBaeTCs
naHHbIMu ¢ Kaspersky Security Network v
LLOMOMHUTENBHO OTNPaBNseT B BupycHyio
nabopaTopuio ornpeaeneHHyto CTaTUCTUKY
o pabote Kaspersky Endpoint Security ans
Android. OTa nHpopmaLys nossonseT
OTCNEXMBaTb Yrpo3bl B PEXVIME peasibHoro
BpemeHun. C6op, 06paboTka v xpaHeHvie
NepCcoHasbHbIX AaHHbIX MOb30BaTeNs!
cnyx6amn KSN He nponssoanTcs.

Disabled — npunoxerve He ncnonb3yeT
naHHble oT Kaspersky Security Network.
BrntounTts Be6-Ounstp
(EnableWebFilter) HeBo3amoxHo. Ons
AHTUBMPYCa HEOOCTYMNEH KOMMOHEHT
O6navHas 3awuTa.

AllFiles - npoBepka Bcex painos.

OnlyExecutables — nposepka Tonbko
ncnonHsemblx Gainnos. K ncnonHsaembimM
dalinam oTHOCATCS Palifbl C pacLUMpeHrem
.apk (.zip), .dex, .so.

B Kaspersky Endpoint Security ons Android
Service Pack 4 Maintenance Release 1
HEBO3MOXHO BK/IIOUNTH MPOBEPKY TOMBKO
MCronHAeMbIX Gainos.

True

True

Recommended

Recommended

AllFiles



ProtectionActionOnThreatFound

ProtectionlLock

UpdateScheduleType

UpdateScheduleDay

UpdateScheduleTime

UpdateSchedulelLock

AllowUpdateInRoaming

[eticTsure npu Choice
OBHapy>XeHnn

yrposbl (MocTosiHHas

3almTa)

3anpeTuTb Boolean
HacTpauBaTb

napamMeTpbl

MOCTOSHHOW 3aLUNTbI

Pesxwim 3anycka Choice
obHoBreHVs 6as

[leHb 3anycka Choice
o6HOBNEHMS 6a3

Bpewms sanycka String
o6HOBNEHNS 6a3

3anpeTuTb Boolean
HacTpavBaTb PeX1m

3anycka O6HOBNEHNS

6a3

O6HoBnaTL 6a3bl B Boolean
POYyMUHre

269

Quarantine — npunoxeHue nomeLlaeT KapaHTuH

OBHapy>XeHHbIe 06BEKTHI HA KAPaHTYH.
KapaHTvH XxpaHuT daiinbl B ynakoBaHHOM
BUAE, B KOTOPOM OHM HE MOTYT HaHECTM
Bpen ycTpoiicTay. KapaHTuH
npenocTaBnsieT BO3MOXHOCTb YAANNTb UK
BOCCTaHOBUTb dalisibl, TOMELLEHHbIE B
N30/TMPOBAHHOE XPaHUIILLE.

Delete — npunoxexue ynanset
OBHapy>KeHHblE OBBbEKTDI.

Skip — npunoxeHve octasngeT
OBHapy>XeHHble 06beKTb 6e3 N3MEHEHWIA.
Ecnun o6HapyskeHHble 06BbeKTbI Bbinm
nponyweHsbl, Kaspersky Endpoint Security
onsg Android npepynpexaaet
nonb3oBaTens o npobnemax B 3aLimTe
ycTpolicTsa. [pu nonbiTke obpaLLeHns K
0BbekTy Ha ycTpolicTe (Hanpumep,
MomMbITKE CKOMMPOBATb WA OTKPLITH
0BBEKT) MPUNOXeHNe BIoKMpPyeT AOCTYT K
HeMmy.

MpunoxeHre 3anvceiBaeT NHPopMaLmo 06
0BHapY>XEeHHbIX YrPO3aXx 1 BbINOMHEHHbIX
LeiCTBUSIX B OTYETHI MPUMOXKEHNS.

True — crnegytolime napameTpbl True
MOCTOSIHHOW 3aLLUMTbI HeAOCTYMHbI A1

nonb3oBaTeNs B HACTPOIKax MPUNOXEHUS:

PEXVM NMOCTOSHHO 3aLmThbl, TN dalinos

019 IPOBEPKN 1 AelicTBME MpK

OBHaPY>KEeHMN yrposbl.

False — nonb3oBaTenb MOXeT HaCTPOUTb
napamMeTpbl MOCTOSHHON 3aLUNTbI U,
Harnpvimep, BbIGpaTh AeiicTare Skip npu
OBHapY>XeHNN yrpo3bi.

Daily — nposepka HanMuns HOBbIX
aHTVBUPYCHbIX 6a3 1 3arpyska ux Ha
yCcTpolicTBa pa3 B AeHb. HacTpoliTe Bpems
3anycka o6HOBNEHVS 6a3
(UpdateScheduleTime).

Weekly — nposepka Hanuuns
aHTVBUPYCHbIX 6a3 1 3arpy3ka ux Ha
ycTpolicTBa pas B Hefento. Boibepnte aeHb
Hepenun 3anycka obHoBNeHNs 6a3
(UpdateScheduleDay ) v HacTpoiiTe
Bpems (UpdateScheduleTime).

Off — aBTOMaTUYeckoe OBHOBNEHVE
aHTUBUPYCHbIX 6a3 BbIK/IIOYEHO.

Mpw nto6om 3HaveHnn napameTpa
nonb3oBaTeslb yCTPONCTBA MOXET
3anycTUTb OBHOBIEHVE aHTVBUPYCHbIX 6a3

BPYU4HYIO.

Monday / Tuesday / Wednesday / Monday
Thursday / Friday / Saturday /
Sunday

Bbl MmoxeTe Bbl6paTb TOJIbKO OOHO
3Ha4veHre napameTpa.

Bpewms B 24-uacoBom dpopmaTe (Hanpumep, 8:00
13:00) nnwn 12-uyacosom (Hanpumep, 10.30
pm).

True — napameTpbl pexuma 3anycka True
0BHOBEHVS 6a3 HeLOCTYMHbI AN
Nonb30oBaTess B HACTPOWKax MPUIOXKEHNS.

False — nonb3oBaTesnb MOXET HAaCTPOUTb
pexuM 3arnycka oBHOBMEHVS 6a3 1,
HanpyimMep, BbIKNIOUNTb aBTOMaTUYECKUIA
3anyck OBHOBNEHVS aHTUBMPYCHbIX 6a3.

True — npunoxeHuve 3arpy>xaeT False
aHTUBUPYCHble 6a3bl, eCnvi yCTPOVCTBO

Pa3 B pgeHb



EnableWebFilter

EnableWebFilterLock

UpdateServer

Be6-Ounbtp

3anpeTuTb
HacTpavBaTb Be6-
Dunbtp

Anpec cepsepa
NCTOYHVIKa

Boolean

Boolean

String
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HaxoaonTC4d B 30HE POyMUHra. I'Ip|/|n0>KeH|/|e
3arpy>aeT aHTVBUPYCHble 6asbl Mo
chopMUpoBaHHOMY pacnmcaHnio
(UpdateScheduleType).

False — npunoxeHwve sarpy>xaet
aHTVBUPYCHble 6a3bl, TOSIbKO ecnn
YCTPOICTBO HaxoaMTCs B JOMAaLLHEel CeTu.

True — npunoxeHue GrnokmpyeT
BPELOHOCHbIE 1 PULLIMHIOBbIE BE6-CaliThl B
VHTEPHETE C MOMOLLbIO KOMMOHeHTa Be6-
OunbTp. Be6-OurnbTp paboTaeT ToNMbKo B
Google Chrome.

BpenoHocHble 1 dpurimHrosble Be6-
CcaliTbl, ICMOMb3YIOLLME MPOTOKON
HTTPS, paspeluaeTcs He
B10KNPOBaTb, ECNV JOMEH SBNSETCS
LoBepeHHbIM. Ecnvi jomeH He
SBNSIETCS AOBEPEHHbIM, Be6-DunbTp
610KVPYET BPEAOHOCHbIE 1
duwmHroBble BEG-caiiTbl.

False — sawuTa OT BP€AOHOCHbIX 1
ULWMHrOBbIX BEG-CANTOB BbIKOYEHA.

[ns paboTbl Be6-OunbTpa AomkHbI BbiTh
BbINO/HEHbI CNEAyoLLME YCNOBUS:

o [lonb3oBaTeny ycTpOCTB MPUHSNN
[MonuTnky KOHPUAEHUMANBLHOCTN 1
Monoxerune o Be6-OunbTpe B
MacTepe nepBoHaYanbHO HaCTPOWKM
VN NapamMeTpax MpUIoXeHNs.

* B napameTtpax 6paysepa HacTpoeH
NpoKcr-cepBep:
ProxyMode = "fixed_servers"
ProxyServer "127.0.0.1:3128"
DisableSpdy = true
DataCompressionProxyEnabled =
false
KoHeurypaumm npokeu-cepsepa MoryT
pa3nMuaTbCs B 3aBUCYIMOCTY OT
Bepcun Google Chrome. Noppo6Has
nHpopmaums HacTpolike Google
Chrome npviBeneHa Ha Beb-caiiTe
npoekTta Chromium & .
Mocne ypaneHns npunoxeHns
Kaspersky Endpoint Security ons
Android ¢ MobunbHOro ycTpolicTea
cbpocbTe HaCTPOWKM MPOKCK-
cepsepa.

* B napameTpax npunoxeHus BKIOUYEHO
ncnonb3osaHne KSN: UseKsnMode =
Recommended nnn UseKsnMode =
Extended.

* B napameTpax onepaumoHHoi
CUCTeMbl peKOMeHyeTCs BblopaTh
Google Chrome B kavuecTBe 6paysepa
o yMOYaHwmio.

True — napameTpbl Be6-PunbTpa
HEeOOoCTYMHb! 419 NOMb30BaTeNs B
HacTpoiKaXx MPUIOXEHNS.

False — nonb3oBaTesnb MOXET HAaCTPOUTb
napameTpbl Be6-OunbTpa 1, Hanpumep,
BbIK/IIOUMTb 3aLLUTY OT BPEAOHOCHbIX 1
GULLNHrOBbIX BEG-CaliTOB B MIHTEPHETE.

Appec cepBepa NCTOYHMKa OBHOBNEHUI
6as, Hanpumep,

False

True


https://www.chromium.org/administrators/policy-list-3

AllowGoogleAnalytics

KscDeviceNameTag

KscGroup

obHoBneHuiA 6a3

MNepenaBaTtb faHHbIe Boolean
B cepsuicbl Google

Analytics pns

Firebase, SafetyNet
Attestation, Firebase
Performance

Monitoring n

Crashlytics

Ter HasBaHVis String
yCTpoWcTBa Ang

Kaspersky Security

Center

HassaHwe rpynmbl String
yCTpOICTB
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http://update.server.com.

Ecnn octaButh none nycteiv, Kaspersky
Endpoint Security ans Android ncnonsayet
cepBepbl 06HOBNEHW 6a3 "JlabopaTopun
Kacnepckoro'.

True — NpUNoXeH1e aBToMaTNYeCck
nepepaeT AaHHble o paboTe Kaspersky
Endpoint Security ans Android B cepsuchi
Google Analytics ans Firebase, SafetyNet
Attestation, Firebase Performance
Monitoring n Crashlytics. JaHHble
HeobXxoAVIMbI s MOBbILLEHVS KayecTBa
paboTbl NPUNOXEHVS 1 aHanmaa
YOOBNETBOPEHHOCTI Nosb3oBaTenel.
Mepepnaya naHHbIx B cepsuckl Google
Analytics ons Firebase, SafetyNet
Attestation, Firebase Performance
Monitoring n Crashlytics ocylecTensetcs
Mo salumLLLeHHOMY KaHany. JocTyn k
[aHHbIM 1 3aLUMTa AaHHbIX PETYVPYIOTCS
COOTBETCTBYIOLLWMY YCIOBUSIMU
ncrnonb3osaHus cepaucos Google
Analytics ons Firebase, SafetyNet
Attestation, Firebase Performance
Monitoring n Crashlytics.

False — nepepaya AaHHbIX B CEPBUCHI
Google Analytics ans Firebase, SafetyNet
Attestation, Firebase Performance
Monitoring 1 Crashlytics BbikntoueHa.

OTOT NapameTp AOCTYNEH TOMbKO
ong VMware AirWatch.

Ter 6yneT nobaBneH kK Ha3BaHUIO
ycTpolictsa B Kaspersky Security
Center. Ter 1 Ha3BaHVe ycTpoiicTBa
pasgeneHbl npobenom. 3To ynpoluaeT
MOWCK 1 COPTUPOBKY YCTPONCTB B
Kaspersky Security Center.

e {DeviceSerialNumber} — cepuiiHblii
HOMep yCTpOWCTBa.

e {DeviceUid} — yHvKanbHbIlA
naeHTndukatop yctpoiictsa (UDID).

o {DeviceAssetNumber} —
VNHBEHTapHbI HOMep ycTpoiicTea. STo
BHYTPEHHUIN HOMEp, CO3AaBaeMbIin B
opraH1sauum.

MoxHO A06aBNTb HECKOMBKO 3HAUYEHWIA
(Hanpumep, {DeviceSerialNumber}
{DeviceUid}).

PekomeHnayeTcs ncnonbsosathb
TOMbKO 3TW 3Ha4YeHns. VMware
AirWatch Takxe nognepxvsaeT
opyrue sHaveHus, Ho Kaspersky
Endpoint Security He rapaHTVpyeT
KOPPEKTHOCTb NCMOMb30BaHNS 3TUX
3HaYEeHUI.

Mpynnbl yCTPOMCTB MOXHO ykasblBaTb B
EMM-koHconu. Mpun nogknioueHnm
ycTpolictsa k Kaspersky Security Center,
OHO aBTOMaTMNYeCKn fobaBnseTcs B
nopnanky nanku "HepacnpeneneHHble
ycTpovictea". Vims nognanku

True

KES10



KscCorporateEmail KopnopatumsHas String
9/1eKTPOHHasi noyTa
nonb3oBaTens

KscDeviceName Mms ycTpoiicTsa B String
Kaspersky Security
Center

CnpaBKa 015 3Tol BepCumn peeHns Bornblle He OBHOBNAETCY, NMNO3TOMY MOXET COoAepPXaTb yCTapeBLUYO

COOTBETCTBYET Ha3BaHMIO rpynmbl,
yKa3aHHOMY C MOMOLLbIO 3TOro napameTpa.
3aTem MOXHO co3paTh npasuna
aBTOMaTUYECKOro NnepemeLLeHns
YCTPOWCTB 13 NoAnanok narku
"HepacnpepneneHHble ycTpolicTea" B
rpynmnbl aAMUHUCTPUPOBAHMNS Nanku
"Ynpaensemble ycTpoicTaa".

Ecnn aT0 none He 3anonHeHo, ycTpolicTBo
aBTOMaTUYecky fo6aBngeTCs B KOPEHb
nanku "HepacnpeneneHHble ycTpolicTea".

B koHconn EMM moxHo ykasaTb
KopropaTUBHbIE agpeca 3eKTPOHHOM
noyTbl Nonb3oBaTenein. 3T agpeca
3NEKTPOHHO NouThl ByayT oToBpaxaTbCs
B Kaspersky Security Center.

CTpoka pomkHa NpencTasnsTb coboi
OeNCTBYOWMIA afpec SMeKTPOHHOM MNOYThI.
[pyrve a3HaueHns ByoyT UrHOPUPOBAaTLCS.

OTOT NapameTp LOCTYMeH TOMbKO
nna SOTI MobiControl.

Bl MoxeTe ykasaTb UMs yCTpoIicTBa,
oTobpaxaemoe B Kaspersky Security
Center. Bbl MOxeTe BBeCTU nto6oe UMs nnm
ncnonbsosaTb Makpoc %DEVICENAME%,
YTOGLI @BTOMaTUYECKU MOMYUYNTb NMSH
ycTpolicTea ns koHconm SOTI MobiControl.
Ecnn ocTaBuTh none nycTbiM, ms
ycTpoiicTBa ByAeT creHepupoBaHo B
COOTBETCTBUN C HOPMAaTOM, ykasaHHbIM B
rpynnoBoii nonuTuke Kaspersky Security
Center.

nHpopmaLmio. AkTyanbHas MHOpPMaLKs O peLleHn JocTymnHa B crpaske Kaspersky Secure Mobility

Management 4.12.

Harpyska Ha ceTb

OTOT pasnen conepxunT nHdopmaLmio 06 obbeme ceTeBoro Tpaduika, KOTOPLIM OOMEHNBAIOTCS MEXAY CObOiA
MobunbHble ycTpolicTBa 1 Kaspersky Security Center Bo Bpems paboTbl.

Pacxon Tpaduka

3apava Wcxopswumii
Tpaduk

MNepBoHavanbHoe pa3sepTbiBaHVE NpunoxeHns, Mb 0.08
NepBoHayanbHoe O6HOBNEHME aHTUBMPYCHBIX 6a3 (06bemM Tpaduka MOXET OTMYaTbCS 13-3a pasmepa 0.04
aHTUBMPYCHbIX 6a3), Mb
CuHxpoHu3aums mobunbHoro ycTpoiicTsa ¢ Kaspersky Security Center, MB 003
PerynsipHoe o6HoBReHMe aHTUBMPYCHbIX 6a3 (06bem Tpaduka MOXET OTANYATLCS U3-3a pa3Mepa 0.08
aHTUBMPYCHbIX 6a3), Mb
BrinonHeHve komana, AHTU-Bopa. Onpepenerne mectononoxeHus (06bem Tpaduika MOXeT OTIM4aTbLCs 0.09
1N3-3a XapakTEePUCTUK BCTPOEHHOI Kamepbl 1 kayecTBa nsobpaxeHuii), Mb
BbinonHeHne komanp AHT-Bopa. ®oTtorpaduposanue, Mb 10
BeinonHenne komaHa AHT-Bopa. Bnokuposka yctpolictea, Mb 0.06
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Bxopawwnin
Tpadpuk

1776

221

002

3.06

08

002

005

O6wwii
Tpadpuk

1784

225

005

314

017

102

om


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

Cpepruii pacxop 3a cyTku, Mb 0.22 696 718

CnipaBka Ans 9Toi BEpCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTymnHa B crpaske Kaspersky Secure Mobility
Management 41%.

YuacTue B Kaspersky Security Network

YToBbI NOBLICUTL 3DPEKTMBHOCTL 3aLLUMTLI MOBUIbHBIX YCTpoicTs, Kaspersky Endpoint Security nns Android
MCronb3yeT AaHHble, MoMyYeHHble OT Nosb3oBaTesneil co Bcero Mupa. [ns o6paboTkm 3TVX AaHHbIX NpeaHasHaueHa
ceTb Kaspersky Security Network.

Kaspersky Security Network (KSN) — nHdpacTpykTypa obnadHbix Cny>x0, npenocTasnsioLwas AOCTYyM K
onepaTBHoli 6a3e 3HaHWin "JTabopaTopun Kacnepckoro” o penyTauum dpaiinos, Be6-pecypcoB 1 NporpaMmMHOro
obecneyeHus. VicnonbaosaHune aaHHbix Kaspersky Security Network obecneunBaeT 605ee BbICOKYHO CKOPOCTb
peakuun nporpamm “Jlabopatopumn Kacnepckoro” Ha yrpo3bl, noBbillaeT 3ddeKTUBHOCTb PaboTbl HEKOTOPbIX

KOMMOHEHTOB 3aLlnThbl, a TakXXe CHMXaeT BEPOATHOCTb JTOXHbIX Cpa6aTbIBaHI/II7I.

Bawe yuacTue B Kaspersky Security Network nossonseT "JlabopaTtopumn Kacnepckoro” onepaTyBHO Nony4yaTb
NHOOPMAaLIIIO O TUMaxX U UCTOYHVKAX HOBbIX Yrpo3, paspabaTbiBaTb CMOCOBbI X HENTpanM3aLuy, yMeHbLaTb
KONMMUYeCTBO NOXHbIX cpabaTbiBaHnin Kaspersky Endpoint Security ana Android. Kpome Toro, yuacTtue B Kaspersky
Security Network obecrneunsaeT [OCTYN K faHHbIM O penyTauumn NporpamMm 1 Beb-caliTos.

Korga Bbl yuacTByeTe B Kaspersky Security Network, ctatncTuka, nonydyeHHas B pesynbtaTte paboTtsl Kaspersky
Endpoint Security ons Android, aBTomaTtuuecku otnpasngetcy B "JlabopaToputo Kacrnepckoro'. Ota nHpopmarms
MO3BONSET OTCNEXMBATb YIPO3bl B PEXMME PearnbHOro BpeMeHN. Takxke O/ AOMOMHUTENbHOW MPOBEPKI B
"INabopaTtopuito Kacnepckoro” MoryT oTnpasnaTbes Gaibl (M nx YacTu), B OTHOLLEHNN KOTOPbIX CYLLECTBYET PUCK
MNCMOMb30BaHNS MX 3/10YMbILLNEHHUKOM L5 HAHECEHWS BpeAa KOMMbOTEPY MW AaHHbLIM Nosb30BaTens.

VcnonbaosaHune Kaspersky Security Network Heobxopnmo ons paboTel Kaspersky Endpoint Security ons
Android. KSN rcnonbayeTcs ans paboTbl OCHOBHbIX KOMMIOHEHTOB NPUIOXeEHUS: AHTUBMPYC, Be6-DunbTp n
KoHTponb npunoxenuin. Otkas ot yyactus B KSN cHuxaeT ypoBeHb 3aLLmMTbl YCTPONCTBA, YTO MOXET NPMBECTN
K 3apakeHuto yCTponcTBa 1 noTepe nHdopmaumn. Ytobbl HavaTs ncnonb3osarve Kaspersky Security Network,
Bbl AOMKHbI MPUHSATE YCNOBUS JTIMLEH3VOHHOIO COrNaLLeHNs NMpr yCTaHOBKE NMpunoxeHuns. B JInueHanoHHom
COrnaLleHN Bbl MOXETE 0O3HaKOMUTLCS C TeM, Kakue aanHble Kaspersky Endpoint Security ana Android
nepepnaet B Kaspersky Security Network.

[0ns noBbILLEeHNs KauecTBa PaboTbl MPUIOXKEHUS Bbl MOXETE [OMONHUTENbHO OTnpaensTh B Kaspersky Security
Network cTatncTuueckme gaHHble. YuacTtue B Kaspersky Security Network st 06paboTku cTaTUCTUUYECKNX AaHHbIX
gBnseTcs 4OBpoBoNbHLIM. YTOBbI HauaTb ncrnonb3oBanne Kaspersky Security Network, Bbl LOMKHBI MPUHATH
YCNoBWS cneumanbHoro cornawienns — [onoxerus o Kaspersky Security Network. Bel MoxeTe B nto60i MOMEHT
oTkasaTbcq OT yyacTud B Kaspersky Security Network. B MNonoxeHun o Kaspersky Security Network Bl MoxeTe
npounTaTh O TOM, kake faHHble Kaspersky Endpoint Security gns Android nepepaet B Kaspersky Security
Network.

DyHKLMOHaNbHOCTb OBHOBREHUI (BKNOYasi OBHOBNEHNS aHTUBMPYCHBIX CUrHaTYpP 1 OBHOBNEHNS KOLOBOW
6a3bl), a Takxke dyHkumoHansHocTb KSN 6yanyT HefocTynHbl B pelweHnn Ha Tepputopun CLLA ¢ 12:00 AM no
BOCTOYHOMY NeTHemy BpemMeHn (EDT) 10 ceHTsa6psa 2024 rona B COOTBETCTBUM C OFPaHNYUTENIbHBIMI MepamMu.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

O6meH nHpopmauwmein ¢ Kaspersky Security Network

[ns noBbILEHWS YPOBHS onepaTunBHON 3almTbl Kaspersky Security ois MOBUIbHBIX YCTPONCTB UCMONb3yeT
obnauHyto cnyxby Kaspersky Security Network B paboTe cnenytoLx KOMNOHEHTOB:

* AHTuBMpYC. [punoxeHne nonyyaeT [OCTYN K onepaTrBHO 6ase 3HaHW "JlabopaTopumn Kacnepckoro” o
penyTauumn $annos 1 npunoxeHuii. NMpoeepka NPON3BOANTCS Ha Yrpo3bl, MHPOPMAaLIMS O KOTOPbIX eLLLEe He BOLLIa
B aHTUBUpPYCHble 6a3bl, HO yxxe copnepxuTtca B KSN. ObnauHas cnyx6a Kaspersky Security Network
obecneunBaeT NOMHOLEHHYIO paboTy AHTUBMPYCa 1 CHXKAET BEPOSTHOCTbL JTOXHbBIX cpabaTbiBaHWiA.

* Beb-PunbTp. [NpurnoxeHne BEINOIHAET NPOBEPKY BEG-CATOB A0 X OTKPBITUS C YUETOM AaHHbIX, MOTyYEHHbIX
oT KSN. Takxxe npunoxeHne onpenenseT kaTeropuio Beb-calita Afis KOHTPONs 4OCTYyna nonb3oBaTtesne B
WNHTEPHET Ha OCHOBE CMMCKOB paspeLLeHHbIX 1 3anpeLLeHHbIX kaTeropuli (Hanpumep, kateropus "Ob6LueHre B
cetun’).

e KoHTponb npunoxeHuid. [NpunoxeHve onpenenseT KaTeroputo NPUNOXeEHNs 415 OrpaHnYeHNs 3anycka
MPUIOXEHWS, KOTOPbIE HE YAOBNETBOPSIOT TPebOoBaHNSAM KOpropaTUBHOM 6e30MacHOCTI, Ha OCHOBE CMCKOB
pa3speLLeHHbIX 1 3anpeLLeHHbIX kaTeropuii (Hanpumep, kateropus “Urpbl”).

NHpopmaums o Tvnax faHHbIX, NepefaBaeMbix B "JlabopaTopuito Kacnepckoro' npu ncnonb3sosaHum KSN Bo Bpems
paboTbl KOMMOHEHTOB AHTMBUPYC 1 KOHTPOsb MprnoXerunii, npuseneHa B JIMLEH3nOHHOM cornallenunin. MNprHimas
ycnoBus JIMLEH3NOHHOIO COrnalleHus, Bol COrnallaeTech nepenasaTh ClenyoLLyo MHGOpMaLLO.

NHpopmaumsa o Tvnax faHHbIX, NepenaBaeMbix B "JlabopaTopun Kacnepckoro” npu ncnonbsosaHu KSN Bo Bpemst
paboTbl Be6-PunbTpa, BocTynHa B [NonoxeHun 06 obpaboTke AaHHbIX AN UCnonb3oBaHus Be6-dunbTpa.
MpuHUMas ycnosus aToro [NonoxeHus, Bbl cornaliaeTecb nepenaBaTth NEPEUNCIEHHYIO HIXe NHbOopMaLMIO.

B uensx BbIIBNEHNs HOBbIX 1 CITOXHbIX AJ191 OBHapYXeHWS Yrpo3 MHPOPMAaLMOHHO 6e30MacHOCTM 1 X UCTOYHVIKOB,
YrpO3 BTOPXEHUS, @ Tak)Xe MOBbILLEHNS YPOBHS 3aLLMTbI IHPOpMaLMK, XpaHUMO 1 obpabaTeiBaeMoi Ha
YCTPOICTBE, Bbl MOXeETe paclumputb yyacTue B Kaspersky Security Network.

[ns o6meHa paHHbIMy ¢ KSN B Liensix NoBbILLEHWS KavecTBa paboThbl MPUNOXEHWS LOMKHbI OblTb BbIMOMHEHbI
crnepytoLe ycnosus:

* Bam nnu nonbaosaTento ycTpoONCTBa HEODXOAMMO NPOUNTaTb U MPUHSATL YcnoBus [NonoxeHns o Kaspersky
Security Network. Ecnv BbiGpaH BapraHT, mpu KOTopom [onoxeHne NpuH1UMaeTCs Nonb30BaTeNsaMU, Ha raBHOM
9KpaHe NPUNOXEHNs 0TOBPa3nTCA YBEAOMIEHWE C NMPELIOKEHNEM NPVIHSATL YCNoBUs MonoxeHus.
[Monb3oBaTenu Takxe MoryT NpuHATb [Nonoxerne B pasaene O npunoxeHuu B HacTpoiikax Kaspersky Endpoint
Security pns Android.

Ecnu BbIGpaH BapuaHT, Mpy KOTOPOM [onoXeHNs NPUHMaOTCS rno6anbHo, Bepcuin [NonoxeHuia,
npvHMaemble B Kaspersky Security Center, AomkHbI COBMafaTh C BEPCUSIMU, YXKE MPUHATBEIMU
nonb3oBaTensmMu. B npoTrBHOM criyuae nonb3osaTenu 6yayT nponHbopMMpoBaHbl 06 3Tol Npobneme, 1 M
ByneT NPeasoXeHo NPUHATL Ty BepCUio [onoxeHns, koTopasi COOTBETCTBYET BEPCUN, MPUHATON
apMuHUcTpaTopoM rnobansHo. CtaTyc ycTpoiicTsa B nnarvHe Kaspersky Security for Mobile (Devices)
n3MeHnTCS Ha [pesynpexaeHuve.

* Heobxonoumo paspelunts nepenadvy crtatucTuku 8 KSN B napameTpax rpyrnnoBoi NoanTUKK.
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Bbl MOXeTe B 060 MOMEHT 0TKasaTbCs OT OTNPaBKM CTaTUCTUYeckmx faHHbix B KSN. VIHpopmaums o Tvnax
CTaTUCTUYECKNX LaHHbIX, NepefaBaemMbix B "JlabopaTopuio Kacnepckoro” npu ncnonbsosaHun KSN Bo Bpems
paboTbl MobunbHoro npunoxeHus Kaspersky Endpoint Security ans Android, npusegneHa B Monoxennn o Kaspersky
Security Network.

MoppobHas nHdopmauums o npenocTasneHnn daHHbix B KSN nprseneHa B paspene [penocTtasneHmne naHHbIX.

ﬂpeﬂ,OCTaBﬂeHVIe OaHHbix B KSN gBngeTcs ,D,O6pOBOJ'IbeIM. I'Ip|/| >KenaHUM MOXHO OTKIKUYNTE 0BMeH OaHHbIMn C
KSN.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOPMaLKs O peLleHn JOCTYymnHa B crpaeke Kaspersky Secure Mobility
Management 41&.

BkntoueHne n BbiktoueHne ncnonb3osaHus Kaspersky Security Network

Security Network, BbinonHseTcs oTnpaska 3anpocoB B 0bnayHble cry>6bl. 3anpockl coaepXaT AaHHbIe, ONMCaHHbIe
B paspene [lpenocraBneHne AaHHbIX.

Ecnun ncnonbsosaHune Kaspersky Security Network Ha ycTpolicTBe BbIk/toUEHO, KOMMOHEHTbI O6nayHas
3awyTa, Be6-®unbTp 1 KOHTpOosb NpUnoXeHnin aBTOMaTUYECKN BbIK/TOUYaOTCS.

YT06bI BK/IOYNTE /TN BBIKIIOYUTL UCMOIb30BaHne Kaspersky Security Network, BbinonH1Te crenyroLme AevicTBUS:

1. OTKpoliTe OKHO NapaMeTPOB MOANTUKIN YNPaBieHs MOBUbHBIMY YCTPOWCTBaMM, Ha KOTOPbIX YCTaHOBIEHO
npunoxeHne Kaspersky Endpoint Security ana Android.

2. B nonnTtuike, B okHe CBolicTBa BbibepurTe pasaen [JononHnTenbHo.

3. B 6noke NapameTpbl Kaspersky Security Network (KSN) HacTpoliTe napameTpbl cnonb3osaHus Kaspersky
Security Network:

* YcTtaHosuTe dpnaxok MicnonbsosaTtb Kaspersky Security Network ans paboTbl cnenytoLwyx KOMMNOHEHTOB:
AnTnmpyc (ObnayHas 3awwmTa), Be6-®unsTp, KoHTposnb nprnoxenns (kaTeropmmn NpunoxXeHunii).

e YcTtaHoBuTe dnaxok PaspelunTb nepepavy ctatuctudeckux gaHHbix B KSN ons nepenaum naHHbIX B
"NabopaTtoputo Kacnepckoro”. [laHHbIe NO3BONSAT YBEIMUNTL CKOPOCTb peakumm npunoxeHns Kaspersky
Endpoint Security ons Android Ha yrpos3bl, yny4llnTb NPON3BOANTENBHOCTb KOMMOHEHTOB 3aLUMThl, CHU3UTb
BEPOSTHOCTb JIOXKHbIX CpabaTbiBaHUIA.

4. Haxxmute Ha KHorky MNpuMeHnTb, YTOOb COXPaHNTb BHECEHHbBIE 3MEHEHWS.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYAyT HACTPOEHbI MOCTE OYEePEnHON CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center. [locne npymMeHeHns NoanTUK KOMMOHEHTHI, ncrosnb3ytoLme Kaspersky Security
Network, 6yoyT BbIK/FOUEHbI 1 HACTPOWKa KOMMOHEHTOB ByOeT HeaoCTY MHa.

CnpaBka sl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SocTymnHa B crpaske Kaspersky Secure Mobility
Management 412
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Ncnonb3oBaHue Kaspersky Private Security Network

Kaspersky Private Security Network (nanee Takxxe KPSN) — aTo pelleHve, npegocTaBnsolee 4OCTYyn K
penyTaumnoHHbiM 6a3am Kaspersky Security Network (KSN) 6e3 oTnpasku faHHbIX C yCTPOCTB Nosb3oBaTenen B
Kaspersky Security Network.

Basa gaHHbIx penyTaumm o6bekToB (dpaiinos nnv Beb-agpecos) xpaHuTcs Ha cepaepe Kaspersky Private Security
Network, a He Ha cepBepax Kaspersky Security Network. PenyTaumoHHble 6a3bl faHHbix KPSN xpaHsaTcs B
KOpMopaTBHOM CETU N YNPAaBNASIOTCS aAMVHUCTPATOPOM KOMMaHUN.

Mpw BkntoueHHom KPSN Kaspersky Endpoint Security He oTnpasnseT ctaTucTUyeckmne fgaHHble ¢ yCTPONCTB
nonb3osaTeneln B KSN.

Yro6sl BkmounTs ncrionszosarHe KPSN B Kaspersky Security Center, BbinonHUTe cresytoLme AevicTBus:

1. B rnaBHom okHe Kaspersky Security Center Web Console nnun Cloud Console HaxmuTe Ha kHornky HacTpoiika (
5 ).

OTkpoeTcs okHo cBoiicTB CepBepa agMUHNCTPUPOBaHKS.
2. Ha 3aknapke O6wme nepeiignte B pasnen NapameTpbl npokcu-cepeepa KSN.
3. YcTaHoBUTe NepekntoyaTesb B nonoxeHne MicnonbsoeaHune Kaspersky Private Security Network BknioueHo.

4. HaxxmuTte Ha kHorky BeiBpaTb ¢aiin ¢ napameTtpamm npokcu-cepeepa KSN, a satem BoibepuTte daiin
KoHdUrypaumm ¢ paclumpeHem pkes7 nnm pem (npenoctaensetcs "JlabopaTtopuein Kacnepckoro”).

5. Haxkmute kHomnky OTKpbITb.

6. Ecnu B cBolicTBax CepBepa agMUHUCTPUPOBaHIKS HAaCTPOEHbI MapamMeTpbl MPOKCK-cepBepa, HO L1
apxuTeKTypbl ceTu TpebyeTcs ncnonbaosatb KPSN Hanpsmyto, BkntounTe napameTp VirHoprposaTtb
napameTpbl Npokcu-cepeepa npu noaxntoveHnn k JlokanbHomy KSN. B npoTrsHom cnyuyae 3anpockl oT
ynpasnseMbix nporpamm He nonanyT B KPSN.

7. Haxkmute Ha kHonky CoxpaHuTb.

Mocne 3arpyskun NapaMeTPOoB B HTepdece 0ToBpasnTCs UMS 1 KOHTaKTbl MOCTaBLLVKA YCYT, @ Takxke faTta
cospaHns daiina c napameTpamu KPSN. MNapameTpbl KPSN nprMeHsITCs K MOBUIbHBIM YCTPONCTBaM.

Mpw nepexope Ha KPSN koMnoHeHT KoHTposb NprnoXeHnin He ByneT Noaaep KMBaTh KaTEropuin MPUIIOXKEHWIA,
JOCTynMHble npu ncnonb3osaHum KSN. KaTeropusaumsa npunoXeHnii CTaHeT JocTynHa npuv Bo3spate K KSN.

CnpaBka ons 3Tol BEpcum peLLleHnst 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYO
nHpopmaLmio. AkTyanbHas MHGopPMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.

Hpe,ﬂ,OCTaBﬂeHVIe AaHHbIX CTOPOHHNM CepBMCaM
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Kaspersky Endpoint Security ang Android ncnonb3syet cepsucel Google™: Firebase Cloud Messaging, Google
Analytics pnga Firebase™, SafetyNet Attestation, Firebase Performance Monitoring n Crashlytics. Kaspersky
Endpoint Security ons Android ncnonbsyet cepsuc Firebase Cloud Messaging (FCM) ons cBoeBpemMeHHo
[OCTaBKM KOMaHA, Ha MOBUSIbHbIE YCTPOCTBA U MPUHYANTENBHON CUHXPOHU3aLMN NPY M3MEHEHU NapamMeTpoB
nonuTtukn. Kaspersky Endpoint Security ons Android ncnonbayeT cepsucel Google Analytics ons Firebase,
SafetyNet Attestation, Firebase Performance Monitoring n Crashlytics ons nosbileHns kauecTBa paboThi
npunoxeHuns n apodekTrBHOro dopmMrposaHus "JlabopaTtopuein Kacnepckoro” MapkeTVHIOBbIX MaTepranos.

CrpaBka Ons 370l BEpCum peLleHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o peLleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

O6wmeH nHdopmaumeli ¢ Firebase Cloud Messaging

Kaspersky Endpoint Security ang Android ncnonb3syet cepsuic Firebase Cloud Messaging (FCM) ons
CBOEBPEMEHHOI [OCTAaBKM KOMaHA, Ha MOBWbHbIE YCTPOCTBA U MPUHYANTENbHON CUHXPOHU3aLIMM NMPY N3MEHEHN
napamMeTpoB MNOAUTVKIA. [py 9TOM NPUNOXeHVE NCNONMb3YeT MexaHam push-yBeLoMAeHWIA.

[ns ncnonb3oBaHug ceperca Firebase Cloud Messaging Heobxoanmo HacTpouTb napameTpbl cepsrica B Kaspersky
Security Center. [MogpobHas nHdopmaLms o HacTpoiike Firebase Cloud Messaging B Kaspersky Security Center
npviBeaeHa B crnpaske Kaspersky Security Center. Ecnn napameTpsl Firebase Cloud Messaging He HacTpoOeHb,
KOMaHgbl Ha MOBWIbHOM YCTPOWCTBE 1 NapamMeTpbl MOAUTVKM ByoyT LOCTaBMEHbl Ha YCTPOWCTBA BO BPEMS
CUHXpOoHU3aumm ycTpolicTaa ¢ Kaspersky Security Center no pacnucaHuto, ycTaHOBNIEHHOMY B MONUTUKE
(Hanpumep, kaxable 24 U.). T.e. KOMaHIbl 1 NapamMeTPbl MONUTYIKA ByAyT LOCTaBMNEHbI C 380EPXKKON.

B uensix obecnevyeHnst OCHOBHOM PYHKLIMOHaNLHOCTY NpoaykTa Bbl cornalaeTech B aBTOMaTUYECKOM PeXMEe
npenocTaBnsaTh B cepnuc Firebase Cloud Messaging yHukanbHbIl UAEHTUOUKATOP YCTaHOBKN MPUNOXEHNS
(Instance ID), a Takxxe cnepytoLLe gaHHble:

* vHdpopMaLms o6 ycTaHoBneHHoM [O: Bepcrs NpUNoXeHNs, MAEHTUPUKATOP NPUNOXEHUS, BEPCUS COOPKM
MPUNOXEHWS, Ha3BaHMe NnakeTa NPUNOXeHUS;

* nHPopMaLMs O KOMMbIOTEPE, Ha kKoTopom ycTaHoBneHo [10: Bepcua OC, ngeHTrdmKaTop YCTPONCTBa, BEPCUS
cepsucos Google;

* nHpopmaums o FCM: noeHtudurkatop npunoxenns 8 FCM, ngeHtudunkatop nonbaosatens FCM, Bepcus
npoTokona.

MNepenaya LaHHbIX B cepBuCHl Firebase ocyllecTBnseTcs no sameHHoMy kaHany. [locTyn k nHdopmaumm n ee
3alLmMTa perynmpyeTcs COOTBETCTBYIOLLVIMI YCIOBUSIMM NCMONb30BaHNs cepBucoB Firebase:
https://firebase.google.com/terms/data-processing-terms/, https://firebase.google.com/support/privacy/.

Y106b1 3arpeTTs 06MEH HPopMaLmeri ¢ cepsricom Firebase Cloud Messaging, BbirnonHuTe caenyroLme
AevicTBus:

1. B nepeBe koHconu BbibepuTe YnpaBneHue MmobunbHbiMu ycTpolictBamu — Mo6unbHble ycTpolicTBa.
2. B koHTekcTHOM MeHto nanku Mo6bunbHble ycTpolicTBa BolbepuTe NyHKT CBoiicTBa.

3. B okHe cBoiicTs nanky MobunbHbie ycTpoiicTBa BoibepuTe pasnen MNapameTpol Google Firebase Cloud
Messaging.

4. Haxxmute Ha kHorky C6pocnTb napamMeTpbl.
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CnipaBka o115 3To BEpCUn peLleHnst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYyrnHa B cripaBke Kaspersky Secure Mobility
Management 4.12.

O6meH nHdopmaumen ¢ Google Analytics ong Firebase, SafetyNet
Attestation, Firebase Performance Monitoring n Crashlytics

Ecnu npv ncnonssosaHun nnarviHa ynpaeneHns 6onee paHHen Bepcum Bbl BKIKOUMIN OBMEH AaHHbIMM C
cepsucom Google Analytics, Kaspersky Endpoint Security ons Android Service Pack 4 Maintenance Release 3
OyneT BbiNonHATL 06MeH AaHHbIMK ¢ cepsricoMm Google Analytics ang Firebase. MNoppepxka Google Analytics
npekpatLeHa.

Kaspersky Security ans MobunbHbIx yCTPOINCTB BbiNONHAET 06MeH AaHHbIMU ¢ cepaucamn Google Analytics ans
Firebase, SafetyNet Attestation, Firebase Performance Monitoring n Crashlytics no cnegytowmm npuynHam:

¢ B uensx noBbllLUeHNs KayecTBa pa6OTbI NPUNNOXEHUA.

[ns obmeHa paHHbIMK ¢ cepBrcammn Google Analytics ons Firebase, SafetyNet Attestation, Firebase
Performance Monitoring 1 Crashlytics B Liensix noBbieHWs kadecTBa paboTbl MPUNOXEHNS LOMKHBI ObiTh
BbIMOSIHEHbI CieayoLMe YCIOBUS:

* AQMVHUCTPATOP WA NOMb30BaTe b YCTPONCTBA AOMKEH MNPOYNTATb U MPUHSATD YcnoBus [onoxeHuns o
Kaspersky Security Network. Ecnv BbibpaH BapraHT, npu KOTopoM [onoxeHre nprHMaeTcs
nonb3oBaTensMu, Ha FaBHOM 3KpaHe NMPUNOXEHNs OTOBPAa3NTCS yBEAOMIIEHNE C NPELNOXEHNEM NPUHSATb
ycnosus [NonoxeHws. MNonb3oBaTenu Takxe MoryT npuHsTh MNonoxeHne B pasaene O npunoXxxeHuu B
HacTpoiikax Kaspersky Endpoint Security ons Android.

Ecnu BbIBpaH BapraHT, npu KOTOPOM [onoXeHus NPUHUMaOTCS rnobansHo, Bepcui [onoxeHwi,
npuHumaemble B Kaspersky Security Center, fomkHbl coBnagaTtb C BEPCUSIMU, YXKE MPUHATLIMMA
nonb3oBaTensmu. B npoTrBHoM criyyae nonb3oBaTeny 6yayT NporHGOpMUPOBaHbLI 06 3Toi mpobnewme, 1
UM ByaeT NpeasioXeHo NPUHATL Ty Bepcuio [onoxXeHns, KoTopasi COOTBETCTBYET BEPCUM, MPUHSATON
agMVHUCTpaTopoM rnobanbHo. CTaTyc ycTpolicTea B mnarvHe Kaspersky Security for Mobile (Devices)
n3MeHnTcs Ha [peaynpexaeHve.

* AIMVHUCTPATOP OOJIXXEH paspeLlnTb nepefadvy ctaTuctTuyecknx gaHHelx B KSN B HacTpolikax rpynnoBoli
NONNTUKN (CM. HUXE).

* B uenax adpodekTmBHoro popmmrposaHus “Jlabopatoprein Kacnepckoro” MapkeTVHIOBbIX MaTepuarnos.

[ns obmeHa gaHHbIMK ¢ ceprcammn Google Analytics ons Firebase, SafetyNet Attestation, Firebase
Performance Monitoring n Crashlytics B uensx adpdekTrsHoro dopmmposanus "JlabopaTopurein Kacnepckoro”
MapKETVHIOBbIX MaTepuanoB SOMKHbI ObITb BbINOMHEHbI CMEYIOLLE YCNOBUS:

* AOMUHUCTPATOP WAN NONb30BaTESb YCTPONCTBA AOMKEH NPOUMTaTb U MPUHATL ycnosus [NonoxeHns o6
06paboTke AaHHbIX As MapKeTUHIoBbIX Lieneit. Ecnn BbibpaH BapuaHT, npu koTopoM [MonoxeHne
NPVHMMaEeTCs NoMb30BaTENIMU, OHU MOTY T MPUHSATL YCNoBUS [ONOXeHWs NP YCTaHOBKE MPUTOXEHNS U B
paspene O npunoxeHun B HacTpoiikax Kaspersky Endpoint Security ans Android.

* AIMUHUCTPATOP OOSKEH paspeLlunTs nepeady AaHHbix B Google Analytics ans Firebase, SafetyNet
Attestation, Firebase Performance Monitoring n Crashlytics B HacTpolikax rpynnoBoi NOANTHKN (CM. HXKe).
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MpenocTaBneHune naHHbIx B Google Analytics ana Firebase, SafetyNet Attestation, Firebase Performance
Monitoring n Crashlytics B pamkax MonoxeHus 06 06paboTke AaHHbIX AN9 MAPKETUHIOBbIX Lienew
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MNpaBoobnanaTenb UCMONb3yeT Afis 06paboTKM AaHHBIX MHPOPMAaLMOHHbIE cUCTEMbI TpeTbux L. ObpaboTka
JaHHbIX B MHGOPMAaLMOHHBIX CUCTEMaX TPETbUX JINL, PEFYNPYETCS COOTBETCTBYOLLMU NMONNTUKAMU
KoHdUIOEeHUManbHOCTY Takux cucTem. [NpaBoobnanaTtens CMONb3yeT CredytoLme CepBUCh 41 06paboTkm
nepeyrCneHHbIX AaHHbIX:

Google Analytics pna Firebase

Mpw ncnonbsosarun MO cnepyioLLe faHHble OyOyT aBTOMaTYECKN OTNPaBNSTLCS Ha PerynspHOl OCHOBE B
cepsuc Google Analytics ans Firebase ons nx o6paboTku Ons 3asBneHHbIX Lienei:

* nHPOPMALMS O MPUNOXEHNN: BEPCUS, NAEHTUDUKATOP, Ha3BaHNE 1 NAEHTUUKATOP NPUNOXEHNS B CEPBICE
Firebase, yHukanbHbIl noeHTUdMKaTOP YCTaHOBKM B cepBuce Firebase, HasBaHne marasuHa, ©3 KoToporo
MO 6bino nonyyeHo, Bpems nepsoro 3anycka O Ha ycTpolicTBe;

* NOeHTUGVKATOP YCTAHOBKM MPUIOXEHWS Ha YCTPONCTBO 1 CNOCO6 YCTaHOBKM Ha YCTPOWCTBO;
* nHPOPMALMS O PEMMOHE 1 A3bIKOBOI TOKaNM3aLuu;

® paspeLleHne aKpaHa YyCTPONCTBa;

* yHbOpPMaLMS O MoyYeHNM root -NpaB Nosb30BaTENEM;

* OMarHocTMYeckue faHHble 06 ycTpolicTee oT cepsuca SafetyNet Attestation;

* npusHak yctaHoBku Kaspersky Endpoint Security ons Android B kauecTtse cny>x6bl CrieupanbHbIx
BO3MOXHOCTE;

* yHbOopPMaLMS O Nepexonax Mexay OKHaMu MPUNOXEHNS, MPOLOMKNTENbHOCTY CECCUM, HaYane 1 OKOHYaHN
ceccumr paboTbl C 9KPaHOM, Ha3BaHUM AKPaHa;

* yHbopMaLIMS O MPOTOKOsE OTNPaBKM AaHHbIX B cepsuc Firebase, ero Bepcun n ngeHTndukatope
MCMONb3yeMOro MeTofa OTNPaBKMN AaHHbIX;

* yHbOopMaLMS O TUMNE 1 NapaMeTpax CoBbITHS, B OTHOLLEHU KOTOPOrO MPOUCXOAUT OTNpaBka AaHHbIX;

* nHPOpPMAaLMS O NNLEH3NM Ha MPUINIOXEHNE, €€ HANNYNW, KONMYECTBE YCTPOICTB;

® VHTepBasbl OBHOBNEHNS aHTUBMPYCHbIX 6a3 1 CUHXPOHU3aumn ¢ CepBepoM agMUHNCTPUPOBaHNS;

* nHPpopmMaLMs 0 KoHconm agMnHUCTpUpoBaHus (Kaspersky Security Center nnm ctopoHHe EMM-cuctemsl);
* npeHtndurkaTop Android ID;

* npeHtudurkatop Advertising ID;

> |/|H<1>op|v|au.|/|9| O rnonb3oBaTesie: BO3pacTHagd KaTeropug 1 noioBasd NnpuHage>xXHoCTb Nob30BaTend,
I/I,D,eHTI/Id)I/IKaTOp CTpaHbl MPOXKMBaHUY, CMNCOK MHTEPECOB MOJIb30BaTeN4,

* VHdOpMaLMS O KOMMbIOTEPE, Ha KOTOPOM ycTaHoBneHo [1O: Ha3BaHMe NPOV3BOANTENS KOMMbIOTEPA, TUM
KOMMbloTEpPa, MOAENb YCTPOICTBA, Bepcus 1 MHdopMaLms o s3blkoBoii nokanusaumm OC, nHeopmaupms o
NepBOM 3aryLLLEHHOM MPUIOXEHNN 3@ MNOCNEOHIO HEAENO 1 paHee.

MNepenava paHHbIX B cepBuc Google Analytics ong Firebase ocyliectenseTcs no salumLeHHOMyY KaHary.
NHdopmauums 06 ycnosusx obpaboTku AaHHbIx B cepauce Google Analytics ons Firebase poctynHa no
appecy https:/firebase.google.com/support/privacy.

SafetyNet Attestation
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Mpwv ncnonssosaHum NO cnepytowme faHHbIe OyayT aBTOMaTUYECKM OTMPABASTLCS Ha PEryNSpPHO OCHOBE B
cepsuc SafetyNet Attestation gnga nx obpaboTku Ans 3asBNeHHbIX Lenel:

* Bpemd NPOBEPKN YCTPONCTBA;
* nHdopmaums o MO, HasBaHMe 1 faHHble o cepTudukatax No;
* pesynbTaTbl NPOBEPKMN YCTPOWCTBA;

* cryyvaliHblii AeHTUdMKaTOP NPOBEPKM ANs BepudUKaLmm pe3ynbTaToB NPOBEPKN YCTPONCTBA.

MNepenava faHHbIX B cepBuc SafetyNet Attestation ocyLiecTBnsieTcd No 3alyLLEHHOMY KaHary.
NHpopmaums o6 ycnosusix ob6paboTku faHHbIx B cepBuce SafetyNet Attestation poctynHa no agpecy
https:/policies.google.com/privacy.

Firebase Performance Monitoring

Mpwv ncnonssosaHum MO cnenytolme faHHbIe Oyoy T aBTOMaTUYECKM OTMPABNSTLCS Ha PEryNSpPHO OCHOBE B
cepsuc Firebase Performance Monitoring ans nx obpaboTku Ans 3asiBneHHbIX Lenel:

® YHUKaNbHbI UAEHTUOUKATOP YCTaHOBKY;

® Ha3BaHVe nakeTa NMPUIOXKEHS;

* Bepcus ycTaHosneHHoro [10;

* ypOBeHb 1 cTaTyC 3apsa baTapeu;

* onepaTop CBHA3Y;

* npu3aHak paboTsl 10 B doHOBOM pexmme;

® pPErvoH;

e |P-appec;

® KOf s3blka YCTPOWNCTBE;

* yHPopMaLMs O paano- N UHTEPHET-COEOVHEHN;

* noeHTUdVKaTOpP-NceBnoHM ak3emnnspa MNO;

e O3Y un pasmep omncka;

® MpK3HaK TOro, YTO Ha YCTPOWMCTBE BbINOMHEHA NpoLielypa Py TUHra Unv oxxennoperika;
® YpPOBEHb CUrHana;

* MPOOOMKNTENBHOCTb @BTOMaTUYECKON TPaCCUPOBKY;

* nHPpOPMAaLIMS O CETU 1 COMYTCTBYIoLWAsa MHPOpPMaLIS OTBETA: KO OTBETA, pa3Mep Mosie3HON Harpysku B
BaliTax, Bpems OTKIVKa;

® onvcaHve yCTponcTBa.

MNepenava paHHbIX B cepsuc Firebase Performance Monitoring ocyluecTsnsieTcs No 3alyLLeHHOMY KaHany.
NHdopmaums 06 ycnosusx obpaboTku AaHHbIX B cepauce Firebase Performance Monitoring nocTynHa no
appecy https://firebase.google.com/support/privacy.
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Crashlytics

Mpwv ncnonbsosarun MO cnepytoLme faHHbIe ByayT aBTOMATNYECKN OTNPAaBNSTLCS Ha PErynspHO OCHOBE B
cepsuc Crashlytics ons nx o6paboTku Ans 3asiBNEHHbIX Lieneli:

* npeHtudukatop MO;

* Bepcus yctaHosneHHoro [10;

* npu3aHak paboTsl [10 B doHOBOM pexmme;

* apxutekTypa LIIT;

® YHVIKanbHbIA OEHTNVKATOP COBbITUS;

* faTau Bpems CobbITUS;

* MogLefNb YCTPOWCTBA;

* 06beM MOSHOro 1 UCMOb3YEMOro AVCKOBOrO MPOCTPAHCTBA;

* HassaHue n Bepcug OC;

* 06beM MOSHOW 1 NCMOMb3YeMOi onepaTUBHOM NaMSATH;

® MpU3HaK TOro, YTO Ha YCTPOMCTBE BbINONHEHa NpoLiedypa Py TUHTa;
* OpUWeHTaLMs 9KpaHa B MOMEHT COBLITUS;

* Mpoun3BOAVTENb MPOAYKTa / YCTPONCTBA;

® YHVIKanbHbIA NOeHTdVKaTOP YCTaHOBKY;

* Bepcus OTMNPaBISEMON CTaTUCTVKY;

e TUn ncknoyenns MNo;

* TeKCT coobLeHns 06 owmnbke;

® Mpu3HaK Toro, 4To ncksoueHre MO BbI3BAHO NCKITIOUYEHVEM Ha BIIOXXEHHOM YPOBHE;
* npeHTUbVKaTOpP NOTOKE;

* Mpr3sHaK Toro, Yto dpeliMm cTan NpuUnHon owmndkm No;

®* MpW3HaK TOro, YTO BbINMOJHEHME NMOTOKa MPYBENO K HEOXUAAHHOMY 3aBepLueHUto paboTsl [10;

® JaHHble O curHarne, KOTOprI7I npmeen K HeoOXnogaHHoOMy 3aBepLUEeHNO pa6OTbI [10: HasBaHWe curHana, KOO,
CurHana, agpec curHana;

° [Ons Kaxnoro dperima, acCoLMMPOBAHHOMO C MOTOKOM, CKITIOYEHNEM U OLUMBKO: Mg daiina dpelima,
HoMep cTpoku daiina perima, 0TNaf0uHbIE CUMBOSIbI, APEC N CMELLLEHVE B B1HapHOM obpase,
oTobpaxaemMoe nmMs BrubanoTekn, cogepxatlen epelim, Tnn dpeliMa, Npr3HaK Toro, YTo dperim ctan
MPUYNHON OLLINBKWY;

* noeHTudrkatop OC;
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* noeHTUGVKaTOP NPOBIEMbI, CBA3aHHON C COBbITMEM;

* nHPOPMAaLMS O COBBITUSX, MPELLLECTBYIOLLMX HEOXNOAAHHOMY 3aBepLueHunto paboTsl [N0: noeHTudrKaTop
COBbITUS, faTa 1 BpeMs COBbITUS, TUM COBLITUS 1 3HAUEHNE;

* 3HayeHus perucTtpa LT,

® TN COBbLITUA 1 3HAUEHNE.

MNepenava paHHbIX B cepuc Crashlytics ocyluecTBnseTcs no salwyLeHHoMYy kaHany. VIHpopmaLms o6
ycnoBusx obpaboTku gaHHbIX B cepuce Crashlytics noctynHa no agpecy
https:/firebase.google.com/terms/crashlytics-app-distribution-data-processing-terms.

MNpepocTaBneHe BbiLeyka3aHHON nHdopMaLmm Ans 06paboTky B MapPKETUHIOBbIX LIENSX SBISeTCs
LOBPOBOSLHBIM.

Yro6b! 3anpeTvTe 06MEH AaHHbIMY ¢ cepBucamy Google Analytics ans Firebase, SafetyNet Attestation, Firebase
Performance Monitoring v Crashlytics, BbinonHuTe crenyoLve AeicTeus:

1. OTKpOWiTE OKHO HAaCTPOVIKM NapamMeTPOB NOMUTUKIN YNPaBIeHNS MOBUIbHBIMU YCTPONCTBaMW, Ha KOTOPbIX
ycTaHoBneHo npunoxenne Kaspersky Endpoint Security ons Android.

2. B nonuTuike, B okHe CBolicTBa BbibepuTe pasaen JononHuTensHo.

3. B paspene Nepepaya paHHbIX cHUMUTE dnaxok PaspewmnTb nepepayvy gaHHbIX, YTOGbl MOMOYb YNy4LUNTb
kayecTBO paboTbl, UHTepdeC N NPON3BOANTENIBHOCTb NMPUTOXKEHMS.

4. Haxxmute Ha KHorky MNpuMeHnTb, YTOObl COXPaHNTb BHECEHHbIE 3MEHEHWS.

MapameTpbl Ha MOBUNBHOM YCTPOUCTBE ByOyT HACTPOEHbI NMOC/E OYEePenHON CYHXPOHN3aLMN YCTPOCTBA C
Kaspersky Security Center.

CnpaBka ons 3Tol Bepcum peLleHnsl 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaAPEBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHnn SocTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.

|_|pI/IH9|TI/Ie OONONHUTENbHbIX [TonoXxeHuin rnobanbHo aoMNHNCTPAaTOPOM

Y106kl BKIOUNTB 3aLmTy, obecneunsaemyto Kaspersky Endpoint Security ons Android, HeobxoanMmMo NPUHATb
ycnoBus JTMUEH3NOHHOIO COornalleHunst 1 AONONHUTENbHbIX [TonoxeHuii (CM. Huxe). [1ns 3Toro Heo6xoamo
HacCTPOWUTb MONUTUKY AJ19 MPUHSTNS NEpeYnNCneHHbIX Huxke MNonoxeHni rnobanbHo Ans BCex Nonb3oBaTenel.
MNonb3oBaTensgm He ByoeT NPeasIoKEHO YMTaTb U NMPUHUMaTb YCnoBurs cneaytowmx CornaweHnii n MNonoxeHuni,
NPVHATBIX rNo6anbHO:

* [lonoxeHue o Kaspersky Security Network;

* [lonoxeHre 06 06paboTke AaHHbIX 4S5 UCMoNb3oBaHUs Beb-Punbtpa;

* [lonoxeHre 06 o6paboTke AaHHBIX B MAPKETMHIOBbIX LIENSIX.
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Ecnu BbIGpaH BapuraHT, Mpu KOTOPOM [onoXeHrs NpUHUMAaOTCS rnobanbHo, Bepcui [NonoxeHwid,
npuHumaemble B Kaspersky Security Center, BomkHbI COBMafaThb C BEPCUSAMMU, Y>KE MPUHATBIMM
nonb3osaTtensamMu. B npoTreHom cnyuae nonb3oBaTten 6yayT nporHdopMMpoBaHbl 06 3Toli Npobneme, 1 UM
OyLneT NPeanoXeHo NPUHSATL Ty Bepcuto [onoxeHns, koTopas COOTBETCTBYET BEPCUU, MPUHSATOM
agMUHUCTpPaTopoM rnobanbHo. CTtaTyc ycTporicTsa B mnarnHe Kaspersky Security for Mobile (Devices)
n3MeHnTCs Ha [peaynpexaeHve.

HTobb! Bb/5paTb, Kak [OJDKHbI MPYHMAaTbCS yCI10BUS [NonoxxeHuii: rno6asibHO Vv Nosb30BaTENAMU rnyrem
MPYIMeHEeHWS T} pyﬂﬂOBOﬁ TOJINTVIKU, BbIFNOJIHNTE CriedyroLne aevictBus:

1. B nepeBe koHconu B narke Ynpaensemble yCTPOMCTBa BblbepuTe rpynny agMUHUCTPUPOBaHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpOWTE OKHO CBOMNCTB NONUTUKIN ABOVHBIM LLENYKOM MbILLV MO IO6OMY CTONOLY.
4. B nonuntuke, B okHe CoiicTBa BbibepuTe pasaen JononHuTensHo.

5. B pasnene MNepepaya pgaHHbIX BoibepuTe, kKak ByneT npuHUMaTbes [onoxeHne o6 o6paboTke AaHHbIX B
MapPKETUHIOBbIX LieNsX: FobanbHO agMYHUCTPaTOPOM U MOMb30BaTENAMU.

6. B paspene MNMapameTpbl Kaspersky Security Network (KSN) BoibepuTe, kak OyaeT npuHumaTbes [NonoxeHne o
Kaspersky Security Network: rno6anbHO aaMUHUCTPATOPOM UV MOSIb30BATENSMM.

7. Haxkmute Ha kHonky MNpumMeHnTb, YTOObl COXPaHWTb BHECEHHbIE 3MEHEHWS.

MNonb3oBaTenb MOXET B NIOOON MOMEHT MPUHSATL YCOBUS [TONOXEHNS UM 0TKasaTbCs OT HUX B pasaene O
npunoxeHum B HacTpoiikax Kaspersky Endpoint Security ans Android.

CnpaBka ons aTol Bepcum peLleHnst 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHGOopPMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1&.

Samsung KNOX

Samsung KNOX — mobunbHOe peLLeHne Afs HaCTPOMKIN 1 3aLmThl MOBUbHBIX YCTPOCTB Samsung nog,
ynpasneHnem ornepauyroHHoi cuctembl Android. MNoppobHas nHpopmaums o Samsung KNOX npueepeHa Ha cavite
Crykbbl TEXHUHECKOVT MOAREPXKM Samsung®.

CnpaBka ons aToli Bepcum peLleHnst 6onblue He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGoOpMaLKs O peLleHn JocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

YcTaHoBka npunoxenna Kaspersky Endpoint Security ana Android ¢
nomotupbto KNOX Mobile Enrollment
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KNOX Mobile Enrollment (KME) siBnsieTcs yacTbto MobunbHoro pelueHns Samsung KNOX 1 ncnonbayetcs ans
MacCOBOW YCTaHOBKM 1 MepBOHaYanbHONM HACTPOKI MPUNOXEHNI Ha HOBbIX YCTpOCTBax Samsung,
NprioBpeTeHHbIX Y 0duLIManbHbIX MOCTaBLLMKOB.

YcTaHoBka npunoxenuns Kaspersky Endpoint Security ons Android yuepes KNOX Mobile Enrollment coctouT 13
cnepyoLLVX 3Tarnos:

@ CospaHue npodpuna KNOX MDM c npunoxennem Kaspersky Endpoint Security ana Android.

® [obaenenue yctpoiicte B KNOX Mobile Enroliment.

© YcrtaHoBka npunoxeHus Kaspersky Endpoint Security anga Android Ha Mo6unbHbIX yCTROWCTBaX
nonb3oBaTeng.

MoppobHas nHbopmaums o pabote ¢ KNOX Mobile Enrollment npuseneHa B Pykosoactse nonbzosatesng KNOX
Mobile Enrollment®.

PassepTbiBaHme uepes KNOX Mobile Enrollment BoamoyxHo Tonbko ang Samsung-ycTpoiicTs. Cnmcok
noaAepXXrBaeMblX YCTPOWCTB NpuBeAeH Ha casite Criykbbl TeXHUYECKOV MOAAeRXKM Samsung®.

CnpaBka ons aToli Bepcum peLleHns 6onblue He 0BHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHpopmaLmio. AkTyanbHas MHopMaLKs O peLleHn JocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

Cosparue npodung KNOX MDM

Tpogune KNOX MDM — npodunb, KOTOPbIA COAEPXUT CChINKW Ha MPUNOXEHNS NS X BbICTPOro pasBepTbhiBaHS 1
nepBOHaYanbHOM HACTPOVKN Ha MOBUSIbHBIX YCTPOCTBaX.

Y106kl coznats npoguns KNOX MDM, BeinonHuTe cnenytoLume AeicTBuys:

1. Bongute B koHconb Samsung KNOXz — KNOX Mobile Enroliment.

2. BuibepuTe pasgen Mpodnnm MDM.

3. HaxxmunTe Ha kHorKy [lo6aBnTb.

3anycTtutcs mactep cospaHug npodung KNOX MDM.

4. Ha ware MopxntoueHune cepeepa MDM Bribepute URI cepBepa He TpebyeTca ans moero cepsuca MDM v
HakMuTe Ha kHorky Janee.

5. Ha ware CeepeHus o npodune MDM BbinonHWTe crnefytoLLme oelicTBus:
a. Beegute obuuyto nidopmaumio o npodune KNOX MDM: Haseanune npodunst n OnmcaHue.

b. BBeounTe nyTb k ycTaHoBouHOMY daiiny APK no kHonke [Jo6aBute npunoxxenna MDM.

YcTaHoBouHbIl daiin Kaspersky Endpoint Security ana Android BxoguT B koMmnnekT nocTtasku Kaspersky
Security Ang MOBWIIbHBIX YCTROWCTB. [pensapuTensHO pa3mMecTuTe yecTaHoBouHbIN dalin APK Ha Beb-
cepsepe Kaspersky Security Center nnm Ha Lpyrom cepsepe, LOCTYNHOM AJ15 3arpy3Kku C YCTPONCTBa.
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c. Beegute napameTpbl nogkntoveHns yctpolicTaa k Kaspersky Security Center B none lNonb3oBaTtenbckue
AaHHble JSON B dopmarTe:
{"serverAddress":"ksc.server.com","serverPort":"12345","groupName" : "MOBILE GROUP"}.

MopknioueHve ycTpolicTea k Kaspersky Security Center TpebyeTcs AN akTvBaLIMN DRUIOXKEHNUS, HACTPONKI
yCTpOWCTBa 1 OTORAaBKM KOMaHA,

d. YctaHoBuTe dnaxok [lobaBneHne cornalieHuii, cea3aHHbIx ¢ Knox.

[ns yctaHosku Kaspersky Endpoint Security ans Android uepes KNOX Mobile Enrollment nonbsosaTtenb
MOBUNIBHOrO YCTPOWCTBA LAOMKEH MPUHATH YCoBus JTNLEH3MOHHOMO cornatueHns Samsung. Bel MoxeTe
03HaKOMUTbLCS C YCnoBUsMI JIMLLEH3MOHHOrO cornatleHns Samsung B 6110ke JINLLeH3NOoHHbIE cornatleHus ¢
KOHEYHbIM Mosib30BaTeNeM, YCNOBUSl 06CNyXXUBaHNS U NONb30BaTeNbCKME CornalleHns. Takxe Bbl MOXeTe
[o6aBnTb Opyrve lopranyYeckie AOKYMEHTbI Balleli KOMMaHUy, HeobxodvMble A pasBepTbiBaHNS NPodpuns
KNOX MDM, no kHorke [lo6aBuTb Nonb3oBaTesIbCcKkoe cornalleHmne.

e. CHumuTe dnaxok MpueskuTte nuueHsmio Knox k aTtomy npoduio.

NHdopmaums o nuueHann Samsung KNOX nepepaeTcs Ha MobunbHOE YCTPOCTBO BMECTE C NONVTUKON Npu
CUHXPROHM3aLmK ycTRocTBa ¢ Kaspersky Security Center.

6. Haxkmute Ha kHorky CoxpaHuTb.

B pesynbtaTe HoBbIl Npoduns KNOX MDM ¢ npunoxennem Kaspersky Endpoint Security ons Android 6ynet
nobasneH B crincok B koHconn KME.

CnipaBka An1s 9TO BEpCUn peLleHns 6orblile He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaLmo. AkTyanbHas MHbopMaLIs O peLleHn BocTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.1.

Ho6asneHne yctporicte B KNOX Mobile Enroliment

[obasneHune yctpolicTs B koHcon KNOX Mobile Enrollment (KME) MoxeT 6bITb BbINOMHEHO CreyoLWwmumMim
cnocobamu:

* [locTaBLUMK aBTOMaTUYeCKM fobaBnaeT ycTpolicTea B koHconb KME nocne nprobpeTeHns ycTponcTBa.

BbibepuTe 3TOT cnocob, ecnin Balla opraHn3aums coTpyaHnyaeT ¢ obuumanbHbeiM MOCTaBLLMKOM Samsung-
YCTPOWCTB.

* ApmuHncTpaTop ycTaHasnmsaeT npunoxeHne KNOX Deployment n3 Google Play Ha cBoe MobunbHoe
ycTpolicTeo 1 nepeHocut npoduis KNOX MDM Ha ycTpoiicTBa nonb3oBaTeseii ¢ nomoLbio Bluetooth, NFC
(Near Field Communication) nnn QR-koga. MNocne passopaunsanus npodunsg KNOX MDM ycTpolicTeo
aBTOMaTUYecky byoeT nobasneHo B koHcosb KME.

BbibepuTe aTOT cnocob, ecnv Samsung-ycTpolicTBa NprobpeTeHbl He Y odprLmanbHOro MOCTaBLLVKA.

[obaBneHne ycTpoicTBa NOCTaBLUNKOM
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OduupmanbHbIi NOCTaBLLMK Samsung-ycTpoicTs 3aperncTpuposaH B Samsung KNOX. Crnivcok odbuumanbHbix
MOCTAaBLLVKOB NMpuBeLeH Ha cavite Cykbbl TEXHUYECKOU MoAnepxky Samsung® . NocTaBLLMK aBTOMAaTUYECKN
nobasngeT ycTpolicTsa B koHconb KME ang Balueli yueTHoi 3anmcm Samsung cpasy nocrne npnobpeTteHns
ycTpolicTB. [1ng nobasneHns ycTpolicTB MOCTaBLUYKOM TPebyeTcs 3aperncTpupoBaTh NocTasLmka B koHconu KME
INs Ballel yueTHoM 3anncy Samsung. [ns nobasneHns nocTasLLmka Samsung-ycTpoicTs B koHcornb KME Bam
notpebyeTtcs naoeHTudMKaTop nocpedHuka. [nsg nonyyeHns noeHtndrkaTopa nocpenHrika Bam HEOBXOAMMO
OTNPaBWTb 3aMnpocC NocTaBLLMKY. B 3anpoce ykaxuTe Baw naeHtudukatop knmeHta KNOX.

Y1061 MpocmoTpeTs Ball ugeHTudukaTop kaveHTa KNOX, BbinonHnTe creayoLme AericTBus:

1. Boingute B koHconb Samsung KNOXz — KNOX Mobile Enroliment.

2. BelbepuTe pasgen MocpepHukn.
3. B none NpeHtndpukarop knneHta KNOX oTobpaxaeTca Ball naoeHTUdrKaTop.

MNocne nonyyeHns oTBeTa OT MOCTaBLLVKA C UAEHTUPMKATOPOM NOCPENHVIKa 3aperMcTprpyinTe NocTaBLLMKa B
koHconu KME. Mepep perncTtpaumein noctasLLymka Bel MoxeTe cosfaTb npoduns KNOX MDM ons
aBTOMaTMYECKOro passopaunsaHis npodbuns npu o6asneHnn HOBbIX YCTPOCTB.

HTo6h! 3aperncTprpoBaTtb oquumaanor 0 rnioctaBLumka B koHcosm KME, BbirnonHuTe cnegyroLne AevicTeus:

1. Boingute B koHconb Samsung KNOX 2z — KNOX Mobile Enroliment.

2. BibepuTe pasgen MocpepHukn.

3. HaxxmuTe Ha kHonky 3apernctpmpoBaTb TOProBoro NocpeaHuka.

OTKpOoEeTCS OKHO perncTpaumm NocTaBLyka YCTPONCTB.

4. B none NipeHTudnkaTtop nocpeaHnka sBeaute noeHTndrkaTop, NoyyYeHHbln oT oburumanbHOro nocTabLmKa
Samsung-ycTpoliCTB.

5. Ecnm Bbl cospanuv npoduas KNOX MDM, B okHe perncTtpaumm noctasLmka Boibeprnte KNOX MDM npodune.

Mpw Bo6aBneHn HOBbIX YCTPOMCTB aBToMaTdeckn yctaHasnmnsaeTcs npoduns KNOX MDM.

6. B cnincke MNpepnountaemelii cnocob noaTBep X aeHUs 3arpy3ok Bbibepute crnocob noaTBepXaeHNs
LobaBneHns yCTpolcTBa AJ1s MOCTaBLUMKa.

¢ Bce 3arpy3ku fomKHbl 6biITb NOATBEPXAEHSI. [1pV 4O6aBNEHNM YCTPONCTBA MOCTABLLKOM BaM
noTpebyeTcs NOATBEPAUTb OMNepaLMio.

e ABTOMAaTM4YeCKMU NOATBEPXAATb BCE 3arpy3Ku 3TOro nocpegHuka. YCTponcTBa NocTaBLLmKa OynyT
nobasneHbl B koHconb KME aBTomaTtnuecku.

7. HaxkmuTe Ha kHonky OK.

MocTaBwmK Samsung-ycTpoicTB ByaeT 4oBaBneH B CMMCOK NMOCTaBLLMKOB B koHconn KME.

MNocne NprobpeTeHNs HOBbIX YCTPOWCTB Yy oburLmanbHOro NocTaBLyka Ha yCTPOMCTBa aBToMaTyeck oyneT
ycTaHoBneHo npunoxeHne Kaspersky Endpoint Security nns Android nocne nogknoyeHns yCTPONCTB K UHTEPHETY.
MoppobHas nHdopmaums o pabote ¢ KNOX Mobile Enrollment npuseneHa B Pykososnctse nons3osatess KNOX
Mobile Enrollment®. Ecnn'y Bac yxe chopmmpoBaH cnmcok ycTpoicTs B koHconn KME, pobaBbTe Ha yCcTpONCTBO
npodunb KNOX MDM c¢ npunoxerHrnem KNOX MDM.

Y106b1 noctasuTs npogduns KNOX MDM Ha yCTpovicTBa, BbiNOHUATE CEAYIOLLNE AEVICTBUS:
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1. BoriauTe B koHconb Samsung KNOXz — KNOX Mobile Enroliment.

2. BoibepuTe pasnen YctpoiictBa — Bce ycTpolicTea.
3. BbibepuTe ycTpolicTBa, Ha KOTOPbIX Bbl XOTUTE ycTaHoBUTb Mpoduis KNOX MDM.

4. Haxxmute Ha kHomnky HacTpouTs.

OTkpoeTcs okHo NIHpopmaums o6 ycTpoiicTse.

5. B cnincke Mpodunnb MDM sbibepuTte npoduns KNOX MDM ¢ npunoxenrem Kaspersky Endpoint Security ons
Android.

6. B none Tern BBeauTe TErM ANS rpynnmMpOBKY 1 MapKUPOBKW YCTPOWCTB, a TakXXe 4J19 ONTUMU3aLIMN Noucka B
koHconu KME.

/. Beegute Y4YeTHble AaHHbl€ NoJsib3oBaTeNd YCTpOMCTBa B rnong V|,D,eHTI/I¢I/IKaTOp nosnb3oBaTtena 1 I'Iaponb.

Y4yeTHble AaHHble TPeBYOTCS ANs NonyyYeHs MobunsHoro ceptudukata. iaeHTndukaTop nonb3osaTens u
naporb JOMKHbI COBMaaaTh C YYETHbIMU AaHHbIMW nonb3osaTens B Kaspersky Security Center ([TonHoe nms n
Naponb B cBOMCTBaX Y4eTHOM 3anmcn).

8. Buibepute npoduns KNOX MDM pnst ocTanbHbIX YCTPOCTB.
9. HaxxmuTe Ha KHorky CoxpaHuTb.
B pesynbTaTe nocne noakno4eHns yCTPOCTBa K UHTEPHETY Nonb3oBaTento byaeT NpeasioXeHO yCTaHOBUTb

npoduns KNOX MDM.

[obasneHuve ycTporicTBa ¢ nomoLpto npunoxerHns KNOX Deployment

Ecnwn Bbl nprobpeny Samsung-ycTpONCcTBO He Y obuLmanbHOro NoCTaBLUMKaE, Bbl MOXETE LOOaBUTb YCTPONCTBO B
KNOX Mobile Enrollment ¢ nomowubto Bluetooth, NFC nnn QR-koga. [Ins aToro notpebyetcs MobunbHoe
YCTPOWCTBO aMUHMCTPATOPa, C MOMOLLLIO KOTOPOro ByaeT BoinonHaTbes focTaska npodunein KNOX MDM Ha
MOBUIIbHBIE YCTPOCTBA Nosb3oBaTenel.

[nsg nobasneHuns ycTpolicTs ¢ nomoLubto npunoxxeHns KNOX Deployment fomHbl BbiTb BEIMOMHEHbI CREAYoLLe
yCnoBust:

* Ha MOBUbHbIX YCTPONCTBaX AOSKHbI 6bITb BKtoUeHbl Mogynv Bluetooth nnmn NFC B 3aBucrmMocTn oT
BbIBPaHHOIO PEXUM LOCTaBKM.

* MoburbHble ycTpolicTBa LOMKHbI OblTh MOAKIOYEHD! K IHTEPHETY.

Yro6b! soctasute KNOX MDM npoguns ¢ nomoLbto npunoxerHvs KNOX Deployment, BbinonHyTe cnenytolume
AevicTens:

1. YcTaHoBMTE Ha MOBUIIbHOE YCTPONCTBO agMuHUcTpaTopa npunoxerne KNOX Deployment ns Google Play 2.

2. 3anycTtute npunoxeHne KNOX Deployment.
3. BBeanTe paHHble Balleli y4eTHOW 3anmcy Samsung.
4. B okHe KNOX Deployment HacTpoliTe napameTpbl pa3sepTbiBaHs KNOX MDM npoduns:

* Buibepute npocduns KNOX MDM.
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e BbibepuTe pexum passepTbiBaHus: Bluetooth nnmn NFC.

Mpw ncnonbsoBaHun Bluetooth Bbl MoxeTe nob6aensTs npodunbs KNOX MDM cpasy Ha HeCKosbKo YCTPOMCTB.
5. Haxxmute HavaTb pa3BepTbiBaHumE:

¢ Bluetooth. Ha MobunbHOM yCTpOCTBE Nonb3oBaTens OTKpoliTe Be6-canT
https://configure.samsungknox.com.

3anycTutcs macTep pernctpaumm yctporictea B Samsung KNOX. CnepnyiiTe ykasaHusam Ha akpaHe.

B pesynbtaTe nocne yctaHoBku npoduns KNOX MDM B koHconn KME 6yaeT no6asneHo HOBoe YCTPONCTBO
¢ Terom Bluetooth.

* NFC. lNopHecuTe MobunbHOE YCTPONCTBO aaMUHUCTPaTOPa K MOBUNBHOMY YCTPONCTBY NOMb30oBaTeNs U
nepeparite npoduns KNOX MDM.

B pesynbTaTe Ha MOBWILHOM YCTPOCTBE NOMb30oBaTeNs eMy ByLET NPEAIOKEHO YCTaHOBUTb MPodusib
KNOX MDM. B koHconun KME 6yneT nobasneHo HoBoe ycTpoiicTso ¢ Terom NFC.

CnipaBka Ans 9Toi BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JoCTynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

YcTaHOBKa MPEUNOXeHNA

Mepepn ycTaHosko npunoxerns Kaspersky Endpoint Security ans Android BeinviwmnTe B KoHconu
anmuHucTpuposanng Kaspersky Security Center MoBWnbHbIN cepTUdUKaT A9 Nonb3oBaTeneli MoGUIbHbIX
YCTROMUCTB. MobunbHbI cepTrdrKaT TpebyeTcs AN AEHTUPUKaLI NoNb3oBaTeNst MOBUNLHOrO YCTPOCTBa
B KoHconun apmuHncTpurposaHus Kaspersky Security Center.

MNocne Hauana passepTbiBaHns Npodung KNOX MDM Ha MobunbHOM yCTpoicTBE aBToOMaTYeCkn ByAeT 3arpy>KeH
ycTaHoBouHbI daiin APK. YcTtaHoska npunoxeHus Kaspersky Endpoint Security ans Android 3anyctutcs
aBToMaTunyecku. lNonb3aosaTento TpebyeTcs NpuHATL JnueHsnoHHoe cornawenre Samsung KNOX 1 JTnueHanoHHoe
cornawenune Kaspersky Endpoint Security ons Android. JononHUTenbHOM HaCTPOVKN MPUIOXEHNS HE TPebyeTCs.
Mocne ycTaHOBKM NpunoxeHns cuHxpoHunsaums ¢ Kaspersky Security Center 6ynet BbinonHeHa asTomaTyecku. B
pesynbTaTe MObWIbHOE YCTPOMCTBO ByaeT AobasneHo B KoHconb agMuHmcTpuposaHns Kaspersky Security Center
B rpynny agMUHUCTPUPOBaHWS, yka3daHHyto B napameTpax npodung KNOX MDM (groupName).

CnpaBka ons 370l Bepcum peLleHnst 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AkTyanbHas MHOpMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.

HacTpoiika KNOX-koHTelHepoB

OT0T pasnen conepxunt nHdopmaumo o padote ¢ KNOX-koHTeliHepamMmn Ha Samsung-yCcTpoicTBax Nnos,
yrnpaBneHnem onepauroHHol cucTemMbl Android.
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VcnonbaosaHne KNOX-KOHTeNHepOoB [OCTYMHO TOMbKO Ha Samsung-yCTPOCTBaXx NOA, yNpaBneHnem
onepaumoHHoii cuctembl Android Bepcun 6.0 nnv BbiLLe.

CnipaBka o115 3To BEpCUn peLLeHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaLmio. AkTyanbHas nHbopMaLIs O peLleHn focTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.12.

O KNOX-koHTeliHepe

KNOX-koHTeviHep — be3onacHas cpefa Ha YCTPONCTBe Nonb3oBaTenNs C OTAENbHbIM PabourM CTONOM, NaHesbio
3anycka, npunoxerHuamu, Buaxetamu. KNOX-KoHTelHep No3BONSET N30NMPOBaTh KOPNOPATUBHBIE MPUTOXEHWIS
JaHHble oT nepcoHarnbHbix. KNOX-KoHTelHep aBnsieTCcs KOMIOHEHTOM MobunbHoro petueHns Samsung KNOX.

Samsung KNOX — MobunbHOe peLLeHvie s HaCTPOWKI 1 3aLLMTbl MOBUIbHBIX YCTPONCTB Samsung nog,
yrpaBneHnem ornepauyroHHoi cuctembl Android. MNoppobHas nHpopmaums o Samsung KNOX npusepeHa Ha cavite
Crykbbl TEXHUHYECKOVE MOAREXKM Samsung®.

KNOX-KoHTelHepbl MO3BONSOT pasfenvTb NepCcoHasbHbIe 1 KOpropaTyBHbIe AaHHble Ha MOBUTbHOM YCTPONCTBE.
Hanpumep, HEBO3MOXHO oTMpaBuTb daiin, pacrnonoxerHblin B KNOX-koHTelHepe, ¢ MOMOLLBIO IMYHOIO MOYTOBOrO
dwmka. PekomergyeTtcs passopaunsate KNOX-koHTelHep, ecnv ons paboThbl ¢ KOPropaTUBHEIMU AaHHbIMI
NCMOSb3YOTCS INYHbIE MOBUSIbHBIE YCTPOCTBA COTPYLHNKOB.

[ng ncnonbsosaHng KNOX-koHTelHepoB TpebyeTcs akTramrpoBaTe Samsung KNOX. [Mocne cruHxpoHnsaumm
ycTpoiicTea ¢ Kaspersky Security Center nonb3osaTento MobunbHOro ycTpoicTea byneT NpeasioxeHo YCTaHOBUTb
KNOX-koHTeinHep. [Nepen ycTaHoBkoli KNOX-koHTeliHepa nonb3osaTtesb OO/MKEH MPUHATL YCnoBus JTMLEH3NOHHOTo
cornalleHns oT KoMnaHum Samsung.

Mocne yctaHoskn KNOX-KoHTelMHepa Ha pabounii CTon MobubHOro ycTpolicTa byneT nobasneH 3Hadok KNOX

. Vinn pabouas obnacTb 6yneT nobasneHa B CrMCOK MPUIOXEHWI Ha MOBUIbHOM ycTpolicTee. [ns paboThi ¢
KOPMOPaTUBHLIMU JaHHBIMM MOMb30BATENO HYXXHO 3anycTuTb npunoxerve na KNOX-koHTelHepa.

Kaspersky Endpoint Security gns Android He ycTaHasnvBaeTcs B KNOX-KOHTENHEp 1 He 3alyLiaeT
koprnopaTuBHble AaHHble. Kaspersky Endpoint Security ang Android He o6Hapy>uBaeT 3arpy3Kky BPEAOHOCHbIX
dalinoB 1 He BnoknpyeT BpenoHocHble canTbl B KNOX-koHTeliHepe. B KNOX-koHTeiHepe HEBO3MOXHO
KOHTPONMPOBAaTb 3arpy3Ky NPUIOXEHNI 1 3anpeTuTb ncrnosb3oBaHue kamepel. Kaspersky Endpoint Security
ans Android saLupLLaeT ToMbKO NMYHble AaHHble. KopnopaTyBHbIE AaHHbIE MOXHO 3aLUUTUTb C MOMOLLLbIO
nHcTpymeHToB Samsung KNOX. Mogpo6bHas nibopmaums o Samsung KNOX npuseneHa Ha cavite Cry»x6bl
TeXHUYECKOVi MOAAEPXKM Samsunge.

CnpaBka ons 370l BEpCum peLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JOcTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.1.

AkTumBaumga Samsung KNOX
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Y1066l ncnonbsoBaTb KNOX-koHTeliHep Ha MOBUTbHOM YCTPOMCTBE Nonb3oBaTeNs, TPebyeTcs akTUBMPOBaTb
Samsung KNOX. MNpouenypa aktnsaumm Samsung KNOX 3aBucuT ot Bepcum Kaspersky Endpoint Security nng
Android, ycTaHOBRNEeHHOI Ha yCTpoCcTBax Nosb3oBaTeneil:

* Ecnun Ha ycTpolicTBax ycTaHoBneHa Tekylas sepcus Kaspersky Endpoint Security ong Android, ons aktnsaumm
Samsung KNOX kntoun He TpebytoTcs.

* Ecnu Ha ycTpolicTBax ycTaHoBneHa ycTapesLuas Bepcus Kaspersky Endpoint Security ons Android (10.8.3174
nnn Hxe), Heobxoammo nonyuntb kntow KNOX License Manager (KLM-kntou) o Samsung. Koy KNOX License
Manager — yHnkanbHbIli KoL, KOTOPbIA MCMONb3yeTcs cucTeMon nuueHanpoBanns Samsung KNOX. Bornee
noppobHas nHdopmaums o KLM-kntoue npriBefeHa Ha caiTe TexHnyeckon noaaepxkki Samsung KNOX .

VcnonbsosaHne KNOX-KoHTeliHEpOB BO3MOXHO TOMbKO Ha Samsung-yCTpOMCTBax.

Yro6b! akTuBMpoBaTs Samsung KNOX, BbinonHyTe crenytoLyme [eicTBus:

1. B nepeBe koHconu B narke Ynpaensemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.

3. OTKpOWTE OKHO CBONCTB NONUTUKIN ABOVHBIM LLENYKOM MbILLV MO JIO6OMY CTONOLLY.

B TeueHre 15 MUHYT BbINOMHWTE CreaytoLLme AeNCcTBIS. [10 CTEUEHM STOrO BPEMEHN MPU COXPaHEHNM
N3MEHEHWI MONMUTVIKA MOXET BO3HUKHY Tb OLLMGKA.

4. B nonuTuike, B okHe CBolicTBa BbibepuTe paspen YnpasneHne Samsung KNOX — KNOX-koHTeliHepbl.
5. B none Knou KNOX License Manager ykaxuTe cnegyioLime JaHHble:

e Ecnu Ha ycTpolicTBax ycTaHOBNeHa TekyLuas Bepcus Kaspersky Endpoint Security ons Android, BBeanTe
NoBoN CUMBOI.

e EcnuHa ycTpolicTBax ycTaHoBneHa yctapesLuas Bepcus Kaspersky Endpoint Security ong Android (10.8.3.174
nnn Huke), BeegnTe KLM-Kkntoy, nonyyeHHbIn oT Samsung.

6. YcTaHoBUTE aTpubyT "3aMOK" B 3aKPbITOE MOSTIOXEHNE [@.
7. HaxxmuTte Ha kHomky MprnmeHnTb, YTOBbI COXPaHNTb BHECEHHBIE N3MEHEHNSI.

Samsung KNOX 6yneT akT1B/pOBaH Nocie ovepenHoin CHXpoHU3aummn ycTpolicTaa ¢ Kaspersky Security
Center. [Nonb3oBaTtento byneT NPenoXeHo NPUHSATL YCnoBUS JINLEH3NOHHOrO CornatleHrs OT KOMMaHum
Samsung n yctaHoBuTb KNOX-KkoHTelHep.

Yrobbl neaktviBuposaTe Samsung KNOX, BeinonHuTe crenyroLme AevicTBus:

1. B nepeBe koHconv B nanke Ynpaensemble yCTPONCTBa BbiGepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYHO
BxomaT Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknagky MNonntuku.

3. OTKpoliTe OKHO CBOMNCTB MOMUTUKM ABONHBIM LLETUYKOM MbILLK MO IIOBOMY CTONOLLY.
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B Teueruve 15 MUHYT BeInONHUTE credytowme OerncTBug. [10 NCTeUeH 3TOro BpeMeH Mpu COXPaHeHN
N3MEHEHUI MONNTUKN MOXET BO3HUKHYTb OLLIMOKa.

4. B nonuTtuke, B okHe CBolicTBa BbibepuTe pasaen YnpasneHne Samsung KNOX — KNOX-koHTeliHepbl.
5. YpanuTe 3HaueHue, ykasaHHoe B none Kniou KNOX License Manager.
6. HaxxmunTe Ha KHonky MNMpuMeHnTb, YTOObI COXPaHUTb BHECEHHbIE N3MEHEHUS.

Samsung KNOX 6yneT feakTuBMpoBaH Nocne o4epenHol CUHXpoHmn3aummn ycTpolicTaa ¢ Kaspersky Security
Center. JocTyn B KNOX-KkoHTelHep 6yneT 3abroKnpoBaH.

OrpaHunuerns Samsung KNOX

* cnonbsosaHne KNOX-koHTelMHepoB BO3MOXHO TOMbKO Ha Samsung-yCTpolicTBax.

* Ha Samsung-ycTpoiicTtax ¢ nogaepxkoii KNOX 2.6, 2.7 n 2.71 8 KNOX-koHTeliHepe He paboTtaeT Beb6-Punbtp 1
KoHTponb npunoxeruin. [Npobnema cBszaHa ¢ oTcyTcTBrEM Heobxoammblx npas B KNOX-koHTeliHepe (cny>x6a
CneumanbHbix BO3MoXHocTel). Ha ycTpoicTsax ¢ nopaepxkort KNOX 2.8 v Bbile Bce KOMMOHEHTbI MPUIOXKEHUS
paboTatoT 63 orpaHNYeHuA.

e Kaspersky Endpoint Security ana Android Bepcun Huke, yem Service Pack 4 Maintenance Release 3 Update 2
MOXeT paboTaTb HECTabUIbHO Ha YCTPOMCTBax Samsung ¢ onepaumoHHoli cuctemoli Android 10 ns-3a
obHosnermin Samsung KNOX. PekomerpyeTtcs o6HoBuTb Kaspersky Endpoint Security ang Android no Bepcun
Service Pack 4 Maintenance Release 3 Update 2.

CnipaBka Ans 9Toi BepCun peLleHns 6osbliue He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLs O peLleHn JOCTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.

HacTpoiika CeTeBoro akpaHa B8 KNOX

[ng koHTpons ceTeBbix coeanHernii B KNOX-koHTelHepe cnepyeT HacTpouTb napameTpbl CeTeBoro akpaHa.
Y106b! HacTpouTe CeTeBori skpaH B KNOX-KOHTeViHepe, BbiMOHATE CAEAYIOLLNE AEVCTBYS:

1. B nepeBe koHconm B narke Ynpaensemblie yCTPOMCTBaA BbibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO
Bxomat Android-ycTpolicTBa.

2. B paboueii obnacTu rpynnbl BoibepuTe 3aknaaky MNonntuku.
3. OTKpoliTe OKHO CBOMCTB NOMUTUKM ABONHBIM LLLEYKOM MbILLK MO IIOBOMY CTONOLLY.
4. B nonuTuke, B okHe CBolicTBa BbibepuTe pasnen YnpasneHne Samsung KNOX — KNOX-koHTeliHepbl.

5. B 6roke CeTeBoli aKpaH HaxxM1Te Ha KHorKy HacTponTb.

OTkpoeTcs okHo CeTeBoli aKpaH.

6. Beibepute pexum paboTbl CeTeBoro akpaHa:
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* YT06bI paspeLnTb BCe BXOASILLME U UCXOASLLME COSANHEHNS, MEPeMeCTUTE MNON3YHOK B MOSIOXEHNe
PaspewaTsb BCe.

* YTOObI BNIOKMPOBaTL NOBYIO CETEBYIO aKTUBHOCTb, KPOME MPUMOXEHNIA N3 CANCKA NCKITIOYEHNI,
nepemMecTuTe NMon3yHoK B nonoxeHrie bnoknpoeatb Bce, Kpome NCKITIOYEHUIA.

7. Ecnv Bbl BEIBpanu pexxum paboTbl CeTeBoro akpaHa brnoknposaTb Bce, Kpome uckntoueHuni, cbopmumpyiite
CMNCOK UCKITIOYEHNIA:

a. Haxxmute Ha kHonky [o6aBuTb.

OTkpoeTcs okHo WckntoueHure ang CeTeBoro akpaHa.
b. B none HaseaHue npnnoxeHns BBeaMTe Ha3BaHE MOBUTBHOrO MPUIOXEHNS.

c. B none Nmsa nakeTa BBEOMTE CUCTEMHOE UMS NMakeTa MOBWIBHOMO MPUIIOXEHWS (Hanprmep,
com.mobileapp.example).

d. HaxxmuTe kHomnky OK.
8. HaxxmunTe Ha kHomKy MpruMeHUTb, 4TOBbI COXPaHUTb BHECEHHbBIE N3MEHEHNS.

MapameTpbl Ha MOBUTBHOM YCTPOWCTBE ByayT HACTPOEHbBI NMOC/E OYEPELHON CUHXPOHN3aLMN YCTPOCTBa C
Kaspersky Security Center.

CrpaBka Ons 3Tol BEpCum peLLeHsl 6onblue He OBHOBNSIETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO

nHpopmaLmio. AkTyanbHas MHGOPMaLWs O peLLeHn JOcTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

HacTtpolika noutoBoro gwwvka Exchange 8 KNOX

[Ins paboTbl C KOPNOPaTUBHO NOYTON, KOHTakTaMun 1 kanergapem B KNOX-koHTellHepe cnepyeT HacTpouTb
napameTpbl NoYToBOro siwyka Exchange (mocTynHo Tonbko B Android 9 v Hke).

Yro6bI HacTpouTs noyToBbii gk Exchange 8 KNOX-koHTeliHepe, BbinonHUTe CrenyoLme AeVicTBUS:

1. B nepeBe koHconv B nanke YnpaBnsieMble yCTPOCTBA BbIGepUTE rpynny agMUHUCTPUPOBAHMS, B KOTOPYHO
Bxonat Android-ycTpolicTBa.

2. B paboueli obnacTu rpynnbl BoibepuTe 3aknanky Monntmku.
3. OTKpoOliTe OKHO CBOMNCTB MOMUTUKM ABONHBIM LLETUYKOM MbILLK MO II06OMY CTONOLLY.
4. B nonuTtuke, B okHe CoiicTBa BbibepuTe pasaen YnpasneHue Samsung KNOX — KNOX-koHTeliHepbl.

5. B 6noke Exchange ActiveSync HaxxmuTe Ha kHornky HacTpouTb.

OTkpoeTcs okHo MapameTpbl noutoBoro cepeepa Exchange.
6. B none Appec cepsepa BeeguTe IP-agpec nnm DNS-1ms cepsepa, Ha KOTOPOM pa3MeLLLEH MOYTOBbLIN cepBep.

7. B none [lomeH BBeOMTeE Ms SOMEHa Nob30BaTeNs MOBUIbHOrO YCTPOCTBA B KOPNOPATVBHOM CETU.
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8. B packpbiBatoLemcs crivicke NeproanyHoCcTb CUHXPOHM3aLMK BbibepUTe XXenaemblii Mepuos CUHXPOHM3aLIN
MoBunbHoro ycTpoiictaa ¢ cepsepom Microsoft Exchange.

9. YTO6bI CMONb30BaTb TPAHCMOPTHBIV MPOTOKON Nepeaayn AaHHblx SSL, ycTaHoBUTe draxok Micnonb3oBaTb
SSL-coepuHeHne.

10. YT06bI Mcnonb3oBaTh LdpPOBLIE CepTUPMKATbI A1 3aLLMTLI Nepeaayn AaHHbIX MeXAy MOBUIbHBIM
ycTpolicTBoM 1 cepsepoM Microsoft Exchange, yctaHoBuTe dnaxok NpoBepsiTe cepTudumkat cepeepa.

1. Haxkmute Ha kHomnky MprMeHnTb, YTobbl COXPaHUTb BHECEHHbIE 3MEHEHS.

MapameTpbl Ha MOBWIBHOM YCTPONCTBE BYayT HACTPOEHbI MOCNE OYEPEnHOWN CUHXPOHM3aLMM YCTPOCTBa C
Kaspersky Security Center.

CnpaBka o115 370l BepCcum peLleHns 6onblue He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

[prnoxeHns

OTOT paspen coaepXknT MHPOoPMaLMIO, KOTOpPas AOMONHIET OCHOBHOW TEKCT AOKYMEHTA.

CnpaBka ons 3Tol BEpCcum peLleHnsl 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1&.

[lpaBa Ha HacTPOIiKY rPYMNNOBbLIX MOMNTUK

ApnmuHncTpaTtopbl Kaspersky Security Center MoryT HacTpanBaTh NpaBa JoCTyna nonb3oBaTeneli KoHconm
aIMVHUCTPUPOBaHMS K pasnnyHbiM GyHKLMSM NPOrpamMMbl B 3aBUCUMOCTU OT CIy>KeBHbIX 0b6s3aHHOCTEN
rnosib3oBaTesnen.

[ns kaxnol GyHKUMOoHanbHoM ob6nacT agMUHACTPATOP MOXET Ha3HayaTb CrefyloLue npaBa [ocTyna:

b PaspeLuvm: nameHeHme. [lonbsoBaTtesnto KoHconm aOMVHNCTPNPOBaHNA pa3peLlleHO NUSMEHATb NapamMeTpbl
MONUTUKN B OKHE ee CBOICTB.

e 3anpeTutb usmeHeHue. [onb3osaTento KOHCONM aoMUHNCTPUPOBaHIKS 3aMNpPeLLEHO N3MEHSITb MapamMeTpbl
MOMUTVKM B OKHE ee CBOCTB. 3akNafku NONUTUKY, BXOASLLME B PYHKLMOHAMNbHYIO 06n1acTb, AN KOTOPOW
Ha3Ha4YeHo 3TO NPaBo, He OTOBpPaxaloTCs B HTepdelice.

MNpaBa gocTyna k pasgenam nnarvHa ynpaesnenus Kaspersky Endpoint Security

®DyHKUMoHanbHas obnacTb Paspen nonnTtukm
Android Enterprise Pabouuii npoduns Android
AHTN-Bop AHTn-Bop
KoHTponb npunoxennii KoHTponb npunoxeHwii
BawuTa 3awuTa, MNposepka, O6HOBNEHME
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KOHTpOJ’Ib COOTBETCTBUA KOHTpOﬂb CcooTBEeTCTBUA

[MapameTpbl ycTpoiicTa YnpasneHue ycTpolicTBoM, CUHXpOHU3aLWs

YnpaeneHne ycTpoiicTBamn Samsung APN, YnpasneHue Samsung-ycTtpoiicTeamu, KNOX-KoHTelHepb!
YnpaeneHve cuctemon HononHutensHo, Wi-Fi

Be6-Ounbtp Be6-Punbtp

MNpaBa pocTyna k pasnenam nnarvHa ynpaeneHus Kaspersky Device Management ons iOS

DyHKLMOHaNbHas Pazpen nonntuku
obnacTtb
[ononHuTenbHble Be6-knunel, LLpndTsi, AirPlay, AirPrint
Exchange ActiveSync Ob6Lwme, Maponb, CuHxpoHn3auums, OrpaHndeHmns dyHKUmA, OrpaHnyYeHst MPpUNoXeHNI
O6wwe O6wwe, Eavnas yyeTHas 3anuch, Be6-®Ounbtp, Wi-Fi, Touka noctyna (APN), Exchange ActiveSync, OnekTpoHHas

nouta, KoHdurypaumoHHble napameTpbl

LDAP (kaneHgapb/ LDAP, Kanengapb, KoHTakTbl, MNognncky Ha kaneHaapb

KOHTaKTbI)

OrpaHnyeHns n OrpaHnyerns dyHkuwii, OrpaHnyeHns npunoxeHnii, OrpaHnyeHns megriakoHTeHTa, Maponb, VPN, Mo6anbHbii
6e3onacHoCTb HTTP-npoken, CepTudnkatsl, SCEP

CnipaBka An1s 9TOW BEPCUN peLLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHPopmaLmio. AkTyanbHas MHGOpPMaLKs O peLLeHn JOCTYynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

KaTeropum npunoxeHwi

KoHTponb npunoxeHnii nooaepXnBaeT KaTEropnsaumio NPUIoXeHnin. Pexxm paboTel, 3aaaHHbIl As KaTeropum
MPUNOXEHW, ByLeT NpMeHeH NS BCeX NMPUNOXeHWA N3 aTol kateropun. KaTteroputo ns Kaxxaoro npunoxeHus
onpenenseT obnauHas cnyxba Kaspersky Security Network.

KaTeropwm npunoxenwii

Kateropus OnucaHne
PasBneyeHus MpunoxeHns Ans UHTEPaKTVBHbIX Pa3BIeUeHNA.
IM-KknneHTbI, MpvnoxeHus ans o6MeHa MrHOBEHHbIMI COOBLLEHMSIMIA, FONIOCOBOI 1 BUAEOCBSI3N Yepes IP-TenedoHuio.
TenedoHHble
nporpaMmbi
CoumanbHele ceTnt MpunoxeHuns ans paboTsl ¢ coLmanbHbIMU CETIMM, Gnoramu.
MO pns 6usHeca MpunoxeHws Ans noacyeTa HaNoOro., ynpaeneHns 6aHKOBCKVMY onepaLysmm, paboTsl ¢ Tabnvuamu, Gyxrantepckoro

yueTa, a Takxe Apyrvie NpuioxeHns ans brsHeca. TekCToBble penakTopbi.

[owm, Cembs, MpunoxeHns, kKOTopble COaePXaT PELLENnTLI, pekoMeHAaLwmmn no ctumo. MNpunoxeHus ang uTHeca, BeaeHUs rpaduka
Xo66w, 3noposbe TPEHVPOBOK, NMOMYYEHNs pekoMeHZaLuii No AueTe, 300POBOMY NUTaHMIO, TEXHVKE B6e30MacHOCTI, OXpaHe TPpyAaa.
MepvumHa MpunoxeHus, KoTopble CofepXXaT CNPaBOYHNKY CUMITOMOB U1 NIEKapCTB, MPUNOXEHNS A1 PaBOTHUKOB 30paBOOXPaHEHIS,

JKypPHarsnbl K HOBOCTU O MeanunHe.

MynbTmenmna Cry>6bl nognncku Ha GunbMbl, MynbTUMeONAHbIE 1 BraeonpourpbisaTen. MyabikanbHble Cny>6bl, MpovrpbiBaTENV,
pafuoBeLlaHye.

Mo ang MpunoxeHrns ans paboTsl ¢ Kamepoli, rpadryeckme penakTopbl, MPUNOXeHUs A1 ynpasneHus doTorpadusmi 1 nx

rpaduyeckoro ny6nvkaumn.

ansaiHa

MnarvHel ons MpunoxeHns Ans UTeHNs raseT, XypHasos, 6/10roB, arperaTopbl HOBOCTEN.

YTEHUSI HOBOCTHBIX

1N RSS-neHT

noroga. MpunoxeHns ons oTobpaxeHns IPOrHo3a Norogpl.
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Mporpammbl ang
obpasoBaHus

OHnanH-noKynku

YTunuTsl ang
3anycka

OnepaunoHHble
cuUCTEMbI U
YyTAMUTBI

Mporpammbl ang
npocMoTpa kapT

Opyrve
nporpamMmbl

TpaHcnopT

Nrpbl
Bpayazepbl
NHcTpy™meHThl ons

pa3paboTku

Mporpammel OC

MO pns paboTsl B
UHTEpHeTe

MO ponsa ceTteBoii
NHPPaCTPyKTYypbl

CeTteBoe 10

CucTemMHble
YTUIUTBI

MO ong sawmTbl

MeHenyxepbl
3arpysok

Mporpammel ans
XpaHeHus daiinos
B UHTEpHETE

CnpaBoyHble
cucTemsl

[MouToBbIE
nporpamMmbl

MpUNoxeHVs ANs YTEHUS KHUT, CMIPaBOYHIKN, YU€BHKI, CroBapw, Tesaypychl, SHLMKIoNeanin. [punoxeHns Ans noaroToskm
K 9K3ameHam, y4ebHble MaTepuarbl, CoBapy, PasBrBaloLLME UMpbl, CPEACTBa U3YUEHNIS S3bIKOB.

MpunoxeHrs ans coBepLUEHs NMOKYMNOK B MHTEPHETE 11 Y4acTs B ayKLIMOHaX, MOAapPOYHbIE KYTOHbI, CPEeACTBa CPaBHEHNS
LieH 1 BeAEHWs Crivcka NOKyMoK, YTeHMe OT3bIBOB O NMPOAyKTax.

I'Ipvmoermq, npenHasHaveHHble oNng nsMmeHeHnd snaa pa60b|ero CTOnNa, BUOXKETOB, SPJIbIKOB.

CurcTeMHble MpUNoXeHws, obecneuvBatoLLyie yrpaBneHne onepaLioHHOR CUCTEMO, B3aMMOLENCTBIE C Nonb3oBaTenem,
yrnpasneHue onepaTyBHO NamsTbIO.

rlyTeBO,D,I/ITeJ'II/I no ropofam, I/IHd)OpMaLI,I/Iﬂ O MECTHbIX KOMMaHWgX, CpencTsa nnaHnpoBaHnsa noe3aku.

BubnroTtekn nporpamMmMHoro obecneyeHus,, TEXHUYECKE AEMOBEPCUM MPUNOXKEHWI. [TPUNOXEHWS, KOTOPbIE He Monany HU B
OfHY N3 KaTeropuii.

MprnoxeHns ons ncnonb3oBaHNs 06LLECTBEHHOIO TPAHCNOPTa, CPEACTBa HaBUraLmm, BOXOEHS.

Apkagpl, BuktopuHbl, FoHkw, Opyroe, KasuHo, KapTouHbie, Mysbika, HacTonbHele nrpel, ObyuyatoLume, Maznel, MpuknioueHus,
Ponesble, Cumynstopbl, CnosecHble urpbl, CnopTuBHble Urpbl, CTpaTernm, OKLLEH.

MpunoxeHns ans npocMmoTpa Be6-caliTos, CoaepkaHns Be6-A0KyMeHTOB, daiinos. [punoxeHns ons ynpaeneHus se6-
MPUNOXEHNSIMW.

MpunoxeHns, NpegHas3HayeHHble Ans pa3paboTkm MporpaMMHoro obecnederys. OTnanuvki, KOMMOHOBLUVMKY, PEAaKTOPbI
Kofa, pefakTopbl rpaduryeckoro nHTepderica.

MprnoxeHns, KOTopble MOCTaBASIOTCSH COBMECTHO C ONMepaLmOHHON CUCTEMOI, 1 HeobXxoavMble Anis obecneyeHns paboTbl
onepaLmoHHOl CUCTEMBI.

MeHenxepbl 3arpy30K, MOUTOBbIE KNMEHTbI, MPUIOXEHNS NS NOVICKa B IHTEPHETE, @ Takxe ApYyrue NpunoxeHus ang
paboTbl B IHTEPHETE.

MpunoxeHns Ans ynpaeneHns cepeepamy, yCTPONCTBaM A XPaHEHs AaHHbIX CETEBbIM 0B0PYA0BaHNEM, MPOrPaMMHbIM
obecneyeHrieM BHyTPY KOPropaTUBHO CeTu, aBTOMaTU3aunn 1 MHTerpaummn nHbpacTpyKTyPHOrO KOMIIeKca.

MpunoxeHuns, NnpeaHasHaueHHble AN OPraHn3aLyn COBMECTHO paBoTbl Fpy bl MONb3oBaTesNen Ha HECKOIbKIX
YCTPOCTBaX, KOMMYHVKaLWN MeXy YCTPOVCTBaMU.

I'Ipmnox(eHqu, KOTOpPbI€ MOCTaBNAOTCA COBMECTHO C OI'IepaLI,I/IOHHOI7I CUCTEMOIA: ¢a|7|nosb|e MeHe>XXepbl, apXmBaTopbl,
YTUNINTbI ONg OMarHoCTrKM annapaTHOro 1 nporpavMmMmHoro obecneyeHus, ONTUMMN3aTOPbI NaMATU, LEeNHCTaNNATOP.bI,

YTUAUTbI yNpaBReHuns npoLeccopamu.

MpunoxeHns ANs 3aLUTbl AaHHbIX Ha YCTPOCTBE. [pUnoxeHns Ans o6HapyXeHWs 1 yCTPaHeHNs yrpo3 Ha yCTpOCTBe.
CeTeBble akpaHbl. [prnoxeHruns a5 WwindpoBaHus AaHHbIX.

MpunoxeHnns ans 3arpyskun ¢annos 13 BHELLHNX NCTOYHNKOB.

MpvnoxeHus ans paGoTsl C OHNaRH-XpaHUMWamy Gaiinos, 3aMeTok, MybTYMEAVa.

I'IporpaMMbl AN YTeHNS KHAT, CNpaBOYHIKI, y'~|e6HI/IKI/I, cnoBapu, TesaypycChbl, BUKN-3HUMKONEeaANN.

I'Ipl/lnoermq AN4 OTNpaBkn N MONyYeHNd SNEKTPOHHbIX MCEM.

CnpaBka ons aToli Bepcum peLleHnst 6onbliue He 0BHOBNSETCS, MO3TOMY MOXET COAEpPKaTb YCTapPEBLLYO
nHpopmaLmio. AkTyanbHas MHopPMaLKs O peLleHn SocTymnHa B crpaske Kaspersky Secure Mobility

Management 4.12.
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cnonb3osaHue npunoxenns Kaspersky Endpoint Security gna Android

B aToMm pasnene cnpasku onncaHbl yHKLMM 1 AEACTBUS, LOCTYMNHbIE NoNb3oBaTensM npunoxeHns Kaspersky
Endpoint Security pns Android.

CTaTby B 9TOM pasferne coaepXaT OnmrcaHne BCex NapaMmeTpoB, 4OCTYMHbIX U BUOVMBIX Ha MOBUIbHBIX
ycTpoicTeax. DakTnyeckuii BHELUHUI BUA, 1 paboTa NPUNIOXEHNS 3aBUCUT OT UCTOMNb3YEMO CUCTEMDI
YAANeHHOro aiMUHNCTPUPOBAHNS 1 OT TOTO, Kak aAMUHUCTPAaTOP HAaCTPOW YCTPONCTBO B COOTBETCTBUN C
TpeboBaHUsaMY KopriopaTrBHO 6e3onacHoCcTH. HekoTopble GyHKLMM 1 NapaMeTpbl MPUIOXEHNS], ONUCaHHbIE B
3TOM pasgferne, MOryT He COOTBETCTBOBATb TEM, UTO Bbl YBMAWTE Npu paboTe npunoxerHvem. MNpu
BO3HMKHOBEHI BOMPOCOB O paboTe NPUNOXeHUs Ha BalleM KOHKPETHOM YCTPONCTBE, obpaTnTech K
aOMUHMCTPaTOopY.

CnpaBka 45isl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 412

Bo3MoXHOCTU NpunoxeHus

Kaspersky Endpoint Security obnagaeT cnenytoLmMm OCHOBHBIMY BO3MOXHOCTSMU.

3awmTa OT BUPYCOB 1 APYTNX BPEAOHOCHBIX MPUMOXEHWI

[Ins 3aLLMTbI OT BUPYCOB 1 APYTVX BPEAOHOCHbIX MPUIOXEHWIA NCMONb3YEeTCs KOMMOHEHT AHTMBUPYC.
AHTVBMPYC BbINONHAET cneaytoLme GyHKUMN:
* MPOBEPSIET Ha HaNM4Me yrpos BCe yCTPOCTBO, YCTaHOBMEHHbIE MPUNOXEHUS N BbIGPaHHbIE Nanku;
* 3alyLLaeT YCTPONCTBO B PEXMME pearnbHOro BPeMEHU;
* MpPOBEPSET HOBbIE YCTAHOBEHHbIE MPUOXEHNS [0 UX MEPBOro 3amnycka;

® OBHOBNSIET AHTVBMPYCHbIE Basbl.

Ecnn Ha MoBUnbHOM yCTpONCTBE YCTaHOBNEHO NMPUIOXEHE, BbINOMHsIoLee coop 1 oTnpaBky nHdopMaLmmn Ha
obpaboTky, Kaspersky Endpoint Security ons Android moxeT knaccudurumpoBaTh Takoe NPUoXeHne Kak
BPEAOHOCHOE.

3awmTa AaHHbIX NPY NOTEPE U KpaXke YCTPONCTB

[ng 3awmtbl THPOPMaLMKM OT NoNajaHUs B Yy>Kre PyKK, a Takxke AJ19 Moncka yCTpoCcTBa Npuy ero noTepe um
Kpaxke ncrnonbayeTcs KOMNoHeHT AHTU-Bop.

AHTVI—BOp no3sondeT AMCTaHUNOHHO BbINOIHUTD crieaytoumne OencTBuUs:
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e 3abnoknpoBaTb YCTPOWCTBO.

YTOBbI 3M10YMbILLIEHHNK HE MMEN BO3MOXHOCTU pa3biokMpoBaTh YCTPONCTBO, Ha MOBWbHBIX YCTPONCTBaX
nopA, ynpasneHnem onepaumnoHHoi cuctemsl Android Bepcum 7.0 v biwe Kaspersky Endpoint Security
LOMKEH ObITb BKIIIOYEH B KayecTBe Cny>6bl CneupanbHbix BOSMOXHOCTEN.

* BknounTb Ha YCTPONCTBE rPOMKYIO CUPEHY, AaXe eCin Ha YCTPOMCTBE BbIK/TIOYEH 3BYK.
* [lony4nTb KOOPAMHATEI MECTOMOMNOXEHWS YCTPONCTBA Ha KapTe.

* YnanuTb faHHble, XpaHsLLMEeCs Ha YCTPOMCTBE.

CbpocuTb HaCTPOIKN 0,0 3aBOACKUX.

* HesameTHO coenatb poTorpadum YenoBeka, KOTOPbINA UCMOMb3YET Balle YCTPONCTBO.

[na paboTtbl AHTU-Bopa Kaspersky Endpoint Security nomkeH 6biTb BKIItOUEH B KauecTBe agMUHUCTpaTopa
ycTpolicTsa. Ecnn Bbl He NpegocTaBmnv NpaBa agMUHCTPaTopa YCTPONCTBa BO BPeMs NepBoHaYanbHoM
HacTpoliku NpunoxeHuii, npegocTtasbTe Kaspersky Endpoint Security npasa agMuH1CTpaTopa C MOMOLLbHO
COOTBETCTBYIOLLErrO YBELOMIIEHVS U B HACTPoiikax ycTpoiicTsa (HacTpoiiku Android — BesonacHocTb —
ABMUHUCTpPATOPbI YCTPOMCTBA).

3awmTa OT UHTEPHET-YrpPo3

[Ins 3alLNTbl OT UHTEPHET-YrPO3 NCMOMNb3YETCS KOMMOHEHT Be6-OunbTp.

Be6-®Ounbtp GnoknpyeT BpeAoHOCHbIE BEO-CaliThl, Lieslb KOTOPbIX — PacnpOCTPaHNTb BPEAOHOCHbIN KOA, @ Takxe
bULWMHroBble Be6-caliThl, Lieflb KOTOPbIX — YKPacTb Balln KOHPUAEHLIMANbHBIE faHHbIE 1 MOYUYMTb AOCTYM K BaLMM
drHaHcoBbIM cyeTaM. Beb-DunbTp npoBepseT BeO-caliThl nepes, OTKPbITUEM, UCMOSb3Ys 06nayHyto cryxoy
Kaspersky Security Network. Y3Hatb 6onbLue.

KoHTponb nprnoxeHwni

B cooTBeTCTBUM C TPEBOBaHNSAMN KOPNOPATUBHOK 6E30MacHOCTV aAMUHUCTPATOP CUCTEMS! YAE/IEHHOIO
aAMVIHVCTPMPOBaHVS (Danee Takxke "agMUHUCTPaTop”) popMUPYET CINCKN PEKOMEHA0BAHHbIX, 3arpPeLLEeHHbIX 1
obs3aTesbHbIX NPUNOXEHWIA. N5 yCTaHOBKN PEKOMEHA0BAHHbIX 1 0693aTeNbHbIX MPUIOXEHWI, X OBHOBMIEHWS, a
TaKXe 4ns yoaneHns sanpeLleHHbIX MPUIoXEHNIA NCMOMb3yeTCsl KOMMOHEHT KOHTPOMb MPUTOXEHNIA.

KoHTponb NpunoxeHnii NO3BONSET BaM YCTaHaBAMBaTb Ha Balle YCTPONCTBO PEKOMEHLOBaHHbIE 1 0bs3aTesbHble
MPWMOXEHWS C MOMOLLIO MPSIMOI CChIKM Ha AUCTPUBYTMB 1nmn ccbinkn Ha Google Play. C nomotbio KoHTpons
MPUNOXEHWNIA Bbl MOXETE YAANsTb 3anpeLLeHHbIe MPUNOXEHNS, KOTOPbIE He YAOBNETBOPSIOT TPeboBaHNSIM
KoprnopaTuBHO 6e30MacHOCTY.

[ns paboTtbl KoHTpons npunoxennii Kaspersky Endpoint Security ponxeH 6biTb yCTaHOBMEH B KaYecTBe
cny>x6bl CneupanbHbix BOSMOXHOCTEW. Ecnn Bbl He Bktoumnm cny>xo6y Bo Bpems paboTtsl MacTepa
nepBoHaYanbHOW HaCTPOKKM NpunoxeHus, Bkntounte Kaspersky Endpoint Security B kauecTBe cnyx6bi
CneupanbHbiX BOSMOXHOCTEN C MOMOLLbIO COOTBETCTBYIOLLLETO YBEAOMIIEHWS W B HACTPOKaxX yCTpoNCcTBa
(HacTpoiikm Android — CneunanbHble Bo3Mo)KHOCTU — Cny>6bi).
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KoHTponb cooTBeTCTBMA

KommnoHeHT KoHTponb COOTBETCTBMS aBTOMAaTYECKM MPOBEPSIET COOTBETCTBUE YCTPONCTBa TPEbOBaHVSIM
KoprnopaTunBHO BesonacHocTn. Ecnn Balle yCTpONCTBO HE COOTBETCTBYET TPeOOBaHNSIM KOPNOPaTUBHOM
6e30MacHOCTY, MPUMNOXEHVE NOKasbiBaeT YBEAOMIIEHME CO CneaytoLLel MHbopMaLmen:

* MpUYVHa HECOOTBETCTBHS (HaMPVMEP, Ha YCTPONCTBE Bblni OGHaPY>KEHbI 3aMPeLLEHHbBIE MPUTOXEHNS UK
aHTUBMPYCHbIE 6a3bl ycTapenu);

® BpeMsl, 3a KOTOPOE Bbl AOSKHbI YCTPaHUTb HECOOTBETCTBME (Hanpumep, 24 yaca);

* nelicTBue, KOTOPOEe BYAET BbIMNOMHEHO C YCTPONCTBOM, ECNU Bbl HE YCTPaHUTE HECOOTBETCTBME B TEUEHNE
yKasaHHOro BpemMeHu (Hanpumep, 611oK1poBKa YCTPOCTBA);

® BapWaHT OeNCTBUS ANs YCTPaHeHMs HECOOTBETCTBUS YCTPOCTBa TpeboBaHNSM KOPropaTUBHOM
6e30MnacHOCTI.

CnpaBka ons 370l BepCum peLleHns 6onblue He 0BHOBNSIETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

O630p rnaBHOro okHa

Bwa rnaBHOro okHa Af1s pasHbiX paspeLLeHnii akpaHa He3HaUNTENBHO OTIYAETCS.

B rnaBHOM OKkHe oTOBparkaeTcs OBLLMIA CTaTyC 3alLMThl Ballero yCTponcTBa. OTOT CTaTyC onpenenseT LBET OkHa:
e 3eneHblil UBET yKa3blBaeT Ha OMNTVMAsbHbIA YPOBEHb 3alLThl YCTPONCTBA.
* KpacHblli LBeT yKasblBaeT Ha KpUTUYECKMEe NpobnemMbl ¢ 6e30MacHOCTbIO YCTPOCTBA.

B rnaBHOM OKHe MPUIOXeHs Bbl TakXKe MOXETE:

* [lpocmaTpuBaTh YBEAOMIIEHUS, HAXaB Ha KHOTKY B MpaBoM BepxHeM yriy. OHu MHGOpMUpYtoT Bac o Nnpobnemax
BesonacHocTu, Npobnemax B paboTe NpUNoXeHns, COOTBETCTBUM TPebOoBaHNSAM KOPMopaTUBHOA
6e30nacHOCTU 1 CTaTyce Ballel IMLEH3NN.

b I'Iepexo,u,vlTb MeXxnay rnaBHbIM OKHOM U HaCTpOI‘ilKaMM NPUNIOXEHNA C MOMOLLbIO KHOMOK BHN3Y.

CnipaBka Ans 9Tol BEpCUn peLleHns 6orblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JOCTymnHa B crpaske Kaspersky Secure Mobility
Management 41%.

3Hauok B CTpOKe COCTOAHUSA

MNocne 3aBepLUeHNst MacTepa NepBOro 3anycka npunoxeruns 3Hadvok Kaspersky Endpoint Security nosienseTtcs B
CTPOKE COCTOSIHUS.
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3HayYoK CNy>XUT NHANKATOPOM PaboTbl MPUIOXKEHWS 1 obecrneynBaeT LOCTYN K rnaBHoMy okHYy Kaspersky Endpoint
Security.

3Hauok cny>xnT nHankaTopom paboThl Kaspersky Endpoint Security n oTpaxaeT COCTOsHME 3alLMThl Ballero
yCTponcTBa:

¥ — YeTpoiicTBo 3aluLLeHO.

() - EcTb npo6nembi B 3aluuTe (HaNpUMEpP, aHTUBMPYCHBIE 6asbl yCTapenu v yCTaHOBNEHO HOBOE
HEMPOBEPEHHOE NPUNIOXEHNE).

CnpaBka Ons 3Tol BEpCum peLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o peLleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

[lpoBepka ycTponcTaa
AHTUBUPYC NMEET psf, OrpaHNYeHuIk:

* [lpun pabote AHTuBMpPYCa B pabovem npodune (Hpunoxeruns ¢ "noptdhenem’, HacTtpoliika paboyero npodung
Android) HEBO3MOXHO aBTOMAaTUYECKN YCTPaHWTb Yrpo3y, OOHapy>KEHHYIO BO BHELLHEN NamMsaTy yCTporicTBa
(Hanpwumep, Ha SD-kapTe). Y Kaspersky Endpoint Security ons Android B pabouem npodune HET gocTyna K
BHeLUHen namaTu. ViHdopmaLms 06 obHapy>KeHHbIX 06 bekTax oTobpaxkaeTcs B yBEAOMIIEHUSX NMPUnoxenns. [1ns
yCTpPaHeHVsi 0O6Hapy>KEHHbIX BO BHELLHEN NamMsaT 06 beKTOB HEOBXOAMMO YoanuTb Gaiin BPyYHYLO 1 3anyCTuTb
MPOBEPKY YCTPONCTBa MOBTOPHO.

* |13-3a TexHu4eckux orpaHnyeHnin Kaspersky Endpoint Security pgns Android He MoxeT npoBepsiTb daiisnbl
pasmvepom 2 ['E n 6onee. Bo Bpemsi NpoBepku NpunoxeHne nponyckaeT Takue dalinbl U He yBeLOMISET Bac,
ecnu Takve dalinbl 6bin NPOMYLLEHbI.

YT0bbI 3aryCTUTL MPOBEPKY YCTPOMCTBE, BHINOIHATE CAEAYIOLUMNE AVCTBUS:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmunTe HacTpoiiku — HacTpoiiku npunoxxeHus — AHTUBUPYC
— 3anycTuTb NPOBEpPKY.

2. BelbepuTe obnacTb NpoBEPKN YCTPOCTBA:
¢ [lpoBepuTb BCe ycTponlcTBO. [1prnoxeHne npoBepunT BCo $aiioByo CUCTEMY YCTPOCTBA.
* [MpoBepunTb ycTaHOBNEHHbIE MPUIOXEHUS. [TPUNOXEHNE NPOBEPUT TOMBKO YCTAHOBEHHbBIE MPUTOXKEHNS.

¢ Bbi6opouHas npoBepka. [TpunoxeHne NpoBepuT BbIOpaHHYo nanky 1y oTaenbHbIn daiin. Bel MoxeTe
BbIBpaTh OTAENbHbI 06BeKT (Manky 1nv $aiin) UM ogvH U3 CNefyroLLX Pasaenos NaMsaT YCTPOCcTBa:

* [MamaTtb ycTpolicTBa. [lamMsaTb BCEro ycTpomncTsa, [OCTYNHas AN YTeHus. B aTy obnacTb Takxke BXoauT
CVCTEMHbIV paspen NaMsTi, Ha KOTOPOM XpaHSaTCs daiinbl onepauioHHO CUCTEMBI.

* BHyTpeHHsa namaTb. Pazgen namaT ycTponcTBa, NpefHasHauYeHHbI Ans YCTaHOBKM MPUITOXEHN,
XpaHeHNs MeaNakoHTEHTa, OKYMEHTOB 1 ApYyrux Gainos.

* BHewHsaa namaTtb. [lamats BHewHer SD-kapTbl. Ecnin BHewHaa SD-kapTa He yCcTaHOBNEHa, BapuaHT CKPbIT.

300


https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

[ocTyn kK HacTpolikam aHTUBUPYCHOM MPOBEPKMN MOXET BbITb OrpaH1nyeH BalviM aaMUHNCTPaTOPOM.

Y106kl HACTPOUTL GHTUBUPYCHYIO MPOBEPKY, BLIMONHATE CREAYIOLLNE AEVICTBUS,

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmuTe HacTpoiikn — HacTpoliku npunoxeHus — AHTUBUPYC
— HacTpoiikn nposepku.

2. Ecnv Bbl XOTUTE, UTOBbI BO BPEMS MPOBEPKM MPUTOXEHNE OBHAPYXXMBANO PEKIAMHbIE MPUIOXEHIS 11
MPWNOXEHWNS, KOTOPbIE MOTYT BbITb UCMOMb30BaHbI 3M10YMbILLIEHHUKAaMU 19 HAHECEHWS Bpeda YCTPOWCTBY Uu
BaLLMM AaHHbIM, BKIOUNTE Nnepekstovatens Peknama, aBToo03B0H 1 gpyroe.

3. HaxxmunTte OelicTBue npy o6Hapy>XeHUn yrposbl 1 Bolbepute AeNCTBIE, BEINOHIEMOE NPUIOXEHEM MO
YMOYaHWIO:

e KapaHTuH

KapaHTuH xpaHuT daiinbl B ynakoBaHHOM BUAE, B KOTOPOM OHV HE MOTYT HaHECTU BPeL, yCTPONCTBY.
KapaHTuH npenocTaBnseT BO3MOXHOCTb YAanTb U BOCCTAHOBUTL dalinbl, TOMELLEHHbIE B
N30MMPOBaHHOE XPaHUITULLLE.

e 3anpocuTb geicTBue

MprnoxeHre NpennoXmnT BaM BbibpaTb AeNCTBME O KaXO0oro 0bHapyXeHHOro obbekTa: MponyCcTUT,
MOMECTWTb Ha KapaHTUH 1N yaanuTe. [1py 06HapY>KeHN HECKOMbKIX OO BEKTOB Bbl MOXETE MPUMEHNTb
BblIOpaHHOE JeiCTBre KO BCeEM O6beKkTaM.

e YpanuTtb

OB6Hapy>eHHble 06bekTbl ByayT yaaneHb aBToMaTu4ecku. Hukaknmx 4ONONHUTENbHbIX AeACTBUIA He
TpebyeTcs. MNepen ynaneHnem Kaspersky Endpoint Security oTo6pasuT BpemeHHoe yBefomneHne o6
OBHapy>XeHun obbekTa.

¢ [lponycTntb

Ecnun oBHapy>xeHHble 06bekThl Bbinv nponyLieHsl, Kaspersky Endpoint Security npegynpexaaeT Bac o
npobnemax B 3aliuTe yCTponcTBa. [ns Kaxnon nponyLLEeHHO yrpo3bl puBeneHbl AeiICTBYS, KOTOPbIE Bbl
MOXeTe BbIMOMHNTL A1 ee ycTpaHeHs. CrMcok NponyLLEHHbIX 06 BEKTOB MOXET N3MEHUTbLCS, HanpuMep,
ecnn BPeAoHOCHbIN dalin 6bin yaaneH nnmn nepemeLLeH. YTobbl nonyumTb akTyanbHblli CIMCOK Yrpos,
3anycTuTe NOSHYIO NPOBEPKY YCTPOMCTBA. [Ns HaAEeXHON 3aLLMThl BalLMX JaHHbLIX YCTPaHUTe BCe
OBHapy>XeHHble 06BEKTHI.

NHbopmaums 06 obHapy>KEHHbIX Yrpo3ax U BbIMONHEHHbIX HaA, HMW OeACTBUSX 3aniCbiBaeTCs B OTYETHI
npunoxeruns (Hactpoiikm — OTueTbl). Bbl MOXeTe BbiOpaTh oTobpaxeHre oT4eToB No paboTe AHTMBMpPYCA.

CnipaBka Ans 9Toi BepCuin peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHPopmaLmio. AKTyanbHas MHGOpPMaLKs O peLleHn JoCTymnHa B crnpaeke Kaspersky Secure Mobility
Management 41&.

[poBepka ycTpolicTBa No pacnmcaHuo

AHTVBMPYC MeeT psif, OrpaHNYeHWiA:

* [pu paboTe AHTUBIMpPYCa B pabouem npodune ([punoxerus c "noptdenem’, HacTpolika paboyero npodbuns
Android) HEBO3MOXHO aBTOMAaTUYECKMN YCTPaHUTb Yrpoay, OBHapY>XEeHHYIO BO BHELLHEN NamsaTy yCTpolicTBa
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(Hanpumep, Ha SD-kapTe). Y Kaspersky Endpoint Security oas Android B pabouem npodusne HeT gocTyna K
BHeLwHel namaTn. iHdopmaums 06 obHapy>xeHHbIX 06bekTax oTobpaxkaeTCs B yBEAOMIEHNSX NPUIoXeHWs. [ns
yCTpaHeHVs 0bHapY>KEHHbIX BO BHELLHEN NamMsaT 06 beKTOB HEOBXOANMO YoanuUTb Gaiin BpyYHYLO 1 3anyCTuUTb
NPOBEpPKY YCTPOWCTBA MOBTOPHO.

* |13-3a TexHn4eckux orpaHnyeHnin Kaspersky Endpoint Security pns Android He MoxeT npoBepsTb daiinbl
pasmepom 2 ['E n 6onee. Bo Bpemsi NpoBepku NpunoxeHne nponyckaeT Takue dalinbl U He yBeLOMISeT Bac,
ecnu Takve daiisnibl 6bin MPONYLLEHDI.

Y106k HACTPOUTBL pacrvcaHme NoHOM MPOBEPKU yCTPOMCTBA, BbINOIHATE CAEAYIOLNE AeCTBUS:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmuTe HacTpoiiku — HacTpoiiku npunoxeHus — AHTUBUpYC
— HacTpoliku nposepkn.

2. Haxxmute PacnvcaHue v BolbepunTe NepriognyHOCTb 3arycka MofHOM NMpoBepKu:
e Pas B Hepento
* Pas B pgeHb

° BbiknoueHo

Mocne obHoBRNEHUs 6a3
3. Haxxmute [eHb 3anycka v BoibepriTe AeHb Heaenu, B KOTOPbI TpeByeTcs 3anyckaTb NOSHYHO MPOBEPKY.
4. HaxmvuTe Bpems 3anycka 1 ykaxute Bpemsl 3arycka rnosiHo NpoBepKu.

MNornHas npoBepka ycTpolicTea ByAeT 3amyckaTbCsl COrMacHO PacncaHuio.

Ha Android 12 nnn 6onee nospnHel Bepcum NPUIoXeHVE MOXET BbINOMHUTL 3Ty 3a4ady Nosxe, Yem ykasaHo,
€CIN YCTPOWCTBO HaXOAUTCS B peXnMe 9KOHOMUM 3apsiaa baTapew.

CnpaBka Ans 9Toi BepCuin peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 41%.

I3ameHeHne pexurma 3awmThbl

MocTosHHas 3aLMTa NO3BONSET OOHAPYXMBATb YrpO3bl B OTKPLITLIX dalinax, a Takxxe NpoBepsTb NPUNOXEHNS BO
BPEMS VX YCTAHOBKM Ha YCTPOWCTBO B PEXIVME pearnbHOro BpemeHu. [ins obecneyeHrs 3alpmTbl B aBTOMaTNYECKOM
pexXuMe NCMOosb3YIOTCS aHTUBMPYCHbIe 6a3bl 1 obnauHas cny>xba Kaspersky Security Network (O6nauHas 3awmTa).

HT06bI U3MEHNTH PEXVM 3aLLnTbl yCT,OOMVCTBa, BbIMOJIHUTEe c/iegyroLuie aevcTeus:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmnTe HacTpoiiku — HacTpoiiku npunoxeHuss — AHTUBMPYC
— PeXXnm nocTOSHHOI 3alumTbl.

2. BoibepuTe pexum 3aLmThl ycTpolicTsa:
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e BbiknloueHa. 3allnTa BblKIoYeHa.

* PekomeHpayembllA. AHTUBMPYC NPOBEPSET TOMbKO YCTAaHOBIEHHbIE MPUMOXEHWS 1 daiinbl N3 nanki
"Barpysku”. AHTUBMPYC NPOBEPSIET HOBbIE MPUIOXEHNS OAVH a3, Cpasy NMocse NX YCTaHOBKU.

* PaclumpeHHbIin. AHTVBUPYC NPOBEPSIET Ha HanMuve BPeLOHOCHbIX 06beKTOB BCe dalinbl Ha YCTPOUCTBE Npu
no6oM OeCTBIN C HAMU (HaNpUMep, COXPaHEHN, MEPEMELLEHIN UM NSMEHEHWM). Takxke AHTUBUPYC
NPOBEPSIET HOBbIE MPUIIOXEHWS CPasdy NOCe UX YCTaHOBKM.

NHdopmauyms o gelicTBYOLLEM PEXVME 3aLLMTbl OTOBpaXkaeTcs Nof ONMCaHNEM KOMIMOHEHTA.

[ocTyn kK HacTpolikaMm MOCTOSIHHOM 3aLUUThl MOXET BbITb OrpaH/YeH BallM agMUHUCTPATOPOM.

Yro6b! BkounTe ObnayHyto 3amty (KSN), BbinoHyTe cnenytoLume AeicTBus:
1. Haxkmute HacTtpoiikn — HacTpolikn npunoxeHus — AHTUBUPYC B rnaBHoM okHe Kaspersky Endpoint Security.

2. BkntounTe nepeknoyatens ObnauHasa sawmta (KSN).

MNepeknioyatens O6navHas 3awwmTa (KSN) ynpasnsgeT ncnonbsosaHnem Kaspersky Security Network Tomnbko
AN19 NOCTOSIHHOM 3aLLmMTbl ycTpoicTaa. Ecnmn dpnaxok oiknioveH, Kaspersky Endpoint Security npoponxaet
ncnonb3osaTb KSN ans paboTbl ApyriX KOMAIOHEHTOB MPUTOXEHWS.
B pesynbTaTe npunoxeHne nonyyaeT AOCTYM K onepaTuBHo 6ase 3HaHwi “JlabopaTopun Kacnepckoro”' o
penyTauumn $annos 1 npunoxeHuii. NMpoeepka NPON3BOANTCS Ha Yrpo3bl, UHPOPMaLIMS O KOTOPbIX eLLLe He BOLLIa
B aHTMBUpPYCHble 6asbl, HO yxe copepxutcs B KSN. Obnaunas cnyx6a Kaspersky Security Network
obecneurBaeT NOMHOLEHHYIO paboTy AHTUBMPYCA 1 CHXKAET BEPOSTHOCTb JIOXKHbIX cpabaTbiBaHuiA. [TonHoCTbIo
BbIKMOUNTB Mcronb3oBaHne Kaspersky Security Network MoxeT Tonbko Ball aoMUHNCTPaTop.

YT06bI HACTPOUTL MOCTOSIHHYHO 3aLLUUTY, BLIOTHATE CAEAYIOLMNE AeCTBUS:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmuTe HacTpoiiku — HacTpoiiku npunoxeHus — AHTUBUpYC
— HacTpoliku nposepkn.

2. Ecnv Bbl XOTUTE, UTOBLI BO BPEMSs IPOBEPKY MPUTOXEHNE OBHApYXXMBaNo pekaMHbIe MPUNOXEHNS 1
MPWIIOXEHWNS, KOTOPbIE MOTYT BblTb MCMOMb30BaHbI 3/10YMbILLIEHHUKaMW 19 HAaHECEHWS Bpena YCTPOWCTBY UK
BaLLVM AaHHbIM, BKIOUnNTE nepekstovatens Peknama, aBTofo03BOH 1 Apyroe.

3. HaxxmunTe OeiicTBUE Npu oGHapy>XeHWM Yrpo3bl 1 BbibepuTe OeiCTBIE, BbINOIHAEMOE NMPUIOXKEHEM MO
YMOMYaHWIO:

e KapaHTuH

KapaHTuH xpaHuT dalinbl B ynakoBaHHOM BUAE, B KOTOPOM OHU HE MOTYT HaHECTW Bpe[, YCTPONCTBY.
KapaHTuH npepocTaBnseT BO3MOXHOCTb yAaNUTb UMM BOCCTAHOBUTDL dalinbl, TOMELLLEHHbIE B
N30NMPOBaHHOE XPaHWINLLE.

e YpanuTtb

OB6Hapy>eHHble 06bekTbl ByayT yaaneHsl aBToMaTu4ecku. Hukakmx 4ONONHUTENbHBIX AeACTBUN He
TpebyeTcs. [epen yoanervem Kaspersky Endpoint Security oTobpasunT BpemeHHoe yBegomeHre oo
OBHapy>XeHnn obbekTa.

¢ [lponycTntb
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Ecnn oBHapy>keHHble 06bekThl Bbinv nponyLieHsl, Kaspersky Endpoint Security npepynpexnaaeT Bac o
npobnemax B 3allMTe YCTPOCTBA. [Ing Kax 4o NponyLLEHHOW Yrpo3bl MpUBELEHb! AEICTBYS, KOTOPbIE Bbl
MOXeTe BbINOMHUTL 419 ee ycTpaHeHUs. CnMcok NponyLLEHHbIX 06 BEKTOB MOXET M3MEHUTLCS, Hanpumep,
€Cn BpeOoHOCHbI dalin Obin yaaneH unmv nepemMelleH. Ytobbl nonyunTb akTyasnbHbI/ CIIMCOK Yrpo3,
3anycTuTe NOMHYIO NMPOBEPKY ycTpolicTaa. [N HageXKHON 3alMThl BalVX 4aHHbIX YCTPaHUTe BCe
oBHapy>keHHble 06BEKTHI.

VHbopMaums 06 oBHapyKeHHbIX Yrpo3ax 1 BbINOHEHHbIX Haa, HUMW OeiCTBUSIX 3anChiIBaeTCs B OTYEThI
npunoxexust (Hactpoiikn — OTueTbl). Bol MoxeTe BbibpaTh 0ToBpaXeHne oT4eToB Mo paboTte AHTVBMPYCa.

CnpaBka 4nisl 9To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYIO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn JOCTYmnHa B crpaske Kaspersky Secure Mobility
Management 412

OBHOBNEHNE aHTUBMPYCHbIX ©a3

Y1061 O6HOBYITL GHTUBMPYCHbIE 683bI MPUIOXEHNS,

B rnaBHom okHe Kaspersky Endpoint Security HaxxmuTe HacTpoiiku — HacTpoiiku npunoxeHus — AHTUBUPYC
— 3BanycTuTtb o6HoBNeHMe 6as.

CnpaBka ons 3Tol Bepcum peLleHnst 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYO
nHpopmaLmio. AkTyanbHas MHOpMaLKs O peLleHn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.12.

O6HoBneHne 6a3 no pacnmcaHuio

|_|pI/IJ'IO)KeHI/Ie MOXeT aBToOMaTNUYeCK OBHOBNATb aHTMBUPYCHbIE 6as3bl No 3afaHHOMY pacnmncaHuio.
Yrobbi HacTpouTb pacrivicaHvie OBHOB/IEHWS, BBIMOJIHUTE cnengyroLme AevcTBus:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmmTe HacTpoiiku — HacTpoliku npunoxxeHus — AHTUBUPYC
— HacTpoliiku o6HoBneHus 6a3s.

2. Haxxmute PacnucaHue v BbibepurTe NepriognyHOCTb 3amnycka OOHOBIIEHNIS:

* Pas B Hepento

* PasB aeHb

* BbiknoveHo
3. Haxxmmte [leHb 3anycka 1 BbibepuTe AeHb Heaenu, B KOTOPbIN HYXXHO 3anyckaTb OBHOBNEHNE.
4. Haxxmmnte Bpems 3anycka v ykaxxuTe BpeMs 3arnycka OOHOBEHWS.

OBHoBREHME aHTUBUPYCHbIX 6a3 ByaeT 3anyckaTbCs COrNlacHO PacrncaHuio.
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Ha Android 12 nnn 6onee nosgHen Bepcu MPUIIOXKEHNE MOXET BbIMOMHUTL 3Ty 3a4ady Mo3xe, YeM ykasaHo,
€C/N YCTPONCTBO HaxoAMTCS B PEXMME 3KOHOMUM 3apsaa baTapew.

DyHKLMOHaNbHOCTb OBHOBNEHUI (BKNOYasi OBHOBNEHNS aHTUBMPYCHbIX CUrHaTYpP 1 OBHOBNEHNS KOOOBOW
6a3bl), a Takxke dyHkumoHansHocTb KSN 6ynyT HefocTynHbl B pelleHnn Ha Tepputopum CLLA ¢ 12:00 AM no
BocTouHOMY nieTHemy BpemeHu (EDT) 10 ceHTabps 2024 ropa B COOTBETCTBUM C OrPaHUYUTENbHBIMU MEPaMU.

CnpaBka ons 37Ol BEpcum peLLleHst 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHGOpMaLKs O peLleHnn JocTynHa B crpaske Kaspersky Secure Mobility
Management 4.1.

[encTBua B cnyyae Kpaxu Unm noTepur ycTporicTea

B cnyyae kpaxu nnv notepu ycTpoicTsa 06paTuTeCh K CUCTEMHOMY afMUHUCTPATOPY. AOMUHUCTPAaTOP
OVCTaHUMOHHO 3anyCTUT Ha ycTpolicTee GyHKLMN AHTU-Bopa B COOTBETCTBUN C TPEOOBaHUSMI KOPMOPAaTUBHOM
BesonacHocCTwW.

Ecnu Ha ycTpoiicTBO oTnpasneHa komaHaa cbpoca HacTpoeK A0 3aBOACKMX, KOHTPOSb Haf, YCTPOVCTBOM
OyLeT NoTepsiH, 1 ocTanbHble koMaHabl AHTU-Bopa BbimonHATbCS He ByayT.

CnipaBka Ans 3Toi BepCuin peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHGOPMaLKs O peLleHn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

Beb-OunbTp

[ns BknoueHnst Be6-DunbTpa AOMKHbI ObITb BEIMOHEHB! CNeAyoLLMe YCIOoBUS:
* [lpunoxerune Kaspersky Endpoint Security BkntoueHo B kauecTse cny>6bl CreupmanbHbiX BOSMOXHOCTEN.

* [lonoxeHrie 06 obpaboTke AaHHbIX B Liensx ncnonb3osaHus Beb-PunbTtpa (Monoxerre o Beb6-Ounbtpe)
LOMXHO BbITb NpuHsTO. Kaspersky Endpoint Security ncnonesyet Kaspersky Security Network (KSN) gns
npoBepku Be6-cainToB. MNonoxeHre o Be6-OunbTpe conepknT ycrnosust obmeHa gaHHbIMu ¢ KSN.

ALoMUHUCTpaTOp Ballei CeTn MOXET NpuHSTh [NonoxeHne o Beb-Dunbtpe B Kaspersky Security Center. B aTom
cnyyae BaM He NoTpebyeTcs BbIMOMHATL HUKAKNX AEACTBINA.

Ecnn agpmnHncTpaTop Balleit ceTu He npuHsn [NonoxeHne o Be6-®unbTpe 1 Hanpasun Bam 3anpoc Ha NPUHITHE
MonoxeHus, npounTaiiTe 1 npummnTe MNonoxeHre o Beb-OunbTpe B HaCTPOMKax MPUIOXKEHNS.

Ecnn agMmyHrcTpaTop Balelt ceTu He npuHan [NonoxeHne o Be6-dunbtpe, Be6-OunbTp 6yneT HeaoCTyMNeH.

YToBbl cnonb3oBaTh Beb6-OunbTp B npunoxeHnn Telegram, BeIKIOUATE MPOCMOTP CChITIOK BO BCTPOEHHOM
Bpaysepe B HacTpolikax Telegram.
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Beb-®unbTp Ha Android-ycTpolicTBax paboTaeT Tonbko B bpaysepax Google Chrome (Bkntouas dyHKLMIO
Custom Tabs), Huawei Browser n Samsung Internet Browser. B 6pay3epe Samsung Internet Browser Be6-
DunbTp He BNOKMPYET caliTbl Ha MOBUMBHBIX YCTPOMCTBAX, ECM MCMONb3yeTcs pabounii npoduns 1 Beb-
DunbTR BKIOYEH TOMbKO AN paboyero npopuns.

[ns nocTosiHHOro ncnonb3oBarns Beb-PunbTpa Ang npoBepky caiToB BO BpeMs paboTbl B UHTEPHETE, HasHaubTe
Google Chrome nnu Samsung Internet Browser 6pay3epom no ymonyaHuio.

YT06bI HasHaYTL NOAAEPKVBAEMbIV Bpay3ep 6pay3epoM Mo YMOTHaHIO 1 MCO/Ib30BaTh Beb-DubTp 4515
MOCTOSIHHOVI MPOBEPKY BE6-CaViTOB, BbIMOIHUTE CAEAYIOLUNE AEVICTBUS:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmnTe HacTpoiiku — HacTpoiiku npunoxxeHus — Be6-
®unnbTp.

2. BknounTe nepekntoyaTens Be6-Punbtp.

3. HaxxmunTe YcTaHoBUTb Gpay3ep No yMonyaHuio.

OTa kHormka oTobpaxaeTcsl, ecnv Be6-OunbTp BKIOYEH, HO MOAAePXMBaEMbI Bpay3ep He YCTaHOBIEH B
KauecTBe Bpay3epa Nno yMonyaHuio.

3anycTuTcs MacTep Bblibopa bpaysepa no ymonuaHuio.

4. CnepyiTe yKasaH1UgM MacTepa.

B pesynbraTe paboTbl MacTepa Google Chrome, Huawei Browser nnn Samsung Internet Browser 6yneT HasHaueH
Bpaysepom rno ymonyarHuio. Be6-OunbTp ByneT NoCTOSHHO NPoBepsTb Be6-caiiTbl BO BpeMs paboThl B
NHTEepHeTe.

CnpaBka 4isl 9TO Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO

nHpopmaLmio. AKTyanbHas MHGopMaLWs O peLleHn 4OCTYmnHa B crpaBke Kaspersky Secure Mobility,
Management 4.1

[NonyueHune cepTndmnkata

Y106bI MONyunTh CEPTUGUKAT A9 LOCTYAE K PECYPCaM CETY OpraHn3aLmy, BbINMOIHATE CEAYIOLUNE AeViCTBUS:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmuTe HacTpoiiku — HacTtpoiiku npunoxeHus —
JononHutensHo — lMonyyeHue cepTudukaTa.

2. YkaxuTe Balun ydeTHble oaHHble B CETU OpraHn3aunn.

3. Ecnu Bbl nonyunnu oT adMUHUCTPaTopa OAHOPA30BbI Naposib, ycTaHoBUTeE draxok OaHOpa30BbIi Naponb 1
BBEAUTE MOJyYEHHbI Naposb.

3anycTuTcs MacTep yCTaHOBKM cepTudukaTa.

4. CnepyiiTe yka3saHVsM MacTepa.

CnpaBka o115 3Toli BEpCum peLLeHsl 6onblle He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaAPEBLLYIO

nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTynHa B cripaske Kaspersky Secure Mobility
Management 41%.
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CuHxpoHusaums ¢ Kaspersky Security Center

CuHXpoHM3aLms MOBUTBHOIrO YCTPOCTBa C CUCTEMOI yaaneHHoro agMHUCTprpoBaHug Kaspersky Security
Center HeobxoOyMa ANg 3aLMThl U HACTPOMKM BaLLero yCTPONCTBa B COOTBETCTBUM C TpeboBaHUAMI
KopropaTusHoli 6e3onacHocTU. CuHxpoHU3aums yctpoiicTea ¢ Kaspersky Security Center BeinonHsieTcs
aBTOMaTU4Yeckn. MOXHO Takxke 3amyckaTb CUHXPOHM3ALIMIO BPYUHYIO. [Tocre NepBoi CUHXPOHN3aLMK Ballie
YCTPOWCTBO fOBABNSETCS B CMINCOK MOBWIIbHBIX YCTPOMCTB, yrnpasnsemMbix yepes Kaspersky Security Center.
MNocne aToro agMVHUCTPAaTOP MOXET HaCTpauBaTh Balle YCTPOWCTBO B COOTBETCTBUN C TPeBOBaHNSMN
KopropaTunBHol 6e3onacHOCTH.

Bbl MoxeTe 3anaTh 3HaUYEHMS NapamMeTPOB CYHXPOHN3aLMN BO BpeMs paboTbl MacTepa nepBoHaYanbHou
HacTpolikn nnu B HacTpoiikax Kaspersky Endpoint Security. lNapameTpbl cMHXpOHM3aLMK TpebyeTcs HacTpanBaTh,
ecnu Bbl ycTaHosunm Kaspersky Endpoint Security ¢ nomolubio Google Play. Insg nonyyeHns 3HaueHuii napameTpoB
CVIHXPOHMN3aLMn 06paTuTeCh K aOMUHNCTPAaTOpPY.

N3meHsiiTe napameTpbl CUHXPOHU3aLMN YCTPONCTBA C CUCTEMOM yaaneHHoro agMUHUCTprpoBaHus Kaspersky
Security Center Tonbko Mo ykasaHuto agMUHUCTPaTopa.

YT0o6bI CUHXPOHU3MPOBATB yCcTporicTBO ¢ Kaspersky Security Center, Bbino/HUTe cneaytoLme Aeic TBUS:

1. B rnaBHom okHe Kaspersky Endpoint Security HaxxmuTe HacTpoiiku — HacTpoiiku npunoxxeHusa —
CuHXpoHu3auus.

2. B paspene MNMapameTpbl CUHXPOHM3aLUK YKaXnTe 3Ha4YeHNs CNeAyoLLX NapaMeTPOB:
e Cepsep
e [lopT
* [pynna

e Appec KoprnopaTVBHO 3/1EKTPOHHOW MOYThI
MapameTpbl CUHXPOHM3ALIMN MOTYT ObITb CKPbIThI 2AMUHUCTPATOPOM.
3. HaxxmunTte CUHXpOHM3UpoBaTb.

CnpaBka sl 3Toi Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHopMaLms O peLleHn 4OCTYmnHa B crnpaske Kaspersky Secure Mobility,
Management 4.1%.

AxTuneaung Kaspersky Endpoint Security ona Android 6e3 ncnonb3osaHus
Kaspersky Security Center
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B 6onblunHCcTBE CnyyaeB ycTaHOBNEHHOE Ha ycTpolicTee npunoxeHne Kaspersky Endpoint Security ans Android
aKTUBMPYETCS aAMUHUCTPATOPOM LIEHTPaNM30BaHHO C MOMOLLIO CUCTEMbI YAANEHHOrO aAMUHUCTPUPOBaHMS
Kaspersky Security Center. Ecnuv Bale ycTpoiicTso He nogknioueHo k Kaspersky Security Center, Bbl MoxeTe
BBECTM KOL, aKTMBaLMW BPYYHYto. [119 nonyyYeHns koaa akTBaLmm obpaTtnTech K agMUHNCTPATOPY.

AKTVBUPYIATE NPUNOXEHME BPYYHYIO TONBKO MO YKa3aHUIO aadMUHUCTPaTopa.

YT06bI BBECTY KO aKTUBALIY, BEIMO/IHATE CAEAYIOLUNE ASCTBUS

1. B coobueHnm o6 owmbke, B KOTOPOM FOBOPUTCS, YTO CPOK AENCTBUS BaLLel NMULLEH3UN CKOPO UCTEYET UK YXKe
NCTEK, 1 YTO Balle YCTPOMCTBO He noakitoueHo k CepBepy agMUHUCTPUPOBAHNS, HaXMUTE AKTUBUPOBATb.

2. B okHe aKkTuBaLum BBEOUTE KO, aKkTVBaLMW, NPefOCTaBAEHHbIN aAMUHICTPATOPOM, Y HaXXMUTe AKTUBUPOBATD.

3. Ecnu kop, akTmBaummn ﬂpaBMﬂbeIM, 0T06pa>|<aech yBegomieHne 06 aKTnBaLUM NPUNOXEHN4, a TakXe aaTta
ncTeyeHmsa cpoka OEeNCTBUS NNLEH3NI.

MpunoxeHune Kaspersky Endpoint Security ans Android Ha Ballem ycTpoicTBe 6yneT akTMBUPOBaHO.

CnpaBka On1si 3Tol BEpCUm peLLeHns 6onbliue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTapPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o peLleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

YcTaHoBKa NpUnoxeHns B pexxmnme device owner

Pexxuvim device owner — aTo pexum paboTbl kopropaTyBHbIX Android-ycTpoicTB. OTOT pexymM No3BonseT
aaMUHNCTPATOPY OCYLLECTBASATH NOMHbI KOHTPOSb HaL, YCTPONCTBOM U HACTPanBaTh MHOXECTBO byHKLMA. Pexium
device owner nogaepxusaetcs Ha Android 7.0 vnnu BbiLLe.

[Ins pasBepTbIBaHNS NPUNOXEHUS B pexiMe device owner Heo6XxoAMMO COPOCUTL HACTPOIIKM YCTPOICTBa A0
3aBOACKMX N YCTaHOBUTb MPUNoxeHune, ncnonb3ys QR-kon, creHepupoBaHHbii B Kaspersky Security Center. QR-
KOL, COOEPXMNT BCE HEOOXOAMMbIE AaHHbIE A1 HACTPOWKI MPUNOXEHUS.

Y1obb! ycTaHoBuTL Kaspersky Endpoint Security anas Android Ha ycTporicTBo B pexume device owner:

1. COpocbTe HAaCTPOIKM YCTPONCTBA A0 3aBOACKYIX.

YCTpOICTBO NepesarpysmnTCs, OTKPOETCS 9KpaH NpUBETCTBIS.

2. lLecTb a3 HaXXMnTe Ha NycToe NPpOoCTPaHCTBO Ha 3aKpaHe NpmnBeTCTBUSA.

OTkpoeTca yTunuta ang cumtbiBaHnsg QR-konoB.
3. OTckanupyinTe QR-Kkop, creHepupoBaHHbii B Kaspersky Security Center, ang ycTaHOBKN MPUTOXEHNS.

4. BeinonHuTe nepBoHavanbHyto HacTPOIKy ycTpolicTea. OnepaunoHHas cucTema yCTaHOBUT MNPUIOXKeHNe
Kaspersky Endpoint Security ang Android B $oHOBOM pexxnme.

[MNocne 3aBepLUeHNs HAaCTPOWKN YCTpOCTBa Ha Hem 3anycTuTcs Kaspersky Endpoint Security ans Android.

5. AKTVBMPYITE MPUNOXEHNE, Ceays yKkasaHsaM MacTepa NepBoHayanbHOM HaCTPOKN.
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Mpunoxerne Kaspersky Endpoint Security ans Android 6yneT ycTaHOBNEHO 1 aKTVBUPOBAHO Ha YCTPOCTBE B
pexume device owner.

CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHopMaLsa O peLleHn 4OoCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

BkntoueHne cneumanbHbix BO3MoyxHocTen Ha Android 13 unu Bbiwe

Ha Android 13 nnu Bbile cneLmarnbHble BOSMOXHOCTW OrpaHnyeHbl Ans NMPUNOXEHWIA, 3arpykeHHbix He ns Google
Play nnn HUAWEI AppGallery. Ecnu bl 3arpy3unnu Kaspersky Endpoint Security ans Android ¢ cepeepa Kaspersky
Security Center unu c caiita "JlabopaTtopun Kacnepckoro”, Bam HEOBXOAMMO BPYUHYIO paspeLlunTb LOCTYM K
crneumanbHbiM BO3MOXHOCTSM.

Ecnu Bbl 06HOBUNN NpunoxeHne Kaspersky Endpoint Security ons Android ¢ moMoLLbto MHCTanNSUMOHHOMO
nakeTa Kaspersky Security Center nunn APK-daiina c caiita "Jlabopatopum Kacnepckoro”, crnyxobi
creumanbHbIX BO3MOXHOCTeN ByayT Bbik/toueHbl. Bam HeoBXoaMMO 3aHOBO BPYUHYIO BKIIKOUNTL CIY>KObl
creuvanbHbIX BO3MOXHOCTE.

CneupanbHble BO3MOXHOCTU UCTONb3YIOTCS AN CNEAYIOLLNX Lenei:
* npoBepku Beb-canToB 1 npunoxxeHnin B Kaspersky Security Network;
* BIOKUPOBKM YCTPOWCTBA B CllyYae Kpaxu;
* OTOBpaXxeHNs yBeooMIeHu;
* BIOKUPOBKM KaMepbl, ECAIN 3TO 3anpeLLeHO adMUHUCTPaTOPOM.
YT06bI BK/IIOUNTE CrieumanbHbie BO3MOXHOCTY aAns Kaspersky Endpoint Security, BbinonHUTe crenyroLme AevicTBUS:

1. OTkpolite cTpaHuLy CneumanbHbie BO3MOXXHOCTU B HACTPOiKax ycTpoiicTaa v Haligute Kaspersky Endpoint
Security.

2. BkntounTe nepekntovaTens Kaspersky Endpoint Security. B okHe, B KOTOPOM roBOpUTCS, YTO JOCTYM K
cneumnanbHbIM BO3MOXHOCTSAM OrpaHunyeH, HaxxmmTe OK.

Tenepsb Bbl MoxeTe nNpenocTasuTb Kaspersky Endpoint Security BocTyn K orpaHiyeHHbIM HacTpolikam.

3. OTkpoliTe cTpaHuuy ¢ MHbopMaumel o Kaspersky Endpoint Security B HacTpolikax ycTpolicTa. Hanpumep,
nepengnTe B Hactpoiiku > [NpunoxxeHuns, a 3aTem HallgmTe NPUNOXeHe B CrInCKe.

4. Ha cTtpanuue ¢ nHdpopmaumein o Kaspersky Endpoint Security HaxxmuTe § B MpaBoM BEpXHEM YTy U BbibepuTe
NYHKT MeHto PaspelmnTb orpaHnYeHHble HaCTPOIKM.

Tenepb Kaspersky Endpoint Security nmeeT nocTyn K orpaHNYeHHbIM HaCTPOKaM.

5. BepHuTech Ha cTpaHuuy CneumnanbHbie BO3MOXHOCTM B HACTpOlikax ycTpolicTea v Hainaute Kaspersky
Endpoint Security.

6. Bkntounte nepekntovatens Kaspersky Endpoint Security. B oTkpbiBLUEMCS OKHE NPEeAOCTaBbTe NMPUSIOXEHWIO
MOMHBIV KOHTPOSb HaJ, BalLVIM YCTPOWCTBOM.
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Cny>6bl crieumanbHbix BO3MOXHOCTEN Tenepb BktoueHbl Ans Kaspersky Endpoint Security.

CnpaBka 451sl 9TO BepCcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLleHn SOCTYyrnHa B crpaske Kaspersky Secure Mobility
Management 41

Y106bI BK/IIOYNTE CrieumanbHble BO3MOXHOCTv ans Kaspersky Endpoint Security, BeinonHUTe cresyrolme Aevic TBus:

1. B okHe Bk/to4eHs CJ'IY)K6 cneumanbHbIX BO3MOXHOCTEN HaxkmMnTe BkiounTb.

OTKpoech CTpaHuua CneumnanbHble BO3MOXHOCTIN B HaCTpOIZKaX YCTpOMCTBa.

2. Bkntounte nepeknoyatens Kaspersky Endpoint Security. B okHe, B KOTOpOM roBopuTCS, YTO AOCTYM K
creumnanbHbIM BO3MOXHOCTSM OrpaHunyeH, HaxmmTe OK.

Tenepb Bbl MoXeTe npefocTasuTb Kaspersky Endpoint Security nocTyn k orpaH1MyeHHbIM HacTporKam.

3. OTkpolite cTpaHuLy ¢ nHbopmaumeii o Kaspersky Endpoint Security B HacTpolikax ycTporicTsa. Hanpumep,
nepengnTte B Hactpoiiku > MNpunoxxeHuns, a 3aTem HaliamTe NPUNOXEHE B CrINCKE.

4. Ha cTpaHuue ¢ nipopmaumeii o Kaspersky Endpoint Security HaxxmuTe § B npaBom BepxHEM yrny 1 BbibepuTe
MYHKT MeHIo PaspeLwumnTb orpaHnyYeHHble HaCTPOKM.

Tenepb Kaspersky Endpoint Security nmeeT LOCTYn K OrpaHNYeHHbIM HaCTPOKaM.

B. BepHI/ITer B MpunoxeHme 1 B OKHe BKJTIOYEHNS cneunarbHbIX BO3MOXHOCTEN HaxmunTe BknounTb.

OTkpoeTcsd cTpaHuua CneuunanbHble BO3MOXHOCTU B HACTPOLIKax yCTPOCTBa.

6. BknounTte nepekntovatens Kaspersky Endpoint Security. B oTkpbIBLUEMCS OKHE NPefoCcTaBbTe NPUNOXEHNIO
MOMHbIM KOHTPOb Haf, BaLLNM YCTPONCTBOM.

Cny>6bl cneupanbHbix BO3MOXHOCTEl Tenepb BkoveHbl ans Kaspersky Endpoint Security.
CnipaBka o151 3TO BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO

nHpopmaLmio. AKTyarnbHas MHopMaLs O peLleHy 4ocTyrnHa B cripaeke Kaspersky Secure Mobility
Management 4.12.

OBHOBNEHE MPUNTOXEHS

Kaspersky Endpoint Security MOXXHO 06HOBUTbL CrefyowmymMmin crocobamu:

e CamocTosTenbHo ¢ nomoLlpto Google Play. Bel 3arpysaeTte ¢ Google Play HoByto Bepcuio NprnoxeHns 1
yCTaHaBnMBaeTe NPUIOXeHNe Ha BaLle YCTPONCTBO.

* C nomoLLblo agMUHMCTPaTopa. AGMUHNCTPATOP ANCTaHLVMOHHO OBHOBISIET BEPCUIO MPUNOXEHNS Ha BaLLeM
YCTPOWCTBE C MOMOLLbIO CUCTEMbI YAANEHHOrO anMuHUCTpupoBaHus Kaspersky Security Center.

O6HoBneHue ¢ nomoupio Google Play

ALMUHNCTPATOP MOXET 3anpeTnTb BaM OBHOBNATL NPUoXeHre ¢ nomoLubio Google Play.
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O6HoBreHve ¢ nomolubio Google Play BbinonHseTcs 0BbIuHbIM CNOCO60M, MPUHATBIM Ans nnatdopmel Android. [ns
OBHOBNEHNS NMPUTOXEHNS AOMKHBI BbITb BbIMOMHEHBI CleAyoLLIE YCNOBUS:

® y Bac JOmMKHa BObiTb yyeTHas 3armck Google;
® YCTPOMCTBO LOMKHO BbITb MPUBS3aHO K y4eTHol 3anmcy Google;

® Ha yCTPOWCTBE LOMKHO OblTb YCTAHOBNEHO COEANHEHNE C UHTEPHETOM.

MoapobHas nHpopMaLms o cospannn yueTHol 3anncn Google, NpuBsake yCTPOCTBA K YYeTHOI 3anmcu
paboTe ¢ npunoxernem Google Play MapkeT npuBeneHa Ha caliTe TexHuyeckoi noanepxkn Google @.

O6HosneHne ¢ nomoLllpto Kaspersky Security Center

O6HoBneHve npunoxeHus ¢ nomolbto Kaspersky Security Center cocTonT 13 cnefyoLmx 3Tanos:

1. ADMVHVCTpaTOp OTNPaBNSeT Ha Balle MOBUTbHOE YCTPOMCTBO ANCTPUBY TUB MPUIOXEHWNS, BEPCUS KOTOPOrO
YyOOBNETBOpPSET TpeboBaHNSM KOPropaTUBHOM Ge30MacHOCTMW.

OTobpasunTcs 3anpoc Ha ycTaHoBky Kaspersky Endpoint Security Ha Balle yCcTpoicTBo.

2. MMpumnTe yCcnoBms OBHOBIEHWS.

HoBas Bepcus npunoxxeHus 6yoeT ycTaHOBMEHa Ha Balle YCTPONCTBO. [lononHuTenbHas HacTpolika
MPUIOXEHNS MOcie OBHOBNEHMS He TpebyeTcs.

DyHKLMOHaNbHOCTb OBHOBNEHUI (BKMtOYasi OBHOBNEHNS aHTUBMPYCHBIX CUrHaTYpP 1 OBHOBNEHNS KOOOBOW
6a3bl), a Takxe pyHkumoHansHocTb KSN 6yanyT HefocTynHbl B pelueHnn Ha Tepputopun CLLA ¢ 12:00 AM no
BocTouHOMY nieTHemy BpemeHu (EDT) 10 ceHTabps 2024 ropa B COOTBETCTBUM C OrPaHNYUTENIbHBIMU MEPaMU.

CnipaBka Ans 9TOW BEpCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYynHa B crpaske Kaspersky Secure Mobility
Management 4.1%.

YoaneHue NPEUNOXEeHNA

ALMUHNCTPATOP MOXET 3anpeTuTb BaM CaMOCTOSTENbHO YAansaTb Npunoxerne. B atom cnyyae yoanenne
Kaspersky Endpoint Security HeBO3MOXHO.

Kaspersky Endpoint Security MOXHO yaanuTb crefytowmmn cnocobamu:
e CamMocTosaTENbHO B HACTPOKax YCTPONCTBa.

e C nomoLLbio agMUHUCTPaTopa. AOMUHNCTPATOP MOXET ANCTaHLMOHHO YAANNTb MPUIOXEHNE C BaLLEro
YCTPOWCTBa C MOMOLLIO CUCTEMBI YAaneHHoro agpMuHncTpupoBanus Kaspersky Security Center.
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Ha ycTpoiicTsax, paboTatowmx B pexume device owner, npunoxeHre Kaspersky Endpoint Security pns
Android MoxeT BbITb yaaneHo ToNbKO aAMUHUCTPATOPOM C MOMOLLbIO COpoca YCTPOMCTBa A0 3aBOACKUX
HacTpOEK.

YnaneHue B HAaCTpOWKax YCTPONCTBa

YoaneHue npunoXeHus BoINOHAETCS OBbIUHBIM COCOB0M, MPUHATLIM Ans nnatdopmel Android. [ns yoaneHus
NpPUNoXeHns TpebyeTcs BbIKMOYNTb NpaBa agMuHcTpaTopa s Kaspersky Endpoint Security B HacTpolikax
6e30MacHOCTU YyCTPOCTBA.

Ha ycTpoiicTBax nop ynpasneHem onepaumoHHoli cuctemsl Android Bepcum 7.0 1 Bbille, ecniu
aOMUHNCTPAaTOP 3anpeTun yaaneHve, npv nonsiTke yaaniTb npunoxeHne B HacTpolikax Android ycTpoiicTBo
OyneT 3abnokmpoBaHo. [11s pa3brokmMpoBaHus yCTpocTBa 0bpaTUTECh K BalleMy agMUHNCTPaTopPY.

Ynanenue c nomolbto Kaspersky Security Center

YnaneHve npunoxeHuns ¢ nomolupto Kaspersky Security Center cocTouT U3 crefytoLumx aTanos:

1. ADMVHVCTpaTOpP OTMPaBNSET Ha BaLle MOBUIbHOE YCTPOMNCTBO KOMaHLY YOaneHUs MpuoXeHs.

Ha MobunbHoM ycTpolicTBe oToBpasnTcs NpeasioxXeHne noaTeepanTs yaaneHue Kaspersky Endpoint Security.

2. MNopTBEepaonTe yoaneHne npunoXeHns.

MNpunoxeHre ByOeT yoaneHo ¢ BaLlero ycTponcTBa.

CnpaBka 4nisl 9TO Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHGOpPMaLs O peLueHn SOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412

[punoxeHuns ¢ ‘noptdenem”

Yo

3Hayok npunoxeHns B paboyem npodune Android

MprnoxeHns, OTMEYeHHble 3HaUKOM MoPTdens (KOPHopaTVBHBIE MPUIOXKEHUS), HAXOAATCS Ha BalLeM YCTPOCTBE B
pabouem npodune Android (nanee Takxe "Pabounii npodunb’). Paboumii npoguis Android — 310 6esonacHast
cpefa Ha BalleM YCTPONCTBE, B KOTOPOIN agMUHNCTPATOP MOXET YNPaBnaTh NMPUIOXEHUSIMA 1 YYETHBIMI 3aMUCIMU,
He orpaHVY1Bas BaLL BO3MOXHOCTY paboThbl C NepCOoHanbHbIMU LaHHBIM.

Pabounii npodunb No3BoNseT XpaHUTb KOPNOPaTUBHbIE AaHHbIE OTAENbHO OT NePCOHasbHbIX AaHHbIX. OTO
obecneunBaeT KOHPUOEHLNANBHOCTbL KOPNOPAaTUBHBIX AaHHBIX U X 3aLUUTY OT BPEOOHOCHbIX MPUNoXeHuiA. Mpwn
cosfaHum pabouero Nnpoduns Ha BalleM yCTpoicTae B pabounii npodusb aBToOMaTUYECKN yCTaHaBMBaOTCS
crenytolume kopriopaTueHble npunoxeHus: Google Play MapkeT, Google Chrome, 3arpysku, Kaspersky Endpoint
Security ons Android u gpyrue.
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CripaBka Onsi 370l BEpCUM peLLeHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaBke Kaspersky Secure Mobility
Management 4.1

[NpunoxerHne KNOX

3Hauok KNOX

MpunoxxerHne KNOX oTtkpbiBaeT KNOX-koHTeliHep Ha Baluem ycTpoicTe. KNOX-koHTeriHep — 6esonacHas cpena
Ha BaLleM YCTPOWCTBE C OTAENbHbIM PabouViM CTONOM, MaHEeSbio 3arycKa, MPUIOXEHUSMU, BUAKETaMU.
ALMUHUCTPATOP MOXET YNPaBnsTb NPUNOXeEHUaMN 1 ydeTHbIMU 3anucamm B KNOX-koHTeliHepe, He orpaHunyrBas
BalLL BOSMOXHOCTW pa6OTbI C nepcoHasnibHbIMW JaHHbIMW.

KNOX-KOHTeVIHep No3BONAET XPaHNTb KOpnopaTMBHble AaHHble OTAE/IbHO OT NepCOHallbHbIX AaHHbIX. o710
obecneurBaeT KOHd)VI,EI,eHLI,I/IaJ'IbHOCTb KOpnopaTuBHbIX AaHHbIX 1 X 3alMTY OT BPeLOHOCHbIX I'IpVI)'IO)KGHVII7I.

B KNOX-KkoHTelHepe BamM LOCTYMHbI KOPNOPAaTUBHbIV MOUYTOBbIV ALK, KOHTAKTHbIE AaHHbIE COTPYLHUKOB
opraHunsaumu, xpaHunuile Gannos 1 Apyrue NpUnoXeHus.

MoppobHas nHPopmaums o pabote ¢ KNOX npriseneHa Ha cavite Cry kbbl TEXHUHECKOV NOAAERKKM Samsungt.

CnpaBka Ons 3Tol BEpCum peLLeHns 6onblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
MHPopmaLmio. AKTyanbHas MHPOpPMaLIMS O peLleHnn [OCcTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.
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cnonb3oBaHue npunoxenns Kaspersky Security ons iOS

B aToMm pasnene cnpasku onncaHbl yHKLMM 1 AEACTBUS, LOCTYMNHbIE NoNb3oBaTensM npunoxeHns Kaspersky
Security ons iOS.

CTaTby B 9TOM pasferne coaepXaT OnmrcaHne BCex NapaMmeTpoB, 4OCTYMHbIX U BUOVMBIX Ha MOBUIbHBIX
ycTpoicTeax. DakTnyeckuii BHELUHUI BUA, 1 paboTa NPUNIOXEHNS 3aBUCUT OT UCTOMNb3YEMO CUCTEMDI
YAANeHHOro aiMUHUCTPUPOBAHNS 1 OT TOTO, Kak aAMVHUCTPAaTOP HAaCTPOW YCTPONCTBO B COOTBETCTBUN C
TpeboBaHUsaMK KopriopaTrBHo 6e3onacHocTH. HekoTopble GyHKLMM 11 NapaMeTpbl MPUIOXEHNS], ONUCaHHbIE B
3TOM pasgferne, MOryT He COOTBETCTBOBATb TEM, UTO Bbl YBMAWTE Npu paboTe npunoxerHvem. MNpu
BO3HMKHOBEHI BOMPOCOB O paboTe NPUNOXeHUs Ha BalleM KOHKPETHOM YCTPONCTBE, obpaTnTech K
aOMUHMCTPaTOopY.

CnpaBka 45isl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SOcTymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

Bo3MoXHOCTU NpunoxeHus

Kaspersky Security ons iOS obnagaeT crnenytoLmMmn OCHOBHBIMY BO3MOXHOCTSMM.

3awmTa OT UHTEPHET-Yrpo3

[Ins 3alLNTbl OT UHTEPHET-YrPO3 UCMOMNL3YETCS KOMMOHEHT Beb-OunbTp.

Be6-®Ounbtp 6noknpyeT BpeAoHOCHbIE BEO-CaliThl, Lieslb KOTOPbIX — PacnpOCTPaHUTL BPEAOHOCHbINV KOA, a Takxe
bULWMHroBble Be6-caliThl, Lieflb KOTOPbIX — YKPacTb Baln KOHPUAEHLIMANbHBIE faHHbIE 1 MOYUYMTb AOCTYM K BalMM
drHaHcoBbIM cyeTaM. Beb-DunbTp npoBepseT BeO-caliThl nepes OTKPbITUEM, UCMOSb3Ys 06nayHyto ciyxoby
Kaspersky Security Network. Be6-®unbTp Takxe NpoBepsieT CeTEBYIO aKTVBHOCTb MPUNOXEHNI Ha BalleM
YCTPOWCTBE.

Y1066l Beb-dunbTp paboTan, Bbl 4OMKHbI PaspeLLnTb NPUNoXeHNo 4obasnaTb koHdurypaumo VPN.

O6Hapy>xeHne moamndukaumm npoLwumski (jailbreak)

Ecnn npunoxenne Kaspersky Security ans iOS obHapy»xwuBaeT mogndukaumio npowmeku (jailbreak), To otobpaxaeT
KpUTUyeckoe cooblLeHne 1 MHGOPMUPYET Ballero agMuHUCTpaTopa o npobreme.

MprnoxeHne He MOXeT rapaHTUPOBaTb 6€30MacHOCTb Ballero yCTPOWCTBa, MOCKOSbKY MOANPUKALINS MPOLLNBKIA
(jailbreak) nossongseT 0b6xoanTh CPEnCcTBa 3aLLMTbI ONEPaLVIOHHON CUCTEMbI 1 MOXET BbI3blIBaTb MHOXECTBO
npobnewm, BkoYas:

* y93BMMOCTM B 6€30MacHOCTUN YCTPOICTBA;
* HecTabunbHYO PaboTy;

* cbolil B paboTe cepaucos Apple;
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* BO3MOXHble COOU 1 3aBUCAHWS;
® CoOKpallleHne cpoka cry>6bl baTapew;

® HEBO3MOXHOCTb YCTaHOBKM O6HOBREHW iOS.

CnipaBka Ans 9Toi BEpCUn peLLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmo. AKTyanbHas MHGOpPMaLKs O peLleHn JoCTynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

YcTaHoBKa NPUNITOXEHWA

Yrobbl ycTaHOBUTL npunoxeHve Kaspersky Security ans iOS, BoINONIHATE CReayoLLmne AeiCTBUS:

1. HaliomTe B aNeKTPOHHOI NoyTe NMCbMO OT BalLEro agMUHUCTPAaTopa C NpurnaeHnemM yCTaHOBUTb MPUIOXEHNe
Kaspersky Security ons iOS ns App Store.

2. MNepeinonTte B App Store ooHMM 13 CNeayoLmX CrnocoboB:

e Ecnu Bbl OTKPBINM MMCbMO Ha ycTporicTae iOS, Ha KOTOPOM XOTUTE YCTaHOBUTb MPUIOXEHNE, HAXXMUTE Ha
CCbIfIKY B 3TOM MCbMeE.

e Ecnu Bbl YnTaeTe NMCbMO KOMMbIOTEPE, OTCKaHMpynTe QR-Kkoa ¢ nomMoLLbto ycTporicTsa iOS, Ha KOTOPOM Bbl
XOTUTE YCTaAHOBUTb MPUIIOXKEHNE.

Cchbinka B npurnaeHmn OelcTBMTENbHA B TeueHve 24 yacos. Ecnn Bam He YOacTCd yCTaHOBUTb
NnpunoXXeHne BOBpeEMY, O6paTI/ITer K CBOEMY agMUHNCTPAaTOPY 3a HOBbIM npurialleHnem.

3. BarpyauTe 1 ycTaHoBUTE Npunoxerne n3 App Store, cneflys cTaHOapTHON NpoLenype yCTaHOBKMN Ha
nnatdopme iOS.

Mpunoxerune Kaspersky Security ans iOS 6yaeT ycTaHOBNEHO Ha BalleM ycTpoicTee. YTobbl 3aWmTnTs
YCTPONCTBO, akTUBMPYIATE NPUIOXEHNE.

CnipaBka Ans 9To BepCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AKTyanbHas MHGOpPMaLKs O peLleHnn JoCTynHa B crpaeke Kaspersky Secure Mobility
Management 41%.

AkTnBaums NPUNNOXEHU4

Y106b1 akTUBMPOBATL MpuioxeHne Kaspersky Security ans iOS, BbINOIHATE CeAyoLmMe AeViCTBUS:
1. BanycTuTe NpUNoXeHe Ha CBOEM YCTPOWCTBE.

2. MpumnTe cornatuenuns, yctaHosuB $dnaxkm JinueHsnoHHoe cornawenue v Monntnka koHbmnaeHUManbHoOCTN
AN NPOAYKTOB 1 CEPBUCOB.
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MpumnTe HeobsasaTenbHoe MonoxxeHue o Kaspersky Security Network, uto6bl paspelwmnTs oTnpaBky
ctatucTukm B Kaspersky Security Network. OTo noBbiluaeT Npon3BoauTenbHOCTb MPUNOXEHWS U obecnevynsaeT
ero 6ecnepeboliHyto paboTy.

3. Haxxmute Oanee. MNpunoxeHve NogkmounTcs K cUcTemMe yaaneHHoro agMMHncTpupoBanns Kaspersky Security
Center 1 nony4nt MHPOPMaLINIO O INLEHINW.

4. PaspeLumnTe npunoxeHuio nobaensts koHourypaumo VPN. MNpunoxerre ncnonbayeT koHdurypaumio VPN ons
npoBepky Be6-canToB Ha GUILLMHF 1 3aLLMTbLI BaLLEro yCTpocTBa OT BEO-yrpos.

5. PaspelunTe npunoxeHnio oTnpasnsaTs push-ysepomneruns. MNpunoxeHve ncnonb3yeT yBeAOMIEHNS, YTOObI
NHbOPMMPOBaTL Bac O Npobremax 6€30MnacHOCTH 1 CTaTyce Ballein IMLEH3NN.

Mpunoxxerune Kaspersky Security onsa iOS Ha Balem ycTpoiicTBe ByneT akTMBUPOBaHO.

CnpaBka 45isl 9Toi Bepcum peLLeHrs 6osbLie He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapEeBLLYO
nHpopmaLmio. AKTyanbHas MHopMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility,
Management 4.1%.

AKTVBaLMS NPUNOXEHMS C MOMOLLBIO KOAA aKkTUBaLMK

Korpa Bbl ycTaHaBnmBaeTe npunoxeHne Kaspersky Security ons iOS Ha cBoe yCTpONCTBO, MpUioXxeHne
MOAKIoYaeTCs K CUCTEME YaaneHHoro agMuHncTpupoBanmns Kaspersky Security Center n asTomaTtuveckn
nonyyaeT HPopmaLmio o nuueHsnn. Ecnuv Balue ycTpoicTBo He noakntoyeHo k Kaspersky Security Center, Bbl
MOXeTe BBECTU KO, aKTBaLMM BPYYHYto. [119 nonyueHns kofa akTeaLmm obpatuTech K agMUHUCTPaTOPY.

AKTUBMPYIATE MPUNOXEHNE BPYYHYIO TOMBKO MO YKa3aHWUIO agMUHICTPaTopPA.

YTobbl BBECTY KO AKTUBALIM, BLINO/THATE cnegyrone AeviCTBUS:
1.B COO6LL],eHI/II/I, B KOTOPOM YyKa3aHo, 4YTO NPUIIOXKEeHNE He aKTBMPOBaHO, HaXXMUTE AKTI/IBI/IpOBaTb npuno>XxeHue.

2. B okHe akTvBaLMm BBeOUTe Kof, akTUBaLuu, ﬂpeD,OCTaBﬂeHHbIVI aaAMNHNCTPAaTOPOM, N H&XXMNTE AKTI/IBI/IpOBaTb.

Ecnu kop akTrBaummn ﬂpaBMﬂbelm, OTO6pa)KaeTC§1 yBegomneHne 06 aKTnBaLUM NPUNOXEHN4, a TakXe aaTta
ncTeyeHnqa cpoka OEeNCTBUS NNLEH3NI.

Mpunoxerune Kaspersky Security ans iOS Ha Balem ycTpolicTBe ByaeT akTUBMPOBAHO.

CrpaBka On1si 3Tol BEpCum peLLeHns 6onblue He OBHOBNSIETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLwms o pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

O630p rnaBHOro OkHa

BI/I,EI, rnaBHOro OKHa a9 pasHbIX paspel.ueHmM 3KpaHa He3Ha4ynTesIbHO OTINYaeTCY.

B rnaBHOM OKHe OTobpaXxaroTCs:
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* OBWWMIA CTaTyC 3aLUUTbI BAlLEro yCTPONCTBa;
® COOOLLEHNS, YKa3bIBaOLLE HA COCTOSHNE KOMMOHEHTOB MPUIOXEHWS 1 MPpobiemMbl C 3aLUTON.
CyliecTByeT Tpy TUMNa COOBLLEHNIA:

* BbigeneHHble 3eneHbiM LBeToM. COOBLLEHNS O COCTOSAHUW, MHPOPMUPYHOLLIE BAC O TOM, UTO 3alLMTa aKTVIBHA B
yKasaHHol obrnacTu.

* BblgeneHHble XXenTbiM LIBETOM. |/|H¢OpM8LI,I/IOHHbIG COO6LLI,eHI/I9I, yBegomngoue sac o COBbITUAX, KOTOpbIE
MOryT NOBNATb Ha H6e30MnacHOCTb YCTpOMCTBa.

¢ BbigeneHHble KpaCHbIM LIBETOM. KpI/ITI/NeCKI/Ie COO6LLI,€HVI9, I/IHCI)OpMI/Ipy}OLU,I/Ie Bac O COBbITUSIX, MMEOLLINX
KpuUTnyeckoe 3HavyeHne on4d 6e30onacHoOCTU YCTpOI‘;ICTBa.

[ns nonyyeHns NoapobHOM MHPOPMaLIMM Bbl MOXETE HaXaTb Ha COOBLLEHNE.

CnipaBka o115 3To BEpCUn peLleHst 6orblie He OBHOBNSIETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AKTyarnbHas MHopPMaLs O peLleHn 4OCTYymnHa B cripaeke Kaspersky Secure Mobility
Management 4.1

OBHOoBMNEHE MPUNOXEHS

Bbl MOXeTe 3arpy3unTb NocnenHiolo Bepcuto npunoxxernst Kaspersky Security ons iOS ns App Store n ycTaHOBUTb
€e Ha CBOE YCTPOWCTBO, BbIMOMHUB CTaHAAPTHYIO npoLiefypy obHoBneHus Ha nnatdopme iOS. Bbl Takxe MoxeTe
BK/IIOUNTb aBTOMaTn4eckoe obHoBneHNe. [lononHTenbHas HacTPOoKa NPUNOXeHWs nocne 0bHOBNEHNS He
TpebyeTcs.
[ns 0BHOBNEHWS MPUOXEHNS [OMKHbI BbIThb BbINMOMHEHbI CNELYIOLLE YCNOBUS:

* y Bac fomkeH 6biTb Apple ID;

® YCTPOMCTBO OOMKHO BbIThb MpurBs3aHo k Bawemy Apple ID;

® Ha yCTPOICTBE OOMKHO OblTb YCTAHOBNEHO COEANHEHNE C UHTEPHETOM.

YToBbl y3HaTb Bonblue o codnanum Apple ID, npuesake Bawero ycTpolicTsa k Apple ID nnn pabote ¢ App
Store, cm. caliT cnyxx6bl nopaepxkn Apple .

DyHKLMOHaNbHOCTb OBHOBNEHUI (BKMtOYasi OBHOBNEHNS aHTUBMPYCHBIX CUrHaTYpP 1 OBHOBNEHNS KOOOBOW
6a3bl), a Takxke dyHkumoHanbHocTb KSN 6ynyT HegocTymnHbl B peleHunn Ha Tepputopun CLUA ¢ 12:00 AM no
BocTOouYHOMY NeTHemy BpemeHu (EDT) 10 ceHTa6ps 2024 ropa B COOTBETCTBUM C OrPaHUYUTENbHBIMU MEpPaMU.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLle He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLUYO
nHpopmaLmio. AKTyanbHas MHOopPMaLs O peLleHn JOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 412
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YoaneHue NPUNNOXEHN4

YTobbl yaamte npunoxerHve Kaspersky Security ans iOS, BbINOIHUTE CTaHAGPTHYIO MPOLEAYPY yAaNEeHUS Ha
nnatgopme iOS:

1. Ha rnaBHOM 3aKpaHe KOCHUTECH U YOEPXMBANTE 3HAYOK MPUSIOXKEHNS.
2. Ypanute npunoxeHune.

Mpunoxerune Kaspersky Security ona iOS 6yneT ynaneHo ¢ Ballero ycTponcTaa.

CnpaBka ons 3Tol Bepcum peLLleHnsl 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn JocTymnHa B crpaske Kaspersky Secure Mobility
Management 4.1&.
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JInueHanpoBaHve NporpamMmbl

OTOT paspen coaepXuT MHGopMaLmIo 06 OCHOBHBIX MOHATUSX, CBS3aHHbIX C NMLEeH3MpoBaHnem Kaspersky Security
L7151 MOBUIbHBIX YCTPOICTB.

CnipaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKs O peLleHnn JOCTynHa B crpaeke Kaspersky Secure Mobility
Management 4.12.

O JlnueH3noHHOM cornaweHnn

JIMLeH3oHHOE cornalleHyvie — 3TO opuandeckoe cornaweHne mexay Bamu 1 AO "JlabopaTopus Kacnepckoro', B
KOTOPOM YyKa3aHO, Ha Kakux YCOBUsX Bbl MOXeTe ncrnonb3oBaTtbh Kaspersky Security ong MoBubHbIX YCTPOCTB.

PekomeHayeTcs BHUMATENbHO 03HAaKOMUTLCS C YCIOBUSMM U MONOXEHSIMM JTNLLEH3VIOHHOMO CornaLleHns
nepen Havyanom paboTsl ¢ Kaspersky Security nns MoBunbHbIX YCTPOCTB.

YcnoBus 1 nonoxeHus JIMLEH3MOHHOro CornatleHnst MOXHO NOCMOTPETb CiedyoLLMM crnocobamu:
* Bo Bpems ycTaHoBKM komMnoHeHToB Kaspersky Security ansi MOBUIbHBIX yCTPOIACTB.

* [pounTas daiin licensetxt, Bxoaswumii B camopacnakoBbIBalOLLMIACS apxXvB ANCTPUDYTMBaA ANS YCTaHOBKM
npunoxeHuns Kaspersky Endpoint Security gns Android.

* B pasnene O npunoxenun B Kaspersky Endpoint Security ang Android.
* B pazpnene O npunoxxenun — CornaweHus n nonoxenus B Kaspersky Security gnsa iOS.

* B paspene JononHuTtenbHo — [NpuHaTble NMNLLEH3MOHHbIE cornalleHus B ceolicTeax Cepaepa
agMUHUCTpUpoBaHns. OTa dyHkums nocTynHa B Kaspersky Security Center Bepcum 121 n 6onee nosaHeri.

Bbl nprHMMaeTe ycnoBus 1 nonoxeHns JIMLEH3MOHHOro cornalleHns, NoATBepXAas CBOe cornacure ¢ TEKCTOM
JIMLEeH3MoHHOro cornalleHns BO BPeMs yCTaHOBKM koMmnoHeHToB Kaspersky Security ans MobunbHbIX YyCTPOCTB.
Ecnu Bbl He cornacHbl ¢ ycnosusaMu JINLEH3MOHHOrO CornalleHns, CneayeT NpepBaTh YCTaHOBKY KOMMOHEHTOB
Kaspersky Security ans MobunbHbIx yCTPONCTB 1 OTKa3aTbCs OT X UCMOMb30BaHNSI.

CnpaBka Ons 3Tol BEpCum peLLeHnst 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaumto. AkTyansHas MHGopMaLms o pelleHnn focTynHa B cnpaske Kaspersky Secure Mobility
Management 4.12.

O nuueH3umn

JInLeH3ys — 3TO OrpaHNYeHHOe MO BPEMEHM NMPaBo Ha MCMOb30BaHMe KOMMIEKCHOro pellerns Kaspersky Security
LNS MOBUIbHBIX YCTPOICTB, NPenoCcTaBnsgeMoe BaM Ha OCHOBE JIMLEH3NOHHOIO CornaLleHus.

JInueHswna BkntovaeT B cebd NpaBo Ha:
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® 1ICNOJ/Ib30BaHVe I'IpVIJ'IO)KGHI/Iﬁ Ha MOBWMbHbIX yCTpOI7ICTBGX B COOTBETCTBUN C YCNOBNAMU ﬂVILI,eH3VIOHHOFO
cornaweHus;

® MOoNy4YeHVe TEXHNYECKON NOAAEPXKKN.

Cncok BoCTYnHbIX GYHKLMIA 1 CPOK UCMONb30BaHNs MOBUIbHBIX MPUIOXKEHWUIA 3aBUCST OT TUNa NULEH3NN, MO
KOTOPOW BbINi aKTUBMPOBaHbI MPUIIOXEHUS.

[NpenycMOoTpeHbl creaytoLe TUMbl INLEHSWIA:

* [IpobHas.
BecnnatHas nuueH3ns, npenHasHaveHHas ons o3HakomneHus ¢ Kaspersky Security nns MobunbHbIX YCTPOCTB.

MpobHas nuueHsns nveeT cpok 30 aHell. [1o ncteueHnn cpoka AencTBrUs MPOBHON NMLEH3MN MOBUbHOE
npunoxerune Kaspersky Endpoint Security ons Android n Kaspersky Security ons iOS npekpallatoT BbIMOAHATb
B0MbLUNHCTBO bYHKLMIA, KPOME CUHXPOHM3aLMK ¢ CepBepOM agMUHUCTPUPOBaHMS. YTOBbI MPOLOMXNTbL
NCMONb30BaHVEe NMPUIOXEHWS, BaM HY>XHO NProBpecTt KOMMEPUECKYO TMLIEHSIIHO.

e Kommepyeckasi.
JnueHans, npepocTtasnsemas npu nprobpeTteHunn Kaspersky Security ons MoBusbHbIX YCTPOCTB.

lNo ncTeveHnn cpoka AeNCTBIS KOMMEPYECKON NMLEH3MN MOBUIbHOE NMPUSTOXEHME NPOLOIKaeT paboTy, HO C
OrpaHnyYeHHo GYHKLMOHANBHOCTHIO.

B pexnve orpaqueHHon CI))/HKLI,VIOHaﬂbHOCTVI B 3aBMCMOCTW OT NpUNoXxeHna OoCTYnNHbl cnegyroume
KOMMOHEHTDbI:

* [Npunoxerue Kaspersky Endpoint Security ang Android:

* AHTMBMPpYC. [JOCTynHa NOCTOSHHAs 3aLLMTa 1 aHTUBKPYCHas NpoBepka YCTPONCTBA, HO He AOCTYMHO
OBHOBIEHVE aHTUBMPYCHbIX 6a3.

* AHTU-Bop. [locTyrnHa Tonbko oTnpaBka KOMaHL, Ha MOBWbHbIE YCTPOWCTBA.

* CuHxpoHusaums ¢ Cepeepom agMUHNCTPUPOBAHUS.

Mpunoxerune Kaspersky Endpoint Security gns Android npekpaiiaeTt obmeH nHdopmaumeli ¢ Kaspersky
Security Network, Google Analytics nng Firebase, SafetyNet Attestation, Firebase Performance
Monitoring 1 Crashlytics B cnyyae 6nokupoBku kntoya "Jlabopatopueii Kacnepckoro', no ncteueHum
Cpoka fileicTBUS MPOBHOM NMLEH3NN U MPU OTCYTCTBUN NMLEH3UM (KO aKTBaLWW YOANEeH N3 rpynrnoBoii
MONNTVKW).

¢ [Tpunoxenune Kaspersky Security ons iOS:

¢ CuHxpoHusaumns c CepBepomM agMNHNCTPUPOBaHMS.

Kaspersky Security ons iOS npekpaliaeT obmeH nHbopmaumeli ¢ Kaspersky Security Network, ecnm
CPOK AeNCTBKS NPOBHO NMNLLEH3UN UCTEK UV NULLEH3US OTCYTCTBYET (KOA, akTUBaLmy yaaneH ns
rPynnoBOW NOANTUKM).

OcTarnbHble KOMMOHEHTbI MOBWbHOIrO NPUNNOXEeHNA HeOOCTYMNHbl NONb30BaTEtO YCTpOMCTBa. A,EI,MI/IHI/ICTpaTOp
MOXET ynpaBndaTb 3TVIMM KOMIMOHEHTaMIM B pexnve orpaqueHHoM CIDYHKLI,VIOHaJ'IbHOCTVI C MOMOLLBIO FrPynnoBbIX
NOJINTUK. HaCTpOI/ITb OCTalbHble KOMMNOHEHTbI NPUTOXXEHUA C MOMOLLLBIO rPpYNMNOBbIX NMOINTUK HEBO3MOXHO.
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YTOBbI MPOAOIXKNTE UCMOMb30BAHNE MPUOXEHNS B PEXUME MOMHOW GYHKLIMOHANBHOCTH, BaM HY>XKHO NMPOLINTD
CPOK OeNCTBMS KOMMEPUYECKOMN NMLEH3UN. PekoMeHayeTcsa npoaneBaTh CPOK AEACTBUS NMULEHINN U
nproBpeTaTb HOBYIO NIMLEH3UIO HE NMO3AHEE AaThl OKOHYaHNS ee CpokKa AelicTBUS, YTOobbl obecneunTb
MaKCUMarbHYto 3aLMTY KOMMbIOTEpa OT BCeX Yrpo3 6e3onacHOCTu.

CnipaBka An1s 9To BEPCUN peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmMaLmio. AkTyanbHas MHbopMaLIs O peLleHnn BocTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.1%.

O nognucke

lNoanucka Ha Kaspersky Security a5 MOGWbHBIX yCTPOVCTB — 3TO 3aKa3 Ha NCMOob30BaHNe MOBUIbHOMO
NPUIOXEHNS C BbIBpaHHbIMY NapamMeTpamMm (AaTa OKOHYaHWS NOANUCKM, KOMMYECTBO 3aLLmLLAEMbIX MOBWIbHbIX
ycTpoiicTs). [Mognucky Ha Kaspersky Security 0ns MOBUbHbIX YCTPOMCTB MOXHO 3apermcTpupoBaTh Y MOCTaBLLVKA
ycnyr (Hanpumep, y MHTepHeT-npoBaiaepa). [loanncky MoxHO npoanesaTb BPYUHYIO U B aBTOMAaTNYECKOM
pexvme, Unn oTkasaTbCs OT Hee. YnpaBneHve Noanmnckoin AOCTYNHO Ha Be6-caiiTe NocTaBLUmKa YCIyT.

Moanuncka MoXeT BbiTb OrpaHNYeHHO (HanpyMep, Ha OAVH rof) U HeorpaHndeHHo (6e3 aatbl okoHYaHus). s
npopomkeHns paboTbl Kaspersky Security ang MobunbHbIX YCTPONCTB NOCTE OKOHYaHNUS OrPaHNYEHHON MOANNCKM
ee TpebyeTcd NpoaneBaTb. HeorpaHuyeHHas noanvcka npoasieBaeTcs aBToMaTUYECKU MpU YCNoBUM
CBOEBPEMEHHOr0 BHECEHWS NpenonaTthl MOCTaBLLMKY YCYT.

Ecnu nognucka orpaHmnyeHa, no ee NCTevYeHN MOXeT NPpeoCTaBATbCA JIbFOTHBIN nepunon onga npogneHnd
noannCKKn, B Te4eHe KOTOPOro qDYHKLI,VIOHaJ'IbHOCTb I'IpVIJ'IO)KeHI/IVI COXpaHAEeTCH. Hanwune n pnntenbHoCcTb
JIbFOTHOr O nepuona onpenendeT NOCTaBLLVK YCNyT.

YTo6bl cnonbaosaTh Kaspersky Security nns MobunbHbIX YCTPOCTB Mo Noanucke, TpebyeTcs MPUMEHNTb KOZ,
aKTMBaLMW, MPefoCTaBeHHbIV MOCTaBLMKOM yCnyr. [locrne nprMeHeHns Koja akTBaLummn yCTaHaBIMBaeTCs Koy
AN NALEH3MN Ha NCMONb30BaHME MPUNOXEHNI MO MNOAMNMCKE.

B 3aBrcMOCTM OT MOCTaBLLMKa YCNyT, HAGOPbl BO3MOXHbIX AEACTBUIA ANS YrpaBneHns Noanmnckor MoryT
pasnuyaTbes. [oCTaBLLVK YCNYT MOXET He NPefoCTaBnaTb NIbrOTHbIV MEPUOL, ANg NPOASIEHNS MOAMNCKN, B
TeyeHVe KOTOPOro GyHKLMOHaNLHOCTb MPUIOXEHWIA COXpaHSeTCs.

Kopbl akTrBaLMu, MprnobpeTeHHbIe Mo MOAMNMCKE, He MOTYT BbITb MCMOMb30BaHb! A9 aKTUBaLMN NPenblayLLmnx Bepcuii
Kaspersky Security ons MoOBWbHbIX YCTPOWCTB.

CnpaBka ons aTol Bepcum peLleHnst 6onblue He 0BHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JocTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

O knoue

Koy — nocnepnoBaTesibHOCTb 6I/ITOB, C NMOMOLLbIO KOTOpOI7I Bbl MOXETe aKTUBMPOBaTb 1 3aTeM NCNOoNb30BaTb
komrnekcHoe pelueHve Kaspersky Security ans MobunbHbIX YCTPONCTB B COOTBETCTBUN C YCIOBUSIMU
JIvueHsmoHHoro cornawerus. Koy cosnaeTcs cneumanictamm “JlabopaTtopum Kacnepckoro”,

Bbl MOXeTe Lo6aBUTb KoY B MOBUIbHOE MPUIOXEHVE C MOMOLLbIO daiina Kitoua Unmv Koha akTUBaLum:
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e Ecnv B Bawei opraHvsaumm pa3sepHyT nporpammHbiin komnneke Kaspersky Security Center, TpebyeTcs
NPUMeHNTb haii Kova 1 RACHPOCTRAHWTL Ero Ha MOBUbHbIE NRUIOXeHWs Ang Android. Kntou oTobpaxaeTcs
B HTepdeiice Kaspersky Security Center n nHtepdeiice MobunsHoro npunoxenus ons Android B Buae
YHUKanbHoM ByKBeHHO-LIMbPOBOM nocnenoBaTelbHOCTH.

MNMocne nobaBneHns KoYel Bbl MOXETE 3aMEHSTb UX APY MU

Bbl He MoxeTe akTuBMpoBaTh NpunoxeHne Kaspersky Security ans iOS ¢ nomolupto daiina knova.

e Ecnu Bawwa opraHnsaums He ncrnonbayeT Kaspersky Security Center, Bam Heo6Xx0aMmMo NpefocTaBuTb
nonb3oBaTento Ko akTueauumu. [onb3oBaTenb BBOAUT 3TOT KOA, aKTUBaLMM B MOBUTbHOM MPUNOXEHNUN 415
Android nnmn iOS. Kntou oTobpaxaeTcs B MHTepdeiice MOBUIbHOrO NPUOXEHNS B BUAE YHMKaNbHOV BYKBEHHO-
umdpoBoO NoCnenoBaTeIbHOCTM.

Kntou MoxeT BbITb 3abnokmposaH "llabopaTtopueii Kacnepckoro', ecnu, Hanpumep, ycnosus JTMLEH3VOHHOMO
cornalleHns HapyLleHbl. Ecnn kntoy 3abnoknpoBaH, MobribHOEe NpUIoXeHNe NpekpaLlaeT BbIMONHATL BCE CBOM
dYHKUMN, KpOMe CUHXPOHM3aLMK ¢ CepBepoM agMUHNCTPUPOBaHS. YTo6bl MPOOOMKNTL NCMONb30BaHVE
MPUNOXEHWNS, BaM HY>KHO J00aBUTb APYrol Ktou.

CnpaBka o115 370l BEpCum peLleHns 6onblie He 0BHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpMaLKs O peLleHn SOCTYymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

O kope aKkTuBauuu

Kog akTvBauym — 3TO yHUKanbHas mocnenoBaTebHOCTb U3 ABafLaTh NaTUHCKNX BykB 1 Lundp. Bbl BBOOMTE KOZ,
aKTmBaLuy, YTobbl 4OBaBWTDL KoY, akTUBMpPYoLwmiA npunoxeHne Kaspersky Endpoint Security ons Android nnm
Kaspersky Security ans iOS. Bel nonyyaeTe Kop, akT1BaLMM MO yKa3aHHOMY BaMu afpecy 31eKTPOHHON NOoYThI
nocne npnobpeTeHns komnnekcHoro pelueHns Kaspersky Security ans MobunbHbIx yCTPONCTB UM nocne 3akasa
npo6Hoii Bepcuin Kaspersky Security ons MoOBuUbHbIX YCTPOUCTB.

YTO6bI aKTMBNPOBATL MOBUBHOE MPUOXEHME C MOMOLLBIO KOAA akTUBaLmK, TpebyeTcs AOCTYnN B UHTEPHET A1
NoakloUeHns K cepaepam akTusaumm “Jlabopatopun Kacnepckoro™

Ecnu kop akTnBaLmm Bbil MOTEPSH NOCE aKkTUBaLMM MOBUIbBHOMO MPUIIOXEHWS, Bbl MOXETE BOCCTAHOBUTb KOZ,
akTvBaumm. Bam moxeT noTpeboBaTbCs KO akTUBaLMm, Hanpumep, ons permctpaumm B Kaspersky
CompanyAccount. [1ns BocCTaHOBMNEHWS KOAa akTUBaLmm TpebyeTcs obpaTuTbes B CnyxkBy TeXHUYECKOW
nonnepxku "abopaTopuur Kacnepckoro'.

CnpaBka o115 370l BepCum peLleHns 6onblue He OBHOBNSETCS, MOSTOMY MOXET COAEPXKaTb YCTaPEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SOcTYymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

O dainne kntova

®avin knoya — 310 Gaiin ¢ paclumpeHrem key, KoTopblii Bam npepnocTtasnseT Jlabopatopus Kacnepckoro'. ®atin
Kntoya npegHasHayeH Ons gobasneHns koya, akTusmpytoLero npunoxenne Kaspersky Endpoint Security ons
Android.
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Bbl He moxeTe akTuBMpoBaTh NpunoxeHne Kaspersky Security ons iOS ¢ nomolubio daiina knoya.

Bbl nonyyaeTe daiin kntoya no ykazaHHOMY BaMU aapecy 3EeKTPOHHON MoYThl MOCe NproBpeTeHNs KOMMEKCHOMO
pelueHuns Kaspersky Security ons MobunbHbIX YCTPONCTB 1y nocrne 3akasa npobHoli Bepcun Kaspersky Security
LN MOBUIbHBIX YCTPOCTB.

YTOBbI aKTMBUPOBATHL MPUIIOXEHNS C MOMOLLBIO dalina koua, He TpebyeTcs NoaKtoUeHVe K cepBepamM akTBaLMn
"TNabopaTtopun Kacnepckoro”.

Ecnn daiin kntoya 6bin cnyyaliHo yoaneH, Bbl MOXeTe ero BOCCTaHOBUTb. Daiin ktova MOXeT NoTpeboBaTbCs BaMm,
Hanpumep, ans pervctpaummn B Kaspersky CompanyAccount.

[ins BoccTaHoBNeHWs dalina knoya BaM Hy>KHO BbINOHUTL OAHO U3 CrieytoLLmnX AeiCTBIIA:
* O6paTnTbCs K NPOAABLY JINLEH3NV;

e [lonyumnTb daiin krtoya Ha Beb-caiiTe "JlabopaTopum Kacnepckoro' ? ¢ MOMOLLBIO UMEIOLLEFOCS KOO8 aKTUBaLMN.

CnpaBka sl 3To Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COLEPXKaTb YCTapeBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SOcTYymnHa B crpaske Kaspersky Secure Mobility
Management 4.12.

[NpenocTtaBneHve gaHHbix B Kaspersky Endpoint Security onsa Android

Kaspersky Security ons MobusnbHbIX ycTpolicTs cooTBeTcTBYeT ObLLMM HopMaMm 3awmTbl AaHHbIX (GDPR).

YTOBbI YCTaHOBUTb NMPUIOXEHVE, aOMUHUCTPATOPY WM NMOMb30BaTeNO YCTPOCTBa HEOBXOAMMO NMPOoYnNTaThb 1
NPUHATL ycnosus JTMLeH3noHHOro cornatueHns. MoXxHO Takxke HaCTPOUTb MOMUTUKY AN NPUHATUS NepeYvnceHHbIX
Hke [NonoxeHunin rmobanbHo 4ns BCcex nonb3osaTteneli. B npoTrBHOM criyyae y nosnb3oBaTeneit Ha rnaBHOM aKpaHe
NpUNoXeHns ByneT oTobpaxaTbCs YBEAOMIIEHNE C NMPEAJIOKEHNEM MPUHSATL criefytoLye MNonoxeHns oo
06paboTke NepcoHanbHbIX AaHHbIX:

* [lonoxeHune o Kaspersky Security Network;
* [lonoxeHre 06 06paboTke AaHHbIX 4S5 UCMOoNb3oBaHUs Beb6-Punbtpa;

* [lonoxeHre 06 06paboTke AaHHbIX B MAPKETMHIOBbIX LIENSIX.

Ecnu BbIBpaH BapuaHT, Mpu KOTopoMm [NonoxeHns npuHuMatoTcs rnobanbHo, Bepcun [NonoxeHui,
npvHMaemble B Kaspersky Security Center, [omkHbl cOBMagaTh C BEPCUSMU, YXKE NMPUHATHIMM
nonb3oBaTensmMu. B npoTuBHOM criyyae nosb3oBaTenu OyayT NIPoHGOPMUPOBaHbl 06 3Tol Npobrieme, 1 Um
OyneT NpeanoXeHo NPUHATb Ty Bepcuio [onoxeHs, KoTopasi COOTBETCTBYET BEPCU, MPUHATON
agMVHUCTpaTopoM rnobanbHo. CTaTyc ycTpolicTea B nnarvHe Kaspersky Security for Mobile (Devices)
N3MeHUTCS Ha [lpenynpexaeHve.

Monb3oBaTesnb MOXEeT B NtoB0I MOMEHT MPUHSATL YCIOBUS [oNOXeHNs Ui oTkasaTbCs OT HUX B pasaene O
npunoxeHnn B HacTpolikax Kaspersky Endpoint Security gna Android.

O6meH nHdopmaumeit ¢ Kaspersky Security Network
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[ns noBbiLeHns ypoBHS nocTosiHHON 3awmThl Kaspersky Endpoint Security nns Android ncnonbayeTt obnauHyto
cnyx6y Kaspersky Security Network B paboTe cnegytoLx KOMMNOHEHTOB:

* AHTuBMpYC. [punoxeHne nonyyaeT OOCTYN K onepaTrBHO 6ase 3HaHW "JlabopaTopum Kacnepckoro” o
penyTauumn $annos 1 npunoxeHuii. NMpoeepka NPON3BOANTCS Ha Yrpo3bl, HPOPMAaLIMS O KOTOPbIX ELLLe He BOLLSIa
B aHTMBUpPYCHble 6a3bl, HO yxxe copepxuTtca B KSN. ObnauHas cnyx6a Kaspersky Security Network
obecneunBaeT NOMHOLEHHYIO paboTy AHTUBMPYCAa 1 CHUXKAET BEPOSITHOCTbL JTOXHbBIX cpabaTbiBaHWiA.

e Beb-Punbtp. [NpurnoxeHne BoINONHAET NPOBEPKY BEHG-CATOB Nepes OTKPbITUEM C YYETOM AaHHbIX, MOMYYEHHbBIX
oT KSN. Takxxe npunoxeHve onpenenseT kaTeropuio Beb-calita afns KOHTPONs 4OCTYyna nonb3osaTtesnen B
WNHTEPHET Ha OCHOBE CMMCKOB paspeLLeHHbIX 1 3anpeLLeHHbIX kaTeropuli (Hanpumep, kateropus "Ob6LueHre B
cetn”).

* KoHTponb npunoxeHuid. [MpunoxeHne onpenenseT kKaTeropun 4ns orpaHnyYeHrs 3anycka npunoXeHuin, KoTopble
He y[OBNeTBOPSIOT TPeboBaHNSIM KOprnopaTBHOI 6€30MacHOCTM, Ha OCHOBE CMNCKOB Pa3peLleHHbIX U1
3anpeLLLEeHHbIX kKaTeropuii (Hanpumep, kateropus “Urpbl”).

NHpopmaums o Tvnax faHHbIX, NepefaBaeMbix B "JlabopaTopuito Kacnepckoro' npu ncnonb3sosaHum KSN Bo Bpems
paboTbl KOMMOHEHTOB AHTMBUPYC 1 KOHTPOsb NprnoXerwii, npuseneHa B JIMLeH3noHHOM cornatlenunin. MNprHrmas
ycnosus JIMLEH3NOHHOIO COrnalleHus, Bol COrnallaeTech nepenaBaTh ClenyoLLyo MHGOpMaLLMO.

NHpopmaumsa o Tvnax faHHbIX, NepenaBaeMbix B "JlabopaTopun Kacnepckoro” npu ncnonbsosaHun KSN Bo Bpemst
paboTbl Be6-PunbTpa, BocTynHa B [NonoxeHun 06 obpaboTke AaHHbIX AN UCnonb3oBaHus Be6-DunbTpa.
MpuHUMas ycnosus aToro [NonoXeHus, Bbl cornaliaeTecb nepenaBaTth NEPEUNCIIEHHYIO HIXE NHbOpPMaLMIO.

NHdopmaLms o Trnax cTaTucTMYeckux AaHHbIX, nepenasaemblx B "JlabopaTtoputo Kacnepckoro” npu
ncnonb3osaHum KSN Bo Bpems paboTbl MobunbHoro npunoxeHus Kaspersky Endpoint Security ons Android,
npvieeneHa B MNonoxerun o Kaspersky Security Network. MprHumas ycnosus aToro MNonoxeHus, Bbl cornallaetech
nepenaBaTb NePeYNCeHHyo HKe nHbopMaLmio.

rlpe,EI,OCTaBJ'IeHVIe OaHHbIX B pamMKax JIMLEH3NOHHOro cornalleHns

Ecnun ans aktneaumm MO npumeHsieTcs Kob, akTrBaumm, ¢ Lenbio NPOBEPKY NPaBOMEPHOCTM Ucnonb3oBaHus [10
MNonb3oBaTenb cornallaeTcs neproanyecky NpeaocTasnsTh [paBoobnagaTento cneayoLLyo MHPopMaLmIO:

e dopmaT faHHbIX B 3anpoce K nHdpacTtpykType Npasoobnanatens; IP-agpec (IPv4) Beb-cny>0bl, Ha KOTOPHbIN
OCYLLECTBNANOCH ObpalLeHe; pasvep COAePXMMOro 3anpoca K MHPpacTpykType MNpaBoobranatens;
noeHTudvkaTop NpoTokona; kog akTusauum [NO; Tun cxaTns faHHbixX; naeHTrudrkaTop MNO; Habop
noeHTudrkaTopos O, KOTopoe MOXET BbITb aKTUBMPOBAHO Ha YCTPOWCTBE nonb3oBaTens; nokanusaumns N0;
nonHas Bepcus [NO; yH1KanbHbI uoeHTUdUKATOP YCTPONCTBE; AaTa U BPEMS Ha YCTPONCTBE NoNb30BaTeNs;
npeHTudurkatop yctaHosku [10 (PCID); Bepcua OC, Homep cbopkm OC, Homep obHosneHuns OC, pepakums OC,
paclupeHHas Hpopmauums o pegakuny OC; Mofenb yCTPOWCTBa; CEMENCTBO OnepaLOHHON CUCTEMD;
dopmaT gaHHbIX B 3anpoce k HPpacTpykType [NpaBoobnagatens; TN KOHTPObHOWM CyMMbl 06pabaTbiBaeMoro
06beKTa; 3arofoBOK NMLEH3MM Ha Ucnonb3oBaHue [N0; naeHTUdUKaTop pernoHanbHoro LieHTpa akTBaumy; faTa
1 BpeMs co3faHns nmueHsnoHHoro ktoya MO; npeHtndukaTop nuueHsum MNMO; noeHTudunkaTop
NHPOPMALIMOHHO MOZEN, MPUMEHEHHOV NP NPeLOoCTaBNeHUN NULLEH3UW Ha ncronb3oBaHue MNO; nata n Bpems
NCTeYeHns cpoka OeiCTBUS NLEH3UM Ha ncnonb3osanuve [10; Tekywmin ctaTyc nuueHsnoHHoro ktoya MNO; Tnn
ncrnonbayemoit nuueHsum MO; TN NMLEH3MK, C MOMOLLLbIO KOTopoli akTueMpoBaHo O; noeHTrdmkaTop MO,
MOMYYEHHbIM 13 TNLEH3NN.

[ng 3awmtbl KomnbtoTepa oT yrpos nHpopmaumoHHol 6esonacHocTu [onb3oBaTesnb cornallaeTcs nepuoanyecki
npepocTaBngTh [lpaBoobnagaTento CneayoLLyio HPOpMaLUIO:

® TUM KOHTPOJbHOV CyMMbl 06pabaTbiBaeMoro 06bekTa; KOHTPOsbHas CyMMa 06pabaTeiBaeMoro ob6bekTa;
noeHTndrkaTop komnoHeHTa M0;
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* noeHTudrKaTOp cpaboTaBLLei 3anrcy B aHTMBMPYCHbIX Basax [10; BpemMeHHas MeTka cpaboTaBLUein 3anvcu B
aHTVBMPYCHbIX Bazax [10; Tun cpaboTaBLuel 3anvcn B aHTUBMPYCHbIX 6a3ax [10; HasBaHVe 06HapY>KeHHOM
BPELOHOCHOW NporpamMMbl UK NeranbHON NPorpamMmMbl, KOTopast MOXET ObiTb MCMoNb30BaHa ANs HaHECEHVIS
BpeZa yCTPOCTBY WM OaHHBIM NOMb30oBaTens;

* HasBaHVe MarasuHa, 3 KOTOPOro NMPUIOXKEHWE BbiNo yCTaHOBEHO; Ha3BaHVE NakeTa NPUIOXEHNS; Ny BANYHbIN
Kntou, koTopbim nognvcan APK-daiin; koHTponbHas cymMmma cepTudukaTta, koTopbiM nognuncaxH APK-daiin;
BpeMeHHas MeTka LdpoBOro cepTudurkaTa;

* nonHas Bepcus MNO; noeHTudrkaTop obHoBneHus MNO; Tun yctaHosneHHoro NO; noeHTndrkaTop KOHPUrypaLmu;
pes3ynbTaT AelCTBUNA, BbINONHeHHbIX [0; ko, owmnbKy;

® UMCNOBbIE 3HaYEeHUNs, nonyyeHHble 13 APK-dalina npunoxeHns Android B cOOTBETCTBUN C ONpeaeneHHbIMN
MaTeMaTUYeCKUMN NpaBuiaMmn 1 He MO3BONISIIOLLIIE BOCCTAHOBUTbL UCXOAHOE CofepXMoe dalina; 9T AaHHble
He cofdepXaT MeH dalinos, nyTeli K dalinam, agpecos, HOMepPOB TenedoHOB 1 APYroW MMYHON nHdOopPMaLn
nonb3oBaTeneil.

Ecnn nonyyeHne OBHOBREHNI BEINONHAETCS C CepBepoB 0bHOBNEHNS [TpaBoobnagaTens, TO ANg Lenel ynyylleHns
KauecTBa paboTbl MexaH3ma 0OHoBNeHKs [onb3oBaTenb cornalaeTcsl NepUOANYECcKN NPefoCTaBNATb
MNpaBoobnagaTtenio cnenytoLyto MHGOPMaLMIO:

* npeHTudrkatop MO, nonyyeHHbIl N3 NuueHsuy; nonHas Bepcus NO; noeHTudrkatop nuueHaun MNO; Trn
ncnonbadyemoli nuueHaun MNO; ngeHtudukatop yctaHosku 10 (PCID); noneHtudrkaTop 3anycka o6HosneHns M0;
obpabaTbiBaeMblil Beb-anpec.

MNpaBoobnagaTenb MOXET Takxe UCMOoNb30BaTh Takyto NHGOPMAaLIMIO 419 MOyYeHUs CTaTUCTUYECKON nHdopMaLmn
0 pacnpocTpaHeHun 1 ncrnonssosanHum MMO.

MNonyueHHas HbopmaLms 3almiiaeTcs "TlabopaTopuein Kacnepckoro' B COOTBETCTBUN C YCTaHOBMEHHBIMY
3aKoHOM TpeboBaHusamu. VlcxoaHas nonyyeHHas MHGopMaLms XPaHUTCS B 3aLUPOBaHHOM BUAE U YHUUTOXaETCS
no Mepe HakonneHns (OBa pasa B rof) v no 3anpocy lNonb3osaTtens. [JaHHble 0bLLei CTaTUCTUKL XPaHATCS
BeccpoyHo.

MNpenocTaBneHne faHHbIX B pamkax [onoxeruns o Kaspersky Security Network

cnonbsosaHune KSN MoxeT noBbicuTb 3dPeKTMBHOCTL 3alwmThl, NpegocTasnsemoit O, oT yrpos
NHGOPMAaLIOHHO 1 ceTeBol 6e30MacHOCTY.

Ecnu Bbl ucnonb3yeTe nuueH3uo ana 5 n 6onee yanos, To npu ncnonb3osaHum KSN MNpasoobnapgatens bynet
nosyyaTb 1 0bpabaTbiBaTh CNeayoLMe JaHHbIE B aBTOMATNYECKOM PeXUMe:

* vpeHTudUKaTop cpaboTaBLLel 3anmcy B aHTUBMPYCHbIX 6a3ax NO; BpemeHHas MeTka cpaboTaBLueii 3an1cu B
aHTMBMPYCHbIX Basax [10; Tun cpaboTasLuel 3anvcy B aHTBMPYCHbIX 6a3ax [10; nata 1 Bpems Boinycka 6a3 10;
Bepcus OC, Homep cbopkm OC, Homep obHosneHns OC, pepakums OC, paclumpeHHas MHPopMaLms O pefakLmnm
OC; Bepcuis nakeTa obHoBneHus OC; xapakTepUCTUKN OBHaPY>KEHUS; KOHTPOrbHas cymma (MD5)
obpabaTbiBaeMoro o6bekTa; M 0bpabaTbiBaEMOro 06beKTa; MPU3Hak Toro, YTo obpabaTbiBaeMblii 0O BHEKT
asnsetcs PE-daiinom; koHTposnbHas cymma (MD5) macku, no koTopoii 6bina 3abnoknpoBaHa Be6-crny»x6a;
KoHTponbHas cymma (SHA256) obpabaTbiBaeMoro o6bekTa; pasmep obpabaTbiBaeMoro 06bekTa; Kog, T1na
06bekTa; 3akntoveHune [0 no obpabaTbiBaeMomMy 06BEKTY; MyTb K 0bpabaThiBaeMoMy 06BbEKTY; KO KaTanora
daiinos; Bepcus komnoHeHTa [10; Bepcus oTnpaBngemoli CTaTUCTUKK; agpec Beb-Cry>0bl, Ha KOTOPbIN
ocylecTananock obpabaTbiBaeMoe obpalleHue (Beb-aapec, IP); Tun knieHTa, UCnonb3yemMoro Ans obpalLeHns
k Beb-cnyx6e; IP-agpec (IPv4) Be6-cny>6Obl, Ha KOTOPbIN OCYLLECTBASNOCh ObpalleHre; IP-agpec (IPvé) Beb-
CNy>6bl, Ha KOTOPLI OCYLLECTBASNIOCH ObpaLLeHre; Be6-aapec NCTOYHMKa 3anpoca k Beb-cnyxbe (referer);
obpabaTbiBaeMblli Beb6-agpec:

* nHbopMaLMs O NPoBepseMbIX 06 bekTax (Bepcus NPpUNoXeHus, nasnedeHHas ns AndroidManifest.xml; pewexne
MO no NpunoXxeHuto; MeTon, NCMOMb30BaHHbIM 4119 NonyyeHns pellerns 1O no NprnnoxeHWio; HasBaHe nakeTa
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yCTaHOBLUYIKa MarasunHa; Ha3saHve nakeTa (package/bundle) ns androidmanifest.xml; kateropus Google
SafetyNet; npuaHak Toro, uto SafetyNet Bk/toueH Ha ycTpolicTse; 3HaueHe SHA256 B oTBeTe oT Google
SafetyNet; APK Signature Scheme ons APK-cepTundukaTa; koa Bepcum yctaHoBneHHoro 1O; cepuliHblii Homep
cepTudukaTa, KoTopbiM noanucaH APK; HasBaHue ycTaHasnmeaemoro APK-daiina; nyTe O yCTaHaBIMBaeMoro
APK-daiina; komnaHns, BbimyCcTUBLLIas cepTudukaTt, KoTopbiM nognucaH APK-daiin; nyBnnuHbli Koy, KOTOpbIM
nognvcaH APK-daiin; koHTponbHas cymma cepTudukaTta, koTopbiM nognucaH APK-daiin; nata n Bpems
ncTeveHns cepTndukaTa; gaTa n Bpems Bblaaumn cepTudukaTa; Bepcus oTnpaBnsemMor CTaTUCTUKK; anropuTm
pacuyeTa oTrneyaTka umdposoro cepTudukata; xews MD5 oT yctaHoBneHHoro APK-daiina; Xew MD5 ot DEX-
daiina, pacnonoxeHHoro BHyTpu yctaHosneHHoro APK-dalina; auHamuueckne paspeLleHus, KoTopble ecTb Y
NpUnoxeHns; Bepcus ctopoHHero MO; nHpopmaLms o Tom, SBRseTcs Ny npunoxeHne SMS-meHemKepom no
yMON4aHmio; MHopMaLs O TOM, ECTb JIN Y NPUOXEHNS NpaBa aaMUHUCTPaTopa YCTPONCTBA; MPU3HaK Toro,
YTO NPWIOXKEHME HaXOANTCS B CUCTEMHOM KaTanore; MHPopMaLmst O TOM, UCMOMb3YeT /N MPUIOXeHNe
cneumanbHble BO3MoxHocTu (accessibility));

nHdopMaLms 060 BCEX MOTEHUMANbHO BPEAOHOCHbIX 06 BbeKTax 1 OeNCTBIsX (ConoepXmoe dparmMmeHTa B
obpabaTbiBaeMOM 06bEKTE; AaTa U BpeMs CTeUeHns cepTudukaTa; aaTa 1 Bpems Bbldaum ceptudrkaTa;
noeHTNOVKaTOP KIloua U3 XPaHWUIULLA KIoYeld, MICNonb3yeMoro Ans WwWidpoBaHus; MPOTOKO, UCMONb3yeMbilli 415
nepepaun fanHbix B KSN; nopsiokoBbii HoMep pparmeHTa B 06pabaTbiBaeMoM 06bekTe; AaHHble BHY TPEHHEro
XypHana, cdopM1POBaHHOIO aHTVBUPYCHbIM KoMMnoHeHToM 10 ans o6pabaTeiBaeMoro o6bekTa;
HaVMeHOBaHVe aMUTeHTa cepTurdrKaTa; MyBnMyHbIA Koy cepTudrKaTa; anropuTM BelUUCTIEHNS MY BINYHOrO
Kntoya cepTrdrKaTa; CepuiiHbii HoMep cepTudukaTa; AaTa U Bpems NoAnMcy 06bekTa; Ms U napaMeTpbi
Bnagenbla cepTudukaTa; oTneuaTok LdpoBoro ceptudrkaTa NpoBepseMoro obbekTa 1 anropuTM
XeLUMPOBaHWS; faTa 1 BpeMs nocnegHeli Mogndukaumm obpabaTtbiBaeMoro o6bekTa; aaTa 1 BpeMs CO3AaHIs
obpabaTbiBaeMoro ob6bekTa; obpabaTbiBaeMble 06HEKThI UMM UX YaCTU; onncaHne obpabaTbiBaeMoro o6bekTa,
yKasaHHoe B ero cBolicTeax; popmaT obpabaTeiBaeMoro o6bekTa; TUM KOHTPOBHOM CyMMbl 06pabaTeiBaeMoro
06bekTa; KOHTponbHas cyMmma (MD5) obpabaTbiBaeMoro o6bekTa; MMst 0bpabaTbiBaeMoro 06bekTa;
KOHTponbHas cymma (SHA256) obpabaTbiBaemoro obbekTa; pasmep obpabaTbiBaeMoro o6bekTa; HassaHue
npoaasua M0; 3akmouermre MO no obpabaTbiBaeMoMy 06beKTY; Bepcus 0bpabaTbiBaeMoro 06bekTa; MCTOUHMK
3aK/loYeHNs No obpabaTbiBaeMoOMy O6BEKTY; KOHTPOSbHAsS CyMMa obpabaTbiBaeMoro o6bekTa; Ms
MPUNOXEHWS, YaCTbiO KOTOPOro gBNSeTCs 0bpabaTbiBaeMblli O6HEKT; My Tb K 0bpabaTbiBaeMOMy OObEKTY;
nHbopmMaLs 0 pesynbTaTax NpoBepKu noagnucy daiina; Koy ceaHca BXo4a; anroputM WidpoBaHns Koua
ceaHca BXxo[a; BpeMs xpaHeHns obpabaTbiBaeMoro o6bekTa; anropuTM pacueTa oTrneyaTka UndpoBoro
ceptudukaTa);

TIN cBopku, HaMpUMep, "user” 1N "eng’; MONHOE MM MPOLYKTa; MPOV3BOAMTENb NMPOAYKTa / YCTPONCTBS;
pa3peLleHa N1 ycTaHoBKa npunoxeHuii He ns Google Play; ctaTyc obnauHoii cry>x6bl Mo NpoBepKe MPUIoXeHi
oT Google; ctaTyc obnauHoi crny>6bl No Nposepke NpunoxeHuii ot Google, yctaHasneaembix Yepes ADB;
Tekylee HasBaHne unu ctpoka "REL" ong nyGnmuHbix c6opok; MHKpEeMeHTasbHbI HoMep COOpPKH; CTPOKa
BEpCUN, oToBpaxaloLLascs y Nonb3oBaTens; Ha3BaHne yCTpocTBa nonb3osaTens; naeHtndukaTop cbopkm MO,
OTOBpaxatoLLMIACs Y MoNb3oBaTeNs; OTNevaToK NPOLUNBKY; OEHTUPMKATOP NPOLUMBKY; MPU3HAK Py TOBaHHOCTM
YCTPOWCTBA; onepaunoHHas cuctema; Hassaruve [1O; Tun ncnonsayemori nuueHsnn NO;

nHdpopmaLms o kauecTse paboTbl cepBricoB KSN (MpoTokon, ncnonbayemblli ns nepenaqn gaHHbix B KSN;
noeHTudrkaTop cnyx6bl KSN, k koTopoit obpatiaeTtcs NO; nata 1 Bpemsi OKOHUYaHMS NOyYeHNs CTaTUCTUK;
KonmyecTBo noaktoveHmnin Kk KSN, B3aTbIX 13 KeLua; KONMYeCTBO 3anpOCoB, AJ19 KOTOPbIX Oblf HaOeH OTBET B
nokasnbHol 6a3e 3anpocoB; KOANYECTBO HeycreLlHbIx noaktoueHunii k KSN; konmuecTso HeycnelHbix KSN-
TpaH3akuuii; pacnpeneneHne no BpeMeH BbIMoHEeHWs OTMeHeHHbIX 3anpocoB k KSN; pacnpepeneHve no
BPEMEHI BbINONMHEHWS HeycreLHbIx nopkntoveHnii k KSN; pacnpenenervie no BpeMeH BbiNoMHEeHNS
HeycneluHbix KSN-TpaH3akuuii; pacnpeneneHme no BpeMeHn BbiMOMHEHNS YCreLlUHbIX noaktoueHnii K KSN;
pacnpeneneHie no BpeMeHu BbinonHeHns ycneluHsix KSN-TpaHsakuuii; pacnpeneneHmne no BpemMeHu
BbIMONTHEHNS YCneLUHbIx 3anpocos k KSN; pacnpeneneHne no BpemeH BbinonHeHns 3anpocos k KSN,
MPEBLICUBLUMX OrpaHNYeHNe Ha BPeMs OXXMOAHNS; KONMYeCTBO HOBbIX noakouenHmin k KSN; konnyectso
HeycnelwHbIx 3anpocos k KSN 13-3a ombok MapLupy TU3aLImm; KONMYEeCTBO HeyCMeLLHbIX 3arnpocoB 13-3a
BbikntoveHHoro KSN B napameTpax MO; konnyecTBo HeycnelHbIx 3anpocos Kk KSN ns-3a ceTesbix npobnem;
KOMMYeCTBO ycreLHblx nogknodeHnii k KSN; konmuectso yenelwHbix KSN-TpaH3sakLumii; konmyecTso
BbINOMHEHHbIX 3anpocos k KSN; aaTta n Bpems Havana nony4eHus CTaTUCTUKN);

noeHTudvkaTop ycTpoicTa; nonHas sepcus MNO; noeHTndrkaTop obHosneHns MNMO; noeHTndrUKaTop yCTaHOBKM
MO (PCID); Tun yctanosnerHoro MO;
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* BbLICOTa 3KpaHa yCTPOICTBA; LUMPUHA KpaHa yCTPOCTBA; MHOPMaLIMS O NEPEKPbIBAIOLLLEM MPUTOXEHNN: XeLL
MD5 APK-daiina; nidopmaums o nepekpeisatoLiem npunoxeHum: xew MD5S daiina classes.dex; nHpopmaums o
nepekpbiBatoLLeM npunoxenun: ums APK-daiina; nHpopmaLms o nepekpbiBatoLLLEM NPUNOXeHN: My Tb K APK-
daiiny 6e3 nvern daiina; BbicoTa nepekpbiTus; nibopmaums o nepekpbitom M0: xew MD5 APK-daiina;
nHdopMaLVs o nepekpbiToM npunoxeHun: xew MD5 dalina classes.dex; nHdopmauys 0 NepekpbITOM
npunoxeHun: s darina APK; nHdopmaLms o nepekpbiTom npunoxennn: nyTb k daiiny APK 6e3 nvenn darina;
NHbOPMaLIMS O NEPEKPBITOM NMPUIOXEHUN: Ha3BaHMEe NakeTa NPUNOXeHUs (IS NepeKpPbITOro MNPUNOXEHNS: eCNi
peknama oTobpaxaeTcs Ha MyCTOM 3KpaHe, LOMKHO BbiTb 3HaueHre "launcher”); nata v Bpems nepekpbITUs;
nHdOpMaLMs O MepeKkpbIBaloLLLEM NPUIIOXEHNN: Ha3BaHWe NakeTa NMPUNOXEHS; LUMPYHA NePeKPbITUS;

* napameTpbl Ucnonbadyemori Toukn gocTtyna Wi-Fi (Tvn obHapy>KeHHOro yCTpoicTBa; HaCTPOWKIM NPOTOKONa
DHCP (koHTponbHble cymmbl nokanbHoro IPvé-appeca wimosa, DHCP IPvé, DNSTIPvé, DNS2 IPvé, koHTponbHas
cyMMa OJIMHbI Mpedukca CeTu; KOHTPOJbHas CymMma okanbHoro agpeca IPvé); HacTpoliku DHCP (KoHTponbHble
CyMMBbI: IokanbHoro IP-agpeca wnto3a, DHCP IP, DNS1IP, DNS2 IP, mackn noaceTu); npusHak Hanmums ooMeHa
DNS; koHTponbHasg cyMma BbigaHHoro nokasnsHoro IP-agpeca (IPvé); KoHTponbHas cyMma BblAaHHOIO I0KanbHOro
IP-appeca (IPv4); npuaHak paboTbl yCTPONCTBa OT anekTpuyeckol cetu; Tun ayTeHTudukaumm Wi-Fi ceTu;
crnmcok pgocTynHbix Wi-Fi ceTeit n nx napameTpsl; koHTponbHas cymma (MD5 ¢ mogndrkaTtopom) MAC-agpeca
TOYUKM JOCTYNa; KOHTposbHasg cymma (SHA256 ¢ mogudvikatopom) MAC-agpeca Touky LOCTyna; TUMbI
coeVHeHWin, nopaepXmBaemMble Touko goctyna Wi-Fi; Tun wndposanuns cetn Wi-Fi; nokansHoe Bpems Havana
1 koHUa noakouerns k cetn Wi-Fi; noeHtngunkatop cetn Wi-Fi, nocuntanHbii no MAC-agpecy Touku BocTyna;
noeHtTudvkatop cetn Wi-Fi, nocunTaHHbIn no e€ HasBaHuio; npeHtudukatop cetn Wi-Fi, nocuntaHHbIi no eé
HasBaHuio 1 MAC-appecy Touku 0ocTyna; yposeHb curHana cetn Wi-Fi; Hassanve Wi-Fi cetu; Habop
NPOTOKONOB ay TeHTUMKaLMN, MOALEPXKMBAEMbIX 3TOM KOHPUrypaLumeit; NCNonb3yeMblii MPOTOKOS
ayTeHTUbVKaumm npy nogktodeHnn suga WPA-EAP; ncnonb3ayemblli IPOTOKON BHYTPEHHEN ay TEHTUdMKaLMW;
Habop rpynnoBbIX WKdPOB, NoALEPXKMBaEMbIX 3TOV KOHUrypaLmen; Habop NPOTOKONOB YNpaBieHUs KItoYamu,
NoAaepPK1BaeMbIX 3TOW KOHPUrypaumeit; ntorosas kateropus nybnnyHocTn cetn B [10; nTorosas kateropus
BesonacHocTu ceTu B [10; Habop napHbix wndpos ang WPA, nopaepXuBaembix 370l KoHUrypauveit; Habop
NpPOTOKOMOB 6E30MacHOCTY, NOAAEPXNBAEMbIX 3TON KOHPUrypaLmei);

* naTa v Bpems ycTaHoBku [10; gata aktnsaumm NO; noeHTdVKaTOpP KOMMNaHWM NapTHEpPa, Y KOTOPOro 6bin
pa3MeLLeH 3akas Ha NMOKYMKY NULEH3un Ha ncnons3oBaHue N0; ngeHTudrkatop MO, nonyyYeHHbI N3 NMUeH3ny;
CepuiiHbI Homep N1ueH3rnoHHoro ktoya MO; nokanusaums MO; npusHak yuacTus B KSN; naeHTudumkatop MO,
LS KOTOPOro NpefHasHayveHa nuueHsus; naeHtTudukatTop nuueHsum MNO; noeHtudukatop OC; paspsaHOCTb
OonepaLroOHHOW CUCTEMbI.

Takxe Ans OCTUXKEHNS 3asiBNEHHO Lieni NoBbilleHns apbekTUBHOCTM 3awmThl, npepocTasnsemoii 10,
MNpaBoobnagaTenb MOXeT nonyyvatb 06bekThl (dbalin unm ero YyacTb, CnyxxebHas nHdopMaLVs), B OTHOLLEHUN
KOTOPbIX CYLLECTBYET PUCK UX MCMONb30BaHNS 3M10YMbILLNEHHUKaM A5 HAHECEHWS Bpeda YCTPOWCTBY 1 CO34aHUs
yrpo3 nHdopMaLmoHHOR 6e30MacHOCTH.

YuacTue B Kaspersky Security Network onst 06paboTku cTaTUCTUUYECKNX AaHHbIX SBASeTCS [OBPOBONbHBLIM. Bbi
MOXeTe B Ntoboi MOMEHT OTkasaTbCs OT yuacTua B Kaspersky Security Network.

MpenocTaBneHne faHHbIX B pamkax [onoxeHns 06 o6paboTke AaHHbIX A1 NCMONb30BaHUS
Beb-®unbTtpa

B cooTBeTcTBUM C [NonoxeHnem o Beb-DunbTpe, MNpaBoobrnagaTens obpabaTbiBaeT AaHHbIE B LieNsx obecrneyeHns
paboTbl Be6-PunbTpa. 3aseneHHas Lienb BKtovaeT obHapy>KeHre Be6-yrpo3 1 onpeaeneHe kateropuii
rnoceliaemblx Beb6-caliToB ¢ nomolLLbio obnavHoro cepsuca Kaspersky Security Network (KSN).

C Baluero cornacus, cnegytoLume faHHble OyoyT aBTOMaTUYECKN PeryspHO oTnpasnsToes [paBoobnaaaTenio B
cooTBeTcTBUA C [TonoxeHnem o Be6-OunbTpe:

* Bepcus NPOAyKTa, yHUKambHbIN NAEHTUMKATOP YCTPONCTBA, MAEHTUPUKATOP YCTaHOBKW, TVM MPOAYKT3;
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appec Beb-caliTa, MoceLlaemMoro B TEKyLLyIA MOMEHT NOIb30BaTENEM, HOMEpP MopTa, MPOTOKOS Nepeaaym
AaHHbIX, aapec Beb-caliTa, C KOTOPOro Obln OCYLLLECTBIIEH NEPEXOA,

MNpenocTaBneHne AaHHbIX B pamkax [onoxeHns oo obpaboTke faHHbIX A1 MapKETUHIOBbIX
uenewn

MpaBoobnanatenb NCMonb3yeT ASig 06pPaboTKM AaHHbIX MHGOPMALMOHHbIE CUCTEMBI TPeTbux nnu, ObpaboTka
[aHHbIX B MHPOPMAaLMOHHBIX CUCTEMAX TPETBUX JIULL PETYINPYETCS COOTBETCTBYOLLMMM NOMUTMKAMM
koHbuaeHUManbHOCTY Taknx cucTeMm. [NpaBoobnapatenb UCMONb3yeT CReayoLLe cepBuchl Ansg 06paboTku
nepeYnNCneHHbIX JaHHbIX:

Google Analytics pna Firebase

Mpw ncnonesosaHun MO cnenyioLwme aaHHbIe ByoyT aBTOMATUYECKN OTNPAaBASTLCS Ha PErynspHO OCHOBE B
cepsuc Google Analytics ans Firebase ons nx obpaboTku Ans 3asBleHHbIX Lienei:

nHdOPMaLs O MPUIOXEHUN: BEPCUS, UAEHTUPUKATOP, Ha3BaHNE 1 MAEHTUPUKATOP NMPUNOXEHNS B CEPBICE
Firebase, yHukanbHbI noeHTUdMKaTOP YCTaHOBKY B cepauce Firebase, HasBaHune marasuHa, ns kotoporo MO
BbI1o NonyyeHo, Bpems nepsoro 3anycka 10 Ha ycTpolicTBe;

NOeHTUdVKaTOP YCTAHOBKU NPUIIOXKEHNS Ha YCTPOMCTBO 1 CNOCO6 YCTaHOBKM Ha YCTPOWCTBO;
NHPOPMALIMS O PErVIOHE 1 93bIKOBOW TOKaM3auuu;

paspeLleHre aKpaHa yCTPONCTBa;

nHPopMaLLMs O NMOosTyYeHUn root -NpaB Nosib3oBaTenem;

AnarHocTuyeckure gaHHble 06 ycTpoicTBe oT cepBuica SafetyNet Attestation;

npusHak yctaHosku Kaspersky Endpoint Security ans Android B kauecTse cny>x6bl CneupanbHbix
BO3MOXHOCTE;

V|Hc|>op|v|au,|/|9| O nepexonax Mmexay okKkHaMu NpunoXxeHund, Npoa0JIKNTESIbHOCTUN CeCClui, HaYvane n OKOH4YaHnn
ceccnm pa6OTbI C 3KpaHOM, Ha3BaHN aKpaHa;

nHdopMaLs 0 MPOTOKOse OTNPaBKM faHHbIX B cepsuc Firebase, ero Bepcun n ngeHtndukatope
MCMOMb3yeMOoro MeTofa OTrnpaBKy AaHHbIX;

nHpopMaLMs O TUME 1 NapamMeTpax CobbITS, B OTHOLLEHMWN KOTOPOro MPOUCXOAUT OTMNPaBka AaHHbIX;
NHPOPMAaLMS O NULLEH3UM Ha MPUNOXEHNE, €€ Hann4nm, KONMYECTBE YCTPOICTB;

NHTepBasbl OBHOBNEHNS aHTUBUPYCHBIX 6a3 1 CUHXpOoHM3aLmn ¢ CepBepoM agMUHUCTPUPOBaHIS;
nHdpopmMaLms 0 KoHconv agMuHUCTpUpoBaHns (Kaspersky Security Center nnu ctopoHHe EMM-cuctemsl);
noeHTudurkatop Android ID;

noeHtudvkatop Advertising ID;

nHdopMaLms o Nob3oBaTese: BO3pacTHas kKaTeropus 1 nonosas NpUHaanexXHOCTb Nob3oBaTens,
noeHTndrKaTop CTPaHbl MPOXMBAHUS, CMINCOK MHTEPECOB NONb30BaTENS;

NHbOPMaLIMS O KOMMbIOTEPE, Ha KOTOPOM ycTaHoBneHo [10: HasBaHVe NPON3BOAVTENS KOMMbIOTEPA, TUM
KOMrbloTepa, Mofesb YCTPONCTBA, Bepcus U MHPopmaums o g3bikoBoi nokanusaummn OC, nHdopmaums o
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NepBOM 3amMyLLEHHOM MPUMOXEHNI 38 MOCEOHIO HEOENIO U paHee.

MNepenava paHHbIx B cepeurc Google Analytics pnsa Firebase ocyliecTengeTcs no sawmyLeHHOMY KaHany.
NHdopmauma 06 ycrnosusax obpaboTku AaHHbIX B cepauce Google Analytics ong Firebase goctynHa no agpecy
https:/firebase.google.com/support/privacy.

SafetyNet Attestation

Mpw ncnonesosanum N0 cnenytowme faHHbIe ByoyT aBTOMATUYECKUN OTNPAaBASTLCS Ha PErynspHO OCHOBE B
cepsuc SafetyNet Attestation gnsa nx obpaboTku Lns 3asBNeHHbIX Lienel:

® BpeMs NPOBEPKN YCTPONCTBE;
e yHbopmaums o O, HasBaHKe 1 AaHHble o cepTudmkaTax MNo;
® pesynbTaTbl MPOBEPKN YCTPOWCTBA;

® Cny4aliHblil noeHTdrKaTOp NPOBEPKM AN BeprdrKaLmm pesybTaToB NPOBEpPKN YCTPOCTBA.

MNepenava paHHbIX B cepauc SafetyNet Attestation ocyliecTsrnseTcs no 3awpmieHHoMy kaHany. MindopmaLms
06 ycrnoBusix 06paboTkm AaHHbIX B cepBuce SafetyNet Attestation nocTtynHa no agpecy
https:/policies.google.com/privacy.

Firebase Performance Monitoring

Mpwn ncnonbsoaHum MO cnepytoLme faHHble OyoyT aBTOMaTUYECKN OTMNPAaBATLCS Ha PErynspPHOL OCHOBE B
cepsuc Firebase Performance Monitoring ans nx obpaboTku Ans 3asiBneHHbIX Lenel:

® YHVIKanbHbI MOEHTVKATOP YCTaHOBKY;

* HasBaHVe nakeTa NMPUIOXeHWs;

* Bepcus ycTaHosneHHoro [10O;

® ypoBeHb 1 CTaTyc 3apsana batapeu;

* onepaTop CBHA3Y;

* npusHak paboTbl [10 B poHOBOM pexnmve;

® pEervioH;

e |P-agpec;

® KOp 93blka YCTPOMCTBE;

* nHbopMaLMS O Pagro- N UHTEPHET-COEOVHEHN;
* npeHTudrKaTop-nceBnoHM aksemnnspa No;

e O3Y n pasmep gucka;

® MpU3HaK TOro, YTO Ha YCTPOICTBE BbINONHEHAa NpoLiefypa PyTUHra Unm axennbperika;
® ypOBEHb CUrHana;

® MPOAOCIKNTENbHOCTb aBTOMaTNYEeCKOWN TPacCnpoOBKU;
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* MHPpOpPMaLMS O CETU 1 COMYTCTBYIoLWAas nHPopMaLIMs OTBETa: KOL OTBETAa, pasMep Mosie3HoN Harpysku B GaliTax,
BPEMS OTKIINKS;

® onncaHve yCTpOMCTBa.

MNepenaya faHHbIX B cepsuic Firebase Performance Monitoring ocyLuecTBnseTcs No 3alimueHHOMY KaHary.
NHdopmaums 06 ycnosusx o6paboTku faHHbIX B cepsuce Firebase Performance Monitoring nocTynHa no
appecy https:/firebase.google.com/support/privacy.

Crashlytics

Mpw ncnonbsosaHum [0 cnepytoLme faHHble ByoyT aBTOMaTUYECKN OTMPAaBAATLCS Ha PETYNSPHO OCHOBE B
cepsuc Crashlytics ong nx o6paboTku Ans 3as9BMEHHbIX LiENeii:

e ypneHtudukatop MO;

* Bepcus ycTaHosneHHoro [10;

* npusHak paboTbl [10 B poHOBOM pexunme;

* apxutekTypa L[T;

® YHUKasnbHbI UAEHTUOUKATOP COBLITUS;

* [aTau Bpems cobbITus;

® Mopesnb YCTPONCTBa;

® 06BEM MOMHOMO N UCTMONb3YEMOro ANCKOBOrO MPOCTPaHCTBa;

* HasBaHuve 1 Bepcus OC;

® 06BEM MOMHOW Y NCMOMNb3YEMO ONepPaTUBHOM NaMsTV;

® Mpr3HaK TOro, YTO Ha YCTPOWCTBE BbINOMHEHa NpoLedypa Py TUHra;

® OpUEHTaLVs 9KpaHa B MOMEHT COBbITUS;

® MpovsBOAUTENb NPOAYKTa / YCTPOWCTBS;

® YHUKanbHbI UAEHTUOUKATOP YCTaHOBKY;

® Bepcus OTMNPaBNSEMON CTaTUCTUKW;

e Tun uckntouenus MO;

® TeKCT coobLLeHMs 06 oLnbke;

® Mpu3HaK Toro, YTo nckoyeHe NO BbI3BaHO UCKTIOYEHVEM Ha BIIOXXEHHOM YPOBHE;
* naeHTUbMKaTOpP NOTOKS;

® Mpu3HaK Toro, yto dpelim ctan npudnHol owmdkm MO;

® MpKW3HaK TOro, YTO BbINOSIHEHKE NOTOKA MPUBENO K HEOXNAAHHOMY 3aBepLueHunto paboTsl M0;
® [aHHble O cUrHarsne, KOTopbI NPVBEN K HEOXMAAHHOMY 3aBepLueHuio paboTbl [10: HasBaHMe curHana, Koz,

CurHana, agpec curHana;
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* 1519 Kaxxgoro dpelimMa, acCoLMMpPOBaAHHOMO C MOTOKOM, UCKIIOUEHEM U OLLMBKO: nMs dalina dpelima, Homep
cTpoku paiina ppeiima, oTnafoUHbIe CUMBOSLI, aAPEC 1 CMeLLeHNe B BrHapHOM obpase, oTobpaxkaemoe Nvs
BrbnnoTekn, conepxkalllen dpeim, Tun dpelima, NpUsHak Toro, YTo GpeliM cTan NPUUNHON OLLINBKWY;

* noeHTudmrkatop OC;
* poeHTUdrKaTOP NPOBIEMbI, CBA3aHHON C CODbITMEM;

* yHbOPMaLMS O COBBITUSX, MPEALLECTBYIOLLX HEOXMOAAHHOMY 3aBepLUeHnto paboTsl MNO: noeHTdrKaTOp
CcobbITVS, faTa 1 Bpemsi COBbITUS, TUM COBBITHS 1 3HAUEHNE;

* 3HauveHus perucTpa LUIT;

® TUM cobbITUS 1 3HaUEHME.

MNepenava paHHbIX B cepauc Crashlytics ocyluecTBnseTcs no sawyLLeHHOMY kaHany. VIHpopmaums o6 ycnosumsix
0bpaboTku faHHbIX B cepsuce Crashlytics noctynHa no agpecy https:/firebase.google.com/terms/crashlytics-
app-distribution-data-processing-terms.

MNpenocTaBneHe Boileyka3aHHON nHdopMaLmn Ans 06paboTky B MapKETUHIOBbIX LIENX SBISeTCs
LOBPOBOSBHBIM.

CnipaBka An1s 9TOW BEPCUN peLLleHns 6osbliue He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLLeHn JOCTymnHa B crpaeke Kaspersky Secure Mobility
Management 4.1%.

[NpenocTaBneHve naHHbIx B Kaspersky Security gng iOS

Kaspersky Security ons MobunbHbIx ycTpoicTs cooTBeTCcTBYeT O6LLM HopMaMm 3aLLmThl AaHHbIX (GDPR).

YTOBbI yCTaHOBWTL NMPUIOXEHE, NOMb30BaTENb YCTPONCTBA AOMKEH MPOYNTATb U MPUHSTL YCIIOBUS CNEeayoLWmX
MOMOXEHWI, KacatoLLMxcs 06paboTku NepCOoHabHbIX AaHHbIX MOMb30BaTENS:

* JlnueH3noHHOE cornatleHue;
* [lonuTturka kKoHbVAEHUMaNbHOCTY ANS MPOAYKTOB U CEPBICOB.

[MNpw >enaHnm Nonb3oBaTeNlb MOXET NMPOYNTaTb U MPUHATL YCIOBUS CEYIOLLLErO MONMOXEHS:
* [lonoxeHne o Kaspersky Security Network.

Monb3oBaTenb MOXET NPOCMOTPETb YCOBUS 3TUX AOKYMEHTOB B ntoboe Bpems B pasgene O npunoxeHnm —
CornaweHuns n nonoxeHus B HacTpoiikax Kaspersky Security ong iOS. Takxxe B aTom pasgene nonb3oBaTesb
MOXET MPUHSATb UMW OTKNIOHNTb ycnosus MNonoxerns o KSN.

O6bmeH nHdopmaumeli ¢ Kaspersky Security Network

19 NoBbILEHNS YPOBHS onepaTuBHol 3awwmThl Kaspersky Security ans iOS ncnonbsyeTt obnaunyto cnyx6y
Kaspersky Security Network B paboTe komnoHeHTa Be6-Punbtp. [NpunoxxeHne BbINOMHIET NPOBepKy Be6-
pecypcoB Nnepeq, OTKPbITUEM C yYETOM AaHHbIX, MoyYeHHbIX oT KSN.
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NHpopmaums o Tvnax faHHbIX, NepenaBaeMbix B "JlabopaTopuito Kacnepckoro' npu ncnonb3sosaHum KSN Bo Bpems
paboTbl koMroHeHTa Beb-DunbTp, nprBeaeHa B JTULeH3MoHHOM cornalueHum. [puHmas yenosus JIueH3noHHoro
cornalleHus, Bbl cornallaeTech nepefasatb 3Ty UHGopMaLMo.

NHpopmaums o Tvnax CTaTUCTUYeCKMX AaHHbIX, MepefaBaeMbix B "JlabopaToputo Kacnepckoro' npu
ncnonb3osaHun KSN Bo Bpems paboTbl MobunbHoro npunoxeHnus Kaspersky Security ons iOS, npviseneHa B
Monoxerun o Kaspersky Security Network. MpuHumas ycnosus atoro [NonoxeHus, Bl cornaliaetech nepenasaTtb
3Ty nHdopMaLmio.

[NpepocTaBneHve aaHHbIX B pamkax JIMueH3MoHHOro cornatleHns

Ecnun ans aktreaumm MO npumenHseTca Kop, akTyBaumm, C Lienbio NPOBEPKY NPaBOMEPHOCTM Ucnonb3osaHus 10
MNonb3oBaTenb cornallaeTcs neproanyecky NpeaocTasnsTh [paBoobnagaTento cneayoLLyto MHPopMaLMIO:

e DopmaT AaHHbIX B 3anpoce k MHPpacTpykType MNpaBoobnapnatens; IP-agpec (IPv4) Be6-cny>6bl, Ha KOTOpPbIN
OCYLLECTBNANIOCH ObpalLeHe; pasMep COAePXMMOro 3anpoca Kk MHppacTpykType NpaBoobnanatens;
noeHTudrkaTop npoTokona; kog akTuaaumm MNO; Tun cxxaTns faHHbiX; naeHTrdrkaTop MNO; Habop
noeHTudrkaTopos MO, koTopoe MOXET BbITb aKTVMBMPOBAHO Ha YCTPOMCTBE nonb3oBaTens; nokanisaums NoO;
nonHas sepcus NO; yH1KanbHbI MBEHTUPUKATOP YCTPONCTBA; AaTa U BPeMs Ha YCTPOCTBe Nonb3oBaTens;
noeHtTudvkatop yctaHosku O (PCID); ko aktmaumm O, ncnonssyembii B HacTosLwee Bpemst; Bepcus OC,
Homep cbopkun OC, Homep obHoBneHNs OC, pepakumns OC, paclumpeHHas nHdopmaums o pegakumm OC;
MOZesb YCTPOWCTBA; Kof, onepaTopa MoBUIbHOW CBA3W; CEMENCTBO OnepaLioHHON CUCTEMbI; MOEHTUdUKATOP
MO, NonyYeHHbI U3 MNLEH3UN; CMIMCOK COornalleHni, oToBpaxkeHHbIx nonbaosaTtento MNO; Tvn lopuanyecKoro
cornaLleHus, yCroBns KOTOPOro Bblnv MPUHATLI MoNb3oBaTeneM B xofe ncnonbaosanus MNO; Bepcus
OPUANYECKOrO COrNaLleHIs, YCIOBUS KOTOPOro Bblfn MPUHATBI Mob3oBaTeNieM B xofe ucnonbaosanus M0O;
MPV3HaK NPUHATIS NOMb30BaTENeM YCOBUIA lOPUANYECKOro CornalleHns B xome ncnosnbsosanus MNO; Tin
KOHTPOJbHOM CYMMbl 06pabaTbiBaeMoro o6beKTa; 3arofioBoK NNLLEH3MN Ha ncnonb3osaHve NO; noeHTndrkaTop
pernoHanbHoro LieHTpa akT1BaLmy; AaTa 1 Bpemst Co3aaHns nnueH3noHHoro kntova NO; npeHTngmrkaTop
nuueHsun MNO; noeHTndrkaTop NHGOPMaLIMOHHOM MOAENN, MPUMEHEHHO NPW NPEfOoCTaBNEHNN IMLEH3UN Ha
ncnonb3osaHve MO; aata 1 BpeMs UCTEUYEHNs cpoka AeliCTBUS NMLEeH3UM Ha ncnonb3osaHue MNO; TekyLumia
cTaTyC n1ueH3noHHoro ktoya MNMO; Tmn ncnonbsyemoit anueHaum MNMO; T NULEH3MN, C MOMOLLLbIO KOTOPOIA
akTuBupoBaHo NO; ngeHtndurkatop MO, NOnyYeHHbIN N3 MNLEHSUN.

MNpaBoobragaTenb MOXET Tak>Ke NCMOMb30BaTh Takyto NHGOPMALIMIO 4115 MONyYEeHNs CTaTUCTUYECKON MHPopMaLmm
0 pacnpocTpaHeHun 1 ncnonbaosaHum MO MNpaBoobnagatens.

[ng sawmtbl KomnbtoTepa oT yrpos nHdpopmaumoHHol 6esonacHocTu [onb3oBaTenb cornalaeTcs Nnepuognyecki
npenocTaensaTb [paBoobrnagaTento cnenyoLLyto MHGOPMAaLIMIO:

* ¢dopmaT faHHbIX B 3anpoce K nHdpacTtpykType MNpaBoobnanatens; agpec Be6-cry>0Obl, Ha KOTOPHIN
ocyLecTBnanock obpabaTeiBaeMoe obpalleHne (Beb-agpec, IP); Homep nopTa; Be6-anpec NCTOYHVKa 3anpoca
K Beb-cny>x6e (referrer);

e nonHas Bepcus MN0O; nopeHTudrkatop obHoBneHws NO; Tvn yctaHosneHHoro MNO; noeHtudrkaTop MO;
noeHTudrKaTop KOHOUrypaLu; pesynbTaT AeliCTBUlA, BbiNonHeHHbIX [10; kof owmnbku;

e obpabaTtbiBaemblli Be6-agpec; IP-agpec (IPv4) Be6-crny>6bl, Ha KOTOPLIN OCYLLECTBASNIOCH OBpaLLeHIE;
oTnevaTok LndpoBoro cepTrdrkaTa NpoBEPIEMOro o6bekTa 1 anropyTM XeLpoBaHns; TUN cepTudukaTa;
copepxunmoe obpabaTbiBaeMoro LrdpoBoro ceptudukara.

MNpepnocTaBneHvie faHHbIX B pamkax NonoxeHus o Kaspersky Security Network

Mpw npuHsTn MNonoxeruns o KSN, MNMpaBoobrnagatens asBToMaTUYeCKM NonyyaeT 1 obpabaTtbiBaeT cremytoLe
JaHHble:
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* nHbopmaums o kavecTse ycnyr KSN (mpoTokorn, ncnonbayembiii anis obmeHa faHHbimu ¢ KSN; nopeHtndrkaTop
cnyx6bl KSN, k koTopoii meeT gocTyn [1O; aata 1 Bpems npekpaLLeHns NoyYeHns CTaTUCTUKI; KONMYeCTBO
nopknoueHnii K KSN, nonyyeHHbIx 13 Kella; KonMyecTBO 3arnpOoCoB, 151 KOTOPbIX OTBET Bbln HaAEH B NTOKanbHOW
©ase faHHbIX 3anpoCoB; KONMYeCTBO HeyaauHblx nogknoveHnii kK KSN; konmuecTso HeynauHbix TpaH3akumii KSN;
pacnpeneneHne oTMeHeHHbIx 3anpocoB k KSN no BpemeHu; pacnpeneneHne HeyoauHbix nogkmtodeHuin K KSN no
BPeMeHu; pacrnpeneneHne HeynadHblx Tpansakumii KSN no Bpemeru; pacnpeaeneHmne ycneLluHbiX NOAKIIOYEeHNIA K
KSN no Bpemenu; pacnpeneneHne ycnelwHbix KSN TpaHsakumii o BpeMeHu; pacnpeneneHe ycrneLHblx
sanpocos k KSN no BpemeHu; pacnpenenerve no Bpemenmn 3anpocos k KSN, ans KoTopbix MCTEKI0 BpeMst
OXMOAHWS; KONMYECTBO HOBbIX NodkoueHni k KSN; konmuecTso HeyaauHblx 3anpocos k KSN, Bbi3aBaHHbIX
owmnbKaMy MapLUpy TU3aLmK; KOMMYECTBO HEYAAUHbIX 3aMpPOCOB, Bbi3BaHHbIX TeM, yTo KSN oTkntoueHo B
HacTpolikax [10; konnyecTBO HeyaauHbIx 3anpocos k KSN, Bbi3aBaHHbIX MpobrnemMamm CeTu; KONMYECTBO YCMEeLLHbIX
nopknoueHunii kK KSN; konmuecTso ycnelwHbix TpaH3akumii KSN; obLuee konnyecTso 3anpocos k KSN; aata n
BPEeM$ Havana nony4eHns cTaTUcTUKK);

* ypeHTudMKaTOp yCTpoicTBa; nonHasa Bepcus NO; naeHTndrkaTop obHoBneHus MNO; naeHTdVKaTOp YCTaHOBKN
MO (PCID); Tun yctaHoBneHHoro MO;

* nata v Bpems yctaHoBku [10; gata aktmsaumm [10; nokannsaums MO; npusHak yuacTtus B KSN; noeHTndrkaTop
IO, onsa kKOTOPOro NpegHasHaueHa NULEH3Ns; noeHTudrkaTop nuueHaun MNO; noeHTudrkatop OC; Bepcus
YCTaHOBNEHHOW OnepauioOHHOM CUCTEMbI Ha KOMMbIOTEPE MOMb30BaTeNs; PaspsaaHOCTb ONepaLioHHOM
CUCTEMBDI.

YuacTue B Kaspersky Security Network nns 06paboTku cTaTUCTUUYECKUX AaHHbIX 9BASETCS [OOPOBOMbHBLIM. Bbi
MoXeTe B NMtoboi MOMEHT 0TKa3aTbCs OT yyacTus B Kaspersky Security Network.

CnpaBka Ans 9Toi BepCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaumio. AkTyanbHas MHGOpPMaLKWs O peLleHn JOCTYymnHa B crnpaeske Kaspersky Secure Mobility
Management 4.1&.
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Ob6palleHne B Cny>0y TEXHNYECKON NOAAEPXKKN

oToT pasnen coaepXxuT |/|H<1>op|v|au.vno o crnocobax u YCINOBUAX MOny4YeHnq TEXHNYECKOW noanepP>XkKn.

CnpaBka o7isl 3Toi Bepcum peLLeHrs 6osbLe He OBHOBASIETCS, MOSTOMY MOXET COAEPXKaTb YCTapeBLLYO
nHpopmaLmio. AKTyanbHas MHOpMaLMs O peLueHn 4OCTYmnHa B crnpake Kaspersky Secure Mobility
Management 4.1

Cnocobbl NONy4YeHNs TEXHNYECKON MOAAEPXKKM

Ecnu Bbl He HaLLM peLueHns Balei MpobrnemMbl B AOKYMEHTaLMN U OPYrX MCTOYHMKax Hdopmaummn o Kaspersky
Security Ans MobunbHbIX YCTPOKCTB, obpaTnTech B Cnyx0Oy TexHuveckorn nopaepxkn. CotpyaHnkm Cny 6w
TEXHNYECKOW NOAAEPXKKMN OTBETAT Ha BalUM BOMPOCHI 06 ycTaHoBKe 1 ncnonb3osaHum Kaspersky Security ans
MOBWbHBIX YCTPONCTB.

"NabopaTopus Kacnepckoro” obecneuviBaeT nopaepxky Kaspersky Security ons MobusbHbIX yCTPOCTB B
TeUeHVe ero X13HeHHOro uikna (cM. Tabnvuy noaaepXkrBaembix NRoAykToB 2 ). [Nepen obpalieHrem B Cnyxoy
TEXHNYECKOW MOAAEPXKKN O3HAKOMbTECH C MPaBuiaMy NReA0CTaBNEeHNS TEXHUYECKON NOAAEPXKKM E .

Bbl MOXeTe cBA3aTbCs CO crneumanucTamm CJ'Iy>K6bI TEXHUYECKON noanep>XkKn ooHm N3 cnenyrowmx CrnocoboB:

e [loceTuTb Be6-canT Cnyxx6bbl TEXHUYECKOV MOAASPXKKI B

e OTtnpasuTb 3anpoc B Cnyx0y TexHuueckol nopaepxku ¢ noptana Kaspersky CompanyAccount =

CnpaBka Ans 9Toi BepCUn peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYynHa B crpaske Kaspersky Secure Mobility
Management 41%.

TexHnueckas nopaepxka yepes Kaspersky CompanyAccount

Kaspersky CompanyAccount 2 — 3To nopTan Ans opraH13aLmii, ICMonb3yOLLIMX Nporpammbl “JlabopaTopum
Kacnepckoro”. MNopTtan Kaspersky CompanyAccount npenHasHaveH 419 B3aMMOLeNCTBIS Nonb3oBaTeneli co
cneunanucTamu "JlabopaTtopum Kacnepckoro” ¢ moMOLLbio an1ekTPOHHbIX 3arnpocoB. Kaspersky CompanyAccount
MOXHO Tak>Xe NCNOoJIb30BaTb AJ19 OTCNeXnBaHUd ctatyca 1 XpaHeHUd NCTOpUn BallX OHJ'IGI7IH-O6p8LLI,€HI/II7I.

Bbl MOXeTe 3aperncTprpoBaTh BCeX COTPYAHVIKOB BaLLel opraHm3aLmm B pamkax ogHoin yueTHol 3anvcu Kaspersky
CompanyAccount. OpHa yyeTHas 3anvcb NO3BONSET BaM LIeHTPaIM30BaHHO YNPaBnsaTh 31eKTPOHHBIMU 3anpocamu
OT 3aperncTpUpOBaHHbIX COTPYOHUKOB B "JlabopaTopuio Kacnepckoro', a Takxke ynpasnsaTb npaBamu 3T1X
coTpynHukos B Kaspersky CompanyAccount.
MopTan Kaspersky CompanyAccount LOCTYNeH Ha CreaytoLLmx a3bikax:

® QHMNINCKOM;

® 1ICNaHCKOM,;
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* VTanbSHCKOM;
® HEMEeLKOM;

® MOMbCKOM;

® MOPTYranbCKoM;
® pycckowm;

* dpaHLy3CKOM;

® JNOHCKOM.

Bonee nogpobHas nHdopmaums o Kaspersky CompanyAccount nprBeneHa Ha Beb-calite Cnyx6bl TEXHNYECKOW
NOOAERKKN &,

CnipaBka Ans 9Toi BEpCun peLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHdopmaLmio. AKTyanbHas nHbopMaLIs O pelleHn BocTynHa B cnpaske Kaspersky Secure Mobility,
Management 4.1%.
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NcTouHMKM nHdopMaummn o nporpaMmve

Ctpanunua Kaspersky Security ons MobunbHbIX yCTpPOCTB Ha Be6-caiiTe “labopaTopun
Kacnepckoro®

Ha cTpaHunue Kaspersky Security ong MoBubHbIX YCTROWCTB 2 NpuBeneHa obLuas nHdopmaLms o nporpavme, ee
BO3MOXHOCTSIX 1 OCOBEHHOCTSX paboThl.

CrpaHuua Kaspersky Security ons MobunibHbIX yCTPONCTB COAEPXUT CCbINKY Ha MHTEPHET-MarasvH. B Hem Bbl

MO>XeTe NprobpecTy NPOorpamMmy Uy NPOLATL NPaBO MOSb30BaHNS NPOrPaMMON.

Ctpanuua Kaspersky Security anst MobunbHbIx ycTpolicTs B base sHaHWi

basa 3HaHui — 310 paspen Beb-calita CnyX6bl TEXHNYECKON MOAAEPXKKI.

Ha ctpanuue Kaspersky Security oag MobunbHbIx YCTROWCTB B base 3HaHW E nprBeaeHbl CTaTby, KOTOpble
cofepxaT NnonesHyto MHPOPMaLMIO, PEKOMEHIALIN 1 OTBETHI HA YaCTO 3a[aBaeMble BOMPOCHI O MprobpeTeHny,
YCTaHOBKE 1 MCMOMb30BaHUM NPOrpamMmMbi.

Cratbu Basbl 3HaHWI MOTYT OTBEYaTb Ha BOMPOCHI, KOTOPble OTHOCHATCS He Tonbko Kk Kaspersky Security ang
MOBUIIbHBIX YCTPOCTB, HO 1 K opyrM nporpammam "JlabopaTopun Kacnepckoro'. Ctateu basbl 3HaHWi Takxe
MOryT copepxaTb HOBOCTU Cny>6bl TEXHNYECKON MOALEPKKI.

OneKkTpoHHas cnpaeka

B cocTaB anekTpoHHOI cnpaBky MporpaMMbl BXOAAT daiinbl crnpasku.

B koHTekcTHoOl cnpaBke Afg nnarnHoB yrnpasneHns Kaspersky Security ons MoBWbHbIX YCTPOWCTB Bbl MOXETE
HanTn nHpopmaumio o6 okHax B Kaspersky Security Center: onncaHne napameTpoB Kaspersky Security ons
MOBWbHBLIX YCTPOWCTB 1 CChINIKN Ha OMMCaHKS 3a[ad, B KOTOPbIX MCMOMb3YOTC 3TV NapamMeTpsbl.

B nonHoit cnpaeke gns npunoxerunin Kaspersky Endpoint Security ong Android n Kaspersky Security ons iOS Bbl

MOXeTe HanTun |/|Hq>op|v|au,vno (6] HaCTpOIZKe 1 ICMOb30BaHN MOBUbHbIX l'lpl/lﬂO)KGHVII7I.

ObcyxaeHne nporpamm “Jlabopatopum Kacnepckoro” Ha dopyme

Ecnwn Baww Bonpoc He TpebyeT CpOYHOro 0TBETa, Bbl MOXETE 06CYaNTb ero co cneumanmctTamy "Jlabopatopun
Kacnepckoro' n ¢ opyrumm nonb3osatensamm Ha Hawem Dopyme 2.

Ha ®opyme Bbl MOXETE MpocMaTpuBaTh TEMbl 0BCYXAeHW, [o6aBNSTs CBOU KOMMEHTapUK, CO3aaBaTb HOBbIE
TeMbl 4f19 06CyXaeHNS.
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https://www.kaspersky.ru/enterprise-security/mobile
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[noccapwin

Apple Push Notification service (APNs) cepTudukaT

CepTudukat, nognvcaHHbli komnaHvein Apple, koTopblii nossongeT ncnonb3osatb Apple Push Notification. C
nomotubto Apple Push Notification Cepeep iOS MDM moxeT ynpaensts iOS-ycTpoincTBamum.

MpoTokon o AocTyna K anekTPOoHHOM nouTe. B otnnune ot npotokona POP3, IMAP npepocTaBnseT paclumpeHHbie

BO3MOXHOCTU paboTbl C MOYTOBLIMM SLLMKaAMU, Takie Kak yrnpaBneHne nankamu, MaHunynsums coobLieHsamm 6e3
KOMMPOBaHKS NX COAEPXXMMOro ¢ nouToBoro cepaepa. [potokon IMAP ncnonbayet nopt 134.

iOS MDM-npodunb

MNpodunb, KOTOPbIN COAEPXNT HAabOoP NapamMeTPOB AN NOOKIOUEHNS MOBWbHBIX YCTpoicTB iOS k Cepepy
apMuHUcTpurpoBaHus. IOS MDM-npodunb nossonseT paccbinate kKoHdurypaumonHsle npodunmn iOS B poHoBOM
pexume ¢ nomolubto Cepaepa iOS MDM, a Takxe nonyyaTb pacLUMPEHHYIO AMarHOCTUYECKYO MHPOPMAaLIO O

MOBUbHBIX ycTpolicTBax. Ccbinky Ha iOS MDM-npodunb HeobXOANMO OTNPaBSTh MNOMb30BATENO A1 TOTO, YTOObI
Cepaep iOS MDM mor o6Hapy>XuUTb 1 TOOKOUNTL Er0 MOBUIbHOE YCTPONCTBO Nog ynpasneHrem iOS.

iOS MDM-ycTpoiicTBO

MobunbHoe ycTpoiicTBo Ha nnatdopme iOS, Haxopsieecs nop ynpaeneHem Cepaepa iOS MDM.

Kaspersky Private Security Network (KPSN)

Kaspersky Private Security Network — aTo pelueHre, npefocTasnsioLLee Nonb3oBaTeNsM YCTPONCTB C
yCTaHOBMEeHHbIMK NporpammMamu “JlabopaTopun Kacnepckoro” [ocTyn K penyTaunoHHbIM 6a3am aaHHbix Kaspersky
Security Network 1 gpyrum ctaTucTyeckmM faHHbiM 6e3 oTnpaBky faHHbIX ¢ ycTpolicT B Kaspersky Security
Network. Kaspersky Private Security Network paspaboTaH ans KopnopaTUBHbIX KIIMEHTOB, KOTOPbIE HE MOTYT
yuyacTBoBaTb B Kaspersky Security Network no cnegytoLym npuinHam:

* YCTpoICTBa He MNOAKIIOYEHbI K UHTEPHETY.

o I'Iepe.uaqa nMoBbIX OaHHbIX 3a npeaenbl CTpaHbl N KOpI'IOpGTVIBHOVI NloKasnbHOM ceTun 3anpeLleHa 3akoHOM 1
KopnopaTBHbIMU NOJIMTUKaMN 6e30MacHOCTI.

Kaspersky Security Network (KSN)
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NHPpacTpykTypa obnavuHbix cny>6, npefocTaBnsiollas LOCTYN K 6ase aaHHbIx "JlabopaTtopum Kacnepckoro' ¢
NMOCTOSIHHO OBHOBNAEMO nHbOopMaLeli o penyTauum daiinos, Beb-pecypcoB 1 NporpamMmMHOro obecrneyeHms.
Kaspersky Security Network obecneunBaeT 6onee BbICOKYO CKOPOCTb peakuumm nporpamm “Jlabopatopun
Kacnepckoro' Ha yrposbl, noBbllLaeT 3dpdekTUBHOCTb paboThl HEKOTOPBIX KOMMOHEHTOB 3aLLUMThI, @ TakXe CHIXaeT
BEPOSATHOCTb JIOXKHbIX CpabaTblBaHWA.

Manifest-daiin

®aiin B popmate PLIST, conepyxalumii cebinky Ha daiin npunoxeHus (ipa-daiin), pacnonoxeHHbli Ha Beb-cepaepe.
Ncnonb3yeTtcs iOS-ycTpoicTBOM Ans noucka, 3arpy3aki U YCTaHOBKM NPUIIOXEHUI ¢ Be6-cepBepa.

POP3

CeTeBoli NPOTOKON NosTy4YeHn4 COOGLLI.GHI/IVI MOYTOBbLIM KITMEHTOM C MOYTOBOIo CcepBepa.

Provisioning-npodwnb

Habop napameTpoB ans paboTbl IporpaMmMbl Ha MOBUIIbHBIX YCTPOCTBaX C onepaLoHHoi cuctemoi iOS.
Provisioning-npodwnb conep>XXnT AaHHble O NIMLEH3UM 1 CBS3aH C OnpeaeneHHoN NporpamMmoN.

SSL

MpoTokon WndpoBaHMs AaHHbIX B TOKasbHbIX CeTsx 1 B HTepHeTe. MNpoTokon SSL (Secure Sockets Layer)
NCMOnNb3yeTCs B BEG-MPUNOXEHNSX 419 CO3AaHNS 3aLLNLLEHHBIX COEANHEHWNIA MEXIY KTMEHTOM 1 CEPBEPOM.

ABTOHOMHbI NaKeT YCTaHOBKM
YcTaHoBouHbI dalin nporpammbl Kaspersky Endpoint Security ans onepaumnonHoli cuctemsl Android, copepkaryuii

napamMeTpbl NoAKMtoUYeHNs Nporpammbl K Cepepy aoMUHUCTpUpoBaHng. Co3naeTcs Ha OCHOBE NHCTaNASLMOHHOIO
nakeTa [1s 9TOW MPOrpamMmMbl 1 SIBASETCS YaCTHBIM CllyYaem nakeTa MOBUbHbBIX MPUNOXEHNIA.

ApomunnHnctpaTtop Kaspersky Security Center

Jlnuo, ynpaensitoLiee paboToi NporpamMmbl Yepes CUCTEMY YAANEHHOTO LIeHTPann30oBaHHOIrO aaMHCTPUPOBaHNS
Kaspersky Security Center.

AOMUHNCTPaTOp YCTPONCTBA
Habop npas npunoxeHns Ha Android-ycTpolicTBe, MO3BOMSHOLLMIA MPUITOXEHMIO NCMOMb30BaTb NOMNTUKM

ynpaeneHus ycTpolicTBoM. Heobxoamm ans peanusavumm nonHon dyHkumoHansHocTu Kaspersky Endpoint Security
Ha Android-ycTpolicTse.
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AkTrBaums NporpamMmbl

MepeBof nporpamMmbl B NOMHOPYHKLIMOHAMBHbIA pexuM. AKTBaLMS BbINOMHAETCS NOMb30BaTeeM BO BPeEMSs UIn
rnocre yCTaHOBKW NporpamMmbl. [119 akTBaLmm nporpaMmmbl HEOBX0AMM Kog, akTBaumm unu daiin knoya.

AHTVBMPYCHble 6asbl

Basbl faHHbIX, kKoTopble cofepxaT uHdopMaLmio 06 yrposax KOMMbIoTEPHO 6e30MacHOCTH, N3BECTHbIX
"IlabopaTopum Kacnepckoro” Ha MOMEHT Bblrycka aHTUBMPYCHbIX 6a3. 3anucuy B aHTUBUPYCHbIX 6a3ax No3BONSOT
OBHapyX1BaTb BPEAOHOCHbI KO, B MPoBepsieMblx 06bekTax. AHTUBUPYCHble 6a3sbl dopMUpyOTCS creuyanncTamm
"NabopaTtopum Kacnepckoro" 1 06HOBASIOTCS KaXablli vac.

Beb-cepep Kaspersky Security Center

KomnoHeHT Kaspersky Security Center, koTopblii ycTaHaBnnBaeTcs coBMecTHO ¢ CepBepoM afMUHNCTPUPOBaHNS.
Beb-cepBep npenHasHayeH ong nepenayn no ceTt aBTOHOMHbIX nakeToB ycTaHosky, iOS MDM-npodwuneld, a Takxe
¢daiinos 13 nanku obLLEero gocTyna.

Bupyc

Mporpamma, koTopas 3apaxaeT Apyrue nporpaMmmel — 4O6aBASET B HUX CBOM KO, UTOOLI MOMYUMTb yrpaBneHve npu
3anycke 3apaxeHHbIX GaiinoB. DT NPOCToe onpenenieHne faeT BO3MOXHOCTb BbISIBUTb OCHOBHOE LelicTBYe,
BbINOMHIEMOE BUPYCOM — 3apaXxeHue.

[pynna agMUHUCTPUPOBaHS

Habop ynpaBnsemMbix yCTPOCTB, HanpuMep, MOBUbHBIX YCTPONCTB, 06 beANHEHHbIX B COOTBETCTBUN C 11X
bYHKLUMSMUN 1 yCTaHOBNEHHbBIM Ha HVX HaBopOoM Nporpamvm. YnpasnsemMble YyCTPONCTBa rpynnpytoTCs C Liesbto
ynpaBneHns MU Kak edviHbIM LenbiM. Hanprmep, B rpynny aoMUHACTPUPOBaHNS MOy T OblTb 06beanHeHbI
MOBWIIbHBIE YCTPOICTBA NOL, YNpaBneHnem OgHol onepaLuioHHON cucTembl. B cocTas rpynmbl MOryT BXOOUTb
Opyrie rpynnbl adMUHUCTPUPOBaHUS. s yCTPOCTB B rpyrnnax MoryT 6biTb CO34aHbl FpynnoBble MNOANTUKA 1
cpopMMpoOBaHbI FPyNMoBbIe 3aAa4N.

[pynnosas 3agava

3apauva, Ha3HauveHHaq ong rpynnbl agMHNCTPPOBaHNA 1 BbINONIHAEMad Ha BCeX yrnpaBngdeMbIX YCTpOIZCTBaX,
BXOOFLLNX B COCTaB rpynnbl.

3anpoc Certificate Signing Request

®aiin c napameTpamun Cepepa agMUHUCTPUPOBAaHNS, KOTOPbIN Nocne noaTsepxxaeHNs "JlabopaTtopuel
Kacnepckoro' otnpaensetcs B Apple ans nonyyeHus APNs-cepTudmkaTa.
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VIHCTannaumMoHHbIM nakeT

Habop daiinos, popmrpyemblil 4ns yaaneHHon ycTaHoBKI nporpammbl “Jlabopatopun Kacnepckoro” ¢ moMoLLbo
CUCTEMBI YOaNeHHOro aagMUHUCTPUPOBAHMS. VIHCTansLMOHHBIN NakeT CO30aeTCs Ha OCHOBaHWN CrieLmarbHbIX
dalinos, BXoasLWYX B COCTaB ANCTPMUOYTMBA NporpaMmbl. VIHCTannsLMOHHBIA NakeT COAePXUT Habop napameTpos,
Heob6X0ANMbIX L1 YyCTaHOBKM NMPOrpamMmbl 1 obecneyeHns ee paboTocrnocobHOCTM cpasy Nocne yCTaHOBKM.
3HayeHns NapamMeTpOoB B MHCTaNNSLMOHHOM MakeTe COOTBETCTBYIOT 3HAYEHNSIM NapamMeTPOB NPUIOXKEHNS MO
yMOn4aHuio.

KapaHTuH

Manka, B koTOpyto Nporpamma "flabopaTtopun Kacnepckoro' nepemMelLaeT obHapyXeHHbIE BO3MOXHO 3apaXeHHbIe
06bekTbl. O6beKThl Ha KapaHTVHE XpaHsITCS B 3aLLdPOBaHHOM BUAE BO n3bexaHne nx BO3OenNcTBms Ha
KOMMbIOTEP.

KaTeropuu "Jlabopatopun Kacnepckoro

[OTOBbIE KAaTEropUN AaHHbIX, pa3paboTaHHble coTpyaHkamu "JlabopaTtopum Kacnepckoro'. Kateropum moryT
OBHOBAATLCS NMpY 06HOBNEHNM Ba3 Nporpammbl. CrieLmanicT no HopMaLMOHHOV 6e30MacHOCTY HE MOXET
N3MEHSTb UV YOANSTb FOTOBbIE KATEFOPUN.

Kop akTmBaumm

Kop, koTopblIli Bbl Mony4yaeTe, mpuobpeTas niueH3nto Ha Kaspersky Endpoint Security. 91oT kog, Heobxoanm ang
aKTuBaLMM NporpamMmbl.

Kop akTuBaLmm NpeacTaBnseT Coboi YHMKanbHylo NocnefoBaTenbHOCTb U3 ABaauaTy byks n undp, B dopmaTe
XXXXX=XXXXX=XXXXX=XXXXX.

Kopn pa3bnokumpoBku

Kog, koTopblin MoxHO nonyunTs B Kaspersky Security Center. OH Hy>eH, 4Tobbl pa3bnokmpoBaTh YCTPONCTBO
nocre BbinonHeHns komang, BnokuposaHue n MNouck, CupeHa nnn TaliHoe ¢oTo, a Takxe npu cpadaTbiBaHU
camMo3alLMThI.

KoHTponb cooTBeTCTBUS

MNpoBepka COOTBETCTBUS NapamMeTpoB MobunbHoro ycTpoiicTtaa n Kaspersky Endpoint Security ong Android
TpeboBaHNsM KopropaTUBHON Be3onacHocTU. TpeboBaHWS KOprnopaTUBHOM 6€30MacHOCTY PerfnaMmeHTrpYyoT
1Crnonb3oBaHne yCTpoicTaa. Hanpumep, Ha yCTpoincTBe foMkHa BbiTb BKIOUEHa MOCTOSIHHAS 3aLUmTa,
aHTUBMPYCHble 6a3bl JOMKHBI ObITb aKTyasbHbl, MapPOSb YCTPOCTBA AOMKEH BbITb LOCTATOUYHO CMOXHbBIM. KOHTPOb
COOTBETCTBUS paboTaeT Ha OCHOBE crivicka npasun. [1paBnno COOTBETCTBIS COCTOUT U3 CreyOLLMX KOMMIOHEHTOB:

* KpUTEPWI NPOBEPKN YCTPONCTBA (Hanpumep, OTCYTCTBME Ha YCTPOMCTBE 3anpeLLEeHHbIX MPUIIOXEHNI);
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® BpeMs, BblAENEHHOE NOb30BaTENO YCTPONCTBA 15 YCTPaHEeHMs1 HECOOTBETCTBUS (Hanpumep, 24 yaca);

* [elicTBMe, KOTOPOE ByneT BbIMOMHEHO C YCTPOVCTBOM, EC/M MOJIb30BaTE b HE YCTPaHUT HECOOTBETCTBYE B
TeUeHue yka3aHHOro BpeMeH (Hanpumep, 6roKpoBka YCTPONCTBa).

JlnueHsnoHHoe cornaweHne

tOpuanueckoe cornatteHune mexay samu 1 AO "JlabopaTopus Kacnepckoro', B KOTOPOM yKasaHo, Ha Kakux
YCIOBUSIX Bbl MOXETE NCMOMb30BaTh MPOrpamMmy.

JInueHsung

OFpaHI/ILIeHHoe Nno BpeMeHM NpaBo Ha NCMNOJIb30BaHME MPUIoXeHnd, npenoctaBiigemMoe Ha OCHOBaHNN
JlnueHsnoHHoro cornatlerms.

[narviH ynpaBneHns nporpamMmor

CneupmannanpoBaHHbI KOMMOHEHT, NpefocTaBnsowumli HTepdeic ans ynpasneHns paboTol nporpammbl
"MNabopaTtopumn Kacnepckoro” uepes KoHconb agMUHUCTpUpoBaHns. [0 kax Aol nporpamvMbl CyLLECTBYET CBOM
nnarvH ynpaenenus. lNnarvH ynpasneHns BxoauT B COCTaB Bcex nporpamm "flabopaTtopum Kacnepckoro',
ynpaB/ieHne KOTOPbIMY MOXHO ocyLlecTBNsaTb Yepes Kaspersky Security Center.

[Noonwncka

Mo3sBonseT Ncnonb3oBaTh NPOrpamMmMy C BbIbpaHHbIMM NapamMeTpamu (LaTa OKOHYaHMS, KONMYeCTBO YCTPONCTB).
MO>HO nMpriocTaHaBMBaTb U BO3SOBHOBNATb MOAMUCKY, MPOL/IEBATh €€ B aBTOMATNYECKOM PEXMME, a TakxKe
OTMEHUTb €ee.

[NonnTtuka

Habop napameTpoB nporpammbl 1 MObUbHbIX MpunoxeHuii Kaspersky Endpoint Security, nprmeHsemsiii k
yCTpOWCTBaM B rpyrnax adMUHUCTPUPOBAHNS U K OTAENbHBIM YcTpolicTBam. K pasHbiM rpyrnam
aaMUHUCTPUPOBAHKS MOTYT NMPUMEHSITbCS pasHble MoNMTUKIA. [onnTrka BkitoyaeT B cebs HAaCTPOEHHbIE MapameTpbl
BCex QyHKLUMIM MoBUnbHBIX Npunoxernii Kaspersky Endpoint Security.

[Npokcn-cepsep

Cny»x6a B KOMMbIOTEPHbIX CETSIX, MO3BOSSIOLLAS NONb30BaTENSM BbINOMHATL KOCBEHHbIE 3aNPOChI K APYrIM CETEBbIM
cny>x6am. CHavana nonb3oBaTesib NOAKI0YaeTCs K MPOKCU-CepBEPY 1 3anpallvBaeT pecypc (Hanpumep, dbaiin),
pPacnonoXeHHbI Ha ApYroM cepBepe. 3aTeM NMPOKCU-CePBEP MO0 NOAKIOYAETCS K YKa3aHHOMY CEpPBepY 1
rony4YaeT PEeCYpC Y Hero, MMbo BO3BPALLAET PECYPC 13 COBCTBEHHOIO KeLua (B Cryyasix, eCnv NPOKCU UMEET CBOW
KeLw). B HekoTopbIx cryyasx 3anpoc KMeHTa U OTBET cepBepa MOXET BbITb 3MEHEH MPOKCU-CEPBEPOM B
onpeneneHHbIX Lensx.

341



Pabouee mecTo agMnHUCTpaTOpPa

KomnbtoTep, Ha koTopom pa3ssepHyTa KoHconb agMmmnHucTpupoBaHius Kaspersky Security Center. Ecnv Ha paboyem
MecTe agMUHMUCTPaTopa YCTaHOBIEH MiarvH ynpaBneHns nporpaMmMoi, TO aOMUHUCTPATOP MOXET YNPaBisTb
MoBUbHBIMU NpunoxeHusamn Kaspersky Endpoint Security, passepHyTbiMM Ha yCTpocTBax Nosb3oBaTeneil.

Pabounii npodunb Android

BesonacHas cpena Ha ycTpolicTBe Nob3oBaTess, B KOTOPOW afMUHUCTPATOP MOXET YNPaBsT NPUIOXKEHUSIMU 1
yYeTHbIMY 3aM1CsIMM MOSb30BaTEN, HE OrpaHMYUMBasi ero BO3MOXHOCTY MNpu paboTe ¢ nepcoHanbHbIMY AaHHBIMU.
Mpw coznaHnm paboyero Npoduns Ha MOBUTBHOM YCTPONCTBE NoNb3oBaTeNs B pabounii ipodusib aBToMaTUYeCcKn
yCTaHaBMBalOTCS CNeayoLme koprnopaTueHble NpunoxeHns: Google Play MapkeT, Google Chrome, 3arpysku,
Kaspersky Endpoint Security ong Android n gpyrue. KopnopaTuBHble MPUNIOXEHNS, pa3MeELLEHHbIE B paboyem
npodwune, a Takxe YBeLOMIEHWS 3TUX NMPUNOXEHWIA, OTMEYEHbI KpacHbIM 3HaukoM nopTdens. [1ns npunoxeHns
Google Play MapkeT TpebyeTcs co3naTb OTAENbHYIO KOPNopaTUBHYIO yYeTHYto 3arnck Google. MpunoxeHus,
pasmeLleHHble B pabouem npodure, oTobpaxatoTcs B 0BLLEM CINCKE MPUTOXEHWIA.

Cepsep iOS MDM
KomnoHeHT Kaspersky Endpoint Security, ycTaHOBREHHbIN Ha KIIMEHTCKOE YCTPONCTBO 1 MO3BONSOLLMIA

nopksoyaTb MobunbHble ycTpoiicTaa iOS k CepBepy agMUHUCTPUPOBaHWS 1 YNPaBnsTe UMK ¢ MomoLLpto Apple
Push Notifications (APNSs).

CepBep aoMUHUCTPUPOBaHNS
KomnoHreHT nporpammel Kaspersky Security Center, ocyliecTenstolLmii GyHKLN LEHTPANIN30BaHHOIO XPaHEHNS

nHbopmMaLmm 06 yCTaHOBNEHHbIX B CETW OpraHm3aLmmn nporpammax "Jlabopatopumn Kacnepckoro” v ynpasneHus
UMW

CepBepbl 06HoBReHMI “JlabopaTopumn Kacnepckoro®

HTTP(S)-cepgepel "NTabopaTopum Kacrnepckoro', ¢ koTopbix Mporpammel "JlabopaTtopum Kacnepckoro' nonyvaroT
0BHOBMEHWs 6a3 1 MoZyel NporpamMmbI.

Cpok peicTBus NNLEH3UN

MNepuogn BpemMeHu, B TeUEHMEe KOTOPOro Bbl MOXETE MNOSIb30BaTbCs PYHKLMSAMI MPOrpamMMbl Y LOMOSHUTENbHBIMI
ycnyramu. [lononHUTenbHble YCyrin 3aBUCAT OT TUMa INLIEH3WN.

YCTpONCTBO B pexmme supervised
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iOS-ycTpolicTBO, NapamMeTpbl KOTOpPOro KoHTponvpytoTes B Apple Configurator — nporpamme ons rpyrnnosoi
HacTpoiikn IOS-ycTponcTB. YCTPONCTBO B pexunme supervised nmeeT cTtaTtyc supervised s Apple Configurator. MNpwu
KaXkOLOM MOIKIIIOYEHNN YCTPOICTBa B pexume supervised k komnbtoTepy Apple Configurator nposepsiet
KoHbUrypaLmio yCTpolicTBa Ha COOTBETCTBME 3a4aHHbIM 3TafoHHbLIM NapamMeTpam 1 Nnpu HeoBXoOAVMOCTH
HacTpanBaeT ee. YCTPOMCTBO B pexume supervised He MOXeT BbiTb CrHXpoHu3nposaHo ¢ Apple Configurator,
YCTaHOBNIEHHOM Ha pPYroM KOMMbIOTEPE.

[ns yctpoiicTs B pexunme supervised B nonuturke Kaspersky Device Management ons iOS MoxHO nepeonpenennTb
Borblue NapamMeTPOB, YeM OJ1S HEKOHTPOMMPYEMbIX YCTPONCTB. Hanpumep, MoxHo HacTpouTb HT TP-npokcn
cepBep 4S9 KOHTPONS UHTEPHET-TPaduKka Ha YCTPOMCTBE B KOpriopaTuBHoi ceTu. o ymonyaHmio Bce MobusbHble
YCTPOWCTBA ABASOTCSA HEKOHTPOMPYEMbIMMU.

@ann knova

dalin Buaa xxxxxxxx.key, KoTopbIli MO3BONSIET MCMOMb30BaTh NporpamMmy “JlabopaTtopun Kacnepckoro' no npobHo
U1 KoMMepUeckol nuuenHsvn. MNporpamma dopmmpyeT dalin kntoya Ha OCHOBe kofa akTusauun. [porpammy
MO>XHO 1CMOMb30BaTh TOMbKO MNPU Hanuuum daiina knova.

AunwnHr

BI/I,EI, MHTEPHET-MOLLUEeHHNYEeCTBa, LLeJIblO KOTOPOro 4ABN4eTCy NoJlydYeHne HeCaHKLUMOHMPOBaHHOIro oCTyna K
KOHqDI/I,EI.eHLI,I/IaJ'IbeIM OaHHbIM MONb30BaTENEN.

CnpaBka ons aTol Bepcum peLleHnst 6onbliue He 0BHOBNSETCS, MO3TOMY MOXET COAEPXKaTb YCTAPEBLLYIO
nHpopmaLmio. AKTyanbHas MHOpPMaLKs O peLleHn SOcTyrnHa B crpaske Kaspersky Secure Mobility
Management 4.12.
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https://support.kaspersky.com/help/KSMM/4.1/ru-RU/254248.htm

NHdopMaLms 0 CTOPOHHEM Koae

NHdopmaLmio 0 CTOPOHHEM KOLE MOXHO 3arpy3uTb 1 O3HAKOMUTBCS C HE B criefytoLyx daiinax:

* legal notices Androidixt® (pns npunoxenus Kaspersky Endpoint Security ans Android)

* legal notices iOSixt® (ans npunoxenus Kaspersky Security ons iOS)

Ha MoBunbHbIX yCTpoicTBax MHPOpMaLMs O CTOPOHHEM Kofe AOCTYyNHa B pasaene O npunoXeHnm MobusbHbIX
NPUIOXEHWIA.

CnipaBka Ans 9Toi BEPCUn peLLleHns 6osblie He OBHOBNSETCS, MOSTOMY MOXET COAEPXaTb YCTapeBLLYIO
nHpopmaLmio. AkTyanbHas MHGOpPMaLKs O peLleHn JOCTYmnHa B crpaeke Kaspersky Secure Mobility
Management 4.1%.
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YBeoomneHus o TOBAPHbIX 3HaKax

3aperncTprpoBaHHble TOBapHbIE 3HaKM 1 3HaKK OBCNYXKNBaHWS SBASIOTCS COBCTBEHHOCTBIO VX
npasoobnanaTtenei.

PostScript — 3aperncTprpoBaHHbIi ToBapHbIA 3HaK 1N ToBapHbIl 3Hak Adobe B CLLA n/vnun gpyrix cTpaHax.

Apple, Apple Configurator, AirDrop, AirPlay, AirPort, AirPort Express, AirPrint, Aperture, App Store, Apple Music,
Apple TV, Apple Watch, Bonjour, Face ID, FaceTime, FileVault, Find My, Handoff, iBooks, iBooks Store, iCal, iCloud,
iCloud Keychain, iMessage, iPad, iPadOS, iPhone, iPhoto, iTunes, iTunes Store, iTunes U, Keychain, OS X, Safari, Siri,
Spotlight n Touch ID — ToBapHble 3Hakn Apple Inc.

Aruba Networks — ToBapHbIli 3Hak Aruba Networks, Inc. 8 CLLA 1 HekoTOpbIX opyrnx cTpaHax.
CnosecHbIli ToBapHbIli 3Hak Bluetooth v noro npuHagnexat Bluetooth SIG, Inc.

Aironet, Cisco, Cisco AnyConnect, 1 10S gaBnsioTcs 3aperncTpupoBaHHbIMN TOBaPHBLIMY 3HaKaMU U TOBaPHBIMM
3Hakamu Cisco Systems, Inc. n/unu ee apdunmpoaHHbix komnaHuii B CLLA 1 B onpeneneHHbiX 4pyrux cTpaHax.

Dell Technologies, Dell, SecurlD n ppyriie ToBapHbie 3HaKK SBNSIIOTCS TOBapHbIMY 3HakamMu komnaHum Dell Inc vnn eé
LOYEPHUX KOMMaHWIA.

Google, Android, Chrome, Chromebook, Chromium, Crashlytics, Firebase, Gmail, Google Analytics, Google
Assistant, Google Chrome, Google Mail, Google Maps, Google Play, Google Safe Browsing, Google SafeSearch,
Google Translate, Nexus, SPDY 1 YouTube — ToBapHble 3Haku Google LLC.

HTC — ToBapHbIii 3Hak HTC Corporation.
Huawei, HUAWEI n EMUI aBnstoTcs ToBapHbiMK 3Hakamu Huawei Technologies Co., Ltd.

IBM 1 Maas360 — ToBapHble 3Haku International Business Machines Corporation, 3aperncTpupoBaHHble BO MHOMX
IOPUICOMKLMSIX MO BCEMY MUPY.

Juniper Networks, Juniper n JUNOS — ToBapHble 3Haku nnin 3aperncTtpuposaHHbie B CLLIA 1 opyrux cTpaHax
ToBapHble 3Haku Juniper Networks, Inc.

Microsoft, Active Directory, ActiveSync, Microsoft Intune, Tahoma, Windows, Windows Mobile 1 Windows Phone
SBNSIOTCS TOBAPHLIMN 3HaKamu Fpynnbl KomiaHuii Microsoft.

MOTOROLA v cTnnnsoBaHHbIli norotun M 9BnsitoTCs 3apermcTprpoBaHHbIMI TOBapHbIMI 3Hakamu Motorola
Trademark Holdings, LLC.

Oracle n JavaScript — 3aperncTpupoBaHHble ToBapHble 3Haku komnaHum Oracle n/unn ee apdbrnnmpoBaHHbIx
KOMMaHWIA.

ToBapHbI 3Hak BlackBerry npuHapnexuT Research In Motion Limited, sapeructpuposaH B CLLIA 1 MmoxeT 6bITb
nofaH Ha pPerncTpaLmio v 3aperncTpupoBaH B ApPyrvx CTpaHax.

Samsung — ToBapHbiIi 3Hak komnaHm SAMSUNG B CLUA vnn gpyrux cTpaHax.
SonicWALL, Aventail, SonicWALL Mobile Connect — ToBapHble 3Haku SonicWall, Inc.
SOTIn MobiControl — 3aperucTpuposaHHble B CLLA 1 B gpyrux topucankumsx ToBapHble 3Haku SOTI Inc.

Symantec — ToBapHbIi 3HaK 1nn 3aperncTpupoBaHHbii B CLUA v gpyriix cTpaHax ToBapHbIi 3Hak Symantec
Corporation nnu apburnmpoBaHHbIX KOMMaHWIA.
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Bnagenblem ToBapHoro sHaka Symbian aensieTcs Symbian Foundation Ltd.

AirWatch, VMware n VMware Workspace ONE — ToBapHble 3Haku VMware, Inc. nnn sapernctpuposaHHble B CLLA
1/ ppyrnx opUCOMKLUMSX ToBapHble 3Hakn VMware, Inc.

Mozilla n Firefox aensitoTcs ToBapHbIMUM 3Hakamu Mozilla Foundation 8 CLUA v gpyrmx cTpaHax.

F5 — ToBapHbili 3Hak F5 Networks, Inc. B CLLIA 1 B HeKOTOpbIX APYrnX CTpaHax.
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