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 Kaspersky SD-WAN 

A software-defined wide area network (SD-WAN) is a wide area network that uses software-defined 
network technology, such as communicating over the Internet using encrypted overlay tunnels for 
distributed company networks. 

A key application of SD-WAN is to allow companies to build higher-performance WANs using lower-cost 
and commercially available Internet access, enabling them to partially or wholly replace more expensive 
private WAN connection technologies such as MPLS. 

Kaspersky SD-WAN addresses the key shortcomings of the existing traditional WAN networks. The 
Kaspersky SD-WAN solution is a replacement for traditional networking approach, standard WAN routers, 
provides predictable, optimized access to business-critical applications, is agnostic to WAN transport 
technologies, and can use any WAN links. 

The Kaspersky SD-WAN solution allows you to build a reliable, geographically distributed, and fast-time 
scalable corporate network with application-aware efficient routing and simplified centralized 
management. 

Kaspersky SD-WAN combines the following key features: 

• Centralized, on-prem or cloud-delivered management, multi-tenancy, and Role Based Access 

Control (RBAC) 

• Template-based Zero Touch Provisioning (ZTP) to speed up the connection of new company sites 

and remove human error 

• High Availability with prioritization of critical business-applications. 

• Load-balancing via multiple WAN links 

• Full mesh and partial mesh topologies 

• Network security functions deployment as Virtualized Network Functions (VNFs) and integration 

into user traffic chains 

• Intelligent traffic management 
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 Kaspersky SD-WAN Architecture 

Description of the main components of Kaspersky SD-WAN: 

• SD-WAN orchestrator provides a graphical management interface, CPE device inventory, 

configuration templates, transport service policies, and CPE device registration 

• SD-WAN controller manages overlay network, builds transport services, performs tunnel quality 

monitoring, automatically switches application traffic to backup channels, and performs CPE 

management via the OpenFlow protocol 

• SD-WAN gateways are CPE devices with an assigned SD-WAN gateway topology role. Terminates 

overlay tunnels from CPE devices and forms an SDN fabric in the form of an overlay network 

• Kaspersky Edge Service Routers (KESR) / Customer Premise Equipment (CPE) - 

telecommunications equipment that connects to SD-WAN gateways and other CPE devices using 

overlay tunnels and forward data traffic 

The architecture of Kaspersky SD-WAN is presented in Figure 1.  

 

Figure 1 -  Kaspersky SD-WAN architecture. 
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 Description of the Kaspersky SD-WAN PoC 

The Kaspersky SD-WAN PoC components are deployed in a VMWare virtualization environment. 

The Kaspersky SD-WAN management components such as SD-WAN orchestrator, controller, and 
monitoring system are deployed as Docker containers on the orc1 virtual host. 

Figure 2 shows the topology of the Kaspersky SD-WAN PoC. 

PoC topology description: 

• The DC site has two network segments, dc-lan1 and oob, that are connected to router R13. The 

orc1 virtual machine is connected to the oob segment, while the srv1 server is connected to the 

dc-lan1 segment and hosts the test WWW service 

• There are two routers, R11 and R12, at the DC boundary. Behind them are two SD-WAN gateways: 

vGW-11 and vGW-12. The internal (lan) interfaces of R13, vGW-11, and vGW-12 are connected to the 

dc-perim network segment 

• Routers R11 and R12 perform Source Network Address Translation (SNAT) for vGW-11 and vGW-12 

and Destination Network Address Translation (DNAT) for the ports specified in Table 1 for 

connecting CPE devices 

• Router R14 carries out SNAT and acts as the default gateway for Router R13. Additionally, it serves 

as an Internet gateway for the host orc1. Router R14 provides DNAT for the SD-WAN orchestrator 

and SD-WAN controller, the ports are specified in Table 1 

• The ISP host emulates the connection to the Internet with ISP1 - ISP8 service providers. 

• SD-WAN gateways must be accessible through the network ports listed in Table 2. 

• The vCPE-3 device is an example of a remote site with one CPE device connected to two carriers 

• The vCPE-4 device represents a future scenario in which a remote site is connected using a 

universal uCPE device that is not currently part of this PoC 

• The vCPE-51 and vCPE-52 gateways are an example of High-Availability scenario. The CPE 

devices support the VRRP protocol 
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 Kaspersky SD-WAN PoC topology 

 

Figure 2 - Kaspersky SD-WAN PoC topology. 
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 PoC IP address plan and resource requirements for SD-WAN 
components 

This IP plan corresponds to the scheme in paragraph 2.1. If other addresses are used, it is necessary to 
change the IP plan and all SD-WAN settings in further steps. 

Table 1 - Host parameters used in the PoC. 

Host Operation system IP address Description System 

requirements 

orc1 Ubuntu 22.04.06 LTS 

Server 

10.0.1.11 Docker containers:  

www-1, orc-1, redis-1m, 

mongo-1, vnfm-1, vnfm-

proxy-1, ctl-1, zabbix-www-1, 

zabbix-srv-1, zabbix-proxy-1, 

zabbix-db-1, syslog-1, 

mockpnf-1 

24 x vCPU, 24 

GB RAM 

vGW-11 vKESR-M2 image wan 10.1.4.11 

lan 10.1.3.11 

overlay 172.16.1.11 

SD-WAN gateway 4 x vCPU,  

8 GB RAM 

vGW-12 vKESR-M2 image wan 10.1.5.12 

lan 10.1.3.12 

overlay 172.16.1.12 

SD-WAN gateway 4 x vCPU,  

8 GB RAM 

vCPE-3 vKESR-M1 image wan DHCP 

lan 10.20.3.1 

overlay 172.16.1.3 

CPE 2 x vCPU, 512 

Mb RAM 

vCPE-4 vKESR-M1 image wan DHCP 

lan 10.20.4.1 

overlay 172.16.1.4 

CPE 2 x vCPU, 512 

Mb RAM 

vCPE-51 vKESR-M1 image wan DHCP 

lan 10.20.5.2 /  

vIP 10.20.5.1 

overlay 172.16.1.51 

CPE 2 x vCPU, 512 

Mb RAM 

vCPE-52 vKESR-M1 image wan DHCP 

lan 10.20.5.3 /  

vIP 10.20.5.1 

overlay 172.16.1.52 

CPE 2 x vCPU, 512 

Mb RAM 

R11 CentOS 7 wan 10.50.1.11 

lan 10.1.4.1 

DC border router 2 x vCPU,  

2 GB RAM 

R12 CentOS 7 wan 10.50.2.12 

lan 10.1.5.1 

DC border router 2 x vCPU,  

2 GB RAM 
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Host Operation system IP address Description System 

requirements 

R13 CentOS 7 dc-perim 10.1.3.13 

oob 10.0.1.13 

dc-lan1 10.1.1.1 

DC core router 2 x vCPU, 

2 GB RAM 

R14 CentOS 7 wan 10.50.1.14 

lan 10.1.3.1 

DC border router and NAT 2 x vCPU,  

2 GB RAM 

ISP CentOS 7 isp1 10.50.1.1 

isp2 10.50.2.1 

isp5 10.50.5.1 

isp6 10.50.6.1 

isp7 10.50.7.1 

isp8 10.50.8.1 

Emulation of ISP1-ISP8 2 x vCPU,  

2 GB RAM 

srv1 CentOS 7 10.1.1.11 WWW / DC server 2 x vCPU,  

4 GB RAM 

wst3 CentOS 7 DHCP 

10.20.3.0/24 

Site3 workstation 2 x vCPU,  

4 GB RAM 

wst4 CentOS 7 DHCP 

10.20.4.0/24 

Site4 workstation 2 x vCPU,  

4 GB RAM 

wst5 CentOS 7 DHCP 

10.20.5.0/24 

Site5 workstation 2 x vCPU,  

4 GB RAM 

mgmt Windows Server 2022 10.0.1.22 

10.1.1.22 

10.1.3.22 

10.50.1.22 

10.20.3.22 

10.20.4.22 

10.20.5.22 

Management workstation 6 x vCPU,  

6 GB RAM 
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 Network ports used by core system components 

Table 2 shows the network ports used by SD-WAN gateways and CPE devices to communicate with the 
core components of the solution and to access the orchestrator web interface for administration. 

Table 2 – Network ports used for communication of SD-WAN gateways and CPE devices with the SD-
WAN management system. 

Component Ports Description 

SD-WAN orchestrator TCP 443 / TLS Access to the orchestrator web interface. 
CPE connection to the orchestrator. 

SD-WAN controllers TCP 6653-6656 / TLS SD-WAN gateways and CPE devices connection to 
the controller over TLS. 
CPE device is connected by each WAN interface to a 
separate port of the controller: 

• sdwan0 - 6653 
• sdwan1 – 6654 
• sdwan2 - 6655 
• sdwan3 - 6656 

Zabbix TCP 85 / TLS 
TCP 10051 / TLS 

Access to the Zabbix web interface. 
CPE Zabbix agent connections to the monitoring 

system. 

SD-WAN gateways UDP 4800-4803 Data traffic 
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 SD-WAN containers’ external connections diagram 

 

Figure 3 - SD-WAN containers’ external connections. 

SD-WAN containers will be deployed on the orc-1 host. The deployment playbooks create two Docker 
networks for the containers: knaas_aio_int (10.11.11.0/24) and knaas_os_man (10.11.12.0/24).  

knaas_aio_int is the primary network and is used for communication between containers, as well as for 
communication with external hosts. knaas_os_man is intended for communication between the central 
components of the solution and CPEs. This  network is used for CPE management and monitoring.  

In addition, deployment playbooks create iptables rules. Iptables rules are added to the DOCKER_USER 
chain to allow the following TCP connections: 

• Inbound connections to the ctl-1 container on ports 6653-6656 (TLS connections from the CPE 
devices to the controller) 

• Outbound connections from the orc-1 container on ports 389,636 (LDAP/LDAPS connections to 
the LDAP server) 

• Outbound connections from the vnfm-1 container on port 22 (SSH console to CPE from the SD-
WAN orchestrator interface) 

• Inbound connections to the www-1 container on ports 80 and 443 (HTTPS/TLS connection to the 
orchestrator web interface and connections from CPEs to orchestrator) 

• Inbound connections to the zabbix-proxy-1 container on port 10051 (CPE and VNF monitoring) 

• Inbound connections to the zabbix-www-1 container on port 85 (HTTPS/TLS connection to the 
Zabbix monitoring system web interface) 
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 Software versions 

Table 3 - Versions of Kaspersky SD-WAN software used in this PoC 

SD-WAN component Version 

www knaas-www:2.25.03.release.57.gbl.amd64_en-US_ru-RU 

orc knaas-orc:2.25.03.release.39.gbl.amd64_en-US_ru-RU 

mongo mongo:5.0.7-r0amd64 

ctl knaas-ctl:2.25.03.release.17.gbl.amd64_en-US_ru-RU 

vnfm knaas-vnfm:2.25.03.release.10.gbl.amd64_en-US_ru-RU 

vnfm-proxy knaas-vnfm-proxy:2.25.03.release.6.gbl.amd64_en-US_ru-RU 

redis redis:6.2.7-r0.amd64 

zabbix-www zabbix-web-nginx-mysql:6.0.32-r0.amd64 

zabbix-proxy zabbix-proxy:6.0.32-r0.amd64 

zabbix-srv zabbix-server:6.0.32-r0.amd64 

zabbix-db mariadb-ha:11.1.6.amd64 

syslog syslog-ng:3.30.1-r1.amd64 

vCPE knaas-cpe_2.25.03.release.28 

mockpnf mockpnf: 2.23.09.amd64 

orc1 host Ubuntu 22.04.05 LTS Server 

installer knaas-installer_2.25.03.release.10.gbl.amd64_en-US_ru-RU 

 Hardware requirements for the Kaspersky SD-WAN solution 

Table 4 - Hardware requirements for management of up to 50 CPE devices. 

Host CPU (hyper-threading), cores RAM, GB Disk, GB, SSD 

orc1 16 cores / 16 vCPU (HT disabled) / 
32 vCPU (HT enabled) 

32 50 used in PoC / 
256 Recommended 

 

For more information, please refer to Kaspersky SD-WAN Online Help: 
https://support.kaspersky.com/help/SD-WAN/2.4/en-US/239105.htm 

https://support.kaspersky.com/help/SD-WAN/2.4/en-US/239105.htm
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 Kaspersky SD-WAN solution components: installation 
and configuration 

To deploy the SD-WAN solution, you need to create a virtual machine (in this guide, the hostname is set to 
orc1) and install the Ubuntu 22.04.05 operating system. If the virtual machine is already created, go to 
section 3.2. 

The Ubuntu 22.04.05 LTS Server Linux is used for the installation: 
https://releases.ubuntu.com/jammy/ubuntu-22.04.5-live-server-amd64.iso  

 Operation system installation on orc1 host 

 Create the virtual machine orc1. 

Set the CPU, RAM, and disk resources according to Table 4. 

 Start the operating system installation on host orc1. 

Use Ubuntu 22.04.05 LTS Server image for installation. 

Select language: English (default value). 

 

https://releases.ubuntu.com/jammy/ubuntu-22.04.5-live-server-amd64.iso
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 Select the keyboard layout: US/US (default). 

 

 Select base for the installation – Ubuntu Server. 

Select Done. 
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 Configure the network interface on host orc1. 

Edit the network interface IPv4 settings (ens160 in the example). 

 

Select Manual IPv4 configuration. 

 



 

18     |     Kaspersky SD-WAN. Proof of Concept Part 1 

Configure the IPv4 parameters of the network interface according to the IP address plan and select Save. 

 

 Skip (configure if necessary) proxy configuration. 

Select Done. 
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 Configure the Ubuntu archive mirror. 

Use the default value, select Done. 

 

 Skip installer update. 

Select Continue without updating. 
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 Select to Use the entire disk for the installation, without creating logical volume groups. 

Select Done. 

 

 Configure storage. 

Edit the root partition (select partition 2 and Edit). 
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Set the file system format to XFS. 

Select Save. 

A 50GB disk is used in this PoC. For 50xCPE devices, it’s  recommended to use 256GB. 

 

Confirm the settings, select Done. 
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 Confirm the start of the installation process. 

Select Continue. 
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 Create a service user with the sdwan username. 

This user is used when deploying the Kaspersky SD-WAN management system. 

Set the server name: orc1 
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 Skip Ubuntu Pro. 

Select Continue. 

 

 Add the OpenSSH service installation. 

Check Install OpenSSH server, select Done. 
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 Skip installation of additional packages. 

Select Done (the necessary packages will be installed later). 

 

 Wait for the system installation to start (a confirmation messages will appear). 

 



 

26     |     Kaspersky SD-WAN. Proof of Concept Part 1 

 Reboot orc1 host. 

Select Reboot Now to complete the  installation. 
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 Installation of Kaspersky SD-WAN Management system components 

 Check NTP status on the orc1 host. 

Connect to the orc1 host. 

Check NTP status: 

timedatectl status 

Clock must be synced: 

System clock synchronized: yes 

 Upload the installation archive to the orc host1. 

Upload the knaas-installer.<release_name>.gbl.amd64_en-US_ru-RU.tar.gz archive to the home 
directory of the user sdwan on the host orc1. It includes Ansible playbooks for installing Kaspersky SD-
WAN components. 

Note: The user sdwan created in step 3.1.12 is used for installation. If a different user is used, the 
appropriate directory must be selected. 

 

 Unzip the installation archive to sdwan user home directory: 

tar -xzvf knaas-installer.<release_name>.gbl.amd64_en-US_ru-RU.tar.gz 

Move to knaas-installer directory: 

cd knaas-installer.<release_name>.gbl.amd64_en-US_ru-RU/ 
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 Update package lists and upgrade packages. 

sudo apt update && sudo apt upgrade --yes 

 Install the required packages before running the installation playbooks. 

Install PIP: 

sudo apt install python3-pip --yes 

Install the required packages using PIP (Ansible, PyMongo, Docker): 

pip3 install -U --user -r requirements.txt 

Add $HOME/.local/bin to the PATH variable (required for Ansible to work properly): 

echo 'export PATH=$PATH:$HOME/.local/bin' >> ~/.bashrc 

Execute .bashrc, to apply the PATH variable: 

source ~/.bashrc 

Verify that Ansible is running properly: 

ansible --version 
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 Configure the installation parameters of the Kaspersky SD-WAN management system. 

Copy the base inventory file with variables (in this guide the poc_aio.yml file will be used): 

cp inventory/external/pnf/local.yml /home/sdwan/poc_aio.yml 

Open the poc_aio.yml configuration file for editing: 

vi /home/sdwan/poc_aio.yml 

Press i for editing, after making changes, press esc and enter :wq to save the changes. 

Set the following installation parameters: 

• Add the internal and public IP addresses of host orc1:(10.0.1.11 and 10.50.1.14) to the san_list: ip 
section. These addresses will be added to the Subject Alternative Name (SAN) of the SD-WAN 
orchestrator certificate. Keep the address 10.11.12.1 in this section, it will be used when connecting 
the controller to the orchestrator. 

• Add the domain name of host orc1 (sdwan.local as an example) to the san_list: dns section. The 
domain names will be added to the SAN of the SD-WAN orchestrator certificate. 

• Path to save database and vault passwords: vault_passwords_dirname: 
/home/sdwan/passwords/. 

• Path to save certificates: ssl: path_local: /home/sdwan/ssl. 
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 Prepare the orc1 host for installation by running the bootstrap playbook, which will install the 
required packages. 

Set the EULA acceptance parameter: 

export KNAAS_EULA_AGREED="true" 

Run the installation playbook - you will be asked for a privilege escalation password: 

ansible-playbook -i inventory/generic -e "@/home/sdwan/poc_aio.yml" -e "@inventory/external/images.yml" 
-K knaas/utilities/node_prepare/bootstrap.yml 

There must be no failed tasks during the installation. 

 

 Apply permissions for sdwan user.  

The sdwan user must be added to the docker group in order to run containers. During the execution of 
the bootstrap playbook, the user was added to the group, but the user shell must be invoked again to 
apply the changes: 

su sdwan 
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 Perform a check before installing the Kaspersky SD-WAN solution. 

Run the pre-flight playbook to perform pre-installation checks, you will be asked for a privilege escalation 
password. There must be no failed tasks during the checks: 

ansible-playbook -K knaas/utilities/pre-flight.yml 
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 Run the Kaspersky SD-WAN management system components installation playbook. 

Start installing the Kaspersky SD-WAN management system. During installation, iptables firewall rules will 
be configured, certificates of the certification center and solution components will be generated, and 
Kaspersky SD-WAN management system containers will be launched. 

Run the knaas-install installation playbook - you will be asked for privilege escalation password: 

ansible-playbook -i inventory/generic -e "@/home/sdwan/poc_aio.yml" -e "@inventory/external/images.yml" 
-K knaas/knaas-install.yml 

Wait for the Kaspersky SD-WAN installation playbook to finish. There must be no failed tasks during the 
installation. 

 

The installation process will generate passwords for databases and certificates. They will be saved in 
/home/sdwan/passwords/keystore.yml (path was set in step 3.2.6) and encrypted with ansible-vault. 
The password for vault will also be generated and saved in 
/home/sdwan/passwords/vault_password.txt. 

Note: Copy the certificates, keystore files, poc_aio.yml and vault password for future use! 

 Clear bash history: 

history -c && history -w 
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 If the Kaspersky SD-WAN installation playbook needs to be run again, the installed containers must 
be removed. 

To remove Kaspersky SD-WAN run the knaas-teardown.yml playbook: 

ansible-playbook -i inventory/generic -e "@/home/sdwan/poc_aio.yml" -e "@inventory/external/images.yml" 
-K knaas/knaas-teardown.yml 
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 Connecting to the Kaspersky SD-WAN management console 

 Login to Kaspersky SD-WAN. 

Login parameters: 

• Orchestrator URL: https://10.0.1.11 

• Default Login and Password: admin / admin. 

Note: If you change the IP plan from 2.2, use the new IP address of the orc1 host. 

 

https://10.0.1.11/
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 Change Administrator password. 

Go to Users. Select Administrator user.  

Click Change password. 

 

Enter new password and click Save. 
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 Logging in to the Zabbix monitoring system and set up configuration 

 Login to the Zabbix. 

To connect to the Zabbix system, open the URL: https://10.0.1.11:85 

Default login/password: Admin / zabbix. 

Note: If you change the IP plan from 2.2, use the new IP address of the orc1 host. 
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 Change Administrator password. 

Click Administration → Users → Admin → Change password. 

 

After entering the new password, click Update to apply the settings.  
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 Add Zabbix Proxy. 

Go to Administration → Proxies, click Create Proxy. 

Enter zabbix-proxy in both the Proxy name and Proxy address fields. 

 

When connecting the proxy to the Zabbix server, encryption is used with the certificates created during 
the system installation. 

Switch to the Encryption tab, check Certificate, and then click Add. 
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 Basic Kaspersky SD-WAN configuration 

 Creating domains and data centers 

The orchestrator manages network and computing resources that may belong to different Domains and 
Data Centers. 

A Domain is a logical group of resources under a single administrative management. 

A Data Center is a logical entity that allows grouping of network and computing resources. 

 Create a domain. 

Click + Domain in Infrastructure menu. 

 

Enter domain Name. 

Click Create. 
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 Create a Data Center. 

Click the + Data center in Infrastructure menu. 

Set data center parameters: 

• Data center Name. 
• VNF URL: https://vnfm-proxy:86 

Click Test Connection (the connection test must be successful) and Create. 

 

  

https://vnfm-proxy:86/
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 Configure a connection to the Zabbix monitoring system. 

Switch to the System → Monitoring. 

Set Zabbix connection parameters: 

• Type: Zabbix. 
• URL: https://zbx-www:8443/api_jsonrpc.php (Zabbix API URL). 
• Login / Password: use the login and password specified in step 3.4.2 (user to connect to the 

Zabbix API with read/write permissions in groups where CPEs are added for monitoring). 
• VNF/PNF Group: VNFGROUP (Zabbix group where VNF/PNF will be added). 

• CPE Group: CPEGROUP (Zabbix group where CPE will be added). 

To connect to the Zabbix server, generate a token by clicking the Generate button. 

Click Test connection, to verify if connection to the Zabbix server is OK (i.e., that the settings are 
correct). 

Click Apply. 

 

  

https://zbx-www:8443/api_jsonrpc.php
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 Configure data center system resources. 

In the main menu on the left side select Infrastructure, then in the resources tree select DC and go to 
the System Resources tab. 

Specify information for connecting to the Zabbix Proxy: 

• Name: zabbix-proxy (must match the name specified in the Zabbix Server settings). 
• IP: 10.50.1.14 (public orc1 IP-address). 

Note: If you change the IP plan from 2.2, use the new IP address of the orc1 host. 

Click Apply. 
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 Add an IP address pool for the management network. 

One or more management IP pools are allocated for each Data center. 

Go to Infrastructure → Domain → DC → IPAM and click the + Subnet 

Specify the management subnet parameters: 

• Name: mgmt. 
• CIDR: 10.11.13.0/24. 

• IP Range: 10.11.13.13 – 10.11.13.253 (to add a new range, click + Add). 

Click Create. 
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 Create the SD-WAN controller PNF descriptor. 

A sample PNF descriptor is located in the installation playbook archive at the following path: 
/home/sdwan/knaas-installer.<release_name>.gbl.amd64_en-US_ru-RU/pnfs/pnf_sdwan_ctl/src 

Run make from the following directory to create the PNF descriptor archive: 

/home/sdwan/knaas-installer.<release_name>.gbl.amd64_en-US_ru-RU/pnfs/pnf_sdwan_ctl/ 

The archive is created in the following path: /home/sdwan/knaas-installer.<release_name>.gbl.amd64_en-
US_ru-RU/pnfs/pnf_sdwan_ctl/build/pnf_sdwan_ctl.2.25.03.0.tar.gz 

 

Copy the descriptor archive from the orc1 host.  
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 Import PNF CTL to Catalog: 

Go to Catalog, click + PNF to add a new PNF package. 

Specify the path and select pnf_sdwan_ctl.2.25.03.0.tar.gz, archive, then click Upload. 

 

Wait for the PNF to be loaded into the catalog. 
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 Set Data center for the PNF. 

Select SD-WAN controller PNF: click Physical Network Function → SD-WAN-CTL-PNF. 

Switch to the DC Placement tab, select DC, click Apply. 

 

 Set the IP address for connection to the controller. 

Switch to the Management IP tab. 

Click + Add to set Flavor Standard. 
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Click + Add again to add the SD-WAN controller IP address. 

Enter the IP address of the gateway from the Docker network knaas_os_man: 10.11.12.1. 

Note: If this network is changed, use a new IP address for the controller connection. 

Click Test Connection (test must be successful). 

Click Save. 
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 SD-WAN instance template configuration 

The SD-WAN Instance template contains parameters for an overlay network. After deploying the SD-
WAN service, it applies to the SD-WAN controller.  

 Configure the default SD-WAN instance template. 

Go to SD-WAN → SD-WAN Instance templates and click the Default SD-WAN template to edit it. 

 

Change the template Name or use the default value. 
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 Configure transport services in the SD-WAN instance template. 

Switch to the Transport Services tab. 

Delete the SD-WAN P2M Data service. 

Data transport service creation is described in section 5. 

Keep only the SD-WAN management tunnel. 

 

 Check the transport service settings for CPE management. 

Click Edit to configure the SD-WAN managementTunnel. 

The default values correspond to the information in the screenshot. 
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 Configure the number of controllers used by the SD-WAN service. 

Switch to the High Availability tab. 

Use default values: 

• Number of controller nodes: 1 (corresponds to the number of controllers in the PoC). 

 

Click Save to apply changes.  
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 Creating an SD-WAN service template 

 Create SD-WAN service template. 

Go to Catalog menu. Click + Template to add a new service template. 

 

Drag and drop the PNF SD-WAN controller into the Designer window (SD-WAN-CTL-PNF). 

Specify the Name of the template (in the example SD-WAN-Demolab-Template) and click Save. 
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 Open the controller in the SD-WAN service template to edit parameters. 

Select SD-WAN-CTL-PNF and click Edit. 

 

Switch to the PNF Settings tab. 

Set the SD-WAN controller Name or use the default value. 

Click Save. 
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 Add the orchestrator root certificate to the PNF of the controller. 

When the controller connects to the orchestrator, certificate validation is performed, so you must add 
the root certificate that was used to sign the orchestrator certificate to the controller. 

During the installation of the SD-WAN management system, the root CA certificate was saved to the file: 

/home/sdwan/ssl/ca/certificate.pem. 

Download a certificate from host orc1, e.g., using WinSCP. 

 

Switch to the CA_certificates tab. 

Add the contents of the root certificate (certificate.pem) to the CA certificate in the plain text (the 
field can be expanded for easier viewing). 
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 Set parameters for connecting the controller to the SD-WAN orchestrator. 

Switch to the Orchestrator tab. 

Enter the IP address of the gateway from the Docker network knaas_os_man (defined in step 3.2.6): 
10.11.12.1. 

Note: If knaas_os_man network is changed, use a new orchestrator IP address. 

 

 Set parameters for connecting the orchestrator and CPE devices to the controller. 

Switch to the CTL1 tab. 

As an internal IP address, use the IP address of the controller container: 10.11.11.97 

As an external IP address, use the public IP address of the controller: 10.50.1.14, this address will be sent 
to the CPE for connection to the controller. On R14 DNAT is configured for ports 6653-6656 for this IP 
address.  

Note: If you change the IP plan from 2.2, use the new public IP address of the orc1 host. 

Click Save in the controller settings.  
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Then click Save in the template settings. 
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 Creating a tenant and deploying an SD-WAN service 

 Create a new tenant. 

Go to Tenants menu. 

Click + Tenant, enter new tenant name (Demolab in the example) and the click + to create a new tenant. 

Note: Do not use "." or special characters in the name. 

In the Catalog section check: Templates and Physical Network Functions. These objects will be 
available for tenant use. 
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 Add tenant administrator (Optionally). 

Create new user with tenant role. 

Go to Users menu. Click + Add. 
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Specify new user parameters: 

• Login. 

• Password. 

• Role: Tenant. 
• Permissions: Full access. 
• First name / Last name. 

Click Create. 
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 Activate a new user. 

Select the user, you want to unblock, then click Unblock. 

 

 Add the user to the previously created tenant. 

Go to Tenants menu. Select the  previously created tenant and click + Edit in Users section. 
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Move user to the Assign users and click Save. 
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 Deploy the SD-WAN network service from the SD-WAN service template. 

Click Connect as Tenant or connect to the SD-WAN orchestrator by the Tenant administrator. 

In the Catalog click + Network service. 

 

In the Templates section, select the previously created SD-WAN template and drag it to the Service 
Builder window. 

Set the Name of the SD-WAN service (SD-WAN-Demolab in the example). 

Click Save. 

Click Deploy. 
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To monitor the deployment status of the service components, click the service configuration button (with 
the gear icon) and select Open log. 

 

The interface displays the service deployment process with detailed status by individual task. 
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Wait until the deployment of the SD-WAN service has finished. In the Network services area, the SD-
WAN service should be marked with a green icon with the status Running. 

 

 Verify SD-WAN Service deployment 

After successful SD-WAN service deployment on the Tenant, it is necessary to make sure that the 
service deployment has been successfully completed  

Connect to the orchestrator as an administrator: repeat 3.3 or return to the previous browser window. 

Go to SD-WAN → SD-WAN Instances. 

A green icon should be displayed in front of the SD-WAN service ID. 
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 Verify controller cluster status. 

Go to Infrastructure → Domain → DC→ Network resources. 

Check the SD-WAN controller status. Cluster status - Degraded means the controller deployed without 
fault tolerance and operates in a single mode. 

 

 Stop the temporary mockpnf container. 

When deploying the SD-WAN service and configuring the controller, the orchestrator connects to the 
controller through the mockpnf-1 container with a temporary password. After the service is deployed, 
the temporary container must be stopped. 

Run the following command on the orc1 host: 

docker stop mockpnf-1 
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 Creating firewall template for SD-WAN gateways 

The SD-WAN firewall template includes parameters that are applied during registration or reboot of the 
device. 

 Create an additional firewall zone for gateways. 

Connect to the tenant self-service portal (PoC uses the tenant Demolab), to do this, click Connect as 
Tenant from the Tenants menu or connect to the SD-WAN orchestrator by the administrator of the 
created tenant. 

Note: When zones and firewall templates are created by an administrator from the administrator portal, 
they will not be available to users with tenant roles. 

To enable SSH access to the CPE console from the orchestrator web interface to work, you must provide 
network connectivity between the orchestrator vnfm-1 container and the CPE IP addresses from the 
management network (mgmt). CPE interfaces on the management network are automatically added to a 
separate P2M transport service that has no connectivity to other networks, including the orchestrator 
subnet. To provide connectivity from the orchestrator to the CPE management addresses, you must 
configure masquerading for the zone which is assigned to the gateway management interfaces, so that 
the IP address of the orchestrator is translated to the gateway management interfaces (mgmt) IP 
addresses. 

It is also possible to configure Source NAT in the firewall template from the IP address of the orchestrator 
to the IP addresses of the mgmt gateway interfaces, the assigned IP addresses can be viewed in 
Infrastructure → DC → IPAM → Usage. 

Go to SD-WAN → Firewall zones. 

Click + Firewall Zone. 

 

Enter the new firewall zone Name: mgmt_gw. 

Check Masquerading. 

When forwarding packets from other zones to the mgmt_gw zone, source network address translation 
(SNAT) is performed to the interface IP address from the mgmt_gw zone. 
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Click Create. 
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 Create a gateway firewall template. 

Go to SD-WAN → Firewall templates. 

Click + Firewall Template. 

 

Enter the firewall template Name: gateway_firewall_template. 

Click Create. 
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 Configure zone forwarding rules for the SD-WAN Gateways firewall template. 

Open the created template.  

Switch to the Zones forwarding tab. 

Create 2 forwarding rules: from zone lan to mgmt and from mgmt to lan. 

Click + Forwarding and select the required zones. 

 

Click Save to save the template settings. 
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 Creating CPE templates for SD-WAN gateways 

The SD-WAN gateway template includes parameters that are applied during registration or reboot of the 
device. 

 Create template for the  vGW-11. 

In this PoC separate CPE templates are used for each SD-WAN gateway. 

Connect to the tenant self-service portal (PoC uses the tenant Demolab), to do this, click Connect as 
Tenant from the Tenants menu or connect to the SD-WAN orchestrator by the administrator of the 
created tenant. 

Note: When CPE templates are created by an administrator from the administrator portal, they will not be 
available to users with tenant roles. 

Go to SD-WAN → CPE templates. 

Click + CPE Template. 

 

Specify vGW-11 template parameters: 

• Name: vGW-11. 

• Type: CPE. 

Click Create. 

 

A separate template will be created for the vGW-12 gateway. 



 

70     |     Kaspersky SD-WAN. Proof of Concept Part 1 

 Set multipathing parameters in the vGW-11 template. 

Open vGW-11 template. 

Switch to Multipathing tab. 

• Use default values: 8/2/10. 
• Disable Multi Weight balancing (paths will be added to the segments regardless of their cost) . 

For more information, please refer to Kaspersky SD-WAN Online Help: 
https://support.kaspersky.com/help/SD-WAN/2.4/en-US/243185.htm 

 

 Set encryption policy in the vGW-11 template. 

Switch to the Encryption tab. 

Set the encryption policy to Enabled. 

 

https://support.kaspersky.com/help/SD-WAN/2.4/en-US/243185.htm
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 Set SD-WAN parameters in the vGW-11 template. 

Switch to SD-WAN → General settings tab. 

Set the IP address to connect to the orchestrator (in the PoC it is orc1 public address, it is also possible to 
use a domain name to connect): 

• Orchestrator IP address /FQDN: 10.50.1.14. 
• Orchestrator port: 443. 
• OpenFlow transport: ssl. 
• Control SD-WAN interface: sdwan0. 

• Change IP-address 192.168.7.1 in Configuration URL to 10.1.3.11 
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 Configure SD-WAN interfaces in the vGW-11 template. 

Switch to SD-WAN → Interfaces tab. 

In this PoC, the SD-WAN gateways has only one external network interface.  

Remove the sdwan1 network interface (click Delete for the sdwan1 interface). 

 

Set sdwan0 network interface parameters. 

Click Edit for the sdwan0 interface. 

Set the IP address for interface tracking. The default gateway IP address or 8.8.8.8 can be used. 

Click Save. 

If no tracking IP is accessible, the SD-WAN gateway or CPE devices will consider the network interface to 
be down and will not create tunnels through it. In this case, the route metric for this interface will be 21. 
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 Set CPE topology role in the vGW-11 template. 

Switch to the Topology tab. 

Set Role to Gateway. 
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 Configure network interfaces in the vGW-11 template. 

Switch to the Network tab. 

Add the following network interfaces (click + Network interface): 

• sdwan0: eth0. 
• lan: eth1. 
• overlay: overlay. 

• nfvmgmt: mgmt. 

Below is a description of the interface parameters. 
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Add the lan network interface with 
following parameters: 

• Alias: lan. 

• Zone: lan. 
• Interface name: eth1. 

• Protocol: Static IPv4 address. 
• IPv4 address: 10.1.3.11/24. 

Click Create. 
 

 

Add the overlay network interface with 
following parameters: 

• Alias: overlay. 

• Zone: lan. 
• Interface name: overlay. 

• Protocol: Static IPv4 address. 
• IPv4 address: 172.16.1.11/24. 

• Check Generate MAC address 
automatically. With this setting, 
the interface's MAC address is 
automatically generated from 
the pool and saved after the 
device is rebooted, which 
eliminates the need to learn 
MAC addresses from 
neighboring devices and speeds 
up the convergence time of 
routing protocols. 

Click Create. 
 

 



 

76     |     Kaspersky SD-WAN. Proof of Concept Part 1 

Add the sdwan0 network interface with 
following parameters: 

• Alias: sdwan0. 

• Zone: wan. 
• Interface name: eth0. 

• Protocol: Static IPv4 address. 
• IPv4 address: 10.1.4.11/24. 
• IPv4 gateway: 10.1.4.1. 
• DNS servers: 8.8.8.8. 

Click Create. 

 

Add the nfvmgmt network interface 
with following parameters: 

• Alias: nfvmgmt. 
• Zone: mgmt_gw. 

• Interface name: mgmt. 
• Check Bridge. 

• Age: 300. 
• Protocol: None. 

• Check Enable automatically. 

This interface is designed to provide 
connectivity between the mgmt 
network on the CPE and the orc1 host 
(required for SSH console operation 
from the orchestrator web interface). 

Click Create. 
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 Configure CFM in the vGW-11 template. 

The Connectivity Fault Management functionality allows detecting unavailable links between CPE devices. 
When CFM is enabled, the CPE device sends Continuity Check Message control packets over its links at 
the specified intervals, and listens for response control packets on opposite-direction links. If response 
control packets do not arrive, the CPE device considers the link unavailable and starts transmitting traffic 
over a randomly selected available link. 

Switch to CFM tab. 

Set the following parameters: 

• CFM: Enabled (enable CFM for all links). 

• Interval: 300 ms (interval for sending control packets). 

 

 Configure monitoring parameters in the vGW-11 template. 

Switch to Monitoring tab. 

Set the following parameters: 

• Monitoring type: Agent. 

• Zabbix template: Linux by Zabbix agent active. 
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 Configure NTP in the vGW-11 template. 

Switch to the NTP tab. 

By default, the NTP client is enabled and pool.ntp.org is used. 
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 Create Prefix List in the vGW-11 template. 

Switch to the Routing filters → Prefix lists tab. 

Click + Prefix List. 

Set Name: dc-net-list. 

Click + Rule. 

Add the following networks: 

• Seq  10  10.0.1.0/24. 

• Seq  20  10.1.1.0/24. 
• Seq  30  10.1.3.0/24. 

• Seq  40  10.11.13.0/24. 

Note: If the mgmt subnet is changed in step 4.1.5, it is necessary to change the subnet to the new one in 
sequence 40. 

 

Click Create. 
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 Create route map in the vGW-11 template. 

Switch to the Routing filters → Route maps tab. 

Click + Route Map. 

Set Name: dc-route-map. 

Click + Rule and set rule parameters. 

• Sequence: 10. 

• Action: Permit. 
• Match Type: Prefix-list. 
• Prefix list: dc-net-list. 

Click Create. 
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 Configure BGP in the vGW-11 template. 

Switch to the BGP menu. 

Set BGP Autonomous System → 65500. 

Click + BGP to add a new BGP instance. 
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Switch to General settings tab. 

• Set the BGP parameters: 

• BGP: Enabled. 

• Router ID: 172.16.1.11 (overlay interface IP address). 
• Maximum Paths: 2. 
• Graceful Restart. 
• Default IPv4 Unicast. 
• BGP Timers: 

• Keepalive: 10. 
• Holdtime: 30. 

Apply Route Map: dc-route-map for Connected routes redistribution. 

. 
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 Configure the BGP peer group to establish BGP neighborship with CPE devices. 

Switch to the BGP → Peer groups tab. 

Click + Peer group. 

Set the peer group parameters: 

• Name: CPE. 
• BGP Range: 172.16.1.0/24 (overlay interface subnet) . 

• Remote AS: 65500. 

 

Switch to the Advanced Settings tab. 

Enable Route Reflector Client. 

 

Click Create. 

 Create BGP neighborships to R13 and  vGW-12 from vGW-11 

Switch to the Neighbors tab and click + BGP Neighbor. 
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Create 2 BGP neighbors.  

Set the BGP neighbor parameters: 

• Name: R13. 
• Neighbor IP: 10.1.3.13. 

• Remote AS: 65613. 

• Name: vGW-12. 
• Neighbor IP: 10.1.3.12. 

• Remote AS: 65500. 

 

Click Save to save BGP instance settings. 

Set Default BGP Instance with VRF: main/254 (Default VRF for BGP instances, used for backward 
compatibility with older CPE versions). 

Click Save to save template settings. 
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 Export the vGW-11 SD-WAN gateway template. 

Select vGW-11 template, go to Information tab, click Export and download template archive. 

 

 Create a template for the vGW-12 gateway. 

Repeat steps  4.6.1 – 4.6.15 with vGW-12 parameters or import the vGW-11 template. To do this create new 
vGW-12 template, then click Import and select: template-vGW-11.tar.gz file. Click Import. 

 

Also, you can Clone vGW-11 template to the vGW-12 template. 
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 Change the imported template for the vGW-12 gateway. 

At the SD-WAN → General settings change IP address to 10.1.3.11 in Configuration URL to 10.1.3.12. 

 

In the Network menu update the interfaces settings: 

• sdwan0 IPv4 address: 10.1.5.12/24. 

• sdwan0 IPv4 gateway: 10.1.5.1. 

• lan IPv4 address: 10.1.3.12/24. 

• overlay IPv4 address: 172.16.1.12/24. 
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Open BGP instance for editing: go to BGP and click Edit for BGP instance.  

 

In the BGP instance change Router ID: 172.16.1.12. 
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At the  Neighbors tab update BGP neighborships configuration: 

Change vGW-12 to vGW-11 (Neighbor IP: 10.1.3.11). 

 

Click Save in the BGP instance, then click Save to save gateway template. 
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 Importing CA certificates for CPE devices 

To prevent MITM (man-in-the-middle) attacks, when communicating with the orchestrator, the CPE 
device checks whether the orchestrator certificate can be trusted. By default, root certificates of public 
certificate authorities are installed on devices. If your orchestrator is using a certificate signed by a public 
certificate authority, you do not need to install an additional certificate on the devices. Otherwise, you 
must add the public root certificate used by the orchestrator on the devices by uploading the certificate 
to the orchestrator web interface.  

For more information, please refer to Kaspersky SD-WAN Online Help: 
https://support.kaspersky.com/help/SD-WAN/2.4/en-US/270629.htm 

 Download root CA from orc1 host. 

During the installation of the SD-WAN management system, the root CA certificate was saved to the file: 

/home/sdwan/ssl/ca/certificate.pem. 

Download a certificate from host orc1, e.g., using WinSCP.

 

https://support.kaspersky.com/help/SD-WAN/2.4/en-US/270629.htm
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 Upload root CA to the orchestrator. 

With administrator user go to the SD-WAN → Certificates. 

Click + Certificate, then select .pem certificate file for upload. 

 

 Verify loaded certificate. 

Click the certificate to view it.  
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 SD-WAN gateways initial configuration 

 Deploy VMs vGW-11 and vGW-12 from CPE vKESR-M2 image(knaas-
cpe.<release_name>.combined.amd64-vkesr-m2.vKESR-M2-esxi.tar.gz). 

 

Virtual machine resources for the vKESR-M2: 

• 4 x CPU. 
• 8 Gb RAM. 
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Assign networks according to the PoC topology in Figure 2: 

• WAN1: DC-EDGE1. 

• LAN1: DC-PERIM. 

• (Optionally) Delete WAN2. 

 

Repeat the previous steps and deploy the vGW-12 virtual machine from the vKESR-M2 image 

 Configure lan network interface 

Open the console to the vGW-11 virtual machine. 

The vi text editor is installed on the SD-WAN gateway: 

• Press the i key to enter edit mode. 

• Press the Esc key to return to command mode. 

• :wq - to save the changes and exit. 

• :q! - to exit without changes. 

Edit the network configuration file: 

vi /etc/config/network 

It is necessary to configure the lan network interface to apply the configuration URL from the mgmt 
workstation. 

Change the IP address of the vGW-11 lan interface according to Table 1 in section 2.2. 
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Change ifname in lan to eth1. 

 

Restart network service: 

/etc/init.d/network restart 

Check the applied settings: 

ip -br a 

 

Repeat previous step to configure lan interface for vGW-12. 

After registration (applying the configuration URL in section 4.9) SD-WAN gateways will receive and 
replace the network settings according to the settings in step 4.6.7. 

Note: You can also apply the configuration URL when deploying gateways from OVF. To obtain URL, you 
must first create a CPE using previously created gateway templates with a random DPID and copy the 
configuration URL (described in section 4.9). When configuring the CPE, you must use default IP address 
for the Configuration URL - 192.168.7.1. After booting, the CPE will appear in the orchestrator with the 
status Unknown. Next, open the CPE, click Register in the Configuration menu, and then configure the 
CPE settings as described in section 4.9. 
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 SD-WAN gateways registration 

 Add vGW-11 device to the orchestrator. 

Go to SD-WAN → CPE. 

Click + CPE. 

Specify vGW-11 device parameters: 

• CPE name: vGW-11. 

• DPID: The device DPID is displayed in the command line of the CPE device. 
• Transport tenant: Demolab (use tenant, created in section 4.4). 

• Customer tenant: Demolab (use tenant, created in section 4.4). 
• CPE template: vGW-11 (gateway template, created in section 4.6). 
• Firewall template: gateway_firewall_template (firewall template, created in section 4.5). 

The CPE device connects to the controller of the SD-WAN instance that has been deployed for the 
transport tenant. The customer tenant can manage the CPE device in its self-service portal. Several 
customer tenants could be added to a single transport tenant. 

Click Next. 
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Set the device location (optionally). 

 

Click Add.  

 Configure vGW-11 gateway with Configuration URL. 

Generate a Configuration URL for device registration. 

Go to SD-WAN → CPE, select vGW-11 and click Get Configuration URL. 
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Copy the URL. 

 

Perform vGW-11 configuration. Open the copied link in browser's address bar (you must have network 
connectivity with the gateways lan interface) to apply settings to the vGW-11. 
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After reboot  the CPE status will change to Registering. 

 

The Service Request tab will appear. New service request will be created for CPE registration. 
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Click the Task ID for registration details. 

 

CPE device will change status to Registered and Connected. 

 

The vGW-11 configuration is complete. 
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 Check the connection of the vGW-11 to the controller. 

On the administrator portal go to the Infrastructure → Domain → DC → Network Resources → SD-
WAN cluster → Management → Configuration menu. 

 

Open Switches menu. 

Check the vGW-11 gateway connection status. The device status should be Connected. 

 

 Register vGW-12. 

Repeat steps 4.9.1 - 4.9.3 for vGW-12. 

The gateways’ connection state should be Connected and the status should be Registered.  

SD-WAN gateways registration is successfully completed. 
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 Verify the establishment of GENEVE tunnels between gateways. 

On the administrator portal go to the Infrastructure → Domain → DC → Network Resources → SD-
WAN cluster → Management → Configuration menu. 

 

Open Switches menu and check the OVS (Open vSwitch) status for SD-WAN gateways 

 

Open Links menu and check the established GENEVE tunnels between SD-WAN gateways. 
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 Viewing the CPE password for SSH connection. 

After the gateways are registered, the orchestrator will change the passwords on the devices. To view 
the new password, go to the SD-WAN → CPE, select the gateway and then click Show password. 
Default user is root. 

 

 Check the operation of the monitoring system. 

Go to the SD-WAN → CPE, select SD-WAN gateway and switch to the Monitoring tab. 

Device statistics will be displayed. 

CPE monitoring data is displayed, it may take a while for the interfaces to be detected by the monitoring 
system and accumulate data for display. 
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 Configuring the Management P2M Service  

CPE devices are automatically added to the system's P2M transport service, which is used for device 
management, specifically the SSH web console. 

 Open P2M service for editing. 

Go to Infrastructure → Domain → DC → Network Resources → SD-WAN cluster → Management → 
Configuration menu. 

 

Open P2M Services menu. 

Select SD-WAN managementTunnel, then click Management → Edit. 

 

Confirm opening of the system service for editing. 
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 Set parameters of management P2M transport service. 

Click Next. 

 

Point-to-Multipoint (E-tree in the MEF classification, hereinafter also referred to as P2M service) is a 
transport service in which traffic is transmitted between multiple service interfaces in accordance with a 
tree topology. To each service interface added to the P2M service, you must assign one of the following 
roles: 

• Root means the service interface can send traffic to service interfaces with any role. 
• Leaf means the service interface can send traffic only to service interfaces with the Root role. 

In PoC, the connectivity between the CPE management network and the orchestrator is provided by 
gateways, so the gateway management service interfaces must be assigned with the Root role. Also, 
without interfaces with the Root role, the P2M transport service will be in the Down state. 
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Change gateways service interface’s role to Root. 

Click Next. 

 

Click Save. 

 

SD-WAN managementTunnel service configuration is completed. 

The service status will change to UP. 
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 Verify SSH console access to the SD-WAN gateway from the orchestrator web interface.  

Go to the CPE and select SD-WAN gateway, then click Open SSH Console 

 

The SD-WAN gateway console opens in the browser tab. 
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 CPEs initial configuration 

 Deploy VM vCPE-3 from CPE vKESR-M1 image (knaas-cpe.<release_name>.combined.amd64-
vkesr-m1.vKESR-M1-esxi.tar.gz). 

 

Virtual machine resources for the vKESR-M1: 

• 2 x CPU. 
• 512 Mb RAM. 
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Assign networks according to the PoC topology in Figure 2. 

The screenshot shows an example for vCPE-3. 

• WAN1: ISP5. 
• WAN2: ISP6. 

• LAN1: cpe3-lan. 

 

Repeat the previous steps and deploy the vCPE-4,vCPE-51,vCPE-52 virtual machine from the vKESR-M1 
image. 

 Configure lan network interface 

Open the console to the CPE virtual machines. 

The vi text editor is installed on the SD-WAN gateway: 

• Press the i key to enter edit mode. 
• Press the Esc key to return to command mode. 
• :wq - to save the changes and exit. 

• :q! - to exit without changes. 

Edit the network configuration file: 

vi /etc/config/network 

It is necessary to configure the lan network interface to apply the configuration URL from the mgmt 
workstation. 

Change the IP address of vCPE's lan interface according to Table 1 in section 2.2. 
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The screenshot shows an example for vCPE-3. 

 

Restart network service: 

/etc/init.d/network restart 

Check the applied settings: 

ip -br a 

 

After registration (applying the configuration URL in step 4.14.2) CPE will receive and replace the network 
settings according to the settings in 4.13.5. 

Note: You can also apply the configuration URL when deploying CPEs from OVF. To obtain URL, you must 
first create a CPE using previously created gateway templates with a random DPID and copy the 
configuration URL (described in step 4.14.2). When configuring the CPE, you must use default IP address 
for the Configuration URL - 192.168.7.1. After booting, the CPE will appear in the orchestrator with the 
status Unknown. Next, open the CPE, click Register in the Configuration menu, and then configure the 
CPE settings as described in step 4.14. 
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 Creating firewall template for CPE devices 

Workstations connected to the CPE must be able to access public networks. This requires creating an 
additional WAN zone with masquerading enabled, and creating a template with configured forwarding 
between the lan zone and the wan zone. 

 Create an additional firewall zone for CPE devices. 

Connect to the tenant self-service portal (PoC uses the tenant Demolab), to do this, click Connect as 
Tenant from the Tenants menu or connect to the SD-WAN orchestrator by the administrator of the 
created tenant. 

Note: When zones and firewall templates are created by an administrator from the administrator portal, 
they will not be available to users with tenant roles. 

Go to SD-WAN > Firewall zones. 

 

Click + Firewall Zone. 

Enter the new firewall zone Name: wan_cpe. 

Check Masquerading. 

Click Create. 
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 Create the CPE firewall template. 

Go to SD-WAN > Firewall templates. 

 

Click + Firewall Template. 

Click the new firewall template Name: cpe_firewall_template. 

Click Create. 

 

Switch to the Zones forwarding tab. 

Create a new forwarding rule from zone lan to wan_cpe. 

Click + Forwarding and select the required zones. 
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Click Save. 
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 Creating CPE devices templates 

 Create the vCPE-3 device template. 

Connect to the tenant self-service portal (PoC uses the tenant Demolab), to do this, click Connect as 
Tenant from the Tenants menu or connect to the SD-WAN orchestrator by the administrator of the 
created tenant. 

Note: When CPE templates are created by an administrator from the administrator portal, they will not be 
available to users with tenant roles. 

Go to SD-WAN > CPE Templates. 

Click + CPE Template. 

Specify vCPE-3 template parameters: 

• Name: vCPE-3 
• Type: CPE 

Click Create. 

 

 Set encryption policy in the vCPE-3 template. 

Go to the Encryption menu. 

Set the encryption policy to Enabled. 
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 Set SD-WAN parameters in the vCPE-3 template. 

Go to SD-WAN → General settings menu. 

Set the IP address to connect to the orchestrator (in the PoC it is orc1 public address, it is also possible to 
use a domain name to connect). 

Set the following parameters: 

• Orchestrator IP/FQDN: 10.50.1.14. 
• Orchestrator Port: 443. 
• Openflow Transport: ssl. 

• Control SD-WAN interface: sdwan0. 
• Change IP-address 192.168.7.1 in Configuration URL to 10.20.3.1 (lan interface IP address). 

 



 

114     |     Kaspersky SD-WAN. Proof of Concept Part 1 

 Set CPE topology role in the vCPE-3 template. 

Go to the Topology menu. 

Set Role to CPE. 
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 Configure network interfaces in the vCPE-3 template. 

Go to the Network menu. 

Add the following network interfaces (click + Network interface): 

• sdwan0: eth0. 
• sdwan1: eth1. 
• lan: eth1. 

• overlay: overlay. 

Below is a description of the interface parameters. 
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Add the lan network interface with 
following parameters: 

• Alias: lan. 

• Zone: lan. 
• Interface name: eth1. 

• Protocol: Static IPv4 address. 
• IPv4 address: 10.20.3.1/24. 

Click Create. 
 

 

Add the overlay network interface with 
following parameters: 

• Alias: overlay. 
• Zone: lan. 
• Interface name: overlay. 

• Protocol: Static IPv4 address 

• IPv4 address: 172.16.1.3/24. 

• Check Generate MAC address 
automatically. With this setting, 
the interface's MAC address is 
automatically generated from 
the pool and saved after the 
device reboots, which prevents 
neighboring devices from 
learning the MAC addresses of 
overlay interfaces and speeds 
up the convergence time of 
routing protocols. 

Click Create. 
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Add the sdwan0 and sdwan1 network 
interfaces: 

• Alias: sdwan0 / sdwan1. 

• Zone: wan_cpe. 
• Interface name: eth0. 

• Protocol: DHCP client. 

Click Create. 

 

 Enable DHCP server on the  lan interfaces. 

You must add a DHCP Server on the interface so that workstations can obtain IP addresses via DHCP. 

Go to the DHCP menu. 

Click + DHCP Server. 
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Set the parameters of the DHCP server: 

• Network interface alias: lan. 

• Type: Server. 

• Start IP (first IP of the DHCP range): 51.  
• Limit (DHCP range size): 50. 
• Lease time: 12 hours. 
• DNS servers: 8.8.8.8. 

Click Create. 
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 Configure CFM in the vCPE-3 template. 

The Connectivity Fault Management functionality allows detecting unavailable links between CPE devices. 
When CFM is enabled, the CPE device sends Continuity Check Message control packets over its links at 
the specified intervals, and listens for response control packets on opposite-direction links. If response 
control packets do not arrive, the CPE device considers the link unavailable and starts transmitting traffic 
over a randomly selected available link. 

Go to the CFM menu. 

Set the following parameters: 

• CFM: Enabled (enable CFM for all links). 

• Interval: 300 ms (interval for sending control packets). 

 

 Configure monitoring parameters in the vCPE-3 template. 

Go to the Monitoring menu. 

Set the following parameters: 

• Monitoring type: Agent. 

• Zabbix template: Linux by Zabbix agent active. 
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 Configure NTP in the vCPE-3 template. 

Go to the NTP menu. 

By default, the NTP client is enabled and pool.ntp.org is used. 

 

 Create Prefix List in the vCPE-3 template. 

Switch to the Routing filters → Prefix lists tab. 

Click + Prefix List. 

Set Name: cpe-lan. 

Click + Rule. 

Add the following prefix: 

• Seq: 10. 

• IP/mask: 10.20.0.0/16. 
• Greater of Equal: 17. 

 

Click Create. 
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 Create route map in the vCPE-3 template. 

Switch to the Routing filters → Route maps tab. 

Click + Route Map. 

Set Name: cpe-route-map . 

Click + Rule and set rule parameters: 

• Sequence: 10. 

• Action: Permit. 
• Match Type: Prefix-list. 
• Prefix list: cpe-lan. 

Click Create. 

 

 Configure BGP in the vCPE-3 template. 

Go to the BGP menu. 

Specify BGP Autonomous System: 65500. 

Click + BGP to add a new BGP instance. 
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Switch to the General settings tab. 

Set the BGP parameters: 

• BGP: Enabled. 
• Router ID: 172.16.1.3 (overlay interface IP address). 

• Maximum Paths: 2. 
• Graceful Restart. 
• Default IPv4 Unicast. 

• BGP Timers. 

• Keepalive: 10. 
• Holdtime: 30. 

Apply Route Map: cpe-route-map for Connected routes redistribution. 
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 Configure BGP neighborships to vGW-11 and vGW-12 from vCPE-3. 

Switch to the Neighbors tab and click + BGP Neighbor 

Create 2 BGP neighbors. Set the BGP neighbor parameters: 

• Name: vGW-11. 
• Neighbor IP: 172.16.1.11. 
• Remote AS: 65500. 

• Name: vGW-12. 
• Neighbor IP: 172.16.1.12. 
• Remote AS: 65500. 

 

Click Save. 

Set Default BGP Instance with VRF: main/254 (default VRF for BGP instances, used for backward 
compatibility with older versions of CPE devices). 

Click Save to save CPE template. 
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 Create CPE device templates for vCPE-4, vCPE-51, and vCPE-52 using cloning. 

Clone the template for vCPE-4, vCPE-51 and vCPE-52 from vCPE-3. 

Open vCPE-3 template, go to the Information menu then click Clone 

Set the new template Name. 

 

Repeat steps 4.13.3 - 4.13.13 for the cloned templates, changing the parameter values to match each CPE 
device according to Table 1. 

Change IP addresses for: 

• Configuration URL. 
• lan interface. 
• overlay interface. 

• BGP Router ID. 

It is also required to add a DHCP server similar to section 4.13.6. 
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 Configure the VRRP on vCPE-51 and vCPE-52 

Kaspersky SD-WAN supports the installation of multiple CPE devices at sites to ensure high availability. 
One of the options to provide high availability is to use the VRRP (Virtual Router Redundancy Protocol).  

 

Figure 4 - CPE redundancy with the VRRP protocol 

For more information, please refer to Kaspersky SD-WAN Online Help: 
https://support.kaspersky.com/help/SD-WAN/2.4/en-US/246585.htm 

Configure VRRP in the vCPE-51 and vCPE-52 templates. 

Open the CPE template and go to the VRRP menu. 

Set the VRRP to Enabled. 

 

Add a new VRRP instance. 

Click + VRRP instance. 

https://support.kaspersky.com/help/SD-WAN/2.4/en-US/246585.htm


 

126     |     Kaspersky SD-WAN. Proof of Concept Part 1 

Set the VRRP instance parameters, then click Create. 

For vCPE-51: 

• Name: vCPE-5. 
• VRID: 5. 

• Network interface: lan. 
• VIP: 10.20.5.1/24. 
• State: Master. 

• Priority: 101. 

For vCPE-52: 

• Name: vCPE-5. 
• VRID: 5. 

• Network interface: lan. 
• VIP: 10.20.5.1/24. 
• State: Backup. 

• Priority: 100. 

 

Click Save in the vCPE-51 and vCPE-52 templates. 
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 Change the address range for the DHCP server and add DHCP option 3 in the vCPE-51 and vCPE-
52 templates. 

The vCPE-51 and vCPE-52 devices are connected to the same subnet where they function as DHCP 
servers for workstations. Therefore, it is required to configure a different IP address range in the DHCP 
server settings to avoid conflicts. It is also required to send a VIP to the workstations as the default 
gateway. 

Open the CPE template, go to the DHCP menu, edit the DHCP server on the lan interface. 

Add IPv4 gateway (DHCP option 3), to send a VIP as the default gateway: 10.20.5.1 

In the vCPE-52 template change the range for vCPE-52, so it won't overlap with vCPE-51 range. 

Set:  

• Start IP: 151. 
• Limit: 50. 
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 CPE device registration 

 Add vCPE-3 device. 

Connect to the tenant self-service portal (PoC uses the tenant Demolab), to do this, click Connect as 
Tenant from the Tenants menu or connect to the SD-WAN orchestrator by the administrator of the 
created tenant. 

Go to SD-WAN → CPE, then click + CPE.. 

Specify the vCPE-3 device parameters: 

• Name: vCPE-3. 
• DPID: The device DPID is displayed in the command line of the CPE device. 

• State: Activated. 
• CPE Template: vCPE-3. 
• Firewall template: cpe_firewall_template. 

Click Next. 
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Optionally set the CPE location, then click Add. 

 

 Complete vCPE-3 activation with a Configuration URL. 

Go to SD-WAN → CPE → Configuration, select vCPE-3 device, then click Get configuration URL. 

 



 

130     |     Kaspersky SD-WAN. Proof of Concept Part 1 

Click Copy. 

 

Open the copied link in a browser (you must have network connectivity with the CPE lan interface). 

The configuration will be applied to the CPE, and the CPE will automatically reboot. 

The configuration URL contains network settings and the CA certificate.  
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After reboot the CPE device state will change to Registering. 

 

The Service Request tab will appear. New service request will be created for CPE registration. 
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Click the Task ID for registration details. 

 

vCPE-3 device will change status to Registered and Connected. 

 

vCPE-3 registration is complete. 
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 Complete registration of vCPE-3, vCPE-4, vCPE-51 and vCPE-52 devices. 

Repeat steps 4.14 - 4.14.2 for other CPE devices. 

Go to SD-WAN → CPE. Devices should be Connected and in Registered status. 

 

 Verify the Management P2M transport service. 

Go to SD-WAN → Infrastructure → SD-WAN cluster → Configuration menu → P2M Services. 

The service should be in the UP state. 

CPE service interfaces are automatically added with a Leaf role. 
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 Verify CPE device connection to the controller. 

Go to Infrastructure → SD-WAN Cluster → Configuration menu → Switches. 

CPE devices should be in a Connected status. 

 

 Verify the establishment of GENEVE tunnels to the gateways. 

Open Links menu and check the established GENEVE tunnels to the gateways. 

Links (GENEVE tunnels) have been established from all CPEs to each gateway from both SD-WAN 
interfaces in two directions. 
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 Traffic management 

 Creating a Layer 2 Multipoint-to-Multipoint (M2M) transport service 

The hub-and-spoke topology is the most commonly used topology within SD-WAN networks. This section 
describes the hub-and-spoke topology, where remote sites are connected to SD-WAN gateways. 

To provide connectivity on top of the established links, an L2 transport service must be created. In this 
PoC Multipoint-to-Multipoint (E-LAN in the MEF classification) service is used.  

M2M is a transport service in which traffic is transmitted between multiple service interfaces without a 
hierarchy. 

 Create service interfaces. 

Go to SD-WAN → Infrastructure → SD-WAN controller → Configuration menu → Service 
Interfaces. 
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Select CPE device, then click + Create. 

Set service interface parameters:  

• OpenFlow port: 2 (ovs-lan). This ovs port is bound to the overlay CPE interface. 
• Type: Access (both tagged and untagged frames will be accepted on the interface). 

Click Create. 

 

Repeat for all CPEs and gateways. 

 Create a L2 M2M transport service. 

Go to Infrastructure → SD-WAN cluster → Configuration menu → M2M Services. 

Click + Create.  
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Enter the service Name and click Next. 

 

In the Service endpoints section, click + Add to the service interfaces created in step 5.1.1. 

Set service endpoints parameters: 

• Switch: select all CPE devices and gateways (in this PoC the M2M transport service is configured 
for all devices). 

• Service interface: Port 2 Access. 
• QoS: Unlimited QoS. 

Click Next. 
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Keep the default values and click Create. 

 

The M2M transport service has been created.  

The service is operational and in the UP state. 
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 Verifying BGP and VRRP protocols on CPEs 

 Verify BGP operation on vCPE-3. 

Go to SD-WAN → CPE → Configuration, select vCPE-3 and click Open SSH Console. SSH session to 
the CPE will open in a new browser tab. It is also possible to connect to the CPE device in a separate SSH 
session. 

 

Note: To view the CPE password select device in SD-WAN → CPE → Configuration and then click 
Show password. Default user is root. 

FRRouting is used for BGP. Start FRR shell: 

vtysh 

Execute the following commands: 

show ip route 

show ip bgp sum 

show run  
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The routing table has routes received via BGP from the CPE. 

BGP sessions to gateways are established. 

 

 Verify BGP operation on vGW-12. 

Connect to the vGW-12 via the SSH console. 

Execute the following command  

ip r 

 

The routing table has routes received via BGP from the CPE. 
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 Verify the connectivity between wst3, wst4, wst5, srv1 and orc1. 

Note: wst3, wst4 and wst5 obtain IP addresses via DHCP from CPE devices. You will need to renew the 
IPv4 addresses on workstations after all CPEs have been configured.. 

Connect to host wst3 using the SSH console.  

Start ping to the IP addresses of hosts wst4, wst5, srv1 and orc1. 

 

The ICMP ping should be successful. 

Repeat the ping from hosts wst4 and wst5. 

 Verify the connection to the WWW server on srv1. 

Enter 10.1.1.11 (srv1 IP address) in the browser on workstation wst3.  

 

The site displays successfully on wst3. 
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 Verify VRRP operation on vCPE-51 and vCPE-52. 

Connect to the vCPE-51 and verify that the CPE has assigned a virtual IP address(10.20.5.1)  to the eth2 
interface: 

ip --br a | grep eth2 

 

Connect to the wst5 host and check connectivity with orc1 or external addresses: 

ping 10.0.1.11 

ping 8.8.8.8 

 

Disable the lan interface (eth2) on vCPE-51: 

ip link set dev eth2 down 

Connect to the vCPE-52.  

Verify that the VRRP has assigned a virtual IP address to the lan interface (eth2) on vCPE-52: 

ip --br a | grep eth2 
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Connect to the wst5 host and check connectivity with orc1 or external addresses: 

ping 10.0.1.11 

ping 8.8.8.8 

 

Restore the settings after the test is completed. 

Enable the lan(eth2) interface on vCPE-51.  

Connect to vCPE-51 via web SSH console and execute: 

ip link set dev eth2 up 

Verify that the virtual IP address has returned on the lan interface (eth2) of vCPE-51 (vCPE-51 will 
become MASTER after a time interval that is determined by the formula:  3 x Advertise interval set 
skew_time (256 - Priority) / 256 )). Example: 5 s + (256-101)/256 = 0.605 

ip --br a | grep eth2 
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 Upgrading the components of the Kaspersky SD-WAN 

Management System 

 Prepare the orchestrator host for SD-WAN upgrade. 

Upload the  knaas-installer.<release_name>.gbl.amd64_en-US_ru-RU.tar.gz archive with new 
container images and installation playbooks to the sdwan user’s home directory on the orc1 host. 

Use the /home/sdwan/poc_aio.yml inventory file with the installation variables, configured in step 3.2.6. 

 Start the Kaspersky SD-WAN upgrade. 

Start the Kaspersky SD-WAN Management System installation process, which will update the Kaspersky 
SD-WAN Management System containers. If the container version is the same as the current one, the 
container will not be changed.  

Note: The vault password file, created in step 3.2.10, must exist on host orc1! 

Set the EULA acceptance parameter: 

export KNAAS_EULA_AGREED="true" 

To start updating Kaspersky SD-WAN components, move to the installation playbooks directory: 

cd knaas-installer.<release_name>.cis.amd64_en-US_ru-RU/ 

Run the installation playbook specifying the path to the vault password file - you will be asked for a 
privilege escalation password: 

Note: : You should check the paths to the installation inventory and the vault password files and change 
them if necessary! 

ansible-playbook -i inventory/generic -e "@/home/sdwan/poc_aio.yml" -e "@inventory/external/images.yml" 
-K --vault-password-file \$HOME/passwords/vault_password.txt knaas/knaas-install.yml 

After launch, wait for the Kaspersky SD-WAN component installation playbook to finish. 

 Clear bash history. 

history -c && history -w 
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Appendix A. Configuration of infrastructure components 

ISP router 

!-------------- 

ISP 

!-------------- 

! 

vi /etc/sysconfig/network-scripts/ifcfg-ens224 

! 

TYPE=Ethernet 

PROXY_METHOD=none 

BROWSER_ONLY=no 

BOOTPROTO=none 

DEFROUTE=yes 

IPV4_FAILURE_FATAL=no 

IPV6INIT=no 

IPV6_AUTOCONF=no 

IPV6_DEFROUTE=no 

IPV6_FAILURE_FATAL=no 

IPV6_ADDR_GEN_MODE=stable-privacy 

NAME= ens224 

DEVICE=ens224 

ONBOOT=yes 

IPADDR=10.50.1.1 

PREFIX=24 

IPV6_PRIVACY=no 

! 

vi /etc/sysconfig/network-scripts/ifcfg-ens255 

TYPE=Ethernet 

PROXY_METHOD=none 

BROWSER_ONLY=no 

BOOTPROTO=none 
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DEFROUTE=yes 

IPV4_FAILURE_FATAL=no 

IPV6INIT=no 

IPV6_AUTOCONF=no 

IPV6_DEFROUTE=no 

IPV6_FAILURE_FATAL=no 

IPV6_ADDR_GEN_MODE=stable-privacy 

NAME=ens255 

DEVICE=ens255 

ONBOOT=yes 

IPADDR=8.8.8.8 

PREFIX=24 

IPV6_PRIVACY=no 

! 

nano /etc/sysconfig/network 

NOZEROCONF=yes 

! 

nano -w /etc/resolv.conf 

nameserver 8.8.8.8 

! 

sysconfig restart network 

! 

#Upgrade packages: 

yum update -y 

yum install -y epel-release 

yum update -y 

! 

#Install and configure NTP: 

yum install ntp ntpdate -y 

timedatectl set-ntp true 

ntpdate ntp.demolab.space 

ntpdate -d ntp.demolab.space 

timedatectl status 



 

Kaspersky SD-WAN. Proof of Concept Part 1     |     147 

! 

nano -w /etc/chrony.conf 

chronyc tracking 

chronyc sourcestats 

! 

nano /etc/sysctl.conf 

net.ipv4.ip_forward=1 

! 

sysctl -w net.ipv4.ip_forward=1 

! 

#Disable SELINUX : 

sed -i s/^SELINUX=.*$/SELINUX=disabled/ /etc/selinux/config 

setenforce 0 

! 

#Disable Firewall: 

systemctl disable firewalld 

systemctl stop firewalld 

systemctl disable NetworkManager 

systemctl stop NetworkManager 

systemctl enable network 

systemctl start network 

! 

#Install iptables: 

yum install iptables-services -y 

systemctl enable iptables 

systemctl start iptables 

! 

#Drop iptables : 

iptables -P INPUT ACCEPT 

iptables -P FORWARD ACCEPT 

iptables -P OUTPUT ACCEPT 

iptables -t nat -F 

iptables -t mangle -F 
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iptables -F 

iptables -X 

! 

iptables -A INPUT -i ens192 -j ACCEPT 

iptables -A INPUT -i ens224 -j ACCEPT 

iptables -A INPUT -i ens256 -j ACCEPT 

iptables -A INPUT -i ens225 -j ACCEPT 

iptables -A INPUT -i ens257 -j ACCEPT 

iptables -A INPUT -i ens162 -j ACCEPT 

iptables -A INPUT -i ens194 -j ACCEPT 

! 

iptables -A FORWARD -i ens192 -j ACCEPT 

iptables -A FORWARD -i ens224 -j ACCEPT 

iptables -A FORWARD -i ens256 -j ACCEPT 

iptables -A FORWARD -i ens225 -j ACCEPT 

iptables -A FORWARD -i ens257 -j ACCEPT 

iptables -A FORWARD -i ens162 -j ACCEPT 

iptables -A FORWARD -i ens194 -j ACCEPT 

! 

#Save iptables settings: 

service iptables save 

! 

#Display iptables settings: 

iptables -L -n -v! 

yum install nano net-tools bind-utils tcpdump traceroute -y 

! 

DHCP 

! 

yum install dhcp 

nano -w /etc/dhcp/dhcpd.conf 

! 

subnet 10.50.5.0 netmask 255.255.255.0 { 

  range 10.50.5.3 10.50.5.253; 
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  option domain-name-servers 8.8.8.8; 

  option domain-name "demolab.space"; 

  option routers 10.50.5.1; 

  option broadcast-address 10.50.5.255; 

  default-lease-time 600; 

  max-lease-time 7200; 

} 

 

subnet 10.50.6.0 netmask 255.255.255.0 { 

  range 10.50.6.3 10.50.6.253; 

  option domain-name-servers 8.8.8.8; 

  option domain-name "demolab.space"; 

  option routers 10.50.6.1; 

  option broadcast-address 10.50.6.255; 

  default-lease-time 600; 

  max-lease-time 7200; 

} 

 

subnet 10.50.7.0 netmask 255.255.255.0 { 

  range 10.50.7.3 10.50.7.253; 

  option domain-name-servers 8.8.8.8; 

  option domain-name "demolab.space"; 

  option routers 10.50.7.1; 

  option broadcast-address 10.50.7.255; 

  default-lease-time 600; 

  max-lease-time 7200; 

} 

 

subnet 10.50.8.0 netmask 255.255.255.0 { 

  range 10.50.8.3 10.50.8.253; 

  option domain-name-servers 8.8.8.8; 

  option domain-name "demolab.space"; 

  option routers 10.50.8.1; 
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  option broadcast-address 10.50.8.255; 

  default-lease-time 600; 

  max-lease-time 7200; 

} 

! 

#Check DHCP configuration: 

dhcpd -t -cf /etc/dhcp/dhcpd.conf 

! 

#Enable dhcpd: 

systemctl enable dhcpd 

#Star DHCPD: 

systemctl start dhcpd 

! 

#DHCP must be enabled to specific interfaces. 

nano -w /etc/sysconfig/dhcpd 

#Add interfaces: 

DHCPDARGS=ens225,ens257,ens162,ens194 

! 

#Restart dhcpd: 

systemctl restart dhcpd 

!restart dhcpd 

cat /var/lib/dhcpd/dhcpd.leases 

! 
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R13 router 

Note: If you change the mgmt subnet in step 4.1.5, you need to change the gateway IP addresses in the 
routes to the new ones. 
 
#Drop iptables: 

iptables -P INPUT ACCEPT 

iptables -P FORWARD ACCEPT 

iptables -P OUTPUT ACCEPT 

iptables -t nat -F 

iptables -t mangle -F 

iptables -F 

iptables -X 

! 

iptables -A FORWARD -j ACCEPT 

iptables -A INPUT -j ACCEPT 

! 

service iptables save 

iptables -L -n -v 

! 

# yum install -y https://github.com/FRRouting/frr/releases/download/frr-5.0.1/frr-5.0.1-
2018070501.el7.centos.x86_64.rpm 

# nano -w /etc/frr/daemons 

! 

zebra=yes 

bgpd=yes 

1 

# systemctl enable frr && systemctl start frr 

# systemctl status frr 

# vtysh 

! 

conf t 

! 

router bgp 65613 

bgp router-id 10.1.3.13 
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bgp log-neighbor-changes 

timers bgp 10 30 

neighbor 10.1.3.11 remote-as 65500 

neighbor 10.1.3.12 remote-as 65500 

address-family ipv4 unicast 

redistribute connected 

exit-address-family 

! 

end 

write 

!  
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R14 router 

Note: If you change IP plan in 2.4, you must use the new host IP address orc1 and the public IP address 
(replace 10.0.1.11 and 10.50.1.14). 
 
#Drop iptables: 

iptables -P INPUT ACCEPT 

iptables -P FORWARD ACCEPT 

iptables -P OUTPUT ACCEPT 

iptables -t nat -F 

iptables -t mangle -F 

iptables -F 

iptables -X 

! 

# Create an iptables rule to allow forwarding between the internal (ens224) and  

# external (ens192) interfaces: 

iptables -A FORWARD -i ens224 -o ens192 -j ACCEPT 

! 

#Allow to forward packers only for established sessions. 

# 

iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT 

! 

# SNAT configuration 

iptables -t nat -A POSTROUTING -s 10.1.1.0/24 -o ens192 -j SNAT --to-source 10.50.1.14 

iptables -t nat -A POSTROUTING -s 10.1.3.0/24 -o ens192 -j SNAT --to-source 10.50.1.14 

iptables -t nat -A POSTROUTING -s 10.0.1.0/24 -o ens192 -j SNAT --to-source 10.50.1.14 

! 

# DNAT configuration 

iptables -A FORWARD -i ens192 -o ens224 -j ACCEPT 

iptables -t nat -A PREROUTING -p tcp --dport 443 -i ens192 -j DNAT --to-destination 10.0.1.11 

iptables -t nat -A PREROUTING -p tcp --dport 6653 -i ens192 -j DNAT --to-destination 10.0.1.11 

iptables -t nat -A PREROUTING -p tcp --dport 6654 -i ens192 -j DNAT --to-destination 10.0.1.11 

iptables -t nat -A PREROUTING -p tcp --dport 6655 -i ens192 -j DNAT --to-destination 10.0.1.11 

iptables -t nat -A PREROUTING -p tcp --dport 6656 -i ens192 -j DNAT --to-destination 10.0.1.11 
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iptables -t nat -A PREROUTING -p tcp --dport 10051 -i ens192 -j DNAT --to-destination 10.0.1.11 

! 

service iptables save 

iptables -L -n -v 

iptables -t nat -L -n -v   
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R11 router 

#Drop iptables: 

iptables -P INPUT ACCEPT 

iptables -P FORWARD ACCEPT 

iptables -P OUTPUT ACCEPT 

iptables -t nat -F 

iptables -t mangle -F 

iptables -F 

iptables -X 

! 

# Create an iptables rule to allow forwarding between the internal (ens224)  

# and external (ens192) interfaces: 

iptables -A FORWARD -i ens224 -o ens192 -j ACCEPT 

! 

# Allow to forward packers only for established sessions. 

iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT 

! 

# SNAT configuration: 

iptables -t nat -A POSTROUTING -s 10.1.4.0/24 -o ens192 -j SNAT --to-source 10.50.1.11 

! 

# DNAT configuration: 

iptables -A FORWARD -i ens192 -o ens224 -j ACCEPT 

iptables -t nat -A PREROUTING -p udp --dport 4800 -i ens192 -j DNAT --to-destination 10.1.4.11 

! 

service iptables save 

iptables -L -n -v 

iptables -t nat -L -n -v 
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R12 router 

#Drop iptables: 

iptables -P INPUT ACCEPT 

iptables -P FORWARD ACCEPT 

iptables -P OUTPUT ACCEPT 

iptables -t nat -F 

iptables -t mangle -F 

iptables -F 

iptables -X 

# Create an iptables rule to allow forwarding between the internal (ens224)  

# and external (ens192) interfaces: 

iptables -A FORWARD -i ens224 -o ens192 -j ACCEPT 

# Allow to forward packers only for established sessions. 

iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT 

# SNAT configuration: 

iptables -t nat -A POSTROUTING -s 10.1.5.0/24 -o ens192 -j SNAT --to-source 10.50.2.12 

# DNAT configuration: 

iptables -A FORWARD -i ens192 -o ens224 -j ACCEPT 

iptables -t nat -A PREROUTING -p udp --dport 4800 -i ens192 -j DNAT --to-destination 10.1.5.12 

service iptables save 

iptables -L -n -v 

iptables -t nat -L -n -v 

 

 

 

 



 

 

 

Appendix B. Acceptance test plan 

Note: All tests must be performed sequentially. 
 

N Test  
PoC 
item 

Description Expected result 
Actual result, 

comments 

Basic orchestrator setup 

1 1
.
1 

Authentication in the 
orchestrator web 
interface 

3.3 1. Open the URL of the orchestrator's web interface in a 
browser. 

2. Enter the system administrator credentials and click 
Login. 

1. Authentication is successful. The 
Dashboard section opens. 

 

2 1
.
2 

Change the user 
password 

3.3.2 1. In the orchestrator web interface go to the Users menu. 
2. Select Administrator user. 
3. Click Management → Change password, enter new 

password and click Save. 

1. The password for the admin user has 
been successfully changed. 

 

3 1
.
3 

Verification of the 
created domain. 

4.1.1 1. In the orchestrator web interface go to the 
Infrastructure menu. 

2. Select Domain in the Resources section. 

1. The domain is displayed in the 
resource list. 

 

4 1
.
4 

Verification of the 
created data center. 

4.1.2 1. In the orchestrator web interface go to the 
Infrastructure menu. 

2. Select Data center in the Resources section. 

1. The data center is displayed in the 
resource list. 

 

5 1
.
5 

Connection to the 
Zabbix monitoring 
system 

4.1.3 1. In the orchestrator web interface go to the System → 
Monitoring menu. 

2. Click Test connection. 

1. The connection was successfully 
configured and the connection test 
was successful. 

 

6 1
.
6 

Verification of the 
Zabbix Proxy 
settings. 

4.1.4 1. In the orchestrator web interface go to the 
Infrastructure → System resources menu. 

2. Check Zabbix proxy settings. 

1. The configured Zabbix proxy settings 
are displayed in the orchestrator 
interface. 
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N Test  
PoC 
item 

Description Expected result 
Actual result, 

comments 

7 1
.
7 

Verify the created IP 
address pool for the 
management 
network. 

4.1.5 1. In the orchestrator web interface go to the 
Infrastructure → IPAM menu. 

2. Verify the management network pool created during PoC 
execution. 

1. The added IP address pool is displayed 
in the subnet list. 

 

8 1
.
8 

Verification of the 
PNF controller 
descriptor settings. 

4.1.7-
4.1.9 

1. In the orchestrator web interface go to the Catalog menu. 
2. In the Physical network functions section, find the 

added PNF controller descriptor 
3. Check that the parameters in the tabs match the settings 

made during PoC execution. 

1. The controller descriptor was added 
successfully. 

 

9 1
.
9 

Verification of the 
SD-WAN service 
template. 

4.3 1. In the orchestrator web interface go to the Catalog menu. 
2. In the Templates section, find the created SD-WAN 

service template.  
3. Verify that the parameters in the tabs match the settings 

made during PoC. 

1. The SD-WAN service template is 
created and added to Orchestrator. 

 

10  Verification of the 
created Tenant. 

4.4.1 1. In the orchestrator web interface go to the Tenants menu. 
2. Check tenants. 

2. The created tenant is successfully 
displayed in the Tenants section. 

 

11 1
.
1
1 

Adding a user to 
tenant. 

4.4.4 1. In the orchestrator web interface go to Tenants menu. 
2. Select the tenant created during the PoC. 
3. Verify the added users in the Users section of the tenant. 

1. The user has been successfully added 
to the tenant and is displayed in the 
Users section of the tenant. 

 

12 1
.
1
2 

Verification of the 
deployed SD-WAN 
service. 

4.4.5 1. In the orchestrator web interface go to the SD-WAN → 
SD-WAN instances menu. 

2. Find the SD-WAN service deployed during the PoC 
execution. 

1. SD-WAN service deployment has 
been deployed: a green indicator is 
displayed in the orchestrator's web 
interface for the deployed service. 

 

13 1
.
1
3 

Verification of the 
CA certificate for 
CPE devices. 

4.7 1. In the orchestrator web interface go to the SD-WAN → 
Certificates menu. 

2. View the uploaded certificates. 

1. The added CA certificate is displayed 
in the orchestrator's web interface. 
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N Test  
PoC 
item 

Description Expected result 
Actual result, 

comments 

CPE devices operations  

14 2
.
1 

Verification of SD-
WAN gateway 
templates 

4.6 1. In the orchestrator web interface go to the SD-WAN → 
CPE templates menu. 

2. Check SD-WAN gateways templates. 

1. The SD-WAN gateway templates 
are displayed in the orchestrator 
with configurations corresponding 
to the PoC. 

 

15 2
.
2 

Verification of CPE 
devices templates. 

4.13 1. In the orchestrator web interface go to the SD-WAN → 
CPE templates menu. 

2. Check SD-WAN CPE devices templates. 

1. The SD-WAN CPE devices 
templates are displayed in the 
orchestrator with configurations 
corresponding to the PoC. 

 

16 2
.
3 

Verification of 
firewall zones. 

4.5.1, 
4.12.1 

1. In the orchestrator web interface go to the SD-WAN → 
Firewall zones menu. 

2. Check firewall zones. 

1. The added zones are displayed in 
the orchestrator 

 

17 2
.
4 

Verification of 
firewall templates. 

4.5, 4.12 1. In the orchestrator web interface go to the SD-WAN → 
Firewall templates menu. 

2. Check firewall templates. 

1. The firewall templates are 
displayed in the orchestrator with 
configurations corresponding to 
the PoC. 

 

18 2
.
5 

Verification of SD-
WAN gateway 
connectivity. 

4.9- 
4.9.4 

1. In the orchestrator web interface go to the SD-WAN → 
CPE menu. 

2. Check SD-WAN gateways state. 

1. SD-WAN gateways have been 
successfully added to the 
orchestrator and are in the 
Registered state.. 

 

19 2
.
6 

Verification of the 
management 
transport service. 

4.10 1. In the orchestrator web interface go to the 
Infrastructure → SD-WAN Cluster → Configuration 
menu → P2M services. 

2. In the displayed menu check SD-WAN 
managementTunnel service. 

1. SD-WAN managementTunnel 
services is in UP state. 
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N Test  
PoC 
item 

Description Expected result 
Actual result, 

comments 

20 2
.
7 

Verification of CPE 
device connectivity. 

4.14 1. In the orchestrator web interface go to the SD-WAN → 
CPE menu. 

2. Check CPE devices state. 

1. CPE devices have been 
successfully added to the 
orchestrator and are in the 
Registered state.. 

 

21 2
.
8 

Access to the CPE 
CLI console from the 
orchestrator web 
interface. 

4.10.3 1. In the orchestrator web interface go to the SD-WAN → 
CPE menu. 

2. Select vCPE-3. 
3. In the Configuration menu click Open SSH console  
4. Repeat for all CPE devices and SD-WAN gateways. 

1. The CPE CLI console opens 
successfully from the 
Orchestrator web interface. 

 

22 2
.
9 

Verification of the 
monitoring 
operation. 

4.9.7 1. In the orchestrator web interface go to the SD-WAN → 
CPE menu. 

2. Select vCPE-3. 
3. Go to Monitoring and sequentially select the data to 

display in the selector. 
4. Repeat for all CPE devices and SD-WAN gateways. 

1. The monitoring subsystem is 
running, and the Orchestrator web 
interface is successfully displaying 
statistics for CPEs. 

 

23 2
.
1
0 

Verification of 
automatic link 
creation between 
gateways and CPE 
devices. 

4.9.5, 
4.14.6 

1. In the orchestrator web interface go to Infrastructure → 
SD-WAN Cluster → Configuration menu → Links menu. 

2. View the displayed list of established links. 

1. GENEVE tunnels have been 
successfully established between 
SD-WAN gateways and CPEs. 
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N Test 
PoC 
item 

Description Expected result 
Actual result, 

comments 

Transport services operation 

24 3
.
1 

Verification of the 
created service 
interfaces. 

5.1.1 1. In the orchestrator web interface go to Infrastructure → 
SD-WAN cluster → Configuration menu → Service 
Interfaces. 

2. Select vCPE-3 and port 2 (ovs-lan) to view CPEs service 
interfaces. Find service interfaces with access type. 

3. Repeat for all CPE devices and SD-WAN gateways. 

1. Service interfaces for CPE and 
SD-WAN gateway devices were 
successfully created. 

 

25 3
.
2 

Verification of the 
M2M transport 
service. 

5.1.2 1. In the orchestrator web interface go to Infrastructure → 
SD-WAN cluster → Configuration menu → M2M 
services. 

2. In the displayed menu, find the M2M transport service. 

1. M2M transport service has been 
successfully created and is in the 
UP state. 
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