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Ucnonb3oBaHue OpenAPIl Kaspersky
Security Center

B aTo1 cTaTbe onncaHbl BO3MOXHOCTW npumeHeHns metogoB OpenAP| Kaspersky Security
Center ona aBTomaTM3auum npoueayp passepTbiBaHUSA Y MCNONb30BaHUS Nporpammbl
Kaspersky Security ans supTyaneHbix cpef, 5.1 Jlerkuii areHT B pexxume multitenancy.

MoapobHoe onucanune yHkumin OpenAPI Kaspersky Security Center HaxoguTtcs B dhawne
kscopenapi.chm, koTopbIvi pacnonoxeH B nanke yctaHoBkn Kaspersky Security Center, nanka
ycTaHoBkM no ymonyaHuio C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security Center.
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CueHapuu ncnonb3oBaHusa OpenAPIl Kaspersky
Security Center

MepemelleHne BUPTYyanbHOW MallMHbI HA BUPTYarbHbIN
CepBep agmuHucTpupoBaHus Kaspersky Security Center

Mpoueaypa No3eonsieT nepemellaTb Ha BUPTYyasnbHbIi CepBep agMUHUCTPUPOBaHUS
BMPTYasibHble MalUWHbI, 4151 KOTOPbIX BbIMOJIHSATCA crieaytoLime YCroBus:

e Ha BupTyanbHOM MalimHe ycTaHoBneH AreHT agmuHucTpupoBaHusa Kaspersky Security
Center, B napameTpax KOTOpOro 3agaH agpec rnasHoro Cepsepa agMUHUCTPUPOBAHNS.

e BupTyanbHoi malnHe NpUCBOEH YHUKanbHbIM MAEHTUMUKATOP.

e BwupTyanbHas malwmHa HaxoguTcsa Ha rmaBsHoM CepBepe agMuHUCTpupoBaHusa Kaspersky
Security Center (Hanpumep, B rpynne HepacnpegeneHHsle yCcTponcTsea).

YT106bl NepeMecTuTb BUPTYanbHYO MalLVMHY Ha BUPTYyanbHbln CepBep agMUHUCTPUPOBAaHKNS
Kaspersky Security Center, Hy)kHO BbINOMHUTbL CrieayoLmMe OENCTBUSA:

1. AsTtopusoBaTtbcs Ha rnaBHoM Cepsepe agmuHuctpupoBaHusa Kaspersky Security Center,
ncnonb3ys meToq Login.

2. [MonyunTb CNMCOK BMPTYyarbHbIX MalvH Bbi3oBOM MeToaa HostGroup.FindHosts ¢ nonamu:

e KLHST_WKS_DN — otobpakaemoe ums BUPTyarbHOW MaLlWHbI.
e KLHST_WKS_HOSTNAME — yHUKanbHbIn naeHTUdMKaTOp BUPTYanbHOM MaLUUHbI.
e KLHST_WKS_IP_LONG - IP-agpec BUpTyanbHON MaLLMHbI.

3. B nony4yeHHOM CnNUCKe HaAWTW HYXXHYIO BUPTYyarbHYyt0 MawunHy no IP-agpecy B none
KLHST_WKS_IP_LONG 1 3anoMHutb 3Ha4yeHue nonenn KLHST _WKS_ DN u
KLHST_WKS_HOSTNAME.

4. ABTOpU3oBaTbCs Ha BUpPTyansHoM CepBepe agMUHUCTPUPOBAHWS, UCMONb3ysa MeTo Login-
VirtualServer.

5. CosgaTtb Ha BupTyansHoMm CepBepe agMunHucTpupoBaHusa Kaspersky Security Center
3agavy CmeHbl CepBepa agMMHUCTPUPOBAHMA U 3aNoMHUTL ee ngeHtudumkartop taskid:

a. B none NewKscServerAddress ykasaTb CTPOKY BUAa
MainKscServerAddress/VirtualServerName.

b. TlpuceonTb 3HaYeHus, nony4veHHble Ha ware 3: HostDispName =
KLHST_WKS_DN n HostName = KLHST_WKS_HOSTNAME.

c. YkasaTb oTobpaxaemoe Ha3BaHue 3agaun B none DisplayName.

6. 3anyctutb 3agavy, ykasas ee naeHtudukatop taskld, nonyyeHHbln Ha NpeablayLlem ware.

7. [HoxpaTtbcs 3aBeplLUeHUs 3agaqn.

PacnpocTpaHeHue MHCTaNNsILMOHHOIO NnakeTa Ha
BUpPTyanbHbin CepBep agMUHUCTPUPOBaAHUA

YT106bl pacnpoCTpaHUTb MHCTaANNSAUMOHHBIN NakeT Ha BUPTYyanbHbln CepBep
aAMWHUCTPUPOBAHWS, HYXHO BbIMOMHUTL crefyoLwme 4eNCTBUS:

1. Wcnonb3ys metop PackagesApi.GetPackages, HanTu ngeHtndukatTop naketa
KLPKG_NPI_PKGID ans nporpammel KLPKG_NPI_PRODUCT_NAME u Bepcuu
KLPKG_NPI_PRODUCT_VERSION.

2. Wcnonbsys metopa VServers.GetVServers, Hantn naeHtudukatop BuptyansHoro Cepeepa
aamunHuctpupoBaHua KLVSRV_ID, cooteeTtcTBytoLwero umedn KLVSRV_DN.
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3anycTuTb pacnpocTpaHeHne nakeTa Ha BupTyanbHbi CepBep aaMUHUCTPUPOBAHUS,
ucnonb3ysa metoq PackagesApi.RetranslateToVServerAsync. B pesynbTate Bo3BpaliaeTcs
naeHTNrKaTop aCUHXPOHHOM onepauun.

lMpoBeEpPUTL COCTOSIHME aCUHXPOHHOW onepauun No ee MAEHTUMUKATOPY, NONTYYEHHOMY Ha
npegblaywem ware, BbiaoBom AsyncActionStateChecker.CheckActionState.

YcTaHOBKa nporpamMmmMbl Ha BUpPTyalribHYHO MalUUHY

Mpoueaypa No3BosseT yaaneHHo ycTaHaBMBaTh NporpaMMy Ha BUPTYaribHY MallvHy, ecrni
BbIMOJHSOTCA creaytoLime YCrnoBus:

e Ha BupTyanbHon mawmnHe yctaHoBreH AreHT agMnHucTpupoBaHmsa Kaspersky Security
Center.

e BwptyanbHasa mawwnHa BugHa Ha BupTyanbHoMm CepBepe aaMUHUCTPUPOBaHUS
(Hanpumep, B rpynne HepacnpegeneHHble yCTPOWCTBA).

e Ha BupTtyansHom CepBepe agMUHUCTPUPOBAHUS UMEKTCS MHCTANMMSALMOHHbIE NaKeThl
AreHTa agMuHucTpupoBaHus u Kaspersky Security ons BuptyanbHbix cpea 5.1 Jlerkuia
areHT. Ecnu nakeToB HET, BaM HY>KHO NpeABapuTENbHO UX CO34aTb UK Nepeaatb KX Ha
HY>KHbIW BUPTYanbHbIi CepBep.

YT06bI ycTaHOBUTE Nporpammy Kaspersky Security ans BuptyaneHbix cpeg 5.1 Jlerkun arenT,
HY>XHO BbINONHWUTL CneayoLime enCTBUS:

1.

AsTOpmn3oBaTbCa Ha CepBepe agMUHUCTPUPOBaHUS, Ha KOTOPOM ByAeT 3anyckaTbes
3agava yganeHHon ycTaHOBKM nporpammebl. [na asTopmsauun Ha rmasHom Cepsepe
agMUHUCTPUPOBaHNS Mcnonb3yeTcd MmeToq Login, Ana asTopmsauumn Ha BUPTyanbHOM
CepBepe agMUHUCTPUPOBaHWA ncnonb3dyetcs metog Login-VirtualServer.

Mony4nTb CNNCOK BUPTYasibHbIX MalUVH Bbi3oBOM MeToda HostGroup.FindHosts ¢ nonsmu:

e KLHST_WKS DN — oTo6paxaemoe UMsi BUPTyarnbHON MaLLUUHbI.
e KLHST_WKS_HOSTNAME — yHUKanbHbIn naeHTUdMKaTOpP BUPTYanbHOM MaLUHbI.
e KLHST_WKS_IP_LONG - IP agpec BupTyansHon MaLuunHbl.

B nonyyeHHOM cnvcke HaWTU HYXHYIO BUPTYyarbHY0 MawuHy no IP-agpecy B none
KLHST_WKS_IP_LONG u 3anomHuTb 3Ha4eHue nonen KLHST_WKS_DN u
KLHST_WKS_HOSTNAME.

Ucnonb3ya meton PackagesApi.GetPackages, HanTu naeHTudukaTop MHCTannsaUMOHHOro
naketa KLPKG_NPI_PKGID gna AreHta agMUHUCTPUPOBaHUS
KLPKG_NPI_PRODUCT_NAME = 1103 n Bepcun KLPKG_NPI_PRODUCT_VERSION =
1.0.0.0 (cm Tabnuuy Packageslds).

Ucnonb3ya meton PackagesApi.GetPackages, HanTn ngeHTndmkaTop MHCTanMNsLMOHHOIO
naketa KLPKG_NPI_PKGID gnsa nporpammbl Kaspersky Security ons BupTyanbsHbIX cpej
5.1 llerkmuin areHTt KLPKG_NPI_PRODUCT_NAME = KSVLA 1 Bepcun
KLPKG_NPI_PRODUCT_VERSION = 5.1.0.0 (cm Tabnuuy Packageslds).

Mcnonb3ya meton HostGroup.FindGroups nnu HostGroup.GroupldGroups, ykasaTtb rpynny
aAMUHUCTPUPOBAHNS, B KOTOPYIO HAA0 NEPEMECTUTL BUPTYaribHY0 MallvHy nocne
YCTaHOBKW MporpamMmbl.

CospgaTb 3agayy yoaneHHON yCTaHOBKM M 3aMOMHUTL ee naeHTudunkaTop taskld:

a. [puceontb KINagentPackageld 3HavyeHne KLPKG_NPI_PKGID, nonyyeHHoe Ha
ware 4.

b. Tpuceontb ProductPackageld 3HayeHne KLPKG_NPI_PKGID, nony4yeHHoe Ha
ware 5.

c. [NNpuceBoutb 3HaYeHUs, Nony4eHHble Ha ware 3: HostDispName =
KLHST_WKS_DN n HostName = KLHST_WKS_HOSTNAME.
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d. Ykasatb B nonsax HostOsUserLogin n HostOsUserPassword nvsa nonb3oBarens
1 Naposb nofib3oBaTtend, OT UMEHU KOTOPOIro 6y,u,eT BbINONMHATLCA YCTaHOBKa.

e. Ykasatb B none GroupToMoveHostld, rpynny aaMMHUCTPUPOBaHUS, B KOTOPYHO
HY>XHO MEePEMECTUTb BUPTYaribHYO MaLUWHY, NOMYyYEHHYIO Ha Lware 6.

f. Ykasatb oToGpaxaemoe HasBaHue 3agadv B none DisplayName.

8. 3anyctutb 3agavy, ykasaB ee ngeHtudumkaTop taskld, nonyyeHHbIi Ha npeapiayLlem Lware.

9. [oxpoaTtbcsa 3aBeplUeHns 3aaa4dn.

YaaneHue nporpammbl C BMpTyaHbHOﬁ MalUUHbI

Yto6bl yoanutb nporpammy Kaspersky Security ons BuptyanbHbix cpef 5.1 Jlerkuii areHT ¢
nomMoLlbo AreHTa agMUHUCTPUPOBAHUS, HY)XKHO BbINOMHUTL Crieayowmne AencTBUS:

1. AsTopu3oBaTbcs Ha CepBepe agMUHUCTPMPOBaHUS, Ha KOTOPOM ByAeT 3anyckaTbes
3agava yganeHHom yCcTaHOBKM nporpammel. Ans asTopmusauun Ha rmasHom Cepsepe
agMUHUCTPMPOBAaHNS MCNonb3yeTcs MeTog Login, Ana asTopmsauumn Ha BUPTyanbHOM
CepBepe agMMHUCTPUPOBaHMA Ucnonb3yeTca metoq Login-VirtualServer.

2. [MlonyunTb CNMCOK BMPTYanbHbIX MaWwWuH BbI30oBOM MeToaa HostGroup.FindHosts ¢ nonamu:

e KLHST_WKS_DN — otobpakaemoe ums BUPTyarbHOW MalUVHbI.
e KLHST_WKS_HOSTNAME — yHUKanbHbIn nOeHTUOMKATOP BUPTYanNbHON MaLUUHbI.
e KLHST_WKS_IP_LONG - IP agpec BupTyanbHON MaLUUHbI.

3. B nony4yeHHOM CnNMCKe HaAWTW HYXXHYIO BUPTYyarbHYyt0 MawuHy no IP-agpecy B none
KLHST_WKS_IP_LONG 1 3anoMHutb 3Ha4yeHue nonenn KLHST _WKS_DN un
KLHST_WKS_HOSTNAME.

4. CospgaTb 3agavy yaaneHHom AenHCTannsaumm nu 3aanoMmHaem ee I/Iﬂ,eHTVIq}VIKaTOp taskld

a. [lpuceonTb 3HaveHwus, nony4veHHble Ha ware 3: HostDispName =
KLHST_WKS_DN u HostName = KLHST_WKS_HOSTNAME.

b. Ykasatb B nonsax HostOsUserLogin n HostOsUserPassword nmsi nonb3oBaTens
1 naporb Nnonb3oBaTensi, OT UMEHWN KOTOPOro ByAeT BbINOMHATLCS yaaneHue
nporpammsi.

c. YkasaTtb nHcopmaumio o6 ygansemon nporpaMMme 1 ee Bepcun B Nonsx
ProductName (Hanpumep, KSVLA) n ProductVersion (Hanpumep, 5.1.0.0).

d. YkasaTtb oTobpaxaemoe Ha3BaHue 3agauqn B none DisplayName.

5. 3anyctutb 3agavy, ykasas ee ngeHtudukatop taskld, nonyyeHHbln Ha NpeablayLiem ware.

6. [JoxagaTbcs 3aBepLueHns 3agayun.

YpaneHve BUpTyanbHOW MalUUHbI U3 3alMLLiaeMOon
UH(PPaACTPYKTYpPbI

Mepen yoaneHmem BUPTyanbHOW MalLMHblI BaM HY>XHO yOanuTb NporpamMmmy, YCTaHOBAEHHYIO Ha
BMPTYaJIbHOW MaLUVHE.

UTo6bl yaanuTe BUPTYanbHYO MallMHy U3 3aliuLiaeMoli MHPACTPYKTYPbl, HY>KHO BbINOMHUTb
criegytolume OencTBus:

1. AsTopu3oBaTbCs Ha BUpTYyanbHoM CepBepe agMuHUCTpupoBaHus Kaspersky Security
Center, Ha KOTOPOM pacnonaraeTcs Hy)KHas BUpTyanbHas MallvHa, UCMOoNb3ysi METO.
Login-VirtualServer.

2. Tlonyuntb cnmcok BUpPTYanbHbIX MallnH BbI3oBOM MeToaa HostGroup.FindHosts ¢ nonamu:

e KLHST_WKS_DN — otobpakaemoe ums BUPTyarbHOW MalUVHBbI.
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e KLHST_WKS HOSTNAME — yHMKanbHbIN nAEHTU(UKATOP BUPTYanbHOW MaLLWHbI.
e KLHST_WKS_IP_LONG - IP agpec BupTyanbHON MaLUUHbI.

3. B nonyyeHHOM cnucke HamTW HYXXHYIO BUPTYyarnbHY0 MalumHy no IP-agpecy B none
KLHST_WKS_IP_LONG u 3anomHutb 3Ha4yeHue nonen KLHST_WKS_DN u
KLHST_WKS_HOSTNAME.

4. Ecnu Bbl XO0TWTe yaanuTb BUpTyanbHY0 MaLLWHY U3 rpynnbl YNpaBnsieMble YCTPOMUCTBA U
nepeHecTu ee B rpynny HepacnpegeneHHble yCTPOUCTBA, BaM HYXXHO BbIMOMHUTb
cnefywoline OencTeums:

a. [lMonyuntb noeHtudmkatop id rpynnel HepacnpeneneHHble yCTpONCTBa BbI30BOM
meToaa HostGroup.GroupldUnassigned.

b. Bbi3BaTb METOA NEpeMeLLEHNs BUPTYanbHOW MallmnHbl B rpynmny
aAMWHUCTpUpPOBaHus, 3aaas B none hostld 3HavyeHne KLHST_WKS_ HOSTNAME,
nonyyYeHHoe Ha ware 3, n B none groupld 3HaveHue id, nonyyeHHoe Ha ware 4a.

5. Ecnu Bbl XOTUTE NOMHOCTLIO YAanuTb BUPTYanbHYIO MaLLMHY, BaM HY)XHO Bbl3BaTb MeTO[
yaaneHus BUpTyarnbHON MallvHbl, Nepefas B KayecTBe ngeHtudukaropa hostld
BUPTyanbHOM MmawuHbl 3HadeHne KLHST_WKS_HOSTNAME, nonyyeHHoe Ha ware 3.

Ucnonb3yemblie metoabl OpenAPI Kaspersky Security
Center

ABTOpu3auusa Ha rmaBHoMm CepBepe aAMUHUCTPUPOBaAHUA
Kaspersky Security Center

Ona pabdotbl ¢ OpenAPIl Kaspersky Security Center Heobxoaumo aBTopusoBaTtbesi Ha CepBepe
agMuHucTprpoBaHus Kaspersky Security Center Bbi3oBoM MeToga login:

POST https://MainKscServerIpAddress:Port/api/v1.0/login HTTP/1.1
Authorization: KSCBasic user="Base64UserKscLogin",
pass="Base64UserKscPassword", internal="0"

Content-Type: application/json

Content-Length: 2

{}
roe:

e MainKscServerlpAddress — IP-agpec B dpopmaTte IPv4 unu nonHoe JOMEHHOe MMs
(FQDN) rnaBHoro Cepeepa agmuHucTpupoBaHua Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHom CepBepe
aaMnHUCTpUpoBaHus. o ymonyaHuio ato nopt 13299.

e Base64UserKscLogin — nmsa nonb3oBatens rnaBHoro Cepsepa agMUHUCTPUPOBaHUS B
koanpoBke Base64.

e Base64UserKscPassword — naponb nons3oBartens rnaBHoro Cepsepa
aAMWHUCTPUPOBaHNS B Koanposke Base64.

ABTOpM3auua Ha BUpTyanbHom CepBepe agMUHUCTPUPOBAHUS
Kaspersky Security Center

POST https://MainKscServerIpAddress:Port/api/v1.0/login HTTP/1.1
Authorization: KSCBasic user="Base64UserVirtualKscLogin",
pass="Baseb64UserVirtualKscPassword", internal="0"

X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json
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Content-Length: 2
{}

roe:

e MainKscServerlpAddress — IP-agpec B doopmaTte IPv4 nnm nonHoe gOMEHHOEe nms
(FQDN) rnasHoro Cepepa agMuHucTpupoBaHusa Kaspersky Security Center.

e Port —nopt OpenAPI Kaspersky Security Center Ha rmaBHom CepBepe
aAMNHUCTpUpOBaHus. 1o ymonyaHuio ato nopt 13299.

e Base64UserVirtualKscLogin — nmsa nonb3oBaTens BupTyansHoro Cepeepa
aZMNHUCTPMPOBaHus B Koauposke Base64.

e Base64UserVirtualKscPassword — napone nonb3oBatens BupTyansHoro Cepsepa
aZMNHUCTPMPOBaHNS B Koauposke Base64.

e Base64VirtualKscName — ums BupTtyaneHoro Cepepa agMUHUCTPUPOBAHUSA B KOOUPOBKE
Base64.

PaboTta c BUPTYyasibHbIMU MallUHaMU

NMounck BupTyanbHbIX MawunH Ha CepBepe aaMUHUCTPUPOBaAHUSA
Kaspersky Security Center

POST
https://MainKscServerIpAddress:Port/api/v1.0/HostGroup.FindHosts
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{

"wstrFiltexr"™ : "",
"vecFieldsToReturn" : |

"KLHST WKS_DN",
"KLHST WKS_HOSTNAME"
"KLHST WKS_ IP_ LONG"

i

"vecFieldsToOrder" : [],

"pParams" : {"KLSRVH SLAVE REC DEPTH" : 128,
"KLGRP_FIND FROM CUR VS ONLY" : true },
"lMaxLifeTime" : 600

roe:

e MainKscServerlpAddress — IP-agpec B oopmate IPv4 nnun nonHoe AoOMeHHoe M4
(FQDN) rnaBHoro Cepsepa agMmuHuctTpupoBaHus Kaspersky Security Center.

e Port —nopt OpenAPI Kaspersky Security Center Ha rmaBHom Cepepe
aaMnHUCTpUpoBaHus. o ymonyaHuio ato nopt 13299.

e Base64VirtualKscName — umsa BupTtyaneHoro Cepepa agMUHUCTPUPOBAHUSA B KOOUPOBKE
Base64. 3aronoBok x-KSC-VServer TpebyeTcs, ecrniv MeTo Bbi3blBaeTcs Ans
BupTyanesHoro CepBepa agMUHUCTPUPOBAHUS.

e BodyLength — gnnHa JSON Tena 3anpoca B 6avitax.

e vecFieldsToReturn — maccnB Ha3BaHUIN CBONCTB BUPTYanbHOW MaLLWHbI, KOTOPbIE HY>XHO
BepHyTb. [MOMNHbIA CNUCOK NoNnen ykasaH B OKYMEHTaLUn K MeToay.

e KLHST_WKS_DN — oTobpaxkaeMoe Mmsi BUPTyaribHOW MallWHbI.
KLHST_WKS_HOSTNAME — yHUKanbHbIA UaeHTUdUKaTop BUPTYyansHON MaLUnHbI.
e KLHST_WKS_IP_LONG - IP agpec BupTyansHON MaLlUUHbI.

MeToa Bo3BpawaeT ngeHtndukatop oobekra nepeuncnutens ChunkAccessor Ha Cepepe
agMWUHUCTPUPOBaHUS B BUAE:
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{"strAccessor" : "iteratorId"}

Mo aTomy naeHTUrKaTopy Bl MOXETE NONYYNTb MHADOPMALINIO O BUPTYanbHbIX MaLLUMHaX,
ucnonb3ysa MeToabl paboThl ¢ nepeyucnurenemM. lNocne 3aeepLueHuns paboTel ¢
nepedncnutenem Heobxoanmo ocBoboaUTL NEPEYNCTINTENDb, BbI3BAB METOA
ChunkAccessor.Release.

MepemelleHne BUPTyanbHOW MaLLUUHbI B rpynny
agMUHUCTPUPOBaHUA

POST
https://MainKscServerIpAddress:Port/api/v1.0/HostGroup.MoveHostsToGr
oup

X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{"pHostNames":

[
"hostId"

I

"nGroup ": groupld
}

roe:

e MainKscServerlpAddress — IP-agpec B oopmate IPv4 nnu nonHoe 4OMEHHOE NMS
(FQDN) rnaBHoro Cepeepa agMmuHucTpupoBaHusa Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHom CepBepe
agMuHucTpupoBaHud. Mo ymonyaHuo ato nopt 13299.

e Base64VirtualKscName — nwvs supTtyansHoro Cepsepa aaMVHUCTPUPOBAHUSA B KOAMPOBKE
Base64. 3aronoBok x-KSC-VServer TpebyeTcs, ecrim MeToZ Bbl3biBaeTcs Ans
BupTyansHoro Cepsepa agMUHNCTPUPOBAaHHUS.

e BodyLength — gnnHa JSON Tena 3anpoca B 6avitax.

e hostld — ngeHTndnKaTop BMPTYanbHOW MaLlWHbI, KOTOPYIO TpebyeTcs nepemMecTuTb.
3Hayenne KLHST_WKS_HOSTNAME, nony4eHHoe Bbi3oBoM HostGroup.FindHosts.

e groupld — ngeHTudmKaTop rpynnbl aAMUHUCTPUPOBAHMS, B KOTOPYIO TpebyeTcsa
nepemMecTuTb BUPTyasbHYO MallMHy. 3HayeHne id, Nony4eHHOEe BbI30BOM
HostGroup.FindGroups.

YpaaneHue BUpTyaribHOW MalUUHbI

POST
https://MainKscServerIpAddress:Port/api/vl.0/HostGroup.RemoveHost
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{"strHostName": "hostId"}

roe:

e MainKscServerlpAddress — IP-agpec B oopmaTe IPv4 unm nonHoe JOMEHHOE M4
(FQDN) rmasHoro Cepepa agmuHuctpupoBaHusa Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHOM cepBepe
aaMunHucTprpoBaHus Kaspersky Security Center. [lo ymonyaHuto 1o nopt 13299.

e Base64VirtualKscName — nwvs BupTtyansHoro Cepsepa agMVHUCTPUPOBAHUSA B KOAMPOBKE
Base64. 3aronoBok x-KSC-VServer TpebyeTcs, ecrniv MeTo Bbi3blBaeTcs Ans
BupTyanesHoro CepBepa agMUHUCTPUPOBAHUS.

e BodyLength — gnnHa JSON Tena 3anpoca B 6avitax.

e hostld — ngeHTndUnKaTOp BMPTYanbHOW MallWHbl, KOTOPYIO TpebyeTca yaanuTb. 3HavyeHne
KLHST_WKS_HOSTNAME, nonyyeHHoe Bbi3oBoM HostGroup.FindHosts.
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PaboTta c nepeuncnurtenem

I'IonyquMe Konun4yecTtBa 3J1IeMeHTOB nepe4vyuncnurtens

POST
https://MainKscServerIpAddress:Port/api/v1l.0/ChunkAccessor.GetItemsC
ount

X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{"strAccessor" : "iteratorId"}

roe:

e MainKscServerlpAddress — IP-agpec B doopmaTe IPv4 unm nonHoe JOMEHHOE NMs
(FQDN) rnaBHoro Cepeepa agmuHucTpupoBaHusa Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHOM cepBepe
agMuHucTpupoBaHud. Mo ymonyaHuio ato nopt 13299.

e Base64VirtualKscName — nwvs supTtyansHoro Cepsepa aaMVHUCTPUPOBAHUSA B KOAMPOBKE
Base64. 3aronoBok Xx-KSC-VServer TpebyeTcs, ecrim MeToZ Bbl3biBaeTcs Ans
BupTyansHoro Cepsepa agMUHNCTPUPOBAaHUS.

e BodyLength — gnnHa JSON Tena 3anpoca B 6avitax.

e iteratorld — ngeHTndUKaTOP NEpeuncnuTEns, NOMy4YeHHbIN B none strAccessor oTeeTa
meToga HostGroup.FindHosts.

MeTOD, BO3BpallaeT KoOJiIn4eCTBO 3J1IEMEHTOB nepedncnnTend B snge:
{"PxgRetVal" : itemsCount}

nO.ﬂyLIeHVIe AfIeMeHTOB nepe4vyucnunrTens

POST
https://MainKscServerIpAddress:Port/api/v1l.0/ChunkAccessor.GetItemsC
hunk

X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{

"strAccessor" : "iteratorId",
"nStart" : from,
"nCount" : itemsCount

roe:

e MainKscServerlpAddress — IP-agpec B dpopmaTte |IPv4 unu nonHoe JOMEHHOe MMs
(FQDN) rnaeHoro CepBepa agMmuHuctpupoBaHus Kaspersky Security Center.

e Port —lNopt OpenAPI Kaspersky Security Center Ha rmaBHoM cepBepe
aAMnHUCTpUpoBaHus. 1o ymonyaHuio ato nopt 13299.

e Base64VirtualKscName — ums BupTyaneHoro Cepepa agMUHUCTPUPOBAHUSA B KOOUPOBKE
Base64. 3aronoBok X-KSC-VServer TpebyeTcs, eCnv MeTos Bbi3biBaeTCs 41
BUpTyansHoro Cepeepa agMUHUCTPUPOBAHMS.

e BodyLength — gnvHa JSON Tena 3anpoca B 6aiitax.

e iteratorld — ugeHTUMKaTOp NEpeUncnMTEns, Nnonyy4eHHbIN B nomne strAccessor oTeeTa
meToaa HostGroup.FindHosts.

e from — MHOEKC anemeHTa KOnMneKkumnm, Ha4nHas ¢ KOToporo HeobxoAMMO BO3BpaLLaTh
anemeHTbl. OTcyeT ¢ 0 nHaekca.

e itemsCount — KONMYECTBO 3MIEMEHTOB, KOTOPOE HY>XHO BEpHYTL. Ecnun Heobxogumo
BEPHYTb BCE 9MEeMEHTbI, TO MOXXHO UCNONb3oBaTh 3HavyeHne itemsCount, BO3BpaLleHHoe
npu BbidoBe meToaa ChunkAccessor.GetltemsCount.
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MeToa BO3BpaLlaeT aneMeHTbl NepeyncnuTens B Buae (Ha npuMepe Bbl3oBa MeToaa
HostGroup.FindHosts):

{

"pChunk" : {
"KLCSP_ITERATOR_ARRAY":[
{

"type":"params",
"value": {
"KLHST WKS DN":"Hostl",
"KLHST WKS_HOSTNAME":"7ad995e2-eb62-40e5-9c7e-
5abael9979%a0",
"KLHST WKS_TP LONG": {
"type":"long",
"value":2130706433

}
by

"type":"params",
"value": {
"KLHST WKS DN":"Host2",
"KLHST WKS HOSTNAME":"5fb6a%0c-d054-4f9b-a342-
2a62949%ad899",
"KLHST WKS IP LONG": {
"type":"long",
"value":172052763

}
]
bo
"PxgRetVal":2
}

B aTom npumepe Bo3BpallaeTcs ABa aneMeHTa ("PxgRetVal" :2) C NONAMMU, yKa3aHHbIMU B
napameTpe vecFieldsToReturn 3anpoca HostGroup.FindHosts.

OcBobGoxaeHue nepeyncnutens

POST
https://MainKscServerIpAddress:Port/api/v1.0/ChunkAccessor.Release
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{"strAccessor" : "iteratorId"}

roe:

e MainKscServerlpAddress - IP-agpec B chbopmaTte IPv4 unu nonHoe JOMEHHOE UMs
(FQDN) rnaBHoro Cepsepa agmuHuctpupoBaHusa Kaspersky Security Center.

e Port - MNMopt OpenAPI Kaspersky Security Center Ha rnaBHOM cepBepe
aAMWHUCTpUpOoBaHus. 1o ymonyaHuio ato nopt 13299.

e Base64VirtualKscName - nmsa BupTyansHoro CepBepa agMMHUCTPUPOBAHUSA B KOAMPOBKE
Base64. 3aronoBok X-KSC-VServer TpebyeTcs, eCnv MeTos Bbi3biBaeTCs A1
BUpTyansHoro Cepeepa agMUHUCTPUPOBAHNS.

BodyLength - gnuHa JSON Tena 3anpoca B 6antax.
iteratorld - ngeHTNdUKaTOP NEpeUncnuTEns, NoNy4YeHHbIN B none strAccessor oTeeTa
meToaa HostGroup.FindHosts.
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Pa6oTa c rpynnamm agMMHUCTPUPOBAHUA

Mounck rpynn agMMHUCTPUPOBAHUA

POST
https://MainKscServerIpAddress:Port/api/v1.0/HostGroup.FindGroups
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{

"wstrFilter"
"vecFieldsToReturn" : |
"id",

"name" 1,
"vecFieldsToOrder" : [],
"pParams" : {},
"lMaxLifeTime" : 600

roe:

e MainKscServerlpAddress — IP-agpec B dpopmaTte IPv4 nnu nonHoe gOMEHHoe MMs
(FQDN) rnasHoro CepBepa agMuHucTpupoBanusa Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHOM cepBepe
agMuHUCTpupoBaHus. Mo ymonyaHuio ato nopt 13299.

e Base64VirtualKscName — ums BupTyansHoro Cepeepa agMUHUCTPUPOBAHUS B KOOMPOBKE
Base64. 3aronoBok X-KSC-VServer TpebyeTcs, ecrnv MeTos Bbi3biBaeTCcs Ans
BupTyansHoro CepBepa agMUHUCTPUPOBAHWSI.

e BodyLength - gnuHa JSON Tena 3anpoca B 6anTax.

e vecFieldsToReturn — maccus Ha3BaHWin CBOWNCTB rpynbl agMUHUCTPUPOBaHUS, KOTOpble
HY>XHO BepHYTb. [1OMNHBIN CNNCOK NMOMEN ykasaH B AOKYMEHTaLMN K MeToAy.

e id — ngeHTNdUKaTOp rpynmnbi.
e name — ums rpynnel.

MeToa Bo3BpawaeT ngeHtndukatop oobekta nepeuncnutens ChunkAccessor Ha CepBepe
agMUHUCTPUPOBaHUS B BUAE:

{"strAccessor" : "iteratorId"}

Mo aTomMy naeHTUMKATOPY Bbl MOXETE NOMYYUTb MHCPOPMaLMIO O rpynnax
a,D,MI/IHI/ICTpVIpOBaHI/IFI, VICI'IOJ'Ib3yF| MeTodbl Da6OTbI C nepeyucnumtTenem. MNocne 3aBepmeHV|;|
paboTbl ¢ nepevncnuTenem HeobxoaMmo ocBOOOANTL NEPEUYUCTIUTEND, BbI3BAB METOL,
ChunkAccessor.Release.

NMonyyeHne naeHTudukaTopa rpynnol YnpasnsemMble YCTPOUCTBA

POST
https://MainKscServerIpAddress:Port/api/vl.0/HostGroup.GroupIdGroups
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: 2

{}

roe:

e MainKscServerlpAddress — IP-agpec B oopmaTe IPv4 nnv nonHoe JOMEHHOE M4
(FQDN) rmaBHoro Cepsepa agmnHuctTpupoBaHus Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHom Cepepe
aAMUHUCTpUpoBaHus. 1o ymonyaHuio ato nopt 13299.
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e Base64VirtualKscName — ums BupTtyaneHoro Cepepa agMUHUCTPUPOBAHUSA B KOOUPOBKE
Base64. 3aronoBok Xx-KSC-VServer TpebyeTcs, ecrim MeToz Bbl3biBaeTcs Ans
BupTyansHoro CepBepa agMUHUCTPUPOBaHMUS.

MeToa Bo3BpalaeT ngeHTudmkaTop rpynnsl B BUae:

{"PxgRetVal" : groupId}

NMonyyeHne naeHTudukatopa rpynnel HepacnpeneneHHble
yCcTpoMcCTBa
POST
https://MainKscServerIpAddress:Port/api/v1.0/HostGroup.GroupIdUnassi
gned
X-KSC-VServer: Base64VirtualKscName
Content-Type: application/json
Content-Length: 2
{}
roe:
e MainKscServerlpAddress — IP-agpec B oopmaTte IPv4 nnm nonHoe JOMEHHOE NMS
(FQDN) rnasHoro Cepsepa agMmuHuctpupoBaHus Kaspersky Security Center.
e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHOM cepBepe
agMuHUCTpupoBaHus. Mo ymonyaHuio ato nopt 13299.
e Base64VirtualKscName — nma BUpTyanbHOro cepeepa agMMHUCTPUPOBaHUS B KOOUPOBKE
Base64. 3aronoBok X-KSC-VServer TpebyeTcs, ecnn MeTo Bbi3biBaeTCsa A1
BUpTyansHoro Cepeepa agMUHUCTPUPOBAHMS.

MeTop Bo3BpallaeT uaeHTUUKaTop rpynnbl B BUAE:

{"PxgRetVal" : groupId}

NMony4yeHune cnucka BupTyanbHbiX CepBepoB
AAMUHUCTPUpPOBaHUA
POST
https://MainKscServerIpAddress:Port/api/vl.0/VServers.GetVServers
Content-Type: application/json
Content-Length: 2
{}
roe:

e MainKscServerlpAddress — IP-agpec B dpopmaTte |IPv4 unu nonHoe JOMEHHOe MMs
(FQDN) rnaeHoro CepBepa agMmuHuctpupoBaHus Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHom CepBepe
aaMnHUCTpUpoBaHus. 1o ymonyaHuio ato nopt 13299.

B cnyyae ycnexa meToq BO3BpallaeT MaccuB BUPTYanbHbiX CepBepoB aagMUHUCTPUPOBaHUS B
Buae:

{

"PxgRetVal": [
{
"type" . vvparamsn ,
"value": {
"KLVSRV_CREATED": ({
"type": "datetime",
"value": "2020-06-15T09:41:18z"

y
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"KLVSRV_DN": "SomeVirtualServer",

"KLVSRV_ENABLED": true,

"KLVSRV_GROUPS": 8,

"KLVSRV_GRP": 0,

"KLVSRV_HST UID": "VSRV08172elf-4057-4579-89c4-
d5e6256d8ad2",

"KLVSRV_ID": 1,

"KLVSRV_LIC_ENABLED": true,

"KLVSRV_SUPER": 7,

"KLVSRV_UID": "VSRV08172elf-4057-4579-89c4-d5e6256d8ad2",

"KLVSRV_UNASSIGNED": 11

]
}

BaxHble napameTpsbl:

e KLVSRV_DN — umsa BupTyansHoro Cepsepa agMUHUCTPUPOBaHUS.
e KLVSRV_ID — ngeHtndukatop BuptyansHoro Cepeepa agMUHUCTPUPOBAHUS.

PaboTa ¢ MHCTaNNAUMOHHbLIMM NakeTamun

I'IonytleHMe CnMuUcKa MHCTaNMNAUMOHHbLIX NakeToB

POST
https://MainKscServerIpAddress:Port/api/vl1.0/PackagesApi.GetPackages
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: 2

{}
roe:

e MainKscServerlpAddress — IP-agpec B dpopmaTte |IPv4 unu nonHoe JOMEHHOe MMs
(FQDN) rnaeHoro CepBepa agMmuHuctpupoBaHus Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHom CepBepe
aaMUHUCTpUpoBaHus. 1o ymonyaHuio ato nopt 13299.

e Base64VirtualKscName — nwvs supTtyansHoro Cepsepa agMVHUCTPUPOBAHUSA B KOAMPOBKE
Base64. 3aronoBok Xx-KSC-VServer TpebyeTcs, ecrim MeTo Bbi3biBaeTcs AN
BUpTyansHoro Cepeepa agMUHUCTPUPOBaHMS.

B cnyyae ycnexa metoq Bo3BpallaeT MaccyB NakeTos B BUaE:
{

"PxgRetVal": [
{
"type": "params",
"value": {
"KLPKG NPI CREATION TIME": ({
"type": "datetime",
"value": "2019-10-08T17:30:402"

b,
"KLPKG_NPI MODIF TIME": ({
"type": "datetime",
"value": "2019-10-08T17:30:40z"
by
"KLPKG NPI NAME": "Kaspersky Security s BUPTyaJIbHEIX Cpen
5.1 Jlerxkur arexnt",
"KLPKG NPI PACKAGE PATH": "\\\\DESKTOP-
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MI1CJOJ\\KLSHARE\\Packages\\KSVLA 5.1.44.278",
"KLPKG_NPI_ PKGID": 1,
"KLPKG _NPI PRODUCT DISPL NAME": "Kaspersky Security nmna
BUPTyaJibHEX cpen 5.1 Jlerkmit areHt",
"KLPKG_NPI PRODUCT DISPL VERSION": "5.1.44.278",
"KLPKG_NPI_ PRODUCT NAME": "KSVLA",
"KLPKG_NPI_ PRODUCT VERSION": "5.1.0.0",
"KLPKG NPI SIZE": {
"type": "long",
"value": 217427607
by
"KLPKG_NPI SS DESCR":
"KSVLA 5.1.44.278\\exec\\ss install.xml|1"
}
by
]
}
BaxxHble napameTpbl:

o KLPKG_NPI_PKGID — nageHTngunkatop MHCTanNALMoOHHOro nakeTa.

e KLPKG_NPI_PRODUCT_NAME — Ha3BaHwue rnporpamMmmsbl, KOTOpas ycTaHaBN1MBaeTCs C
NMOMOLLIbIO UHCTANMALMOHHOrO nakeTa.

e KLPKG_NPI_PRODUCT_VERSION — Bepcus nporpaMmmsbl, KoTopasi yctaHaBnmBaeTcs C
MOMOLLbIO UHCTaNMALMOHHOIo NakeTa.

MHCTannﬂLWIOHHbIe naketbl AreHTa agMUHUCTPUPOBaHUA Kaspersky
Security Center n nporpammbl Kaspersky Security
Ona noeHtndurkaumm naketoB AreHTa agMMHUCTPUPOBaHMA U nporpaMmbl Kaspersky Security

Ans BupTyanbHbIX cpeq 5.1 Jlerkun areHT npu BoizoBe metogos OpenAP| Kaspersky Security
Center MOXXHO BOCMOfb30BaTbCA criegytowen Tabnuuen:

HasBaHue cBoMcTBa NakeTa AreHT KSVLA 5.1
aAMMHUCTPUPOBAHUA

KLPKG_NPI_PRODUCT_NAME 1103 KSVLA

KLPKG_NPI_PRODUCT_VERSION 1.0.0.0 5.1.0.0

PacnpocTtpaHeHne MHCTaNNSILMOHHOIO NakeTa Ha BUPTYanbHbIN
CepBep aAMUHUCTPUPOBAHUSA

POST
https://MainKscServerIpAddress:Port/api/v1.0/PackagesApi.Retranslate
ToVServerAsync
Content-Type: application/json
Content-Length: BodyLength
{

"nPackageId": packageld,

"nVServerId": VirtualServerlId,

"pOptions":

{
"KLPKG_CREATE_STANDALONE_PRODS" : true,
"KLPKG7CREATE78TANDALONEiNAGT" . true,
"KLPKG USE LANGUAGE TAG" : true,
"KLPKGiTYPE" 1,
"KLPKG_LAZY_RETRANSLATION" : false
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}
roe:

MainKscServerlpAddress — IP-agpec B popmare IPv4 unu nonHoe AOMEHHOE UMsI
(FQDN) rnasHoro Cepepa agmuHuctpupoBaHusa Kaspersky Security Center.

Port — nopt OpenAPI Kaspersky Security Center Ha rnaBHom CepBepe
agMuHuCTpupoBaHud. Mo ymonyaHuio ato nopt 13299.

BodyLength — ganuHa JSON Tena 3anpoca B 6anTax.

packageld — ngeHTUMKaTOP MHCTANNALMOHHOIO NakeTa, KOTopbIN He06XoAMMO
pacnpocTpaHuTb Ha BUpTYyanbHbIi Cepep. 3HavyeHne KLPKG_NPI_PKGID, nonyyeHHoe
Bbi3oBOM MeToga PackagesApi.GetPackages.

VirtualServerld — ngeHTudukaTop BupTyansHoro Cepsepa agMUHUCTPUPOBAHUS HA
KOTOPbIN HY>XHO pacnpocTpaHnTb nakeT. 3HadeHne KLVSRV_ID, nonyyYeHHOe BbI3OBOM
meTtona VServers.GetVServers.

B cnyyae ycnexa meTton Bo3BpallaeT naeHTMdMKaTop acCUHXPOHHOW onepauun B BUAe:
{"PxgRetVal" : "asyncActionId"}

[na npoBepkM 3aBepLUEHNSA aCUHXPOHHOW Onepauun nepeaayun naketa Hy>KHO Bbi3BaTb METOL,
AsyncActionStateChecker.CheckActionState.

NMpoBepKa COCTOAHMA aCUHXPOHHOW onepauuun

POST
https://MainKscServerIpAddress:Port/api/v1l.0/AsyncActionStateChecker
.CheckActionState

Content-Type: application/json

Content-Length: BodyLength

{"wstrActionGuid": "asyncActionId"}

roe:

MainKscServerlpAddress — IP-agpec B dpopmaTte IPv4 unu nonHoe JOMEHHOe MMs
(FQDN) rnaeHoro CepBepa agMmuHuctpupoBaHus Kaspersky Security Center.

Port — nopt OpenAPI Kaspersky Security Center Ha rnaBHom CepBepe
aAMUHUCTpUpoBaHus. 1o ymonyaHuio ato nopt 13299.

BodyLength — ganuHa JSON Tena 3anpoca B 6anTax.

asyncActionld- ngeHTUdUKaTOp aCMHXPOHHOW onepaLmm, NoNyYeHHbI NPy Bbl3oBe
meTona PackagesApi.RetranslateToVServerAsync.

B cnyyae ycnexa MeToq Bo3BpallaeT COCTOSIHME aCMHXPOHHOM onepauuv B BUae:
{

"bFinalized" : true
"bSuccededFinalized" : true
"1StateCode" : O
"pStateData": {}
"1NextCheckDelay" : 0

}

roe:
bFinalized — cocTtosiHne onepauun. Ecnn 3HadeHne true, onepaums 3aBepLieHa.

bSuccededFinalized — npusHak ycnelHoro 3asepLueHnsa onepauun. Ecnv s3HaveHue true,
onepauusi 3aBepLUeHa yCrneLuHo.

14



Kaspersky Security for Virtualization Light Agent — Mpumepbl ncnonb3oBaHms KSC OpenAPI

PaboTa c 3agauamu

Co3paHue 3apaum CmeHa CepBepa agMUHUCTPUPOBaAHUA

3agava no3BonsieT CMEHUTb CepBep aadMUHNCTPUpoBaHud, noa ynpaerieHMeM KOTOpOoro
HaxoguTca BupTyalnbHada MallnHa.

POST https://MainKscServerIpAddress:Port/api/v1.0/Tasks.AddTask
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{"pData" : taskParams}

roe:

e MainKscServerlpAddress — IP-agpec B oopmaTte IPv4 unm nonHoe JOMEHHOE nMS
(FQDN) rnaBHoro Cepeepa agmuHncTpupoBaHusa Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHOM cepBepe
agmuHucTpupoBaHus Kaspersky Security Center. o ymonyaHuio ato nopt 13299.

e Base64VirtualKscName — ums BupTyanbHoro Cepeepa agMUHUCTPUPOBAHUS B KOOMPOBKE
Base64. 3aronoBok X-KSC-VServer TpebyeTcs, ecrnv MeToA Bbi3biBaeTCcs Ans
BUpTyansHoro CepBepa agMUHUCTPUPOBAHWSI.

e BodyLength — gnnHa JSON Tena 3anpoca B 6avitax.

e taskParams — napameTpbl 3agadun CmeHbl CepBepa agMUHUCTPUPOBAHNS:

{"pData" : {
"PRTS TASK ENABLED": true,
"TASKID_PRODUCT_NAME": "1103",
"TASK_ADDITIONAL_PARAMS": {
"type": "params",
"value": {
"ServerSslPorts": [ 13000 ],
"Serverports": [ 14000 ],
"ServerAddress'": "NewKscServerAddress"

}
by
"TASK INFO PARAMS": ({
"type" . vvparamsn ,
"value": {
"DisplayName": "Reconnect to vKSC",
"HostList": [ {
"type": "params",
"value": {
"HostDispName": "Hostl",
"HostName": "7ad995e2-eb62-40e5-9c7e-
5abael9979a0"

}
by
"TASKID VERSION": "1.0.0.0",
"TASKSCH _TYPE": 0,
"TASK NAME": "KLNAG TASK RECONNECTION",
"TASKID COMPONENT NAME": "86"

bl
roe:

e ServerSslPorts — maccmB SSL-nopTtoB HoBoro CepBepa agMUHUCTpUpoBaHus. o
ymornyaHnuio oguH nopt 13000.
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e Serverports — maccyB nopToB HoBoro Cepsepa agMUHUCTPUpOBaHus. 1o ymonyaHuto
oavH nopt 14000.

e ServerAddress — IP-agpec B opmate IPv4 unu nonHoe gomeHHoe umsi (FQDN) HoBoro
CepBepa agMuHUCTpUpoBaHus. Ecnv BupTyanbHasa mawmHa 6ygeT HaxoauTbes Noa
yrnpasneHnem BupTyansHoro Cepepa agMUHUCTPUPOBAHMS, TO 3HAaYEHNE AOMKHO NMETb
Bua MainKscServerAddress/VirtualServerName.

e DisplayName — otobpaxaemoe nmsi 3agauu.

e HostDispName — nmsa BMpTyanbHON MaLUUHbI, KOTOPYIO HYXXHO NepemMecTuTb Ha ApYron
CepBep agMuHuctpupoBaHus. 3HadeHne KLHST_WKS_DN, nony4eHHOe BbI3OBOM
meToga HostGroup.FindHosts.

e HostName — yHukanbHbI MOEHTUUKATOP BUPTYaribHOW MallWHbl, KOTOPYIO HY>KHO
nepemMecTutb Ha apyrovi Cepeep agMUHUCTPUPOBaHUS. 3HaYeHne
KLHST_WKS_HOSTNAME, nonyyeHHoe Bbl3oBOM MeToda HostGroup.FindHosts.

B cnyuyae ycnexa metoa Bo3BpallaeT uaeHTugrkaTop co3gaHHom 3agayu B Buae:
{"PxgRetVal" : "taskId"}

Co3paHue 3agayum yaaneHHoOM yCTaHOBKU NporpamMmbl

POST https://MainKscServerIpAddress:Port/api/v1.0/Tasks.AddTask
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{"pData" : taskParams}

roe:

e MainKscServerlpAddress — IP-agpec B dpopmaTte |IPv4 unu nonHoe JOMEHHOe MMs
(FQDN) rnaBHoro Cepsepa agmuHncTpupoBaHua Kaspersky Security Center.

e Port —nopt OpenAPI Kaspersky Security Center Ha rmaBHom Cepepe
agMuHUCTpupoBaHus. Mo ymonyaHuio ato nopt 13299.

e Base64VirtualKscName — umsa supTyaneHoro Cepeepa agMUHUCTPUPOBAHUSA B KOOUPOBKE
Base64. 3aronoBok Xx-KSC-VServer TpebyeTcs, ecrnv MeTo Bbi3biBaeTCs Ans
BUpTyansHoro Cepsepa agMUHUCTPUPOBaHMS.

e BodyLength — gnnHa JSON Tena 3anpoca B 6avitax.

e taskParams — napameTpbl 3aga4v yaaneHHoW yCTaHOBKU NpOrpaMmbl:

{"pData" : {
"PRTS TASK ENABLED": true,
"TASKID PRODUCT NAME": "1093",
"TASK ADDITIONAL PARAMS": ({
"type": "params",
"value": {
"KLTSK RI USE SHARE": true,
"KLTSK RI_USE SHARE SRV": true,
"KLTSK RI PACKAGES IDS": [
KlNagentPackagelId,
ProductPackageld
1y
"KLTSK RI USE NAGENT": true,
"KLTSK_RI GROUP_TO MOVE HOST": GroupToMoveHostId,
"klprts-TaskAccounts": [
{
thpeH . Hparams A\ ,
"value": {
"klprts-TaskAccountAuthType": 1

b,

"type": "params",
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"value": {
"klprts-TaskAccountUser": "HostOsUserLogin"
}
by
{
"type": "params",
"value": {
"klprts-TaskAccountPassword": "HostOsUserPassword"

}
br
"TASK INFO PARAMS": {
"type": "params",
"value": {
"DisplayName": "Install KSVLA 5.1.0.0 on host",
"HostList": [

"type": "params",
"value": {
"HostDispName": "Hostl",
"HostName": "7ad995e2-eb62-40e5-9c7e-
5abael9979%a0"

]

}

br
"TASKID_VERSION": "1.0.0.0",
"TASKSCH_TYPE": 0,
"TASK NAME": "Remote Installation",
"TASKID COMPONENT NAME": "8

bl
roe:

o KINagentPackageld — naeHTnumkaTop MHCTaNNALUNMOHHOIO nakeTa AreHTa
agMUHUCTPUPOBaHNS, HaWZeHHbIW C NOMOLLBIO Bbi3oBa MeToda PackagesApi.GetPackages.
MakeT gomkeH HaxoauTbca Ha CepBepe agMUHUCTPUPOBAHMS, HA KOTOPOM HaxoauTcs
BUpTYyanbHas mawuHa. [Ansa nepegadn nakeToB Ha HYxHbIM CepBep agMUHUCTPUPOBaHUS
ucnonb3ynte metoq PackagesApi.RetranslateToVServerAsync.

e ProductPackageld — ngeHTndukaTop nHctannaumoHHoro naketa Kaspersky Security ons
BUpPTYyanbHbIX cpef 5.1 Jlerkuii areHT, HangeHHbI ¢ NOMOLLBIO BbiI30Ba MeToaa
PackagesApi.GetPackages. lNakeT gormkeH HaxoauTbcs Ha CepBepe agMUHUCTPUPOBaHUS,
Ha KOTOPOM HaxOAMTCS BUpTyanbHasi MallunHa. [1na nepegayun nakeToB UCMOMb3YNTE METOL,
PackagesApi.RetranslateToVServerAsync.

e GroupToMoveHostld — ngeHTndukaTop rpynnbl agMUHUCTPUPOBAHNS, B KOTOPYHO HY>KHO
nepemMecTuTb BUPTyanbHY MalLVHY NOCne YCTaHOBKM NporpaMmebl. [1ns nouncka rpynnel
ucnonb3ynte meto HostGroup.FindGroups unu HostGroups.GroupldGroups.

e HostOsUserLogin — ums nonb3oBaTtens, OT UMEHM KOTOPOro OyAeT OCyLeCTBNATLCA
yCTaHOBKa NporpamMmmei.

e HostOsUserPassword — naponb nonb3oBaTtens, 0T MUMeHU KoToporo byaet
OCYLLIECTBNATLCS YCTAHOBKA NPOrpaMmbil.

e DisplayName — otobpaxxaemoe nmsi 3agauu.

e HostDispName — nmsa BUpTyanbHON MaLUWHbI, HA KOTOPYIO HAJ0 YCTaHOBUTL NPOrpaMmy.
3HayeHne KLHST_WKS_DN, nonyyeHHoe Bbl3oBoM MeToaa HostGroup.FindHosts.

e HostName — yHuKkanbHbI naeHTUUKaTop BUPTYyanbHOW MaLUUHbI, Ha KOTOPY Hado
ycTaHoBUTb nporpammy. 3HavyeHne KLHST_WKS_ HOSTNAME, nonyyeHHoe BbI30BOM
meToaa HostGroup.FindHosts.

B cnyuyae ycnexa metoq Bo3BpallaeT UaeHTUMDUKATOP CO3AaHHON 3aaayn B BUAE:
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{"PxgRetVal" : "taskId"}

Co3paHue 3agayvum yaaneHHoOW AenHCTannsaumm nporpaMmmoil

POST https://MainKscServerIpAddress:Port/api/v1.0/Tasks.AddTask
X-KSC-VServer: Base64VirtualKscName

Content-Type: application/json

Content-Length: BodyLength

{"pData" : taskParams}

roe:

e MainKscServerlpAddress — IP-agpec B doopmaTe IPv4 unm nonHoe JOMEHHOE NMS
(FQDN) rnasHoro Cepsepa agmuHuctpupoBaHusa Kaspersky Security Center.

e Port — nopt OpenAPI Kaspersky Security Center Ha rmaBHom cepsepe

agMuHUCTpupoBaHus. Mo ymonyaHuio ato nopt 13299.

Base64VirtualKscName — nvs BUpTyanbHOro cepeepa agMMHUCTPUPOBaHUS B KOOUPOBKE

Base64. 3aronoBok x-KSC-VServer TpebyeTcs, ecrim MeTo Bbl3biBaeTcsl AN

BMPTYyanbHOro cepsepa.

BodyLength — gnuHa JSON Tena 3anpoca B 6anTax.

taskParams — napameTpbl 3agadn yganeHHon AenHCTannauum nporpaMmbi:

{"pData" : {
"PRTS TASK ENABLED": true,
"TASKID PRODUCT NAME": "1093",
"TASK ADDITIONAL PARAMS": ({
"type": "params",
"value": {
"klprts-TaskAccounts": [
{
"type": "params",
"value": {
"klprts-TaskAccountAuthType": 1
}
by
{
"type": "params",
"value": {
"klprts-TaskAccountUser":
"HostOsUserLogin"

by

"type": "params",
"value": {
"klprts-TaskAccountPassword":
"HostOsUserPassword"

}
1y
"KLTSK_RI USE_SHARE SRV": true,
"KLTSK_RI USE_SHARE": true,

"ProductVersion": "5.1.0.0",
"KLTSK RI USE NAGENT": true,
"ProductName": "KSVLA",

"UninstallType": O
}

by
"TASK_INFO PARAMS": ({

"type": "params",
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"value": {
"DisplayName": "Deinstall KSVLA 5.1.0.0 on host",
"HostList": [
"HostDispName": "Hostl",
"HostName": "7ad995e2-eb62-40e5-9c7e-
5abael9979%a0"
]
}
br
"TASKID VERSION": "1.0.0.0",
"TASKSCH TYPE": O,
"TASK NAME": "Remote Deinstallation",
"TASKID COMPONENT NAME": "87"

ol
roe:

e HostOsUserLogin — nms nonb3oBaTens, 0T UMEHWN KOTOPOro OyaeT oCyLecTBNATLCS
yaaneHue nporpammbl.

e HostOsUserPassword — naponb nonb3oBartersi, OT MMeHM KOToporo 6yaet
OCYLLECTBMATLCA yaaneHue nporpammei.

e ProductVersion — Ha3BaHWe ygansgemomn nporpammei.

e ProductName — Bepcusa ygandemon nporpamMmmbl.

e DisplayName — otobpaxxaemoe nmsi 3agauu.

e HostDispName — nmsa BMpTyanbHOM MalUMHBI, Ha KOTOPOW HAAo yaanuTb NporpaMmy.
3Hauyenne KLHST_ WKS_DN, nonyyeHHoe BblI3oBoM MeToaa HostGroup.FindHosts.

e HostName — yHukanbHbIV UAeHTUUKaTOP BUPTYanbHOW MallWHbl, HA KOTOPOW Hado
yoanuTb nporpammy. 3HadeHne KLHST_WKS_HOSTNAME, nonyyeHHOe BbI30BOM
meToga HostGroup.FindHosts.

B cny4yae ycnexa MeTo Bo3BpaljaeT I/I,Cl,eHTM(bVIKaTOp CO3ﬂ,aHHOl7| 3a4a4yn B Buge:
{"PxgRetVal" : "taskId"}

3anyck 3apgaum

POST https://MainKscServerIpAddress:Port/api/v1.0/Tasks.RunTask
X-KSC-VServer: Base64VirtualKscName
Content-Type: application/json
Content-Length: BodyLength
{"strTask" : "taskId"}
roe:
MainKscServerlpAddress — IP-agpec B dpopmaTte IPv4 unu nonHoe JOMEHHOe MMs
(FQDN) rnaeHoro CepBepa agMmuHuctpupoBaHus Kaspersky Security Center.

Port - MNMopT OpenAPI Kaspersky Security Center Ha rmaBHOM cepBepe
agMuHucTpupoBaHud. Mo ymonyaHuio ato nopt 13299.

Base64VirtualKscName - nms BUpTyanbHOro cepsepa aaMUHUCTPUPOBAHUSA B KOOMPOBKE
Base64. 3aronoBok X-KSC-VServer TpebyeTcs, eCnn MeTos Bbi3biBaeTCs 411
BUpTyansHoro Cepeepa agMUHUCTPUPOBaHMS.

BodyLength - annHa JSON Tena 3anpoca B 6antax.

taskld — ngeHTudmkaTop 3agaym, NONyYEHHbI NOCe ee co3haHus.
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